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PENALTY AS A BASE MEASURE OF PUNISHMENT ON YOU

DEPARTMENT OF JUSTICE

WHICH YOU ARE OBLIGED TO PAY IN A GURRENT OF THREE * 17U.5. CODES 117 - LIMITATIONS ON EXCLUSIVE RIGHTS:
FEDERAL BUREAU OF INVESTIGATION CALENDAR DAYS1S IMPOSED. THE SIZE OF THE PENALTY 1S COMPUTER PROGRAMS
FBI HEADQUARTERS $500.00 :
17U.5. GODES 118 - SCOPE OF EXCLUSIVE RIGHTS: USE OF
WASHINGTON DC DEPARTMENT, USA "
ATTENTION! DISCONNECTION OR DISPOSAL OF THE DEVICE B AR WERE N o T BlCD B AL
OR YOUR ATTEMPTS TO UNLOCK THE DEVICE ERAGECTING
A A RESULT OF FULL SCANNING OF YOUR DEVICE, SOME INDEPENDENTLY WILL B APPREHENDED AS UNAPPROVED
SUSPICIOUS FILES HAVE BEEN FOUND AND YOUR ACTIONS INTERFERING THE EXECUTION OF THE LAW OF THE
ATTENDANCE OF THE FORBIDDEN PORNOGRAPHIC SITESHAS | | \ITED STATES OF AMERICA (READ SECTION 1508 + 18U.5. CODES 48- DEPICTION OF ANIMAL CRUELTY
HEEM FUGED; FOR THS REASON YOUR DEVICE HAS BEEN OBSTRUCTION OF COURT ORDERS AND SECTION 1510
LoCKED, 0BSTRUCTION OF CRMINAL INVESTIGATIONS). IN THIS CASE | | 18 U.S. CODE 1084 - TRANSMISSION OF WAGERING
INFORMATION ON YOUR LOCATION AND SNAPSHOTS. AND IN CASE OF PENALTY NON-PAYMENT IN A CURRENT OF INFORMATION; PENALTIES
CONTAINING YOUR FACE HAVE BEEN UPLOADED ON THE F8I THREE CALENDAR DAYS FROM THE DATE OF THIS
e il eI A bt e NOTIFICATION, THE TOTAL AMOUNT OF PENALTY WILL BE 8.5, CODES 1508 - OBSTRUCTION OF COURT ORDERS
TRIPLED AND THE RESPECTIVE FINES WILL BE CHARGED T
FIRST OF ALL, FAMILIARISE WITH THE POSITIONS STATED IN i Ol STANDING PaALTY I G O LT @i e 18U.5. CODE S 1510 QBSTRUCTION OF CHIMINAL
SECTION “THE LEGAL BASIS OF VIOLATIONS™ ACCORDING TO | | INDICTED PROSECLTION, YOU HAVE THE RIGHT TO Aot
THESE POSITIONS YOUR ACTIONS BEAR CRIMINAL CHALLENGE ITIN COURT.
CHARACTER, AND YOU ARE A CRIMINAL SUBJECT. THE
PENALTY AS A BASE MEASURE OF PUNISHMENT N YOU TO MAKE A PENALTY PAYMENT, GO TO SECTION PAYMENT 18U.S. CODE § 1801 - VIDEQ VOVEURISMS
WHICH YOU ARE OBLIGED TQ PAY IN A CURRENT OF THREE Lt &
CALENDAR DAYS IS IMPOSED. THE SIZE OF THE PENALTY IS © 18U.5. CODE S 2252 -CERTAIN ACTIVITIES RELATING TO
$500.00 . MATERIAL INVOLVING THE SEXUAL EXPLOITATION OF
MINORS
ATTENTION! DISCONNECTION OR DISPOSAL OF THE DEVICE. \' 4 uEEmmné@m y
OR YOUR ATTEMPTS TO UNLOCK THE DEVICE i 18U.S. GODE§ 22524 - CERTAIN ACTIVITIES RELATING TO

INDEPENDENTLY WILL BE APPREMENDED AS UNAPPROVED
ACTIONS INTERFERING THE EXECUTION OF THE LAW OF THE
UNITED STATES OF AMERICA (READ SECTION 1503 -

7

MATERIAL GONSTITUTING O GONTAINING GHILD
PORNOGRAPHY

A | o E

CONNECTION WITH

BROADCASTING PayPa’ N My Cash

1815 CODES 48 DEPIGTION OF ANIMAL CRUELTY
18U.5. CODES 1084 - TRANSMISSION OF WAGERING USEPAYPAL MY CASET0 PAY THE FINE.
INFORMATION; PENALTIES ENTER ‘PAYPAL MY GASH" PIN

18 U.S. CODE§ 1509 - 0BSTRUCTION OF COURT ORDERS

HUMBER ON BACK OF PACK
18 U.S. CODE§ 1510 - 0BSTRUCTION OF CRIMINAL

INVESTIGATIONS
PAYPAL MY CASH CARDS CAN BE FQUND AT SOME OF THE
MOST POPULAR RETAILERS NATIONWIDE:

» 18 US. CODE 8 1801 - VIDEO VOYEURISMS
[+] SEEALL RETAILERS

. e
E LOAD MONEY

MATERIAL INVOLVING THE SEXUAL EXPLOITATION OF
MINORS

18 U.S. CODE§ 22524 - CERTAIN ACTIVITIES RELATING TO
MATERIAL CCNSTITUTING OR CONTAINING CHILD
PORNOGRAPHY

DOLLAR GENERAL
.

18 U.S. CODE§ 2252 - CERTAIN ACTIVITIES RELATING TO E

LI

FAMILY® DOLLAR
PayPal
L A0 |
=
PAYPAL MY CASH CARDS CAN BE FOUND AT SOME OF THE

Om e E o " e B0 n e

[ 13] Android-Trojan/Koler &% 3tH

18 U.S. GODE § 22528 - MISLEADING DOMAIN NAMES ON
THE INTERNET

18 U.S. CODE® 2257 - RECORD KEEPING REQUIREMENTS.
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4. A2 M|0]E(Android—Trojan/Crosate)
FZM|0|E(Android-Trojan/Crosate)= F2 {=H| Z2A| E2|0|HHE AEISIH MXIE FEok= 20| EX0|Ct, CHE A} OFREXEY|
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Adobe Flash Player

Adobe Flash Player
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[32! 14] Android—Trojan/Crosate x| A| 27 A5t

Alstsiel (12 15]2f 20| U HAROR AR | sh HRIKH HEt0] HIEA| TREH A i BalXt Ht HSS AlTsir), 3
OK HE 9lo| T2 Foi2 Efx|=|x| =rt 717| Balxt S2 FA HES Sz T B2 ©i97| th2of 717] Halxis SS5ix] 2otz A
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[32 15] 717] 22|zt st 27

HAIBIC FAl = [33 17]M3 0= A

Scan in progress
Images folder...

[33 16] ADIEE ZHAL AF

AtR[st7 | sl 7171 22IXt sHEIS

[T 18] 717] 2t2|xt sHA| sl
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Update Video player
Android runtime libs importing
Y Tocontinue, click ‘Activate”

This operaticn carit be cancelled

>
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™
&
=
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>
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Hye Eor @y
TAzhet of 21 M0| M cfo|e{ § YR aie{of &
uct,

22X RS ESsiH [0 16]0 20| ADEES Ak K8t &2 =1 Z JIX| 8t Attt
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dobe Flash Player ois CHE
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CEFSEEE ST EEXED
HONE L2IRHE HYSHAIREUTR

SAlE ZH=E HACET 31H|

£ HES PIEIICIn ADIEEM A2 2Et AlRls 20FH LT

(MoneyPak, si2|0flM AlZEl= TXIEHH)S Sot01 'HE 200224S 2Lzt FHEfsict,

|_

This device is locked due to the
violation of the federal laws of the
United States of America:

* Article 180
* Article 148
* Article 215
* Article 301
* of the Criminal Code of U.S.A.

Your device was used to visit
hei b

were

* Child pornography

* Zoophilia pornography
* Child abuse

* Bulk-spamming

< O O

[23 17] FBIE AIESIH U3 200€3 &3 27

Amount of fine is $200.

You can settle the fine with
MoneyPak express Packet
vouchers

Asg soon as the money arrives
to the Treasure account,
device will be unblocked and
all information will be
decrypted in course of 24
heurs.

We made a photo with your camera, it will
be added to the investigation.

WHERE | CAN BUY MONEYPAK?T

1 2 3
4 s 6
7 a 9
0
<l O O

CEEEEINRCET [ EEXED

D

This action will reset all your data

System applications could not be removed.

Click "Yes" and your's device will
reboot and "No” for cancel.
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5. ofl A= 0| Z(Android—Trojan/Svpeng)
oflAE0[|Z(Android-Trojan/Svpeng)2

EX
| o =
7|7| HEIX EES @78t ff LIEHF= 3}HD) [S0| HA AmEUE F2M|0|E(Android-Trojan/Crosate)2t 012 SAISH
C}. CI2 2HAQlofet SAGHA [23 19]2t 20| B2 HStE 276t
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Adobe Flash Player

% Adobe Flash Player
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7171 Ol A

[32 19] Android—Trojan/Svpeng &X| A| 27 A5t

ARSI [0 20]0t 20| WS FaXoz MAsh=0 & RS MY AEXIE £0] 717| 22Xt et

A QTEICE OK HE 20| CIE &
L2 EIRIIX| gi=0 77| 22X S5 FA HES s2ic ChAl F2 ZR7| ti20l 717| H2IXE SSotk| HoH ANEES ASY 4 8l
Ch &3 Sofi= XIS Adig 4~ A= 0I0I2E &7 ZX ArS 2H[eict

Action required
This is system application.

You must activate device administater,
Please, wail

i RootBrow  BHEAE

[2& 20] Ha|xt HEt 2F

2K = FEE 018al Salf [ 212k 20| TRl S= B2 24| Ao 22| Z2|0|AE0Q! AR 72 E0|AE0] 7iMt ZX| HS A
k=) o
= T

H o =
ARZICH 23E0|L 2& 0| aREE|0] AU Ol= olfid 58 U= Sofl ZMIT 1 LRt Y=E LS + AU 7N = 2™-ARICH

& @ 714

Add new card

Enter your credit card you want to use Google
Wallet.

AnA nepernay BUNMCOK Mo KapTax i
-
s B2 - ) |

ard number i

MpopoBxKuTH

[2% 21] 22E30] AR} / R3al0|LE 28 privatbank AEN(R)
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AEXI7E ARIE flall 717] &2
7|=tEICt eish=s S Cefet

This action will reset all your
data.

System applications could not be removed
Click "Yes" and your's device

CiZE7ILt AntEEo

will reboot and "No" for cancel.
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6. X|2(Android—Trojan/Jimo)
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Angry Bird Transfor...

Angry Bird Transfor...
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' http://developer.android.com/intl/ko/tools/help/adb.html

? httpy//developer.android.com/intl/ko/tools/help/shell.html#shellcommands
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B4 (Parameter)E Zt= URLES MIZSH7 | STt 212 Of=Y0{(Adwarey= Z1d(advertisement)2} A EL|0{(software)2| &
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SHEIE Z2F &Y

EZMo= =0 HEIYE 0183 AgTE 2 WS XIMIS| HmEX;

© olisslo] Hx1 8 0 w
.93 Ao, 38 EE T2y Drive By Download
HE AOJE

: 2ciojE
e | [Er| ==

HA HAOIE 0|5 © sEsn niIGIII

[T 1] oHES0f HHEHO|E (Malvertising)S 0|83 AHIE 2 LY

HHE|Ze R AT =0 A== ?§—‘?~i 37| 27kX[0[CE A HHul, 2 ME Al & H2lRK2
GO0ICE 5 I, ARZXE A|ARI0| AX|E ZHENOIE OHE017t AL E ZR0(Ct SXI2| B2, ABKITtH & M‘%‘% SHX|
EQo7 SvtElot| B BRIRKME XIS et & B1E Wot 2= EF M7/iH+E 2= URLE F&sio 0E HHELL
2 AO|ET FAXO! Z1 2l AO|ERIH 0] XS AE0| EXI7t £IX| 4= 4~ UCH SHX|TF HOto| F ket 8l HatX0|7LE S2HAl 22l
0|0{(Flash Player), Ot=.284 2|{(Acrobat Reader), AHZI0|E(Silverlight), XtHHJava)7t AX|= ZRatH AEl0| Ct2Ct ARSAt =2 A
2 Glo| OH=I0E Soll FUE0| U= & AOIEZ Z|CIOHEE & 2N S5 ¢ oiZ2/AH01M E2{00 FUHE 01Z5I0] LT =0
o] & & UCk
HHEI|E OH=HIIE 0185 AT = ZE 1S FelotH Ch3at 2Tk
O J3AXh= E0 MH|A Ao {IF & oz
@ U= g AMOIEE OH=HI0] HHEZX|Z &2

—0l: EHIE, I3 STE, F2 A, 8 SG4 E2(0/0] Ch2EE |, 519 Al E2(0[0] CIREE |E A|E
@ ALEXHE AOIE HE Al Oi=YI0] x| &
@ ofl=gfofof oEt 25 A1 AOIE &
© &= Z0 HO|X| T Al FUSTHAO|EZ 2|Co[HIE

— 0= LT HY AO|EZ o|F
® AREXEPCOIA ofZ2|AI01M FUE X2

—0fl: &lH2I0|E, ol= 281 2|0, QIELl AAEZ 2, X}, Z2iA| Z2(0/01
@ FUFo| SRlE|H AMTE [IREE A3
AEXPC LS
ol2{st B2 FHollie "UAEZ A(Exploit Kit, EK) 0|2t AFMT =S HME, Ha|, |
22{(Angler) EK, 2|71(Rig) EK, BlLIFE=(Magnitude) S0| 2 ARSED UCH

OHEHI =2 715 Q2
olH=ol FQ 7|52 AHEXL |28 == %appdata% 5+ HZ20] E0et oS MAstct miloli= =22 M| AlZtof| cist
7

EX 1
LIEO| 74 UeH, sigd EE 7K1 &5 £ IP2 &S A=ICh 4 Al £ =210| JRIstH ARZAL PC| 7|2 HEIRXME Sdl
H

HUE Hiol 2= EF i7iH,E 2= URLO| H& S Al=sh=0 29f6tH ChZat 2ot

-

URL2

ol
5t
=l

2l0f Lol 23kEl0f 00| 58t 3 F4517| 913 ShellExecute APIS SE510] AIBX} PCO| 7|2 Hat@RS ARt
S5 FA10] OJ3f OIZOIXID, O] FAIS timess B4 AKZ510) S USTH HITBH WS AIS3ICE 015 S USHt b
dhst 2EIS SUSIEIA timess 3140 BIEIZI0] LHRAO S HOIE SHYECH 271t 22 P2, ShellExecute APIE SE510]

ct,

2
d = g
ME XS HICt. Hh ZZARE 20| LEHGIK| 27| tiZ0il AFBXIS2 OHER0{0] 2fet T GRS LotR7| O

i

T K

o=
—
=
=
=

i 0°="
i

f
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CI22E A3 Walo oI5t ‘HIS2ITEE’ H#ago] ZE Al

T AO|EOIM LMTFET} CHRZE AlSH(Drive-by-Download)0| O|&Xl= 2&0|C},
CIRECE AMT == AEXL PCO| TS ASS5He BMIMZE, 220z 5| HE0| LI 1 = ElEata - E(Teslacrypt)O|Ct.

= Lovaiun bic | Gomnunication without s - Wi ows inernet Exgloror

D PEW 530 S8

€ [ ee—re——

- B Eowe . BusTEUn . Bouanis. Bunang  Blowat V- & - HURD- wn- S30- @ 7|

‘Graetings, you are at the dating site firchl.com

[]

Are you over 18 years?

suchost, exe 27 CiWDocuments and i ocal Setingst Temporary Internet FilesWContent ESWOHMFCPI3Wautoget[ 1], php
swchost exe 27 o jiwol exe
swchost, exe 57 c g exe
svchost exe 57 C g ulgctkgro, exe
suchost exe 257 Ce g Jihip. exe
swchost exe 257 e
svchost exe 57 C: s Content IESWOHMFCPI3Wautoget(1.php
e Content [ES#OHMFCPI3Wautoget( 11.php
E_C intrato ication Dat

257 CREATE C m TidC

365 DELET Ci OCUME WWADM\N IWTEMPLA~ Wbennmsssbbl. exe

S DELET CHWDOCUME~ I%ADMI IWTEMPLA IWBENNMS~1,EXE

DELET CoWWINDOWS Weystem e
363 DELET CWWINDOWSWsystem32Wsvchost, x
CRE. C:#WDocuments and SetlingsWAdministrator#My Documents¥recover_file_fuuhdciva. txt

22 CREA JoflE ow.recovervigh,ixt

2 Co¥30058b amd&dWhow_recoversigh.htmi

28 Cri 30560 Wi306Hhow.recoverrigh.txt

282 C:¥#3095(6b Wi366%how.recoverigh, htm!

28 C 409D Whow_recoversigh, bt

28 Co¥ 036D _recoversigh.himl

28 C:#Config, Msi¥how_recoversigh.txt
kexar-be exe 282 C:#WConfig Msith: +igh.html

[22 2] Fst AO|ERRE| CH2EE A3 (Drive—by—-Download)2 2 ZHAIZI= AHIE

P v e S

Ly

) C #ocumacs and Sefngs hicinswstwtis H¥wouto RESTORE FLES hem viox B

29 e e - &) bowsrcamahtael —

- @ronEnl BOTUZH. BENA-. B Bloohcun,. | Bewon x| B - - HOR

HOT YOUR LANGUAGE? USE Google Tramloe

0 et o bes s by chan
them. i 5 the same ieg a3 s e bree, bt i cu

P
p.y0uconesie e

[pp——

How did i happen?
Epainy o 0,0t v g st oy o RSA - s

o— et

oy posstie wth e el of h e ey an decypt program i 0 o Sece St~

e ey wil be

PepE——

b sevtons acausen thy g et

101 YouR LAYGERGET USE Bttps: /translate.google.con

o inat nappencd to your Files
B 11 of your files were protected by a strosg encryption with KSa-20.
tore 1nfornation abast. the eacryption Neys using RSA-20AS can be Found Bere: NEED://en.uikipedia. org/viki/KSA_(cryptosysten)

* |mat dees this pean 7
s s tha tae structare ant ta witain your FLes baee ee rresoanly CRTgH. 3o W11 bt be e 10 erk Wl Che. reud hen o sne e,
it 15 the sane thing 2 losing then Foveuer, bUE UIth sur help, Jou € pestore then.

A 11y for our P s genceated ersonal RSKZORS KEV, bath pablic and priuate.
FEL youe FiLes sre tacrypied with the PUDLLE by, Wich Mg bon tratsrerted £0 Jour COMULE” vla the [nterset

ecstinen &

[22! 3] EHlEat2 2 E Hauofol ZEE 2&

2| EKOl| 25t IRERH Ze Al

TR0 o|oH)k-| HIZHE booki***** pw (0]0] MHE) &l AO|E= S{oA] HFSH H1 23 E4 oi7iHa_ LR URL' & StLZ, 2 M|
A AMOIEQ! www.fh**** com/(EX Oi7tH4)22E Brot2Ct,

€¥212 200 HTTP
4213 302 HTTP ]

-

. §.pna ]
Angler Exploit Kit
- . o N -
1 0 no-stor... textfhtmlic... i
O 11077, html 574 textjheml; ... |
P o JCiiSfinge php?PYSESS I 01 0 4 7R3 92,750 textjhtmi i
S {design.vBhtenizpre <Upplu=- FOLRBin=b, d=0Q 37,123 applicationy... |
e mm forget. JKgBYCByVep . 311,228 applicationy.. i |
fFavicon.ico 328 textihtml;c... | fff
i QKE_-txBspecific=vvQ... 311,228 applicationf... |
—cm - 7 [

[222! 4] Angler Exploit Kit2 0|28t 2t Atz
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2l 4] 0llM 20| 0|F CFS &Mz ZIREECE

S B # AolE T

Fotd wd Mlo|x|= 2|CtolHE

2 HO|X|o| O ASRIER P ELA ALARIO) B2HA] HIH(CVE-2015-8446) 134

® © ® ©

H=SHE I-EZI7H(Cryptolocker) HIO|LH2| CHREE 2 AR

XIE7HX| OHERI0 HHEOIEE 0|

he OfMTE Zid iAol chish ZolRTH THEIIHS 023t WS 2EH I8 o= 2
Az 4 Qo AI-O'E(E[HIOl)% o - ES
=

&
HEGIH FEXIE AL XIS | ofF A TEC, M2t bda 0 AEEX| BEE EXSHA
47| laiAts % f o203 3 A o2 s S HH0|E HEi2 RXISkE X0| ERSICH E

Ofph 11 AO|EO| BV |7t E7| 2ol s Fekdol X =2
=2(0]0], ol5=% 2|0, ’élﬂF—POIE, Xt S oiE2 |71|0I*4°I YH|0|E7F E4H0|Ct 0=H0IE 0128t THEIIER AREAL 7HY §10]
e M &

= @ AOIE BE Al =7t ELsIh
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|

Sut 22 2HHeZ Xt 3l Xz 7152 MBS

- PUP/Win32.EoRezo(V3 MIZD)

- Win-PUP/EoRezo

- Malware/MDP.Execute

BHEH V3 HIZEZ0IAE 2N MOIE T2 RIEH 1SS Saff QE 2T HolXIet 1Y HoIX| 5 HEIIY B Alo|Eof Rddls e
2fokECY

AhnLab V3 Endpoint Security 9.0

T | 2kd AolE B2 RE

- &M I F7|

Aol EE

2016-01-23 27 11:04:56
9,001
vl | X0

oA
oF

0

[ 4= AlER 27t

| €2 UH & oA DR W2 1]

[ 5] V3 Internet Security 9.02] 244 AtO|E ™I it 715

V3 Internet Security 9.0 AKBXIZIB 244 AJO|E R RIEH & Ay A] ‘SOl HES 2f of Ol ST 2 Alo|E Wesix|
W7t BRE=S FAI5E it

52
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o
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IT & LIFE

CIX|E HIO|E[2e] "AZ0] a7 |

“7h~1 0| £ Z|4 AfolcH”,
“7 AR, 2 mgol’,
‘U M2 Infe wue)

A=,

“ArEet3

=8 =0 22l ol F& KX 222 Z0{0i 2=55HX| §42 oIt XHARte| et =F Xii2]
LS LOIEX| Z3h= A=0| o] H UAL, 2T S=Snte| Bl chafdol|lA 240]= 20| & ofsi7t 71| ¢i= S o & U

=
H XIg F=3Ixt

[
2
n
ra
FO
¥
Pl
o
ln
(=]
&3
=]
I
rir
r=
19

53

EHOIt MR E| 24, 2B, FOIER 22 CIXIE 42 Foln CIXE 717] A0 YatstEl Miche! ‘TIX|E U|0|E|=(Digital Native).
S0 A0 AHol'= EHZ2 SLEZ ob7| /I8 =92 & ot 01722 Xjho| ZPEE Hoiotar, AR oS LIEHT = SHH, Al
oo RX2|E HIHSHALE HIoFEHE|7|= SiTh,

AZ0 F LRl tisiME =gt SUL, 312 Mot Z2 0| FI=7|= SHXI2H 0] HOIE2 & Mol 232t YME Bt
= HolM RS HEEE AUeZE: 90| U= AlZto| & Zo|Ck ChZ0l A748 Hol § A0 =2 L2 U= 0| H 7HelX| 1I01E'—

[¢]

A ZHOIAA| O] 2E HE Y S SiLtct,

A2 AlZto|Lt DF0tE WOt =0] ahel th AO|CHS OfAIH & LY
2H7t= JEE sl Z0o| US AoICk O|MH EHHH &2 AlEst
20| "ALOICFE, GfiF0fl= ALOICHZE ASHA|
| 2= ofL|Ct QIE{S AA[E SolA 217t
Tl= AfRtol| Chell 2=x5 HIHFBF 20l ‘0] & Z[A Ato|CH, ‘&
AlO|CH'EH= SHES Ch= Ao R [o| MoICt UM MeloMz 28
EI =2 tofo|L] 7|YelisE AE ZC0F 112 1Y bt 2H|0 | &
&, 48 222 ‘Alo[cid|ol'2tn = Sk

|'0II

U50] TR0 27018 ef 2ol S5l BUE S0 MLl IO op I 2 Liob 270t gEfolel BEolct Akl
=1 ot
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]
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i
10
A
0o
ml:l
S
ré
|—o'

P SSoICHel EYRQI 2FZ'2| FHoITh Sl thate| Fx|et el 010F71E ZALHALE Rile| JHRIA
0[0F7|5 & M 2& 2 A0l ZHE|= 0t 220} HTiHe| BHS E7| &S W & 4= UCL SHXIZH FAI2| 2jo|= B A0 HTio|
o

4, SME4
SR MY HotA Axrel EYE.

Ol'

3t LMAOIA 05T HE AT HiR LHESO| Fat & AL S SILEE, 27t XHUQ| HHojA| HO|AS HAIXIZ =TS Mled Hotn| &
X2t 2H 20| ‘SMEA'E 20K REsH Rt 22 el5n SRl Midoll thieh 2EXR) E=rF BAUA|= SiCk

5. AHHRA}
A by AtHS| &
(2t =23 AHtA

ULZ, ALE0l| a2t Ch2rk= X

‘0|2 HIO] A|0|A(Case by case)2h= TS E0{ AHFZ 20 MA=C, ‘AtHFAF= 0] 22| S80IZ =ZCH

6. H{EIZHE
= BtE SZSIChH= &

2 = Bt ~E 4 QIrkE Rel Fol #3 Can'tZh MK BHEOIAICE 012X = M2X|= Kot HAEH JEolld 2 Mot

7. E9lgt
[2491] ‘E9IEH= Q1Mo] H|cat ato| Zoyat

B Z2ET AR RUOIEISO| A HIHE L=0| Ol
|:| x

EfIE ol MHSIK| g2 22 ST Y2 B & I
of O WEREN0 ME M=X| 220 Jf2f2| ZAROA 2
= o2t a2 FE AlZh gH|crat 2ot dlM 2ot of 2ol
X 21 E0M E?_"a*'o =4 J‘017f EHUISICE EQIEILE

|2
HO|AS S| SNSof| XA S5 SRCh= 2ol XME 4~ U

== dusk= Qo|z Mo“if
8. 23

LEECtH 2 202k 90|2 =30[2k= B0 ‘2, 'RRR'E H0| o '3 0|H A= SEELCL
13 LRH

roh

B
olof, ZE, SN BISH 3E Alch, 30| Ft QIZHEAIX| By IsHe ST AlCH, SEE Hof Bt 5% Jalm A0l RE JHRIS 213
20~30CHE U3t NIE ACH, NEE AICHS) APS =0 120l HEsfAfetn ks 714 Alchel BT Blms olojojAf 801! Zolck, tx
2fiict of 2 =212 S A7 ERtARS) S| Qerts olojE BEsHm 9,

9. AHolAHlolM

‘HECtet=s 2lo)e] ol ESQ! ‘AH|0|(stay) 2t §7+5 S=5k= ‘HHH|0|[M(vacation)' 2| &40
71 B0l H ROZ mLtX| i1 Zo|ut 2 ZX0IM BIIE ELis AS Usich FAl F7H= ZlolM 1= Al 12| HY? 22l SIHK
R € SIR0l E THR XIS 2L

ST AN, AT}, B BPHS J2|D EOHETIAL.

O] 4ol 5 Of2I0150] B0 At HOSE Tk A= TYOIRICrS £ WAL el M, “Mirs MU mE|'o| FUO|Ct =&
2 ol QICFE £ HFKE'2 BA JlS BNl EULOlct

HOHE'E AE0IRIE| @2 of BQICPs 0|tk AKO| Solls He w2 of S0f A0k M2io| E= B9t U0 12 AAEHs BEF

= BUolct,
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STATISTICS 2ot S|t ol
Or, 128 AYTE SH R 2ot Ol LHE
= A== ollH.---° sl O
A= HE G0 X[Fet S 2

otz A|F2|E|CH2MIE{(ASEC)= ASEC Report Vol.72E

Eal Xt 20154 1282 HOt E7| 2! 0I5+

=2 it 1228€9| £ HOt

—

61.72%

22.28%

Trojan Worm etc Adware Downloader

[O812]120153 128 =L

5t ezt

EfX|=l DHIY otMTC = 17084647102 F

689,063

513,058

178,464

ASECO| ZIASH Hiofl 2, 20153 128 & &7 EX|E ANHTFE
= 1,4720 44597102 LIEFRICE Ol= & 1,511 8,864710f
HIsH 392t 4,40571 ZtASH £X|Ct SHH 1280l SEE T E M
£ 4= 6682t 4,002710|C,
9.22%
40,000,000
30,000,000
20,000,000
15,118,864
O Qe - 14,724,459 L
10,000,000 13,741,322 PUP
6,000,000
x|t 12¢
5,000,000 71'%;\“[-"
4,000,000
600,000
3,000,000
500,000
2,000,000
1,000,000 & g S
o~ o ~
o~ n ©
. 3 & 3 300,000
0 ng 12¢
200,000
© X7 @ MEANS
[O2! 1] AMAE 0|(2015 102 ~ 20154 128) 100,000
_ _ 0
[ 2= 2015 128 $F P77t REE ANHTCE FL FPE=E
ZAIgt Zato|ct, 2Zest ZZ IOl PUP(Potentially Unwanted
[D& 3] 2H

Program)7} 61.72%Z 7}%& &2 HIEZ XK1, EZ0|=0t
(Trojan) AIE2| fMHTF =T} 22.28%, E(Worm)O| 9.22%2| HIEZ
1 FE o[UCh

09e 0 11

2 oPTE 50/(2015 108 ~ 20154 128)
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ESE X[t 128 AMTFE QuEX|Z A4RE ZH2l2 9967H, URLS
9.9247H2 ZAFCL 1282 oty =0IQ) H URL A = &
5218 2,011740|ct,

9,000,000
8,000,000
7,000,000
6,000,000
5,212,011
5,000,000 4,399,439 ’

3,991,443 ﬁ
4,000,000 “s
9P

40,000
30,000
20,000
10,282 10,029
10,000
0 —
108 Mg

D ot soioyurL 2tz 28

[ag 4] otd=aE

P oiuzs RE ool & Ry ANI= RZ URL S

2 TOQI/URL BIX| 3 XIEE 244x(2015 102 ~ 2015 128)

415 2Haglof, oY [ i. 1 ‘RISt 7HR|
K|t 2015501 FA|AIX deloi7t Zexoz FIIRIC). T
o= Jederr ﬂEifilﬂ e, zlZol= KISt A4t
X| 2ol Uct 7= eMeofe] F2 27 HAK=E R S0
2 ZEE0] AASLL 2IZ Fo |9| CHE QI0E AfZEsh= el
of7t S&f6lm Q= Zio|ch Yz UL I EZIF(CryptoLocker)
dMeol= 2 PCol IP CHES ElRlst & 2+ HIAXIE aiE
=7t2] A0E £V |= SiCh Z|Z0l= 2{A0t0Z HIZE, 0|2
bt ‘@I2iQl(Offline) ALt R XIH ABXIE al= ‘7|
2HChimera) 2HMO= SEACE

deliof

”EI C&C Mu{2te| S4l Qlo|= Ze PCe| m
017 ST 0I E3 m=Ioll ‘zZael

(Offline) 2Had JI01§ SEHCL 2mate! HHA0IE LI

I8
11|
e
o
—.—I:I>

AHo g %*;if EH%* E"E'QI H|0|E1§ 7|dte=z 1':'—’5.*%’—& 7|
£ WHSI0 o] HAIE HXN YESIE ZTIRYSiCh= ol THact &,
C&C SAE Sall =3} 715 X I 20t I A3t} TIEC

mall Heol= =2 Mo EFE RAR 2F MYS Sdll 7
Tl Q0| AKEAte] o7t 2RI

—

r

N =t =

[orivs ek
aexe

[28 5] 2zatol MMeo] FE DjAU(RAR oY &= il %)

[O2 5= IUolA wzaE 2m=alel HAY0=, RAR lTf°'9-l e
= ofiM[3h exe MUO|C}, 0| mUO| HHL|H ZF

ASZE 0] 2|XIAER|E SE8iTt 0f% PCE

rul

Hu r:|
40
N

10
HIJ
0x

X

B ofolC] 2 2 Al MasH, S5 URLZ ‘GET 232 4+
it

oI53pt eRE (12 6ot 20| Aoz SHE HAXIE 2
71 77 TS HiElsIRioR MBIt 20Kt THUO| 2Sst &
ST, ORf HIY FAZ 7241 Lol HIYS HUHK| o mHUol
mhaEickaks HROICt of7 oA ‘IHUo| majEcks 22 st

i =
=27Fss ECch= 2ojz, WHtHoZ ‘X|Z0| ERIEH =57 =
Fcheks o2 oSk X015 22l

J
—_

1o

®
>

ﬁHmmaHme! Bce Bawwm ¢oto, apxmBbl 1 0PUCHBIS
£baiinbl Gbin 3aWMdPOBaHbLI KPUMTOCTONKIM
mroputMoMInspacwndpesKU HEOXOANMO

HanucaTb Ha NOMTY HVKEB, TEUEHUES 724, NHAYE
Bawwm daitnbl 6ygyT yHUUTOXeHbi!

[13 6] @matol Mol 2 stH

2. 7|Hl2KChimera) 2HA4¢|04

zZI2 = S R 2718 SASZ 7|H2KChimera) 2HMYY017t &
Zo|m Aok 7|2t M7 MS E7dE 20158 9 HAlol=
SUOATE s AlIZ7H E0E oIyt IX| 2 AeE AR
C. J2iLt &Z20lls Y0 FEXIE S2st=
L7t

= 1 oEEe 7|

7|Hi2t HAMYl= CIE 2ot DRV IX|Z USSHE St LHH

HIEZQIZ UFE FAE QlList= HTML HO|X|E MMt 07|

olM Eo0lst M2 =2 XISSHK| o ASstE mielg olELlo|

OioP*'Ef gatsict= Holct 1 1|_wx1| =g usne= g
ro

[38 7] 7m|2t 2HMQof 2 stH
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7 (o2t M= LSSt Chafel SERIe| BF7F Mt H2 A
O SOIE|ACt AMX|0f Windows S0 2Lt boot.ini, system.
ini TfUE ASSISICE 7|02t Ao 2leh LS StHE! md2 =t

ZX}p Fofl crypt’7h 2=Ct

[7]o|2} 2iadRo1o] S st CHa ol SHEXl]

*.jpg, *.jpeg, *.vmx, *.txt, *.xml, *.xsl, *.vbs, *.ini, *.conf,
*.config, *.msg, *.key, *.htm, *.html, .class, .java,.cs,

.asp, *.aspx, *.php,
*.jar, *.py, *.db, *.bay,

*.jsp, *.bak, *.dat, *.pst, *.eml, *.sql, *.js,
*.png, *.bmp, *.gif, *.zip,

rar, *.bin, *.ptx, *.wav, *.ram, *.mkv, *.doc, *.docx, *.rtf, *.xls,

*xlsx, *.ppt, *.pptx, *.pdf, *swf, etc.
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