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1. Cybercrime industry has automated itself to improve efficiency, scalability, and profitability - Amichai Shulman, CTO of Imperva. (2010)

2. Advanced Persistent Threats (APTs) - Damballa. (2010)

3. Advanced Persistent Threat (APT) - Eric Cole, CTO of McAfee (2010)

4. Understanding the advanced persistent threat — Richard Bejtlich, Director of Incident Response for General Electric. (2010)

5. Advanced Persistent Threats — M86 Security (2010)

6. Countering cyber attacks — Ernst & Young (2010)

7. Protecting Your Critical Assets Lessons Learned from “Operation Aurora”- McAfee (2010)

8. Studying Malicious Websites and the Underground Economy on the Chinese web - Jianwei Zhuge, Thorsten Holz, Chengyu Song, Jinpeng
Guo, Xinhui Han, and Wei Zou, Peking University Institue of Computer Science and Technology Beijing, China, University of Mannheim
Laboratory for Dependable Distributed Systems Mannheim, Germany (2007)

9. Crimeware Understanding New Attacks and Defenses — Jakobsson, Ramzan, Symantec Press. (2008)

10. Cyber Fraud Tactics, Techniques, and Procedures — Graham, Howard, Thomas, Winterfeld, CRC Press (2009)

11. AhnLab ASEC Threat Research blog (http://blog.ahnlab.com/asec)

12. AhnLab ASEC Report (http://www.ahnlab.com/kr/site/securitycenter/asec/asecReportView.do?groupCode=VNI001)

13. 1BM X-Force 2010 Mid-Year Trend and Risk Report — IBM X-Forece (2010)
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Created On:17-Aug-2010 02:09:16 UTC
Lost Updated Oni-Aug 2010020947
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[22! 18] WHOIS Query Result
DNS Query Result
DNS kur*in e netin
cooge Name: kurrin Name:  ****.netin Name:
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197 TR 129 Standard auery A

84,8, 8 Ton. NN ERITo e Standard duery response A 5. 128, 13. 92
197.38E.78.129  98.13.%8.92_  TCP  hybrid > hrtp-alt ] Seq=0 Win=64240 Len=0 MSS=1
98,14%.33.92 192 abe 28129 TCP hETp-alt > ST, pcx] ESen=0IACk=IEWIn=64240
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193.3 ET /pm/Tin. aspTu=t

98. =
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27 364.82476 197.18E.38.129  98.1JW.W%.92 orbplus-iiop > http-alt [ACK] Seq=181 Ack=157 win=6

[T 24] HIAE Al AH

R Q&)

S



el URL 1P Sy &0 Hlz Zniel e
http://k**** c0.in:8080/wow/lin.asp WO*** exe No
Domain Name:k****.CO.IN
http://k****.c0.in:8080/dnfa/lin.asp dn***.exe No Created On:13-Sep-2010
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anszxc10.dll http://k**** c0.in:8080/mx/lin.asp story.exe No FcEMo=z Eol Registrant ID:TS_11029084
Registrant Name:liu xiaowei
http://k****.co.in:8080/ta/lin.asp g4 ¥4k 9) ****ﬁ:i}i{: No Registrant Organizationjiuxiaowei
. N o,
http://k****.c0.in:8080/hx/lin.asp us) play****.co.kr No Registrant 'Streel.1c.,.hu.a:g .r.\elu 28 Hao
woxron play . jp N Reglstrsant /l't’y.z e jiang
<R N ; e, L egistrant State/Provincejiaxing
http://k**** c0.in:8080/yh/lin.asp on.bin No Registrant Postal Code: 314000
) ) WWW.***ang.com N df*** on.com Registrant Country:CN
http://k****.co.in:8080/pm/lin.asp play****.cgkr Yes (E|AE =i0)) (RS or=) Registrant Phone: +86.13800138000
anszxc20.dll Registrant FAX: +86.138001 380|00
. . b X = **% on.play.**** j i i****ing886@gmail.com
W § ‘game.com HAE S| on.play.**** jp Registrant Emai:****ing
http://k****.c0.in:8080/lin/lin.asp id #**game.com Yes (H|IAE E0l) =2
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.:No
.. 10.

.10.100.3
255.255.255.0
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Internet Address
10.10.100.1
10.10.100.2
10.10.100.4
10.10.100.5

Physical Address
00-0f-cb-fd-5c-9b
00-23-54-87-43-80
00-0c-29-f6-d4-13
00-0c-29-77-1b-9¢

Yy X4 PCo| HZE ARP Table
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ARP Reply {7l X%

pe
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TyPe G/weo| HEE P/Mac F4

10.10.100.1 00-0f-cb-fd-5c-9b dynamic
10.10.100.2 00-23-54-87-43-80 dynamic
. OFAM el
10.10.100.3 00-0c-29-87-13-fc dynamic ¥ /;f‘—i"“;- s
. lac T4
10.10.100.5 00-0c-29-77-1b-9¢ dynamic a
[ 27] ARP Table H|x
No. Time Source Destination Protocol  Info

47 0.280009 vmware_87:13:fc 3com_fd:5c:9b ARP 10.10.100.2 i

48 0.280111 vmware_87:13: 3com_fd:5c:9b ARP 10.10.100.2 i

49 0.280628 ifc 3com fd:5c:%b ARP  10.10.100.3 i

50 0.280670 R 3com_fd:5c:9b ARP 10.10.100.3 i

51 0.280709 :fc 3com fd:5c:9b ARP  10.10.100.3 i

52 0.281231 B 5 .10.100.4 i

0.28 B H 9 .10. B

54 0.281314 B 3com_fd:S5c:9b Al .10. 4

55 0.281727 7:13: AsustekC_87:43:: ARP 10.10.100.1

56 0.281771 T AsustekC_87:43:: ARP 10.10.100.1

57 0.281809 :13:fc Asustekc_87:43: ARP  10.10.100.1 i

58 0.283077 _87:13: vmware_f5:d4:13 ARP 10.10.100.1 i

59 0.283088 _87:13: vmware_f5:d4:13 ARP 10.10.100.1

60 0.283093 vmware_87:13:fc vmware f5:d4:13 ARP 10.10.100.1 i
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29588 184.25645 175. 150,73 10.10.100.4 [TCP_Retransmission] [TCP Seqment oOf a reassembled PDUJ

(A 29] MHETE|0f 4H IPOf| Relay & THAIYE
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00 35 06 d8 3f af 9e 00 49 0a Oa L1805,
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Broadcast ARP who has 10.10.100.127 Te]] 10.10.100.3
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From: Centers fior Disease Control and Prevention [miailo: M S 00 . COM |
I

Instructions on creation of your personal Vaccination Profile

To:
Subject:
=
You have received this e-mail because of the launching of State Vacdination HIN! Program.

You need to create your personal H1N1 (swine flu) Vaccination Profile on the cdc.gov website.
The Vacdination is not obligatory, but every person that has reached the age of 18 has to have
his personal Vacdnation Profile on the cdc.gov site. This profile has to be created both for the
vaccinated people and the not-vaccinated ones. This profile is used for the registering system of
vaccinated and not-vaccinated people.

Create your Personal H1N1 Vaccination Profile using the link:

create personal profile
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Hacked .. Russian Kristina Svechinskaya is accused of being money mule in banking scam
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Config and loader building

Information
Euilder

Source config file:
C:WDocuments and Settings WTestPCWHIEF 101 WaeusWzeus
[ Edtconfig | [ Buldconfis | [ Buidioader |

Output

Loading config from file 'C: Whocuments and Settings WTestPC WHFE!
B Weeus’ Weonfig.bet'...

Loading succeeded!

[aE 3] Mea g

HA 0{=2I(ZeuS Admin)

HRA HEDI2 H<SLA C&C(Command and Control) AJHS| 2t
2| Ho[x|o|Ct, ez X|HstH M<A 20| ZFE &H| PCE
#elotn #EE FESS ZElet ZUlel Aes oh=ol 2LH
g o 4 QUoh S AY HE Het 227t Jksetitt

CP i1 Summary statistics
[information_______________________________|

Information:

Current user: root
GMT date: 17.09.2010

Total reports in database:
Tirne of first activity:

GMT time: 08:21:58 01.06.2010 02:19:44
Total bots:

Total active bots in 24 hours:

Statistics: =
100.00% - 1
— Summary
(=1}

Botnet:

Minimal version of bot:
Maximnal version of bot:

= sotnet: [N 2
Scripts
= I
Search in database ‘mm_
Search in files 1ff-- 1
System:
Information
Options
User
Users
Logout
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set_url http://www.0000.com/event.htm GP

data_before

name="8% '</tr>

data_end

data_inject

<tr><td>F0IHS :</td><td><input type="text" name="p_number" id="p_
number"/></td></tr>

dataend

data_after

data_end
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HSA9| Configuration file
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HIRA 8t RE9| =9 7|5
HRAUM F7I2 MSse &Y 2=

= g2 FE sHof 5t
o, 2t REE 2 JIs2 [& 2]t Zrt

= FIls F71 2%

Z| PO BT FASI0] QIEINY THE 2 4+ U 7|
Back connect 1,500

S8 H3#

&H| PCE ZH FL510] ABUBY TS AT + A= T
Firefox form grabber Lo xymst 2,000

ARZRIZF QIE{LIZ AtO|E0]| 2T01E nf AR FEE 7}
Jabber(IM) chat notifier 500

MM Y2AFE 7|52 MSE
VNC Private module UNC Z2EZS 0|83 ZH| PCE Hlofsl= 7158 XI#g 10,000

HeAo| 712 HMS XPIOR HSte|X|t 0| 2SS FI1E A
Windows 7/Vista Support 2,000

2 Windows 7/VistaS X|&&H
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