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I Q(Introduction)

22l 0{(Ransomware)= I UQIE YESID 20153 MFEH 2ZMQl EXZL
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20135 E 20151 AFO| 100{Z0| 215 20| 2016H 0= ©10|=E HFS mats) 160
SACH12E 152 HXY). Z[2 1H7F ASECO|AM =Qlot AF MO 0|8 H4HEH 7IIIE JIHME
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7-Zip File Manager
File Edit View Favorites Tools Help

T R

J Back - 'J e m
Add Extract Test Copy Move Delete Info =

B Outside Caller 09-01-2016 cOc2.zip

File Edit View Favorites Tools Help

@
7 Search i Folders

address |E] cr\Documents and Settings\AdministratoriLocal Settings|Temporary Internet Files\Content. IES|S56T
? ||E, C:\Users\Woodpeckers_¥M_7_64\AppDatalL ocal\Microsof I ! il ! gsiTemparary ! |

Mame = | Tvpe | N Packed Size | H... |
k2K hta | HTML Application GKE Mo i

Folder Tasks

»

scanned_doc_f257e.js

6434

IR C\Users\lo\Docume

0 Wl File Edit View Favorites Tools Help
Y T
|00bject{s}seleched | Add  Extract Test Copy Move Delete Info
? 1) C\Users\Joe\Documents\cowhidesdbs036_scan_letter 134360 zip\,
Size Packed Size § Modified Created Ac
86 854 9164 § 2016-07-1302:51 2016-07-13 02:51 203
(38 3] £7| #HHA0f F=0| AFEE Crefer M5 o
MENIY MY Al 22 CEls Thol Ml £¢ 20161 82 JIHOR EXE UMY me)ojA DLL
Ot X7t M3l 27 rundli32.exeE E¢ff Ad) 2 HALQUCH £ 2016E 118 EE = DLL mol =t

Xt
(=]

>-|

o
tES ot oAl 20| 2222 323Xt HBSI0 LI22Ests Y4sS 28517 AN

S, 27 WHYOITH YBBHoke THY WAO| 32

I:I =
=0 AFEAE 2| AZO0| =QIE[RALE

DLL mt =HFAF HE OfAl

ransom.dll => ransom.zvk

7|0l oY 223t T locky'2te SHEAHES F76ts AEIRJACH 2Lt 2016 6ERH HYAE
HZ0| AZZ[0] 63 ZO| 'zepto, 9F O "odin’, 108 ZOj|= "shit'Dt “thor'7t SA|Of AR E|IRACE 11
2 20|= ‘aesir'@f ‘zzzzz'7F SESHH O] 12 X0 'osiris7f FIIE|= HE|E LIEFSCE
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(28 4] 7| #HPYojel Z Al TAF Hat

O7|M FEof & H2, M 2016 SIEH7|0ff SO{ATHA

=7 =
OfXEt= AOICt £ 2E(Odin), EE(Thor), OA|Z(Aesins SRE A=t0] SEst=

o oj2g A
8¢ 0|1 QAl2|A(Osiris)s OITIE ASOIA XHB3 O[S9l I, “shit, ‘zzzzz' S0 HFRHLS
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=3 A& /0 A =H| =(Cerber)

H2H 2 (Cerber) HYYO = LIS Y=olot £ 0] AIdE SE2=E LEF
Ch. 2016 38 z=0f LAL|ALD 2016 SHELY[Of G 2HESt
ot 22l BHEE Mottt MEAH HH

[12 5] H 22 v5.00 BHAMLE

L A2H2 #H0] QE WA

hu
>0
N

AEH 2= F7] HEYOQt OEt7iX|E2 HEMQ dIE [ A0 AW OYOILE YA
(Exploit Toolkit, 0|3} EK)E 0|23l SZL|QUCE =7|0= DOCX, DOC 9o HELYS 0|
DOCM(Word Open XML Macro-Enabled Document file), HTA(HTML Application), VBS(Visual Basic Script)

oo Mk
32
>
2

Soz syt

SAER AU Fofet WMOIELL &1 BEE5 %48dts ZHEO| Y (Malvertising)0f 2 AEE= &
Moz, WA mEolLt 2 7t

ALk HEHE HA 1~2& FE2
FE22[0{(Nuclear) EK, Y=2{(Angler) KE, FE2|=(Neutrino) EKE Edff S Z|ACt 2{L} 2016 AHt
7101 w2210 EKt A= EK7I #35S FE0 T2t A=HE HWE 3= F2 RIG 0jlAUF
(Magnitude) EKE Sdl| SEEZ|/ULE AZHE HE 482H = HEE RIGRIG-E, RIG-V XE3), FEZ|L EK,
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2. AZH = ;PN HYAY Bt

AEHE= HTO| HAE MOC D[/ SHXNHS FOSHRJACE HEHZE HE 1~37tX|= 'cerber’,
‘cerber2’, 'cerber3’ S1f Z0| =XHoE HMO| 2t FAFHO| RO HMCE AHEHE HH 12 X
~

0
2016% 33 =0f, ™ 2= 838 =, £ HH 3= 83 20 LAZACL

2016 10E =0f ZHE HEHE HHE 472H= 75 2Pt 4xt2| YA Yez HFZLACH
Flojof 118 Zrof LAE HTE 5.0= HH 49t S =YAF S FAlotL QUL Ol F7te|= 4Xt2

o
o BYAY2 AF Al HX2EZ0 SEot=s d4F PCe 17 Dot SEStC}.

40
1o
E_I
9

| gHfAZA4 wA.cerber 49 KE 0pNLSImT70.cerber2
| wsfh6VhkSs.cerber 7 KB ; SNgPiSe5z0.cerber2 K
wwexLuXpE6.cerber TU3KSbndT cerber2 4,870 KB
= v UoO]H:fB ' b 9TRIjps2Al.cerber2 KB
=i S CERB E R Ver 1 A2IWJbw2BX.cerber2 ERBER2 File 22 KB
yqBCPGKBDU.cerber . ARPLWdDicerber2 C E RB E R Ver 2
AoBSKG1EEW.cerber2 5

» b SNTSUAYmhk 8dbé 2%
FTLY x WEeUZRE, .
%8 ": L_\{SSAA: Eintas j,.. QVoeu i< corberd 30UYSCKON.8db6 2
:“ i KT 23 71 C7v2L7h12- 84b6 2.8
EmueP11zZE 8406
SZRBXFEBD6. corber3 \ umB7pSnSx9.cerber3 = 7
— b fr— hz6H_4oU118dbé

o EH CERBER Ver.3 MI3XRZyO_m.8db6 CERBERVer.4~75

OF2XEkd14F 8dbb

[28 6] A=H=2 ;YA HHEE =AIXE s}

A2H =2 HEH 42E HLA-EO BEAE HTUFS =2y = AYUKX T, 2016H 128 F=0| ZAE, Of
St 32|20k (Christmas) HT 2 HHYO[ HEAILX P T =HQlo] o[t 2oz LiEtE 7
~
[ |

=d2 ;YA S0 HE 'Al S0 HE & FEE 7ts530|

a2
o
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CERBER RA

[O8 7] HE BAIZt Qle AZHE Y0 2| 0t HH

URAHA 222 ZFH 7 EXXX(CryptXXX)

NOF VOLSE | ANCASACE * 1152 sape /)iaremety Jregs Son
W el hag e d o pree Thes |

Al o grur e were gromcind b 4 Ty ewripEe e HOLAIOW
one ATV abend The 9 7, EROS by s REALTIS (36 te St e TR e endd dp e S A Sna, e

w241 e g

W Sown ity bt BC s et perseres RSAL0NE Koy bl i et pvsle

WAL YOUN FLES seve svnriame oo oe jatic Sy whmrt fum b Sarndurresd 21 poer sompaser v S daerret

W On g of yoet Dhun & ity panaiin o M b oF B G by A0 R PR ol i ol g St Seveas

Wt e | Y

B0 Pt e ben e s L (hovee wwt A & St e gel s pYee et o what ottmesesg B0 00 MOW' e ettten your
Ste g iy 1V Ou R Ve Lt R e S Sl e o B e B i o6 Sy 13 get pour B ama
—arh a e

I Your parsonst o SR

L e LT Tl ot
e 010 4 Iow EPuan! mbbiosses Jumting 1 pous jage balie
LI B o R TUE
19 v wnetegsSay(du seten 15D
Vs et ey e 1y
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ZA HEYO S 24 BN
2016 =FE ZESHH ZSotE HE2tAZE(TeslaCrypt)7h 2016 53 S+ AXHAEA 252 T
2o 0|2 MEH ST¢t A0] AYEXXXO|Ct d2Lt SYEXXX Eot 2016 78 S 7|H2=2 &
of SEHHCL HEAIHEE 858 TEE WUUoIEM Y=otd MAS =255ts O2H 71§ S0
Ch. Ol0f g AREXXXE &5 T=et odsh €9 g0 U7 WEM 25 = R E Hod
== Gtk 24U SUoM= E7] Yo A=HE2 ;YA L 20| SHUE - EXXXT
of 571 @ S LIEtLIA| Ch= FOoM ZAHE 22 HElZ 20|X[= ¥=Cf

Project closed

master key for decrypt 440A241DDS0FCCS5664E861989DB716E08CEG27D8SD40CTEA3GOAESSSC727A49EE

wait for other people make universal decrypt software

we are sorry!

® B € B cregret e 0. .

Project closed

master key for decrypt

440A241DDS0FCCS664E861989DB716E08CEG627DSD40CTEA3IGOAESSSCT727A49EE

BloodDolly Decryption software

we are sorry!

[28 9] HE2A-E HdYoe 25 T2 Me & S5 OAH7| S7Y

1. AR EXXX |2 ghA
HeclaEER sdot g4 HYLES AEct IRYEXXXE At 2016HE 43 O SIAULE
A B0 ofL2t W2 EKQ} FEZ|: EKE O|&%t £2t0|2 Hi0| L2 & =(Drive-by-download)
4AIS 0|8 SmE) 2 WS YUHCH S3 EKES S| ZY Al SEH(Dropper) THUS AALE Tf
A o220 MT SESHE DLL LS dd5tn H2sts Tdsts SMS AEULE £ H=sl Y
of HWP =gXtEo| =Zet[of D, HHE 408HE HEALE ZH U HOX[0o ot=0k =Zeidt=
S %2 AIAIE Fo 27 CfAo= A9t
A2z AGoiet DTNz #HE Algol Zde Mot 22 HEYS FOeCh 2016 63 =
of ZHE HHE 310M= SMBZ AHZE HERI s& 0 =st 7|@S AEAULE £ 7= 2
SRMO BX U 242 FWStY| Yol AAY Y T AW AZHO| K 0| YBIE Ve b
H 5.00] STAHUL,
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2. B EXXXQ| 2H&AE Bzt

2016\ 4% U YUHE IZPEXXX AE HHD 5Y Fa0| LHE BH 202 cypt'S
AFESHRCE 0| 5 o WAHE B 300AL ‘crypt’ T ‘crypl'S, 68 E0| LA B 31004

_C'>_J
= =
SYAFOR FIHUCL BT 402 YSB 0= HYXYS HHSK Lo THA

SYRFe=

= aypz & A o3
A2zt HEE Q57| OfEA ML £ 2016EFH 78 = OIX[He = YHHE HHE 5.000M= 32 At2|9Q|
FEAQ oYy HAD BH 5 At2|el FAS HYXHZ FIUCE

1. MBR @92 U= 5tsl= 1| EOKPETYA)

x| 20164 3

Boot Record) FYE2 L=23ts) 55X FIULL 7|EQ U= A= LT A2SHX| Y™ Z
g A" S 0|85t= A= ErrE ZM7F ARUCE 2Lt HEOCl= M2 2 35HA| fie O, Al
AHO| THE|M MBI} ©7{ 9= MBR ¥at 2=20 NTFS(New Technology File System)OilA{ At23}
E71 MFT(Master File Table) Y2 AS3I810] PC ALR KIHE E7H53}

= STOIHEE MFT7F @=otk(of Qlof PCE AEE == GlCt

haze gour kog and restore your data

2. MBRI} I}YUS MEAX{oz ots&st O] AK(Mischa)

2016 5% ZFa0| LAES OJAKMischa) 2H49|0j= MBRI} mp
O SZOICt OJAF HHYo{o] ZA=|H

g dexoz sty 4+ Ucks

—

a2 110 20| AKX AE HEE(User Account Control,
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x

UAC) TO| LtEFECE. O AFEXEZE "Of(Y)'E 2E5HEH MBR Fo| Yoyt FAED OFLR(N) Ee
9% MEio| X HES 20 MY Yzt AW
) ANBR AN HEE x|

() MRS & 4 Qe C18 Z230| 0| ZRES
AT 4 S SRS

5212 0l=:

AL o ag
o #=: 0| ZEEQ| SIE C2to|E
&) xMs B2 SAID) awy || otuem

2E0] = A

I b

[28 11] OJAF EY 07} eEoth= UAC tH

MBR @izt MBEP HEOF WOl SUL O[OIXIF LIEFLISG, O B2 M2 Mg HE
Ofet TE| ZSM B0l HA 2WE AFSUCH: FO| CHECh DY YB3} AT SUS AN L-ET}
LIEILESH), MBR Zstel 22| 22teME Sof SULCL £ Y 43st Aol 2|9 4 FX}

[ 12] OJAF 2Hd O

OjAF 2HEQ0f S& ol= of 770 el 2016 123 =0f UAE Z==0t0|(Goldenkye) HEY 0= I
EOF AP0 =4 HHOIC). MBREH 2=l T EO(Lt MBRIF mtels MEMNoz foslsh= 0|
Afeh E2| mih MBRE 25 =elot= A0| SFOILh HYE Al Ote P=stE HA TSty 0]o
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S Ofg (1Y 1313 22 WH=ES SUUCK O[n LIEfLHE SIS THE0F A0, OlAF B4R

o 79| S Lot MY H2 M HIZ 2 SMNZ HoL| U

ctin of the GOLDENEYE RANSOMUARE?

chase th o the darknet page sho

sy and restors your data, please

sks-YpZXKU

[A8 13] Z=0t0| ZHH o

dEE AM2"S MEYSHH [O8 14]et 20| stECjA3 FH(CHKDSK) &S Z&stn THE0| Lt
EHICH J2{L} Ol 7HAt 2t 30|0, 2MZ& MBR ==/t HAk[= AO|Ct

Repairing file system on C:

The type of the file system is NTFS.

One of your disks contains errors and needs to be repaired. This process
may take sewveral hours to complete. It is strongly recormdended to let it
complete.

LWARNING: DO NOT TURN OFF YOUR PCt IF YOU ABORT THIS PROCESS, YOU COULD
DESTROY ALL OF YOUR DATA! PLEASE ENSURE THAT YOUR POHER CABLE IS PLUGGED
INt

CHRDSKE is repairing sector 29824 of 296928 (18%)

(18 14] CHKDSK=Z ?|Zet Z=0t0] 2H{0fel MBR F=o} =tH

o, HEOret OJAf, ZE0I0|= 2F Off2 4IL|#H 0| E(anus Syndicate)of| o3} X%zl YOS
N A=, ofF2 MUEAOIEE Y=t 007 Al2|= & ZE0t0|(Golden Eye)HO| SE3t= #Z =7

9| O|E0|7|E 3L}

4., X} A|AHE OHH|A|ZI HDDA E B (HDDCryptor)

X't 2016 11E 27¢, Oj= MIZZEA|AZOA ALY EXt AL S 2@ R B A|A”0| O &=

—

ARNL3b © AnnLab, Inc. Al rights reserved. 13
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—

A0 EHEUCE AtR|7|EEA|Eo| 2ROl HEo= Qs HAXNOl msfrt wdst Savt A2t g

g0l ZAq}, e A|A"O0| HDDAZE{(HDDCrypton)off ZHEE Ho=2 E2{itct HDDAZE& MBRIb It
2= SA0 Y=otk WEAN =, O|2 2ot PC 28 Z7t7F MH|A OfH|2] =& Holo=2 HH ML,

[
=

A 2B”ol 25%0f st 2,000C O] &2l A[AEO[ moiE YA, SHX= 72 3,000 EHai(etet

=
oF 8F 5000tRNE Qo Ao 2 ALt gLt MZ2tA|ARA| W E=(San Francisco Transit Agency,

leg file - Notepad
File Edt Format View Heip
installing driver,.
installing driver successfully..
getting share drive information...
Trying TO create service..
:voat\tvrvr.; Ser
Checking resourt
driver installed before,.

iCe

jetting share drive information...

start 1Ing sery iceMain...

serviceMain: Entry

servicemain: performir g Service Start Operations
servicemain: waiting for worker Thread to complete

serviceworkerThread: Entry
starting Mount app...

Checking resources existence. They are OK.

driver installed before...

mount:start...

pass:

password

mount :mournting share drive...

mount :netpass.txt file not accessible..

DOUNT (ENUMErATING mount drive TOo Start encryption on them, .

start hard drive encryption,

[12! 15] HDDAZE ZY A| 21 0t

HDD3IZHe g 2% HEYI &z 27 &(Network Password Recovery)2 0|23l &Y PCIAZAE
SHEH % HESRI E20|E0 FI2oCE Ol @EAA EQI C[AIAEE(DiskCryptor)E 0| &350

—
te2 =28 Sa20 Wl TESTA] =sfettt. OX|8fe 2 MBR S +8otl LHzZE X

=3
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arc Backed 111! Your H.D D Encrypted ., Comtact Us For De rypti

: - YOURID

[O2! 16] HDDAEH ZY¥ = XEE Al LIEILIE SHELE

A % dtLt= RaaS(Ransomware-as-a-Service)O|C}t. H|- &8 X|&35}H
Mol X|A0| o MEYNE HMEStD FEY = U2H, HE
=

-1 O
2o BANMKE A & & WA © HOICL RaaSk CHAMI Zo| 72 M=K %1 94YS 23
ol 7t

= 1o=2 o
she LIEQILOIA BEROIT 20| £X0| oj22 JH HASHR AYECH Y22, OlAF AHYO
RaaSt YFUZ 49/0| SBTC(HIERQN O[5t FL +00f 25%E IS BREC 2Lt Y5

2 T2 85%E MEAteL =Hi5HA |of ULt

PAYMENT SHARE

(12 17] O/AF 2HAM Q0] RaaSo| 22| HiE QLY

2016H AEL7|0f= HH32(Ransom32), HEHZ, O/AF 59| HHEYYOE MH|ASH= RaaS7t F=H 2L
LS =

Ch. d2fLt &2 RaaSes X530 50| astn XX @2 Cfof RaaSst CHRYOM A2k

A Aoz FHEL

AhnLab © AhnLab, Inc. All rights reserved. 15



1. 714 A™MHE LYM| RaaS: AEHI}E (Stampado)?t E 2} | of(Philadelphia)

2016 78 =0 ZAE LAY Otz (Stampado)= THE 39FE2t= DHANQ JHAO MHAE HS

rok

Ct. A EEFQ Hlx=st HMHANZE, 'locked'E =HEAXIHO Z FU4SHCE EXE, BAT, DLL, SCR, CMD & C}
G Cf.

Yoh mOHO| mAS W + Aol AEHOIMA HES HXE R2sts 7Isk Zedsta ULk E
o AzH =2, HE2AEE, 7] § CHE AP/ 23 o|0| Yoty MALE CHA| FDofsh= A4
o] HEEL|ULt,
Botnets & Malware Stampado Ransomware - FUD - CHEAPEST - ONLY $39 - &
All your fles have been encryptec. Stampado Ransomware - FUD - CHEAPEST - ONLY
. $39-FULLLIFETIME LICENSE
- ‘.:.“_- ..._.: ..." :. - : -.." Stampado Hansormaare You always
. —— e wanted a Ransomware bul neves wanted 1o pay hundreds of dollarns for it 7 - This &t is Tor
you! .} —
LAY et ) g.'a'nr.an:: {5 3 Cheap angd easy 10 MaNage Mrsomwan:, developed by me ana my team, I
s — Feotures Pontures
— Product class Digkal gocds Origin country Worldwice
Quantity left Unlimfied Ships to Worldwice
. Ends In Nover Payment Escrow
Dedaull - 1 days « UED +0.00 / Hem
Purchase price. USD 2900
(A8 18] mtAXMQl 7t AR HHEY O RaasS
201613 9o HHE H2tRAmOt(Philadelphia)s A™LIES| BiEoz 22{d ol HtHnor=f
(Philadelphia Headquarters)2t= #2|2 2£ & N 3$tCh RaaS H| g 400HHE QFotH, =HEATH
2 AHIE R SUSHA ‘locked'E FIIoICt WEQA =E210|EQF 37 Z0, USB E2I0|EE 23313}
L Jlsg 2n QU

2. 29| 20%E L75l= A3 (Shark)?t OfE(Atom)

WL i\ 1O 0aZ 201 EmgQ (0 | PRAGH BV

ipcomes

Fiw twwnrn * doett it

Dot s 30
SHARK |

Pl aditvens UNSISEITAN COM

Ransomware Project

Al ZXN MY AR08 CUTRLE ATA LRI LN

[28 19] AF3 RaaS QrLf H|O|X| & mt ‘44 HO[X]

AhnLab © AhnLab, Inc. All rights reserved. 16



B3ict 290
20%8 735 Aol SO, B33 Eecryptor uﬂom J07lel 2ol AEske ek, ABts

= =
= =
o OFELZFX|Z 'locked'E EEXIYHOZ FIISHCL

Atom Payload Builder v1,02

Click "TRY TO UPDATE" to download Core

TRY TO UPDATE

Bitcoin Address Decryption Price in BTC

Extensions to encrypt

[O8 20] #Helot 7|5 MSoSte AfAol mte 4y 8 22| Ho|X|

5lojof 20161 9% F#0| WHE OfE(Atom)2 AR HHo=z, SUst M UE o2 LA
QCh THYS MHE OO DR FMID(Tracking D)7 WHED, £MS O{fA 7| e Dzl o
=3t 7|20| B0 Tk @ v|el E| HES S RE HT ¥ SAZ A HAY £ 9Urt of
£ oAl AYTMEO OHIZIXR locked'S HEAYSRZ FJtier, O TR0l 22 o|fs
Metaol BHYOTL BT U L 2RO QEaA UMY of AAACE O4Bt0] HEE QY| HEo
2 F=ygt

=7tE A0t Ate|Se7|E

1. ol=: SMEX HNZ28t= VindowsLocker

20164 11< 2tof| 2H74=l VindowslLocker= OFO|3ZA I E(Microsoft)2| 7|&X|AMEZ QA ZMEH
K| ML Z4E Al RXHOZ 'vindows'E F718H=0|, Vindows= 21 E2(Windows)Q| QIEAl &

7lo|ct.
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[O2 21] AH SMEHE 293t VindowsLocker

VindowsLocker0f ZEEH S5 HE2Z 35022E 7ot SMEH HS S QILfStC. iy Haz T

oS ol EAXY UZS REOCh HFAXAO0| HZLH OO|A2ATEQ J|&X[¥ FHOX| &
Y2 2 £322 ME2 7N g2z H{X[Y] ot 2NEE YHHs 7ottt d2u ZE Yt

ROp o+ =77t O|ROX|X| & 7580l =L

=

2. 0|&% 27} EH 2 (PokemonGo) A Yoz Q&S 249 0f

X s ME2HQ Q1715 BAE ZAEZ N (PokemonGo) A O Z QEst 2HMQ0{7t 2016 88 F=
2 H 2l

O
SH3UCE PokemonGoexezts TAFOE P OM, AYl Fa Y WrtEo ojojKE My

= =
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o AHEAtEE =Bl A2=2 FHELL S
= Yerh o gost

s
2[X AES ddst=d =

HOZ B7[EM U0 Ol =7t

EE|0f UAXT HME AME K|
Al ‘Hack3r'gl= 0|29 =2

S0 Mz O|EH 'FUUMMM'E E2l& FHIRECE Tt o7t LA ALt 2016'H 8O
LHALH, ot=x0l2 FEE0f AL E OHY A3t 2 " Y23E 0|2t otEE E o
EICH QEAA HHQOQ S| E E[Of(Hidden Tear) AATEE ©

[O2 23] 7H7IRE HAIHZE Q&S 2iM90f

4. 01=: Hisd A Ol & =2 -

—

THIS IS THE DONALD TRUMP RANSOMWARE

(13 24) 0| M =0l 0|22 =88 UMY
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(Bart) 2HAM 0

ujd
ol

I

ofl

[N

u
u

go

E|ACt AfHE A3

|E
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20161 AtHEY|E 2L JAZEXXXQ} | QAR AR EMIC(CryptMIC)0| 20161 78 2tof| 27ig|
SEEXX M 0§ § 287 e A2 FFPLUCL HY LA, H

| =HEAd #Zo| gltt=s Mt

OF

A I:I =T
S JEEXXX2 4dst gpAEE 20lH, &

MM EO| HEf7F A BEXXX 400 Oj S AFSHL.

3. CTB-E7{ 2% Ot=2A X3 (Marsloke)

2
n

JEEE7, AEEE HESAIHES & 20154 Yo 4tjdgez FHYE CTB-FH(CTB-

=1
LockenE R4icH AHE 2AZQUCH 2016EH 98 FEEH 108 X A0 Z2HHAHE OE2EAZX3
[e]

H
(MarsJoke)= CTB-&

c
7 2
oA QUL 2B S HEOHA| Yot st FE 2X|ot7| ofF@a, CTB-FAet 7R 2 Yo otE

F

HEES RENTISC, T2 03 eI U DEV12G LAE A2 8

AN —

n

oS Ao S/WNK| FRE S28t ofELf.
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&7t2|2| 57| (Hucky)

(O 28] E7|(@F) H7|(LER) HAE

=13
=

20164 10€
7|= &7t2|9t E7|(Hungarian Locky)E
T2 OOz H3a =HEXHO| locky'E
G O|4k "locky'

57|

SRS A8 A

QY 0f= Visual BasicR 2 ZAE|0f

AEIFZE2 HEQHEAIT OII32ZE 59 A Y

2|02 nothingE 2|0|8= semmi.exelt d7t2] MA

C}.

S7t2|of A ZAE 3{7[(Hucky) B d90l= O|EH 7tR =7
0

xge

Hd9ol2 7Bt 9
I, e Es oo Y7202 HA[ECE ot
Foretch Lt g4 7| #dfo= 2016 63 O|==2
olCt. st

T

—
%%

27| WMol Visual C++2 EHME Z0f HHs|
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UL

r
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1 BAds 77| #lg ol w38 E(Educrypt)

B Uister - [C:\Users Desktop\README txt] I [=]
Well hello there, seems you have a virus!, Well you are going to get the de
cyptor which is here http://www.filedropper.com/decrypter_1 Don't Download

Random Shit On The Internet A Hidden .txt File Has Been Created With The De
crypt Password! Find Itt. .

W DecryptPassword bt « Notepad? [ro - ficam]
Ele Edit Yiew Settings

B e- g S i L0 Mg e 9 o

1 Smart Find! Password: WDI7D-NFS54D-BON7D

. mn L}
Inl:2 Cell Sel0 41 bytes ANSL CReLF INS Default Text

[28 29] O m 3@ E(Educrypt)2| & E HAIX|

20161 6YT0| LAE FAYEEducrypy F SHES £0| OfL2t AFSRIA FZAE HOIF

HOITh ZHE|P ‘QIE{HOMN BHYOIE CHERE K| Lok HAKIS =OIFED =2od Magc

MBBCL HAUSE Y 22
o

H}

—

O
oz nH¥Eof ULk LEAA 2HMQ0{Ql 8| EE|0f(Hidden Tear) 7|
2 MHECH, tisis'E X0 FItottth

A4

2. HgQofel 2 aEE A

oot

& £ Q= Al2k7(ShinoLocker)

2016 8% =0 wA

rin

Al =2k (ShinoLocker)

rir

J AHLYO] MERE ZAKIS M Y
o 4 UCt =9t AP0 £ =t +FEM BHS MAMY| Yo M o=
=

=
g Al 220 EXY

rio

OF

[ AX
t= =22t 718 FEO7| et ZHY 7|g ¥ S22k 28 7tsoitt

RaaSet Z0| LO|X|E MSSHH, 4F

o
SEAYO| Fote, ROl =1 HIE
A

= Aok G, X o2t 4T

ot
of

AhnLab © AhnlLab, Inc. All rights reserved. 23


https://shinolocker.com/

HA #HUOl B BN 1A
Server URL

https://shinolocker com/

User Agent

Mozilla/5.0 (Windows NT 6.1, WOW64) AppleWebKiv/537 36 (KHTML. like Gecko)

to search the targeted file (space separated)
bmp jpg jpeg png wmv avi mov mpd mp3 wav ppt pptx doc docx xls xisx docx

C d&F o

Copy)

vssadmin delete shadows /all /quiet

Registry Key
SoftwareiShinoLocker

If you don't want to delete shadow copy, change it to “ping localhost” or such Innocent command

Emnnlncn& QO

ShinolLocker, is ransomware simulator, The difference between ShinoLocker and real
ramsomware is that it never asks ransom; you don't have to pay money to get the
decryption key,
e L
v Download Key
v Search File v
Coming soon.., Search Network Drive v
(v) Delete Volume Shadow Copy v
v Encrypt File v
I X Ask BtCOIN v I
v Decrypt File Ve

(13 30] Ao

3. PHP 7|8to| ¢IRg

o

8| & EH(Heimdall)

1901 AI220|E 2 & 7ts8 Al=2AH

2016 11€ =0 2= A (Heimdal)2 ¥ MHE CHASZ = PHP 7|Hto] QEAA M
2, 2ot X ue 9 ¢ EXMoZ ShYSte Ao Z 20164 10E 2o 21 E(Github)of
WYUCL SAXZE =8 YHOEH P2oprt TR, @ MHo| EHO|X| BE F20| EXst=s 2
20 mUS Y2ooiCh. Ao oM ThAF 0| ‘Heimdall--'S F7hotct.

-
omai@emel com
2btcon

i Cont 123adsd
ASZone

Projects

it G

heimdall Ransomware

Passw ord for encrypted

Passw ord for decrypled

 w——

[12 31] PHP2 |

E ELA UMY

jru §
o
oE
—_
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1 218 Huxe 22E=S O|8dts A& E(Telecrypt)

W edoprarop - o X W escomarep - o X

IIpuHOCHM CBOR HIBRHEHHS 33 A0CTABIACHBIE

Iocae onaarsr 8 oxkno mwae Bay nysxno orupasurs
neyiobersa.

sam ID - H AIPECC IIEKTPOUNOE
novuTHt. B TeweHNne TPeX CYTOK HA YRAIAHHBIA NOUTOBBI
aapec Bay npmier K104 ¢ HECTPYRUREH, €CH HTO0 He
APONIOMITO NOAAIYHCTA CBAANTECH ¢ Hamed cayaboi
nozepARE Kauentos yrazae Bam ID u npuuuny
obpamenns.

Jasi Toro uro 6ui pacmudposars samn daitam Bav
norpedyercs KoM,

ena 3a kmon cocronaser S000 pyéacit.
Cuocodu omaarma: Cuacubo aro nosoraere Gouay 10HBIX HPOTPAMMECTOB.
1) Qiwi-xomeex:

2) Amaexc-xomees

Tocae ORIATE RAKMETE KHOOKY 12766,

Hasaz Ansee Hasag 3axpums
[2E 32] &2 AN Z2EZ3 0|85t= HYIEE
(Telegram 1o E Al

20164 113 =0 AR I B E(elecrypt)= w3 HAUXN ZzI401 &2
DI2EZS XXZ ALY

H3S17| Qo "Hej1zo| API
o

=
o
_H7'°| k=

i
<
o
Of
2
m
z
Q
ot
|.

2 #3% Z2I™-o|ct

2] A
Bt SRAIYS AN SEAIES WHSK %Y|E st

2016d 12 =0 ZHE EHEEI(Popcorn Time)2 L Al 2™ X2 2|0 £ CHE MEZ XSt
F 3 o2 FIE MY 2N 42 RER 3 7|8 MSS= AOICh AAZ2E 'BRTH
e HA HHEJAAHE ELQUOAH MEFSH|

of
32 (The nasty way)' 0|2t AZ St
&£ 24 g

|2t O|LO| =+ HIE&S XIS3HA| 7L 4 Ol ERE @S YHSE Yooioh AS AfHe
Ch. 2t=ol = 2HYXHEHO| “filock’ & "kok'E F7iottt. HEEHY AN M= HHEE Sl

Fo=()2 Al2loF W mBiA X[HO| AFEE ZA0l2tl FFst QUL
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Warning Message!!
e w50y 18 by Py computer and pour Ses Save Seen ancryptad

0 ywas, © days, 0 ooy, 45 i et 50 sec

Yo perncn e 0 a7 04e8435T) Sec a8 710 8007 W10
s s o s 1.0 Bitgam b0 x5wes LEIPIVMIBVEXNYRE TYIIRAT08 10T

AT —

Restonng your tes - The tant and easy way Restoreg your ties - The sasty wary

" compute

22:59:44 Hours

Bt wot, Sorit worty There @ & way at you can ko your computer and o of your thes

Youe pemonsi usaue 0 ndacset]

Vit oo o st 1 7 B 10 adean “Pausad] 16 oo jour et hack

2 heurs ate paymers macke

Restoring your files - The fast and easy way

o get s S ot gmne ¥ arte LA BHIGHN 1o o wut BANTTS
TSR IGINIS 710w v w4 Ot e e ww we T b 4 e
Oy ety R Do e A REY Fpient Veas]) e {ommed 1 B

Restoring your files - The nasty way

] B W8 D 10 e e o of e Dei 98 A4 ed P b oy v

g " o
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1) 2O = “$how me the MONEY!"

http://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=25198

2) 20166 A8t7| 7|9E s MO EE B! S|

http://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=25300

3) 2016 EOt o, HALYE £ Tzt F

http://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=25780

4) YA, '0| A0 S=StCH!

http://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=25176

2. Locky

1) Locky ransomware, disguised in Word docs, latest from Dridex creators

http://www.scmagazine.com/dridex-actors-likely-behind-vicious-locky-ransomware-strain/article/475420/

2)New Locky version adds the .Zepto Extension to Encrypted Files

https://www.bleepingcomputer.com/news/security/new-locky-version-adds-the-zepto-extension-to-encrypted-files/

3) Locky / Zepto Ransomware now being installed from a DLL

https://www.bleepingcomputer.com/news/security/locky-zepto-ransomware-now-being-installed-from-a-dll/

4) Locky Ransomware now uses the .ODIN extension for Encrypted Files

https://www.bleepingcomputer.com/news/security/locky-ransomware-now-uses-the-odin-extension-for-encrypted-

files/

5) Locky Ransomware's new .SHIT Extension shows that you can't Polish a Turd

https://www.bleepingcomputer.com/news/security/locky-ransomwares-new-shit-extension-shows-that-you-cant-

polish-a-turd/

6) Locky Ransomware switches to THOR Extension after being a Bad Malware

https://www.bleepingcomputer.com/news/security/locky-ransomware-switches-to-thor-extension-after-being-a-bad-

malware/
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7) Locky Ransomware now using the Aesir Extension for Encrypted Files

https://www.bleepingcomputer.com/news/security/locky-ransomware-now-using-the-aesir-extension-for-encrypted-

files/

8) Locky Ransomware putting us to sleep with the ZZZZ7 Extension

https://www.bleepingcomputer.com/news/security/locky-ransomware-putting-us-to-sleep-with-the-zzzzz-extension/

9) Facebook Spam Campaign Spreading Nemucod Downloader and Locky Ransomware

https://www.bleepingcomputer.com/news/security/facebook-spam-campaign-spreading-nemucod-downloader-and-

locky-ransomware/

10) Locky Ransomware switches to Egyptian Mythology with the Osiris Extension

https://www.bleepingcomputer.com/news/security/locky-ransomware-switches-to-egyptian-mythology-with-the-

osiris-extension/

3. CERBER
1) The three heads of the Cerberus-like Cerber ransomware

https://blogs.technet.microsoft.com/mmpc/2016/03/09/the-three-heads-of-the-cerberus-like-cerber-ransomware/

2) Cerber Ransomware — New, But Mature

https://blog.malwarebytes.com/threat-analysis/2016/03/cerber-ransomware-new-but-mature/

3) Cerber Ransomware version 2 Released, Uses .Cerber2 Extension

https://www.bleepingcomputer.com/news/security/cerber-ransomware-version-2-released-uses-cerber2-extension/

4) Cerber Ransomware switches to .CERBER3 Extension for Encrypted Files

https://www.bleepingcomputer.com/news/security/cerber-ransomware-switches-to-cerber3-extension-for-encrypted-

files/

5) Cerber Ransomware switches to a Random Extension and Ends Database Processes

https://www.bleepingcomputer.com/news/security/cerber-ransomware-switches-to-a-random-extension-and-ends-

database-processes/

6) Cerber Ransomware 4.10 now shows the Version Number in Ransom Notes

https://www.bleepingcomputer.com/news/security/cerber-ransomware-4-10-now-shows-the-version-number-in-

ransom-notes/

7) Cerber Ransomware 5.0 Released with a Few Changes
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https://www.bleepingcomputer.com/news/security/cerber-ransomware-5-0-released-with-a-few-changes/

8) Cerber Ransomware Spreads via Fake Credit Card Email Reports

https://www.bleepingcomputer.com/news/security/cerber-ransomware-spreads-via-fake-credit-card-email-reports/

4. TeslaCrypt / CryptXXX
1) TeslaCrypt shuts down and Releases Master Decryption Key

https://www.bleepingcomputer.com/news/security/teslacrypt-shuts-down-and-releases-master-decryption-key/

2) TeslaCrypt Developers recommend TeslaDecoder to Decrypt Files

https://www.bleepingcomputer.com/news/security/teslacrypt-developers-recommend-tesladecoder-to-decrypt-files/

3) CryptXXX: New Ransomware From the Actors Behind Reveton, Dropping Via Angler

https://www.proofpoint.com/us/threat-insight/post/cryptxxx-new-ransomware-actors-behind-reveton-dropping-angler

4) Decrypted: Kaspersky releases free decryptor for CryptXXX Ransomware

https://www.bleepingcomputer.com/news/security/decrypted-kaspersky-releases-free-decryptor-for-cryptxxx-

ransomware/
5) Kaspersky releases updated Decryptor for CryptXXX 2.0

https://www.bleepingcomputer.com/news/security/kaspersky-releases-updated-decryptor-for-cryptxxx-2-0/

6) CryptXXX updated to version 3.0, Decryptors no longer Work

https://www.bleepingcomputer.com/news/security/cryptxxx-updated-to-version-3-0-decryptors-no-longer-work/

7) CryptXXX ransomware again updated, can now encrypt network shared files

https://www.scmagazine.com/cryptxxx-ransomware-again-updated-can-now-encrypt-network-shared-

files/article/528252/

8) CryptXXX Ransomware moves from the Crypz extension to a Random One

https://www.bleepingcomputer.com/news/security/cryptxxx-ransomware-moves-from-the-crypz-extension-to-a-

random-one/
9) CryptXXX providing free keys for .Crypz and .Crypl Versions

https://www.bleepingcomputer.com/news/security/cryptxxx-providing-free-keys-for-crypz-and-crypl-versions/

10) New CryptXXX changes name to Microsoft Decryptor
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https://www.bleepingcomputer.com/news/security/new-cryptxxx-changes-name-to-microsoft-decryptor/

11) CryptXXX Ransomware is now scrambling the filenames of Encrypted Files

https://www.bleepingcomputer.com/news/security/cryptxxx-ransomware-is-now-scrambling-the-filenames-of-

encrypted-files/

5. PETYA / Mischa / GoldenEye
1) Petya Ransomware skips the Files and Encrypts your Hard Drive Instead

https://www.bleepingcomputer.com/news/security/petya-ransomware-skips-the-files-and-encrypts-your-hard-drive-

instead/
2) Petya Ransomware's Encryption Defeated and Password Generator Released

https://www.bleepingcomputer.com/news/security/petya-ransomwares-encryption-defeated-and-password-generator-

released/
3) Petya is back and with a friend named Mischa Ransomware

https://www.bleepingcomputer.com/news/security/petya-is-back-and-with-a-friend-named-mischa-ransomware/

4) The Petya and Mischa Ransomware are part of a new Affiliate Service

https://www.bleepingcomputer.com/news/security/the-petya-and-mischa-ransomwares-part-of-a-new-affiliate-

service/
5) Petya Ransomware Returns with GoldenEye Version, Continuing James Bond Theme

https://www.bleepingcomputer.com/news/security/petya-ransomware-returns-with-goldeneye-version-continuing-

james-bond-theme/

6. HDDCryptor (Mamba)
1) HDDCryptor Ransomware Overwrites Your MBR Using Open Source Tools

https://www.bleepingcomputer.com/news/security/hddcryptor-ransomware-overwrites-your-mbr-using-open-source-

tools/
2) Ransomware Hits San Francisco Public Transit System, Asks for $73,000

https://www.bleepingcomputer.com/news/security/ransomware-hits-san-francisco-public-transit-system-asks-for-73-

000/

3) San Francisco SFMTA Denies That Hacker Stole 30GB of Data from Its Servers

https://www.bleepingcomputer.com/news/security/san-francisco-sfmta-denies-that-hacker-stole-30gb-of-data-from-
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1) Stampado Ransomware campaign decrypted before it Started

https://www.bleepingcomputer.com/news/security/stampado-ransomware-campaign-decrypted-before-it-started/

2) Stampado: Taking Ransomware Scumbaggery to the Next Level

https://www.bleepingcomputer.com/news/security/stampado-taking-ransomware-scumbaggery-to-the-next-level/

3) The Philadelphia Ransomware offers a Mercy Button for Compassionate Criminals

https://www.bleepingcomputer.com/news/security/the-philadelphia-ransomware-offers-a-mercy-button-for-

compassionate-criminals/

4) The Shark Ransomware Project allows you to create your own Customized Ransomware

https://www.bleepingcomputer.com/news/security/the-shark-ransomware-project-allows-to-create-your-own-

customized-ransomware/

5) Shark Ransomware Rebrands as Atom for a Fresh Start

https://www.bleepingcomputer.com/news/security/shark-ransomware-rebrands-as-atom-for-a-fresh-start/
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1) VindowsLocker Ransomware Mimics Tech Support Scam, Not the Other Way Around

https://www.bleepingcomputer.com/news/security/vindowslocker-ransomware-mimics-tech-support-scam-not-the-

other-way-around/

2) PokemonGo Ransomware installs Backdoor Account and Spreads to other Drives

https://www.bleepingcomputer.com/news/security/pokemongo-ransomware-installs-backdoor-accounts-and-spreads-

to-other-drives/
3) New Open Source Ransomware Based on Hidden Tear and EDA2 May Target Businesses

http://blog.trendmicro.com/trendlabs-security-intelligence/new-open-source-ransomwar-based-on-hidden-tear-and-

eda2-may-target-businesses/

4) The Donald Trump Ransomware tries to Build Walls around your Files

https://www.bleepingcomputer.com/news/security/the-donald-trump-ransomware-tries-to-build-walls-around-your-

files/
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1) Bart Ransomware being Spammed by the same devs behind Locky

https://www.bleepingcomputer.com/news/security/bart-ransomware-being-spammed-by-the-same-devs-behind-

locky/

2) Side-by-side comparisons of the CrypMIC and CryptXXX Ransomware Infections

https://www.bleepingcomputer.com/news/security/side-by-side-comparisons-of-the-crypmic-and-cryptxxx-

ransomware-infections/

3) MarsJoke Ransomware Mimics CTB-Locker

https://www.proofpoint.com/us/threat-insight/post/MarsJoke-Ransomware-Mimics-CTB-Locker

4) Polyglot — the fake CTB-locker

https://securelist.com/blog/research/76182/polyglot-the-fake-ctb-locker/

5) Hucky Ransomware: A Hungarian Locky Wannabe

https://blog.avast.com/hucky-ransomware-a-hungarian-locky-wannabe

10. ng1 stgs ¢l HHAA
1) The EduCrypt Ransomware tries to teach you a Lesson

https://www.bleepingcomputer.com/news/security/the-educrypt-ransomware-tries-to-teach-you-a-lesson/

2) New educational ShinoLocker Ransomware Project Released

https://www.bleepingcomputer.com/news/security/new-educational-shinolocker-ransomware-project-released/

3) Heimdall Open-Source PHP Ransomware Targets Web Servers

https://www.bleepingcomputer.com/news/security/heimdall-open-source-php-ransomware-targets-web-servers/

1) Telecrypt Ransomware Uses Telegram as C&C Server

https://www.bleepingcomputer.com/news/security/telecrypt-ransomware-uses-telegram-as-candc-server/

2) Telecrypt Ransomware Cracked, Free Decryptor Released by Malwarebytes

https://www.bleepingcomputer.com/news/security/telecrypt-ransomware-cracked-free-decryptor-released-by-
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3) New Scheme: Spread Popcorn Time Ransomware, get chance of free Decryption Key

https://www.bleepingcomputer.com/news/security/new-scheme-spread-popcorn-time-ransomware-get-chance-of-

free-decryption-key/

4) This Ransomware Unlocks Your Files For Free If You Infect Others

http://thehackernews.com/2016/12/ransomware-malware.html

5) Popcorn Time ransomware, pay up the ransom or spread it to decrypt the files

http://securityaffairs.co/wordpress/54237/malware/popcorn-time-ransomware.html
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