2016. 04. 06

Analysis Report @
Q1 2016 Ransomware Trends

Ahnlab



AhnLab Q1 2016 Ransomware Trend Report

Table of Content

INEFOAUCTION ...ttt a s a b a bt a s b s s s e st e s et a s b e s s assastesastssastssanans

Highlights 1: Most Rampant Ransomware in 1Q 2016 ...
1. RANSOM32 WItteN IN JAVASCIIPL........ooeoieiieeeeceeee ettt et st sanas
2. CryptoJoker distributed via PhiShing €M@l ...t
3. LeChiffre that launches remote @ttaCks ...t iseeens
4. TeslaCrypt 3.0 that changes file EXIENSIONS..........oovreeeeee e
5. 7TEV3N that disables KEYDOArd KEYS............iiieeceeee sttt sassassansans
6. HydraCrypt distributed using the Angler EXpIOit Kit..........cccooieiriineieieneesesensessssssissis e
7. NanoLocker spread via spam mail disguised as @ PDF file ...,
8. DMA Locker that has @ WhIteliSt ... sissesisecsisecsisecsessessneeses
9. UmbreCrypt that adds an identifier behind the encrypted file extensions.........cccccrceeiceiceirnnenanes
10. PadCrypt that comes with live Chat fEALUIE ...t senes
11. Locky distributed via massive Spam CamMpPaigi ...t assassaesessenes
12. KeRanger (Mac) that goes after APPIE’S OS X...... ettt sssss s sanes
13. Petya that overwrites the master boot record (MBR) ...
Highlights 2: Changes in Ransomware in 1Q 2016 ...
1. Ransomware distribution MELNOM ... s
2. File TOrMat QISQUISES ......covuieiiriie ettt sttt s bbbt bbb st ss st nb s s bensaes
3. Technical Changes iN FANSOMWATE ...ttt sss b s s sas st b sse s sssss s ssnsanes
Highlights 3: RANSOMWAIe FOIr@CAST ...ttt ss bbbt
1. EXpansion through @llIANCES ...ttt bbb bbb sns s saes
2. Possibility of the organized large-scale attack..........c..ccevieierioiirieeee st

CONCIUSION: SECUILY AAVISOIY .........ooiieieeei ettt sttt st s s bbbt bbb sase s bbb ssnnen

AhnLab © Ahnlab, Inc. All rights reserved. 2



AhnLab Q1 2016 Ransomware Trend Report

Introduction

Ever since the first ransomware, PC Cyborg Trojan (aka AIDS), was discovered in 1989, ransomware has
been making appearances here and there. In the mid-2000s, GPCode ransomware emerged that used an
RSA algorithm to encrypt multiple file extensions and demanded ransom for its decryption tool. However,
ransomware did not really have a huge impact before the 2010s. Starting off from CryptoLocker, which was
discovered in August 2013, to Locky, which has been massively distributed along with spam mail in the
beginning of 2016, ransomware has gained world-wide notoriety.

This report explains notable features of ransomware discovered in the first quarter of 2016.

Highlights 1: Most Rampant Ransomware in 1Q 2016

1. Ransom32 written in JavaScript

The so-called Ransom32 is the first ransomware to be written in JavaScript. The JavaScript distributed via
spam email campaign is obfuscated, and then downloads and executes ransomware. It uses Tor network, and
an AES and RSA encryption algorithm.

A ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED A

All your data (photos, documents, databases, etc) have been encrypted with a private and unique key generated for this
computer, This menas that you will not be able to access your files anymore untl they are decrypted. The private key is
stored in our servers and the only way to receive your key to decrypt your files is making a payment.

The payment has to be done in Bitcoins to a unigue address that we generated for you. Bitcoins are a virtual currency to
make online payments. If you don't know how to get Bitcoins, you can click the button "How to buy Bitcoins™ below and follow
the instruchons.

When the provided bme ends, the payment will increase to 1 Bitcoins ($350
aprox.). Also, if you don't pay in 7 days, your unique key will be destroyed and you won't be able to recover your files
anymore.

Payment raise Final destruction
3 days, 23:59:43 6 days, 23:59:43

To recover your files and unlock your computer, you must send 0.1 Bitcoins ($35 aprox.) to the next Bitcoin

address:

el = = =" s ol e =g~

Check payment How to buy Bitcoins

fi If you try to remove this payment platform, your will never be able to decrypt your files and they will be lost forever g

[Fig. 1] Screenshot of Ransom32

AhnLab © AhnlLab, Inc. All rights reserved. 3



AhnLab Q1 2016 Ransomware Trend Report

2. CryptoJoker distributed via Phishing email

CryptoJoker uses an AES 256 encryption algorithm and is distributed via phishing email. It adds “.crjoker”
behind the encrypted file extension. A warning message in English and Russian is shown to the user after
encryption.

ENGLISH:
Your personal files were encrypted using RSA key cryptographically!

It decrypts files can be knowing a unique, private RSA key length of 2048 bits,
which is only for us.

Write to us at mail file987@ sigaint org Spare mails: file9876@ openmail cc or

file987 @tutanota com.

Instructions for payment will be sent in the opposite letter.

Konupoeams kmoy

[Fig. 2] Screenshot of CryptoJoker ransomware

3. LeChiffre that launches remote attacks

LeChiffre is French for “number” or “encryption.” Unlike other malware or ransomware, the attacker searches
for vulnerable systems and remotely connects to the system to launch its attack. “.LeChiffre” is added to the
encrypted file extension, and the file is Base64-encoded.

Attention!

payment.

manth. Just

[Fig. 3] Warning dialogue of LeChiffre ransomware
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4. TeslaCrypt 3.0 that changes file extensions
TeslaCrypt 3.0 shows a change in both encryption algorithm and file extension when compared to previous
ransomware. It adds .xxx, .TTT, .Micro or .mp3 extensions to the end of the file name of the encrypted file.

NOT YOUR LANGUAGE? USE Google Translate
What happened to your files?
All of your files were protected by a strong encryption with RSA
More information about the encryption RSA can be found here: hitps:/en wikipedia.org/wiki/RSA_(cryptosystem

What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able work with them, read
them or see them, it is the same thing as losing them forever, but with our help, you can restore themn.

How did this happen?

Especially for you, on our SERVER was generated the secret keypair RSA - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Internet.

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program which is on our Secret Serverlll

What do | do?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be
changed

If you really need your data, then we suggest you do not waste valuable time searching for other solutions becausen they do not
exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page
below:

1.http://p57 gestSdcelltrafi43knjf. mottesapo.com/ "8 " W~ W =20
2.http:/fkdrestportgonst34d23r.oftpony.at/CE o W= W =0
3.http:/irrfmdgjbjhbefvkhbashrg.ginnypecht.com/(E w-B= Nl =2

[Fig. 4] Screenshot of TeslaCrypt 3.0 ransomware

5. 7TEV3N that disables keyboard keys

7EV3N was distributed via spam mail disguised as information for a Valentine’s Day promotional offer. The
corrupted link installs the ransomware which then disables keyboard keys on the Windows system.

All your documents, photos, databases, office projects and other important files have been encrypted with strongest encryption algorithm and
unique key, original files have been overwritten, recovery tools and software will not help.
Private key is stored on a server and nobody can decrypt your files until you pay and obtain the private key.

on and uniste

E KEY WILL BE DESTROYED

[Fig. 5] Screenshot of 7TEV3N ransomware
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6. HydraCrypt distributed using the Angler Exploit Kit
HydraCrypt is distributed using the Angler Exploit Kit. It encrypts files and adds “.hydracrypt_ID_[8 random
characters]’ to the file name of the encrypted file.

] HYDRACRYPT [

All Your files and documents were encrypted!

ID: ==z Hz====

Encryption was made with a special crypto-code!
There NO CHANCE to decrypt it without our special
software and your unique private key!

To buy vour software You need to contact us by EMAITL:

1) XHELPER@DR.COM

or

2) AHELPER@DR.COM

Your email text should contain your unique ID number and one of your encrypted file.

We will decrypt one of your file for FREE! It's your guarantee!

Remember! Your time has a limit: 72 hour.

If You will not send any email We will turn on a sanctions:

1) Your software’s price will be higher

2) Your unique private Key will be destroyed (After that your files will stay encrypted forever)
‘3) Your private info, files, documents will be sold on the Dark Markets

Attention: all your attempts to decrvpt vour PC without our software can destrov or damage vour files!

[Fig. 6] Screenshot of HydraCrypt ransomware

7. NanoLocker spread via spam mail disguised as a PDF file
NanoLocker infects systems by inducing victims to open a fake PDF file attached to a spam mail.

NanoLocker 1.27 e

Your important files are encrypted: photos, documents, etc.
To get Key to decrypt files you have to pay 0.25 biteoin (BTC) ~ $100.
If payment iz not made before Sunday, January 24, 2016 the cost of Key will increase 2 times
and will be 0.5 BTC.
Pleasze follow these simple instructions to get Key and decrypt your files:

1. Create & Mew bitcoin Wallet in the site blockchain.infolwalletimew

2. Buy 0.26 BTC and put it to your new wallet.
Here are our recomimendations.
Lecalbitcoins.com (WU - Buy bitcoins with Western Uneon
Coincafe.com - For fast, simple senvice. Payment Methods: Western Union
Bank of America, Cash by FedEx, Moneygram, Money Crder, In NYC: Bitcoin

m

ATM, In Person

Lecalbitcoins.com - Service allows you to search for people in yowr community to
sell

bitcoins to you direclly

Bitquick.co - Buy bitooins Instanily for Cash

Howtobuybitcoing info - An intermnational directory of Dilcoin exchanges

3. Send 0.25 BTC to address —l.—"Secs = =T =T Se=tE—ema from your
py BTG address Lo clipboa blockehain wallet.
Login in your Waillet,
‘opy Public Note to cliphoa Press Button "Send money”,
Press Bulton "Custom™
From: Your address
To — == - = T e e
BTC:0.25

Miners Fee: 0.007
Change Address: Any
Public Mote: -

Key Fiald Decrypt files
[Fig. 7] Screenshot of NanoLocker ransomware
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8. DMA Locker that has a whitelist
DMA Locker adopts a whitelist method that does not encrypt some folders and file extensions designated by

the attacker.

DMA Locker

All your personal files are LOCKED!

WHAT'S HAPPENED?
* All your important files(including hard disks, network disks, flash, USB) are encrypted.

* all of files are locked with asymetric algorithm using AES-256 and then RSA-2048 cipher.
* You are not possible to unlock your files because all your backups are removed.

* Only way to unlock your files is to pay us 536 GBP in Bitcoin currency { 2.0 BTC ).
After payment we will send you decryption key automatically, which allow you to unlock files .

HOW TO PAY US AND UNLOCK YOUR FILES?
1. To pay us, you have to use coin currency. You can easily buy Bitcoins at following sites:
* 3 infloor.
* https:/ nhase.
* hitps: ffw bitstamp,

2. If you already have Bitcoins, pay us 2.0 BTC (536 GBP) on following Bitcoin address:

3. After payment, necessarily contact with us to get your decryption key:
january0DD30@gmx.com . In mail title write your unique ID:

e e S S
4. We will automatically send you decryption key after bitcoi

ransfer .
When you receive your decryption key, copy and paste it to "DECRYPTION KEY" field
Then, press the DECRYPT button to UNLOCK ALL YOUR FILES.

[Fig. 8] Screenshot of DMA Locker ransomware

9. UmbreCrypt that adds an identifier behind the encrypted file extensions
UmbreCrypt is distributed as an email attachment and adds “umbrecrypt_ID_[infected PC_id]” to the encrypted
file. It has a whitelist of folders and file extensions that it does not target for encryption.

| UmbreCrypt

All your main files were encrypted!

ID: " Fpullee= g ==

Your personal files (documents, databases, jpeg, docx, doc,
etc.) were encrypted, their further using impossible.
Encryption was made using a unique public key RSA-2048

generated for this computer.
TO DECRYPT YOUR FILES YOU NEED TO BUY A SOFTWARE WITH YOUR UNIQUE PRIVATE KEY. ONLY OUR
SOFTWARE WILL ALLOW YOU DECRYPT YOUR FILES
NOTE:
- You have only 72 hours from the moment when an encryption was done to buy our software with a loyal price, the payment
amount will be increased multiple after the lapse of 72 hours.
- Any attempts to remove this encryption will be unsuccessful. You cannot do this without our software with your key.

- Do not send any emails with threats and rudeness to us. Example of email format: "Hi. I need a decrvption of myv files. My ID

numberis ... "
(instead of three dots should be vour 1D number which could be found in the same folder where the enrcypted file, also your ID

ilmmbel' is shown on this picture )
 Contact us by email only, send us an email along with your I number and wait for further instructions. Our specialist will contact

'vou within 12 hours.

[For vou to be sure, that we can decrypt your files - you can send us a single encrypted file and we will send you backitin a
\decrypted form. This will be your guarantee.

1Conta(:t information: E-MAIL1: umbredecrypt@engineer.com
E-MAIL2: umbrehelp@consultant.com

[Fig. 9] Screenshot of UmbreCrypt ransomware
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10. PadCrypt that comes with live chat feature

PadCrypt becomes installed and then infects systems when the victim executes the double-extension file
(.pdf.scr) in the zip file attached to a spam mail. It also comes with a live chat feature in a separate window
that opens when the victim clicks “Live Chat” on the bottom-left of the notification message.

Your files and documents have been encrypted!

What happened to my files?

Your photos, documents, and videos on this computer have been encrypted with
AES-256. To get your files back you will need to purchase your encryption key
\' within the set date. failing to pay will result in the destruction of your key.

How do | obtain my key?

The key produced for your computer is stored on our server. To obtain the unique
key for your computer, which will decrypt and recover your encrypted files, you will
Price will multiply on need to pay a fee in Bitcoin/UKash/PSC piror to the key destroy date. After that

01/01/1970 your key will be destroyed and nobody will ever be able to recover your files
Payment Method

Time Left

00:00:00:00

Bitcoin (Cheapest Option) v| 0.8 BTC

[Fig. 10] Screenshot of PadCrypt ransomware

11. Locky distributed via massive spam campaign

Locky is executed when a victim opens the document or JavaScript file attached to a spam mail. The number
of attacks is increasing as it is distributed via a massive spam campaign with the notorious Dyre malware and
Dridex group.

= _HELP_instructions - Windows AR 2 D~ 20

[Fig. 11] Screenshot of Locky ransomware

AhnLab © AhnlLab, Inc. All rights reserved. 8



AhnLab Q1 2016 Ransomware Trend Report

12. KeRanger (Mac) that goes after Apple’s OS X

KeRanger runs on Apple’s OS X. It adds “.encrypted” to the encrypted file. This ransomware is distributed
along with Transmission, an open source Torrent client program.

TRANSMISSION

A Fast, Easy, and Free BitTorrent Clent

MAIN ABOUT DOWNLOAD DEVELOPMENT ADD-ONS CONTENT SUPPORT

Feature Spothight:

Uses fewer resources than other clients
Native Mac, GTK+ and Ot GUI clents
Daemon ideal for sarvers, embedded systems, and headiess use

Transmission 2.90

Download Now Al these can be remote controlied by Web and Terminal cllonts
Release Notes Local Peer Discovery
Previous Releases

Full encryption, DHT, uTP, PEX and Magnet Link support
Learn More...

Donate to Transmission Bandwidth provided by

[Fig. 12] KeRanger ransomware distributed with Transmission

13. Petya that overwrites the master boot record (MBR)
Petya is distributed as an email attachment. It overwrites the master boot record (MBR), leaving the PC in an
unbootable state.

PSP FSuu
uu$s$$$$$9$$8888$8Sun
uPSSLILSLSESEIBSES83u
UPSSSSITIBSSEILSESISPSu
U$SESLLSSSILSLSESP8E8Su
TERERE LR R R SRR
u$sess e 3PS =$$SESPu
»$$$Sw u$u $$$$ =
$88u uu ugss
$$%u u$su u$ss
»$$$Suudss $SBuus$s e
»$PSEIPS» »SPSESIS~
u$$sPeSusdsPsdsu
u$rgrugufrfugrfu
uuu $3ug $ $ ¢ Suss uuu
u$sss ERERRATRATRATR A3 us$$ss
$3$38uu »$SESESESEn uus$$ssss
udsssseessesun ittt uuuus$$sEsesss
$35$2xx3PILITISPuUL UUSESISESESwoenSEEn
e #%$$ESESPIPSPun senPoeren
uuuu *»»*$$$$88888%uuu
uS$SuuuSSESEIPSBuL »»$SESESESESTuLLSSS
$EIEISSIPoenmren *x$$ESPSISES
»$$E3 e #n S wen
$8$x PRESS ANY REY! $$$$=

[Fig. 13] Screenshot of Petya ransomware
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Highlights 2: Changes in Ransomware in 1Q 2016

1. Ransomware distribution method

CryptoLocker is distributed as an email attachment disguised as a document file and chat message on Instant
Messenger. Attackers also compromise downloaded files on various web services, or exploit the vulnerabilities
found in OS, applications and web servers to launch ransomware attacks. They also use malvertising that
involves injecting malicious advertisements into legitimate online advertising networks or into a Torrent service
that is used to share and download files.

2. File format disguises
m .DOC and .PDF extensions and icons

Malicious files disguised as .DOC or .PDF files are still widely used today. Most computer users usually open
MS Word files or .PDF files without any suspicion.

m Fake screensaver file

Screen saver files are often used to distribute malware because an .scr file is executed with a mouse click,
just like an .exe file.

m Macros in document file

A more sophisticated way of installing malware other than disguising it as a document file is to use a normal
file that contains malicious macros. When the user opens the attached document file, it will be full of unreadable
characters to deceive the victim into enabling macros. The macros in documents are in obfuscated JavaScript.
The JavaScript is used for external communication to download, install and execute malware.

m JavaScript (.js) extension

There has been an increase in distributing compressed obfuscated JavaScript files along with document files
containing malicious macros as email attachments. The attached file name contains words such as payment,
invoice and contract to deceive users into opening the file. When the .js script is executed, it communicates
externally to download, install and execute malware.

3. Technical changes in ransomware
m Whitelist method

Among the latest ransomware, there have been some ransomware that have a whitelist of folders and file
extensions not to encrypt. That is, the attacker whitelists paths or files not to encrypt. There is even a
ransomware that uses a whitelist of Russian language computers that it will not encrypt.

m Live Chat

One of the latest ransomware attacks provides a live chat function along with a menu that describes its service.
It is assumed that the attackers use the live chat to threaten the victims more aggressively and to increase the
psychological and financial damage. Live chats can also be used to commit more crimes. However, the live
chat feature was not able to connect when security researchers at AhnLab analyzed the relevant ransomware.

m Elaborate designs

Some ransomware suspiciously display irregular designs, whereas many ransomware and variants poorly
mimic the existing ransomware’s design with shoddy features. Ransomware are usually in the form of a simple
icon or text, but recently, there have been ransomware with elaborate designs, giving the appearance of a
highly reliable service. For example, Maktub ransomware redirects victims to a carefully designed webpage
that uses sophisticated terms and expressions. Most victims will mistake the web page for a legitimate web
service, unaware that they are being attacked.
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m Ransomware as a Service (RaaS)

Today, some attackers no longer directly create and distribute malware by themselves. Ransomware creators
have started Ransomware as a Service (RaaS), which is a service that creates ransomware on demand for
illegal customers. They also provide information on the distribution and infection status of the ransomware
ordered by customers

Highlights 3: Ransomware Forecast

1. Expansion through alliances

Spammers who worked in collusion with Dyre malware creators, which ranked high amongst malware
distributors from the summer of 2014 to last year, started collaborating with other ransomware creators to
distribute ransomware via massive spam campaigns. In addition, ransomware creators are pursuing alliances
with other groups, highlighting their file downloads and C&C server infrastructure, as well as profits made
through the extortion payments of victims.

2. Possibility of the organized large-scale attack

Until recently, ransomware that first emerged in 2013 typically demanded anywhere from $200 to $400 USD
as a ransom. Recently, however, a ransomware that attacked a hospital in the US demanded 9,000 bitcoins
(worth roughly $3.6 million USD). The hospital ultimately paid 40 bitcoins ($17,000 USD) to decrypt their
encrypted data.

There are two points to note here. First, attackers may re-attack victims who have already paid up. The victims
will surely be aware of the possibility and reinforce their security to prevent further attacks. However, the cyber
criminals will be ready to beat the reinforced security.

Second, attackers will not stop at demanding ransoms at the previous amount of $400 USD. There has been
a successful case in which much more money has been made, so it is plausible that attackers will strive for
higher ransom amounts. They may also use malware to gain private and corporate information to classify
victims according to the amount of money available. Also, the distribution of ransomware for financial gain from
a specific organization may become a new type of Advanced Persistent Threats (APTs).

Conclusion: Security Advisory

As examined above, attackers continue to distribute ransomware variants heavily armed with various features
to bypass security solutions. Thus, it is not easy to respond to attacks using only traditional security solutions.
Ransomware use encryption algorithms to encrypt files, so it is in fact almost impossible to restore the
encrypted files. To prevent ransomware attacks, users need to exercise caution: immediately delete suspicious
emails or emails from unknown senders, and always back up important data.

With its line of V3 antivirus products and AhnLab MDS (Malware Defense System), an APT (Advanced
Persistent Threats) protection solution, AhnLab has garnered much notice for having detected and responded
to the variety of ransomware that have been discovered up to this date. In order to reduce the damages caused
by ransomware, users should install the latest updates for V3 engine currently in use. Also, by activating the
Execution Holding function for customers who use AhnLab MDS, ransomware can be blocked.
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