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 ֥Ө  ṅ    Ắ  ʊ ὗ  ʊӒ  ԑ ӨӔ“ἔ    

Ῠ▐ Ắ  ʊ ▐  Ӏ ṍῡἛ  ֥ῶở᷄ḁ. 
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ҟ  

 ә♄  ʊ 2020ᵹ Ứṫ֚Ἳ ӤӉ  ▐ Ṏ CLOP Ứ♪   Ԃ ҍᶾⱠӦ Ө , 

֚ὣә 2019ᵹ  Ỵ ֥  ӤӉ  ▐ Ṏ CLOP Ứ♪   Ӧ  ♥ᾤ ḁ. Ắ  ֱ  

Ṏ CLOP Ứ♪   ″   ḓ ♄ḻ ּ֥ו ḁ. 
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Ứṫ֚Ἳ ӤӉ CLOP Ứ♪  

1)  Ԃ ҍᶾⱠ 

Ứṫ֚ Ἳ ӤӉ  ▐ Ṏ CLOP Ứ♪  ʊ֥ Ỹ Ԃҍ ₔҍᶾ ḁ. ḓ  әὣ  

 ҎҎ     ῶ ᵡὣ ᵒₐ   ʊӤҟ Ἓ ḓ ὗ ḁ. ὗ 

 ḏ Ӥҟ  ◄  ʊҟ ὗ  ᾯ ᾠ Ṏ ṯ  Ԃ ḁ. ҍ Ӥ בּ 

ҟṎ Ṕ Ứ♪  ʊṅ  Ӥҟ ὗ ▐ ḁ. 

  

ḁὭ Ṏ ὗ  ʊ   ҍ ḁ. CLOP Ứ♪   ֥―  Ṏ 

 Ṥₐₒ   ֚᷄ ₦ Ṏ ҍ כ   ʊԂ Ὥ, ‗  Ṏ CLOP Ứ

♪  ʊ Ṏ Ӧ ṅ  ᾤ ( ◄ ᾤ ) Ṡ  °,Ajjn±ὗ ₦  ҍ 

 ◕Ⱡ  ḏ .Cllp  ӨἎ ὗ ḁ. 

  

ӤӉ ҍ ҍ  ℮Ὺ ὗ  ּב  ֥ẋῄ   Ԃҍ ₔҍᶾ Ὥ Ӧ ḁὔӀ ὐ ☿ḻ  

( ḻ  ֥ ֥ᶾ Ἓ  Ҏ  , ḝ Ắ  ʊὐ  ▐  Ṗ ҹ) ░  ᾤ

ἔ ҍ  ᶷḁ. ẁỚ♄  Ứ♪  Ҕ       Ӓ  ḻ  

 ֥ᶾ   Ҕ   ◄ Ἓ ṍḿὣ  ʊҹ  ҍᶾ ḁ. 

 

 
֚ὧ 1 « ḻ  ֥ ֥ᶾ Ἓ Ԃ ҍᶾ   
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֚ὧ 2 « Ҕ Ṏ Ӧ ԂṎ  
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2)  ṅ  ♄   

Ứṫ֚Ἳ ӤӉ  ▐ Ṏ CLOP Ứ♪   Ủ  Ҝ   Ṷ  ♄ᾤ ♄ ὗ 

ә ḁ.  

 

 
֚ὧ 3 « Ứṫ֚Ἳ ӤӉ CLOP Ứ♪  ▐  ♄ 

 

ừ  Ứṫ֚ Ἳ ӤӉ CLOP Ứ♪  ṅ  ♄ὗ ҍ   Ủ  Ҝ   ḁ. 

 

בּ   ҏ MD5 ֥  ʒ ⅓ṫ ҏ 

Ứṫ֚ Ἳ 8b6c413e2539823ef8f8b85900d19724  CLOP Ứ♪  Nov 21 2020 03:18:18  

Ứṫ֚ Ἳ 8fc09cb1540a6dea87a078b92c8f2b0a  CLOP Ứ♪  Nov 22 2020 00:56:31  

Ứṫ֚ Ἳ f774a3790fd4f0720f77e3db3bdf9bf3  Process Killer Nov 21 2020 23:28:00  

2020 -11-02 23:03  9246d60c24591855bc1792aa0a672ff7  Windows Defender Killer  Oct 31 2020 05:15:13  

2020 -11-02 18:12  34f8228a3f12fa9542f1a4181f96edec  CLOP Ứ♪  Oct 31 2020 04:03:24  

2020 -10-07 17:18  b96f79eb633d0b2c0e79e6d889dac0da  Windows Defender Killer  Oct 03 2020 03:13:00  

2020 -10-06 20:09  efb886d6eaa54d666dcfde173ae02d81  CLOP Ứ♪  Nov 05 2016 22:13:16  

2020 -10-06 19:15  e3bc953a18fe466cb008184a45c6c858  Windows Defender Killer  Oct 03 2020 03:20:39  

2020 -10-06 18:52  d014969ab6421bde1419cbd30d0d5ebb  Windows Defender Killer  Oct 03 2020 03:13:49  

2020 -10-06 18:23  a98dc09226b97ddc0d959e0aaa08abe0  CLOP Ứ♪  Oct 04 2020 00:59:25  

2020 -10-04 19:05  8274514bc52e98bb4431ef61109fb15c  Windows Defender Killer  Oct 03 2020 03:20:13  

 1 « Ứṫ֚Ἳ ӤӉ CLOP Ứ♪  ṅ  ♄ ṯ 
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 ᵒ ♄ ṍṳ 11  22  ӤӉ  ▐ Ṏ Ứṫ֚ Ἳ CLOP Ứ♪  ʊ ᵆ  21 Ӧ 

22   ṍ  ῶἛ ӤӉ  ▐ Ṏ ҹ ḁ. Ắ בּ     ẋ ▐  ♄ὗ ҍ  Ắ 

ḁὖ ṯ  10 ₐ  ṍә ә Ứ♪  ╝Ὥ ᷄Ớ Windows Defender  ῶ Ỵ

  ῁Ἅ  ֥  Ἓḻ ṍ ḁ. ṅ  ֚Ἳ  ṅ  ♄Ἓ CLOP Ứ♪  

 ḁ  Ⱡ ṫὗ ḁ  ʊҹ  .ḁ בּ  
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֥  ӤӉ Ӧ  

1)  ӤӉ ḓ◄ 

CLOP Ứ♪  ʊ Active Directory (  AD)ὗ ә  ʊ֥  ӤӉ ḓ◄ Ἓ ▬ ḁ. AD

 ʊ  Ṏ Өὣὗ  ḁּב  ḻ   Ἓ Өὣ ḻἜ  ֥ẋῄ בּ   

ҟ  ▐ ḁ ֥ ♄ Ἓ ▐ Ṏḁ. ӤӉ  ʊ   AD ♄― Өὣ ԑ  

ә ֥   oḁּב   ӤӉ ḁ.  

 

ừ  2019ᵹ CLOP Ứ♪   ὗ 369ҟ ֥ , 13,497ҟ (PC ῳ ♄―)Ἓ 

ә ḁ. ֥  ḓ◄ ӤӉ ῡἛ ṍ    ֱ  ᾠ ḁ  ḝ Ὦ  

ҹ Ἓ ◄Ṏḁ. ֥  ӤӤ֥Ө, ӽ ,   ,ꞈ ֠ / ԑ/ , , IT, ,   Ṵ ḁ

ᾞ  Ӕ  ṍ  ḁ. 2019ᵹ ◄Ὼ֥ὗ ֥ Ἓ Ɫὗ ḁᾠ Ứ♪  

 ḓₐₒ   (53%) ♄ ῼ◕ ᾞ ֠  (15%), ♄℮  (11%), ḻꜙὺ (9%) ₒ

ҍ  ֚Ṡὗ ẁỡḁ. 

 

ӤӉ  ʊ֥  Ӆ   ֥  ӽ Ӏ   ӤӉ  ḁ.  

ᾕ   ӤӉ  ḻ ә, ּב ὗ ᾤ Ӏ ḁ.  ᾕ  ῄ ᵒ  

ӤӉ ḓ◄ ▐   ίӀ ӽ Ӏ Ⱡ ḁ. Ἓ ӤӉ  ʊ℮ Ỵ  ԃҍὗ ӤӉ ḓ

◄ Ἓ ḁ. ṫ ἄ Ӧ ῄ  ὤ ⱨ   Ỵ (  ″ CISԃҍ)  Ӓ  ʊ

CLOP Ứ♪ ҍ ṅ  ḻἜ ḁ. 

 

(2019.03.13) ҟ ♄ ֥ Ἓ ¦¦¦Ứ♪  ӤӉ  ῶᴨḁ1 

(2019.07.15) ԑ  PC 3ḓ Ҕ  Ứ♪  ʊ ' ἢ'2 

(2020.06.22) Indiabulls Group hit by CLOP Ransomware, gets 24h leak deadline 3 

(2020.08.06) Germany's NETZSCH Group hit by Windows Clop ransomware4 

(2020.10.13) Software AG Data Released After Clop Ransomware  Strike « Report5 

 

 

 
1 https://www.etnews.com/20190329000159  
2 http://www.inews24.com/view/1193801  
3 https://www.bleepingcomputer.com/news/security/indiabulls -group -hit -by-clop-ransomware -gets-24h-

leak-deadline/  

4 https://www.itwire.com/security/germany -s-netzsch-group -hit -by-windows-clop-ransomware.html  

5 https://threatpost.com/software -ag-data-clop-ransomware/160042  
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Ủ  ʊ 2019ᵹ ◄Ὼ֥  ῼӋṎ CLOP Ứ♪  ″ ″ בּ  ḁ. 2019ᵹ 2  CLOP Ứ♪

 ″  ḁּב ῼӋṍ ḁ. CLOP Ứ♪  Ứ♪ᶂ  °AjmnPc_bKc,rvr±ҍ ᵴ Pastebin.com

  Ӥҟṍ Ḡ  2019ᵹ 2  8 ḁ. 

 

 
֚ὧ 4 « CLOP Ứ♪  2019ᵹ ″  ″  
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2)  ӤӉ Ӧ  

ӤӉ  Ӏ ℮, ,  ḄӔἛ Ṏḁ. Ɫₐ Ἓ  ʊ  10ҟ ḄӔἛ  ּב ḁ. CLOP 

Ứ♪     ῳ  ӤӉ  ҍ  Ὣ Ὤ ḄӔ ḁ. 

 

℮ 
 ӤӉ ḓ◄ Ӏ ᾕ   a Ἓ Ⱡ ῄ♄  Ḇ  Ӊ

 Ⱡ ṫ ♥  

1 ᾕ  ₐṎ Ⱡ ῄ♄ ( ⱥ, ṫ)  ▐ ҍ Ở 

2 ῄ♄  ▲ Ṏ ὺ Ἓὗ  Ӊ  Ⱡ ṫ ḁ Ἓḝ   

3 
ḏ  AD  ҍ ṍ  ṍ  ʊӒ ,  

Ӊ  Ⱡ ṫ  ḁ Ἓṫ   (AD Ӓ  ᶂὧ) 

4 Ӊ  Ⱡ ṫ  ḏ  Cobalt Strike Beacon  ♥  

 Cobalt Strike ὗ  AD ᵒ    

5 AD ḻᾕ  ԂⱠ   

6    ԑ  ◄  

7 
◄ Ṏ ԑ Ἓ Mimikatz ᾧṨ   Ἓ  Өὣ  Ӕ  Ắ  ʊ AD ḻᾕ  Өὣ

 Ӕ  ὣḭⱱ Ṭ 

8 
AD ḻᾕ  Өὣ  Ӕ  Ṭ  ⱠӤ ᾠ ḻᾕ  ἠỴ ♄―  ꜚ  ḻᾕ

 ӍṎ   

 AD ᵒ   ḓ◄ Ἓ CLOP Ứ♪  Ҕ  ḻ 

9 ḻᾕ  ἠỴ  Ӥ  ḝ  CLOP Ứ♪  Ṵ Ⱡ ṫ ℮ 

10 
AD ḻᾕ  ӍṎ    Ắ  ʊ Ӊ ᾤἔ   CLOP Ứ♪

    ῳ  
 2 « CLOP Ứ♪  ӤӉ Ӧ  
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[ȋ ℮]  ӤӉ ḓ◄ Ӏ ᾕ   a Ἓ Ⱡ ῄ♄  Ḇ

 Ӊ  Ⱡ ṫ ♥  

 
֚ὧ 5 « [ ℮]  ḄӔ Ԃ ḻ 

 

ᾕ  ₐṎ Ⱡ ῄ♄ ( ⱥ, ṫ)  ▐ ҍ Ở 

 ӤӉ    ᾕ Ἓₐ  Ṏḁ. ừ ASEC№Ἓ֚  ֚ҏ ḁ Ӏ Ӏ

Ṏ ҹ Ỹ ԃⱢ  ▐ , Ӥԑ ,   Ṵ  ᾕ Ἓ ṍ ḁ. ᾕ  ᵒₐ  

Ⱡ  ₐ ᶷḫ  a  ᾂ Ắ  Ὠ , , ῄ♄  Ṵ ḁ ḁ. ▐ἕ

ṯ  Ủ ♄  ּב ḁ.  ᾨ Ἓ ּב Ṏ ᾕ  ᶠ  ᾯ ә ₐṎ  

  ▐   ʊ Ӊ  Ⱡ ṫҍ ◕ⱠṎḁ. 

 

 ᾕ  Ὂ ԃⱢ  Ɫ֠Ӕ▓♄, ᾤ♄, ῼ ♄, Ӥԑ, , ἰ  Ṵ 

 a  ᾂ HTML, ISO, ZIP, DOC, XLS, SCR, LNK Ṵ 

 3 «  ᾕ   Ὂ   a  ᾂ  
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[▐ἕ - 2019ᵹ 5 ] 

 

 
֚ὧ 6 « ԃⱢ    ᾕ  

[▐ἕ - 2019ᵹ 7 ] 

 

 
֚ὧ 7 « Ӥԑ  ḻ  ᾕ  
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[▐ἕ - 2019ᵹ 8 ] 

 

 
֚ὧ 8 -   ḻ  ᾕ  

 

ῄ♄  ▲ Ṏ ὺ Ἓὗ  Ӊ  Ⱡ ṫ ḁ Ἓḝ   

 ᾕ  Ⱡ ὺ Ἓὗ  ῄ♄ҍ  ₐṍ   ʊӒ ḻ ә ḏ ῄ♄ὗ ḁ

Ἓṫ  ʊ֥ᶾ   ʊẮ ḁὖ ᾂ(HTML, LNK Ṵ)   ₐṍ֥ḻ ḁ. ḁ  

ṯ  ᾕ Ӧ  a ṯ  ῄ♄  ὺ Ἓὗ ḻἜ ᾞ,  ὺ Ἓҍ ṍᾠ Ӊ

 Ⱡ ṫ ḁ Ἓḝҍ ḁ ἛṫṎḁ. Ӊ  Ⱡ ṫὗ ῶἛ ḁ Ώ  ә ḁ Ἓḝ 

  ḁ ΏḻἜ ḁ. ῄ♄  ▲ Ṏ ὺ Ἓ ṫʊ  VBA  XLM ҍ ṍ ḁ. 
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[▐ἕ - 2018ᵹ 12 ]  

ⱥ ὺ Ἓ 4.0 (XLM)     ṍ ḁ.  

 

 
֚ὧ 9 « XLM ὺ Ἓ ⱥ 

 

[▐ἕ - 2019ᵹ 2 ] 

ⱥ ὺ Ἓ 4.0  Cell Formula ᵄḼ ҍ ṍ ḁ. 

 

 
֚ὧ 10 « XLM ὺ Ἓ ᵒ  
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[▐ἕ - 2019ᵹ 5 ] 

 

 
֚ὧ 11 « VBA ὺ Ἓ ᵒ  

[▐ἕ - 2019ᵹ 9 ] 

 

 
֚ὧ 12 « VBA ὺ Ἓ ⱥ 

 




























































