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HELP US TO STOP THE BLOOD SHED!! [X] | Mawanella 3

PLEASE ACCEPT MY APOLOGIES FOR DISTURBING YOU,

i
\\) Remember that one day YOU may be in this situation,
We need every possible help,

Israeli soldiers killed in cold blood 12 year old Palestinian child
Mohammad Al-Durra, as his father tried to protect him in vain with
his own body, As a result of the indiscriminate and excessive use of
machine un fire by Israell soldiers. journalists and bystanders
watched Relplessly as the child was savagely murdered,
Palestinian Red Crescent Society medic Bassam Balbeisi
attemnpted to intervene and spare the child’s life but live
amrmunition to his chest by |sraeli fire took his life in the process,
The child and the medic were arotesquely murdered in cold blood,
Mohammad s father, Jamal, was cr|!||:a||y |nJured and |parmanenllu
paralyzed, Similarly, appmxlmately 40 children were slain, without
the media taking notice or covering these tragedies,

THESE CRIMINAL ACTS CANNOT BE FORGIVEN OR FORGOTTEN!!!

) (

() ()
()
try €
A O G 1
It

{ 7\

Mawanela is one of the Sri Lanka's Muslim Village,

This brutal incident happened here 2 Muslim Mosques & 100 Shops are burnk,
I hat this incident, What about vou? I can destroy your computer

I didn't do that because I am a peace-loving citizen,

[ |
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We, behalf of an anti-oppression hacker group that have been fed up of crimes and atrocities taking place in various countries around
the world, especially in the neighboring countries such as Syria, Bahrain, Yemen, Lebanon, Egypt and ..., and also of dual approach
of the world community to these nations, want to hit the main supporters of these disasters by this action.

One of the main supporters of this disasters is Al-Saud corrupt regime that sponsors such oppressive measures by using Muslims oil
resources. Al-Saud is a partner in committing these crimes. It's hands are infected with the blood of innocent children and people.
In the first step, an action was performed against Aramco company, as the largest financial source for Al-Saud regime. In this step,
we penetrated a system of Aramco company by using the hacked systems in several countries and then sended a malicious wvirus to
destroy thirty thousand computers networked in this company. The destruction cperations began on Wednesday, Aug 15, 2812 at 11:88 AM
(Local time in Saudi Arabia) and will be completed within a few hours.

This is a warning to the tyrants of this country and other countries that support such criminal disasters with injustice and
oppression. We invite all anti-tyranny hacker groups all over the world to join this movement. We want them to support this movement

by designing and performing such operations, if they are against tyranny and oppression.

Cutting Sword of Justice

[O2 6] otzta s 2t& 'HO|9| AH(Cutting Sword of Justice)=9| F&f

6 http://www.economist.com/node/17147818

7 http://www.computerworld.com/article/2515757/malware-vulnerabilities/is-stuxnet-the--best--malware-ever-.htmi
8 http://www.bbc.com/news/technology-12465688

9 http://money.cnn.com/2015/08/05/technology/aramco-hack

10 http://pastebin.com/HgAgaQRj
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L3 0|52 8% 25 FIH SHES US| on| !t 88 27U0|= AR S Sl 7tEt=(Qatar) Mt 7| 2f
ATt~ (RasGas)= ARO|H] A S GUCH= AMAO] L{ZICE?

23 aug 2812 /SHM/AMOD

According to media which we rarely beliewe, Saudi Aramco is thinking that the 15 aug attack was done by us but with a man in the
middle helping us with different kind of info and that's the reason why the head management of Aramco is still investigating..

Garbage investigation.

What we're going to do to prove our ability to do more? well, we don't really need or even feel like prewving anything to anyone and

show them that we can, but here is a headline story:

we are going to make it, next week, once again, and you will not be able by 1% to stop us.

Date: 25 august 2812

Time: 21:88 GMT

That's will happen for two reason:
1- you're brutal and selfiszh to harm any employee just for the sake of expecting.

2- we do hate, hate a lot, arrogance.

Be prepared for something you will see in your eyes and you will not be able to stop it.

[22 7] '"™olo| A(Cutting Sword of Justice)'2| F7t &2 o1

2014d 123, =L ofHX| & 7|2t =ot M7t Ll L7 K=ot FEXJACL SAXE 2|20t =500 SH
2 ST FYYoL, dH A2 28 STH2Z O|0fX|X|= HRUACLY

2015 12€ 23, 23 2}0|Lto| 7|22 |21 (Kyivoblenergo) F A0 X7} 24 O] 2F 3A| 3528 E 34|
b =et oF 83k ThTof F Zg0| JCHHCKL St RFBOIL MR X9 ZEZ|FtEME|OtEI|HEX
(Prykarpattyaoblenergo) 2™ AN ME EX|7F LA FH X|

o0 ChRZ FHH AFE|7H LMME HOE UsHCIH W
ot A|AHIOE 40| s Fat Stz XM= O|FOX[X| AUCH FH AT oAEut fIAZPO|Lt FEF
(Security Service of Ukraine)= AlO|H] 52Z9| 75 e AZIUCE

11 http://pastebin.com/WKSk3pmp

12 https://www.wired.com/2012/08/hack-attack-strikes-rasgas/

13 http://news.chosun.com/site/data/html_dir/2015/03/17/2015031702158.html
14 http://www.oe.ifua/showarticle.php?id=3413
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N3-3a xakepckon atakum 06ecTounno nonoBuHy
NBaHo-PpaHKoBCKOM obnactu

24 pexafpa 2015, 1521 Y=¢ Bigeo & OpyryeaTw G+ 1

HecKonkeko YacoB cneuyWanMcTel EOCCTAHAENWEANM CEET.

MpukapnateeofnaHepro HA2EaN0 NPUYKHHY OTKNKIYEHHA
SNEKTPOSHEPIHH, KOTOPOE WMEND MECTo HakaHyHe, 23
Aekabpa. MMpuynHoR cTana xakepckan araka, coobwaet TCH.

Mo Q3HHEIM  CNeunannucToe, Xakepel Banomanu CHCTeEMY
YNP3aENEHWA TenemMeXaHHEN. Bonewe nonoBuHel ofnactn w
YACTUYHO Cam MEI-EHD—':DPEHKDEI-CI{ H3a HeCKoneko 4Yacoe
ocTanuck bea ceeta.

Mo cnoeam npefcTaeuTend ofnaHepro, W3-3a 3anyLyeHHOro
W3BHE B CWCTEMY BUpYCA, BHE3aMHO HAYanW OTKMHYATLCH
nogctaHymy.  Cefyac  sHeprocHabmeHwe  yKe  Beage
CneuManucTsl 4o cux nop GopoTen © BoccTaHoBneHo. OfHAKO 3IHEPreTMKM HEe CHPBIBAKT, JTO
BHPYCOM B CHCTEME JLEenany 3To B TaK HA3bIB3aeMOM "py4YHOM PEXMME", NOCKONbKY
CHCTEMA A0 CWX MOP OTKMHYEHE, 38 CMeuWanucTel NbITAKTCR
nobopoTe 3anyLW EHHEI B HEE BUMDYC.

[O2 8] RA2f0|LE HX A FH 2 HE("EX: TCHY)

I lonoeHa = HoBwHw = 2015 = [pyaoeds
B CBY nonepeguna cnpody poCiicekUX cneycnyb BuBecTH 3 nany 00'eKTH eHepreTHKH YKpaiHK
| Fapaua ninia Cnyxbn Gesnel|

28 rpyanA 2015

Cnyx#6a Geznekn ¥YKpaiHW nonepeauna cnpoby pocidcbkux cneucnyxb ypasuTu KoMN'loTepHi Mepexi ob'exTie

EHEPreTMYHOrO KOMMAMEKCY YKpaiHW.
CniepobiTHuk CBE YKpaiHW BWABMAW WIKIANWMEE nporpaMHe zabesnedeHHs B Mepexax okpemux obnacHux

eHEpPreTMYHWX NIgNpYEMCTE. BipycHa aTaka cynpoBogXyeBanaca GesnepepBHMMKM AzEiHKaMK (TenedoHHum «<diygom=)
H3 HOMepKW TexniaTpWMkK oBneHepro.
Wkignvee nporpamHe zabesnedeHHs NOKanizoBaHo. TPWBaOTh HEEIOKNAAHI onepaTWEHO- Crigdi gii.

Mpec-yentp Cb YKpaivu

[12 9] 232f0|L} HEEIeo] MM ALEf g LHE(*=X{: Security Service of Ukraine)

15 http://ru.tsn.ua/ukrayina/iz-za-hakerskoy-ataki-obestochilo-polovinu-ivano-frankovskoy-oblasti-550406.html

16 http://www.sbu.gov.ua/sbu/control/uk/publish/article?art_id=170951&amp;cat_id=39574
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Al 201614 19, SANS ICSEITF &ot | OJMESENS LA2to|Lt HH AfE|9} DL HOZ HOlE ZA0|L|
(BlackEnergy) S AES BIHECL® BHE K20 T2, (hRE BY SAT ORZIKR oL Sof S2o)

AMHEIOH, FHofdS 0|88 &#o| ot A= 7|55 7H =Mt MREO AUA/UL.

AEZ 20144 R32t0|Ltet ESHE BN 34202 FYSRMCE. IA2t0|Lt HH
18, 32f0|Lt ALO|H &ISHCH-S MIE{(CERT, Computer Emergency Response Team)=
FEOHX| FEE S7Heh Hp UCHY matd L3z2to|Ltof Chsh S240) L

=
24
Ofedet = ACE SHOHX| g2 =] HO|H i 7|52 0[o] 20144

E240|14%|£ 20074

AFZ40| hAsL7| Bhet ROl 20151

—
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192
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=
FA2fo|LE dA 7(ZF

74
A 542 88 Al o1 7 E TAEAS

S3A2I0|Lte| HHO| AO|H S0 oo M= 0| AL LIEFHO| M2l 0= FEE 2t AL &=3UC}
Xt 20164 1g, Oj= =EQt& = (Department of Homeland Security, DHS)2 3 210|Lt HF AEfQ| QI0| AO|H &
o2 ERUCtD YHEWOM, 38 18U 2 2A EIAMIF EFJIE2 ZJHEICE2 0] 20M0| EH, Z2AXL= O
O 6708 MEH 2H™A LHE AAHO Asl 2t YEE st oAl HYYo(Firmware)E 7 st= & EX T

A

o

=]
o=z EHQIL) Y& =20| A7|= SHA[ZF O] A2 AfOIH SH2= QlIgh x|z=9|

[

WSt 7

I'
5
oA

42 nEEZ, Bk, 3% 2of

2op HOAE e =2, HE SY, U S UE A2 AMOIH A1 YERlE 20I2 OfARICL otg21 YEjQ
H ALEeZ, AMEY 2Fo] 20| EX| W2 2 Y Mol A2"E §
of 2t2|=[ Ak HEAIZ AZEO AP MO S 2|7t YT BHEH, 2|F ol W2 F2= =T E[0] AHO|H

349 90| FOopR >

DE THE AIAHO| CHS AtO|H BHOR M 2T A Xl 20094 O] HAAF QAEIAustnoN T2 EX
oto| sfZE] ‘F=o|! FEo| Z£H|!'(CAUTION! ZOMBIES! AHEAD!!)Eh= L{0| LIEFH ApgICHS

7 ttps://ics.sans.org/blog/2016/01/01/potential-sample-of-malware-from-the-ukrainian-cyber-attack-uncovered

18 http://www.welivesecurity.com/2016/01/04/blackenergy-trojan-strikes-again-attacks-ukrainian-electric-power-industry/

19 http://cert.gov.ua/?p=2370

20 https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf

21 http://its.suwon.go.kr/_Imth/01_switsinfo/swits_010303.jsp

22 hittp://0x616b616d61.tistory.com/entry/%EC%8B%A0%ED%I8% B EB%I3%B1 -%ED%I5%BA%ED%E2%BI%ECIHID%BA-%EA%BO%EO%E
B%8A%A5%ED%95%A0%EA%B9I%8C

23 http://gizmodo.com/5141800/hacked-construction-signs-warn-of-zombie-attack-in-austin
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24 http://www.securityweek.com/hackers-broadcast-porn-tv-screens-brazil-bus-depot
25 http://africanspotlight.com/2015/08/08/hackers-broadcast-porn-on-tv-screens-at-brazil-bus-station-photos

26 http://news.mtn.co.kr/newscenter/news_viewermtn?gidx=2016042616081264980
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Olo T 04 BH AlLfZE IA £ JHXIH AUk R HAE SR SHMITM, Man In The Middie)S 0|gdHs
YAoR, WE NSSI FYMO| AlAHZIO| BN ZZESS Yo M2 FD Pt S Y2ES T Yoz K
OfSts HOITH £ BT SUNIOl AAHO| Tt XH SHOICL 0f FS YsoIM HE M| R K3 Ho
2 o4EC S35 £20 NS5 MOjsHs DEAS BT FYRO| AIAHIL HRel0] SYHORE SXO| It
Sof 4Tio= mEo| HCt oot TS Xt 20141 D|F DA CHSDON SYXOR SEHBHE AS ALH0|
Cft RS HHS b UL % ofel SOt YHQ FAHATIANE £2 DS BB LY [ 54 oiFw
R

$3 AT BRIGH XL 2015 6% BUE ZFOIM DDoS SHOEZ HIW| %ol XFO| WA AI0| YLk O]
ZHOo=Z Z32|A| 0f0{2tQI(Polish Airline)o| H|H 2| A|ARIO| 5A|ZH SO OpH|T|Q OO0 OF 1400 0{HO| &7240| &
SHO| A 2o 291 Xj2 7|Ct2{ofgt STk

J

HE AAHOME M3 E 2D A7} E0E|D Qo3 ES| gXF REH 0 A|AE(CTC, Centralized Traffic Control)
o SHIAE ZHo| Cfst fH{7t =Lt O|eF HAS] X[t 2015 122 =o|AM 7HE[E HOQt HEHTA 32C3(32nd

Chaos Communication Congress)oj|A] EXxt MO A|A”H 54 H o] ghHof 2tst LH80| ATHE|7|E FHCH?

i

43, MBiE G L Al

At 20164 33 H{ZtO|E(Verizon)0| £ = 2lAte] = Ald A|AEO| =2OF H3 Alnot FdHen R =F
Z ~

>-

H 52 XZASH Z{o2 =F™EICtD FMIUCE3S 0|0 2 HEE Eg| 2o MAHAO|

|

o=
, EEHd(Bloomberg)= 0|2t 3§77} 72 S42| it BE57|E JYCHH

E‘.

Of 2L} @ Xtk 2011 113 8Y, O|= YL2[kO[(linois)F=2| = Ald HIOAM of2{7} Zds] SH0| ST
20| AUCE i A[A-L| 2OE ZASHE DPZ0A 2A[OF X[HOAM BT A|AEO H2eh Ab2O| =0

- AN |-'

rn

=2

22| 0|F 242X ME(The llinois Statewide Terrorism and Intelligence Center, ISTIC)= 2{A|Of Si|FH 7} &k AlA
YRl AEZ o8 AL HMIot Aoz TLH 113 109 2|k O0|F &=k A|Z0| 2A|OIZRH i 54

AL S FEULE

mo on

I

27 http://www.mta.go.kr/policy/its/management_sign.jsp

28 Branden Ghena(2014), “Green Lights Forever: Analyzing the Security of Traffic Infrastructure”, 8th USENIX Workshop on Offensive Technologies
2% http://www.etnews.com/20160425000127

30 http://www.recode.net/2015/6/22/11563782/polish-airline-hit-by-cyber-attack-says-all-carriers-are-at-risk

31 http://www.etnews.com/20151008000285

32 http://www.dailysecu.com/news_view.php?article_id=12452

33 http://www.verizonenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf

34 http://www.bloomberg.com/news/articles/2016-03-24/u-s-charges-iranian-hackers-in-wall-street-cyberattacks-im6b43tt
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JLt 22 HAIOtZ {7 MY gk A2 22l BEAE AX0M 2FE UE Ao g2 AlAHE Foi:

siZojl o|gt Z40| OtL|AS0| SR Ch3s

sfm=Hdoz BLt O] AFAL, XLt 1991 AT ™ A O)= 2 7(OHM & Z=2(National Security Agency, NSA)O| O|2t3.0]
& ZEIHQ| Orojaz Ho| SH4E HO[2AR O|2tA2] WE AAHEZ RHINCE= U™ sHO| XFWHA o
BEE AN Motz Al gDt B A2 FF AFE ASZ HO|CL

FUROIA 23t Z|Z0] SAIT AL 2003H0] B 125 Q1B CHEFOICE Of A2 S2fn] Bol HYE AlAH
oA Chrol THZLS AWAel, DNS MBI(RTE S0 QIFA01 T3t HEE 71| D s ABE, ccocom S0 =o9l =
AS PFAZ s QTS BCHO| B EHTS YFAIZIZA DNS AHIA Zof7t 24 oot e =
oIS el Haohs ©

QIE{Hle] Sdd X2 AHU AHE0| =7t =AU

IR 77| g2 EE 0[8¢ DDoS 8422 57 AU ME[A A ASPOM AES FOoH7t TR
Ch SAZME EX 2 QEI2] SHOIRY| HE0| Al EF 7|2 2oF HHM 7t 7| S0 o2HFS 4471= ;L

= b
AYIETL HE22 YT A2 0|20t 9 2008E 8| =2k(Hydra) A YFEES 0[&%H DDoS 5237 0[X| 2t

3871 o
QI BR7| HYAE QIHO| BHatE AL omjolct

Ch ol SAAS MHIA MBS 9lo) 4T el HEE BRstn o
Xch 20126 FL 2 SAAto] ® H| MU0l 208 Yo| 1 HHE 2
CHE SAMOIA 8708HBO| 12 st REEIQICHE 20141 3HOIE FLY OSSN AN O 12308
YEIt RBE 0| WoIX|7| = FCh

0|29 A2, 2013 9/EE oF 2147t TR HFY(T-mobile)Ale] 7HQIME 1,5000t 40| SZ=g|= A7} QQALCHA £t
X' 20164 33 O|&&AIAL H{2tO|ZE(Verizon)O| sHZ=} 1508t Ho| 124 GjO|H7t |FE Hf QUCE O|=Ct M
20149 18 160l ZFA0| O|a&4IAL 2EIX|(Orange)2| HALO|ETL s ol 802t Ho| JHQl FHEI} |E&[7]
L Qs

35 http://www.bbc.com/news/technology-16003138

36 http://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=22158

37 Marta Janus/Kaspersky, ‘Heads of the Hydra, Malware for Network Devices, 2011

3

3]

http://biz.chosun.com/site/data/html_dir/2014/03/06/2014030603299.html
39 http://news.mt.co.kr/mtview.php?no=2014031111001655436

40 http://www.bbc.co.uk/news/business-34420879 / http://www.t-mobile.com/landing/experian-data-breach.html

41 http://www.theverge.com/2016/3/25/11303500/hackers-steal-data-on-verizon-enterprise-customers-put-it-up-for-sale

42 http://www.lesechos.fr/02/02/2014/lesechos.fr/0203286955772_piratage-de-comptes-orange---la-dcri-saisie-de-I-enquete.htm
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20164 42 2620|= FIEIE2 Z22|23H(Qatar National Bank, QNB)O| S{ZE|0| XI27} SEE Z{oZ Up{NOM4 52
0f|= Of2tof| 0| 2| E(United Arab Emirates, UAE) EXt 28 E sjZo2 M7} QESHCHAS

46. 2tE5 AlM
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2015 43 8Y, =2 [HH|YSE(TV5Monde) H&=2| HO|A5 AHFHO| siZ Fofi Ol =72t 2 E 20| AHAl

43 http://www.kaspersky.com/about/news/virus/2015/Carbanak-cybergang-steals-1-bn-USD-from-100-financial-institutions-worldwide
44 http://www.gnb.com/cs/Satellite?c=QNBNews_C&cid=1355408455449&locale=1338474029767&p=
1344242846789&pagename=QNBQatar%2FQNBLayout#

45 https://www.hackread.com/uae-investbank-hack-passport-credit-cards-leak/

46 http://www.mt.co.kr/view/mtview.php?type=18&no=2013032015391233567
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333 ]

258
92
43 57
Business Medical Banking / Credit Government Educational
/ Healthcare / Financial / Military

(12 12] 38 9= 20of (*3X: Statista®)

CHEXMQ oz 23 &Zofel dfFd A= At 2015 | 2 & 0|2 /3 E23AMQ Hd(Anthem)O| siZ Fof
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47 http://www.dailymail.co.uk/wires/afp/article-3031644/French-TV5Monde-hit-pro-Islamic-State-hackers.html

48 http://www.timesofisrael.com/hamas-hacks-israeli-tv-the-terror-will-never-end/

49 http://www.business.com/internet-security/healthcare-information-is-still-way-too-easy-to-hack/

wu1

0 http://www.statista.com/statistics/273572/number-of-data-breaches-in-the-united-states-by-business/

51 http://www.wsj.com/articles/anthem-hacked-database-included-78-8-million-people-1424807364
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52 http://arstechnica.com/security/2016/03/maryland-hospital-group-hit-by-ransomware/

53 http://www.esecurityplanet.com/malware/four-hospitals-infected-with-
ransomware.html?utm_medium=email&utm_campaign=ESP_NL_SD_20160328_STR1L1&dni=315811859&rni=154526309

>4 http://www.techworm.net/2016/05/critical-medical-equipment-crashes-high-risk-surgery-due-anti-virus-scan.html

3> https://blogs.synopsys.com/software-integrity/2016/03/29/synopsys-finds-1418-medical-device-vulnerabilities-in-one-product/
36 http://www.techinsider.io/hackers-social-engineering-power-company-2016-4

>7 http://www.techinsider.io/red-team-security-hacking-power-company-2016-4
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E
2

oH
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UAE AEAY OYDEE USBS Sof LYHIRUOD|, 2016 4 Y ANOIN LHE ol SYIEL USBES
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=
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=
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58 http://arstechnica.com/security/2016/04/german-nuclear-plants-fuel-rod-system-swarming-with-old-malware

59 https://scadahacker.com/resources/havex.html
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AB7|EAE 34 8 =4 EuA

Y= =7 AR LE2 WR| AR S E0[01E YHO|ESHEH =F AGIE0| HH: WE YEI FEEYU
Ch0 SYY Z2OMS LHSIH 71 YOOI YLRO| LIEHLLD, O|F HASHH Yt YUIO|E AMH7L OFH SARXIS| AH
H

App g**lab.com

@ YHO|E AlE @ 7t Yoo = Mu = “‘

7|'I‘" El M *

H e 2 M
| OEFENSE T
2z Az SET
Tes**weasd.tk

(domain)

® A%t Me{et B

G**PlayerSetUp.exe G*™PLAYERSETUP_JP.exe S4x MY
(& oty)

(A2 14 3Fd E90|0f /Y A4HGRE ZY pg®

Ofn
0R
ket

g 20|10 =20 YHO|EZ [Tt 4 WEs & O JAMs| 2FsH otaat 2ot
@ zZ=O% 4 Al 334 20|10 YHO|EZF SHT)
(5 20|10 2 Al "app.g**lab.com”0i A HLIOIE TS 7HM2Lt)
@ 9YHo|E 273 mtY2 YHO|E Z=IMup AX|0f CHet HME LtEtHCE 2Lt O[F o8¢t SHMM=
CHE AOIEZ ZH 22|50f ¥HElCh

® SAxe MHZ Z&ESH & A8Ats SAXIE mEots GYRE0 HEEL
@  AREAR AAEO RYUE FEYIEE SHL Mot SUG YS FASL

60 http://www.ittoday.co.kr/news/articleView.html?idxno=42719
61 http://www.boannews.com/media/view.asp?idx=39531

62 http://www.lac.cojp/security/alert/2014/01/23_alert_01.html
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AtR|7|8IAE 34 B3 24 20

ot o2 G**PLAYERJPSETUPEXE

ot 37| 13,442,065 HIO|E

o g Azt 20134 122 1Y 08A| 088 23% (UTC 7|F)

MD5 a9225e059d9dacelb259bceec7f48dae

SHA1 295b91daa7e7cbf6lced13eaeb074356ea64de8e

SHA256 52c61a87553e9ad43f14f199e130c48c0ealeab326732f9d343a883883526820
275 455 | 44Ic =& g 4y

V3 RICHH Dropper/Miancha.13442065

2) EE1i(Dropper)

£l PCo| HEE 4835t 2F CA&C AHZE

S8 s8¢ 220/ 2X mtz gt A, &
e ol 53¢ S20[0f X mnt Lo S ¥IREE

[ )
f. G**PLAYERJPSETUPexe0f Q|3 HAHMQl =
= G**PlayerBetaSetup_JPexe L}0| MX|ZIC}.

L
—
#3le 7152 7R o

3) G**PLAYERBETASETUP_JP.exe

RARSFX HEHO| WtUO|Ct. A=SHM E|H LHEO Us Installexe TFAUO0| ASH=ICE G**PLAYERBETASETUP_JPexe LiE 0=

Ctgat 22 oS0 EAfettt

- dll.tmp
- dll64.tmp
- install.exe

- instructions.pdf

- instructions64.pdf

4) Install.exe

ZHIE| A|ABIO| 32H|E L= 64H[EQIX|O| Mt diltmp Ei dli64tmpE ZC810] ESsor OIS} 0|5
install.exe I}Y2 %windowsWtemp ZLC{0f installoox2t= DHUFOZ EAPSICH =2 ufOE A7|= 10,299 HIO|EX|2t

SALEl Ole 10,299 HIO|E EH O 00 Zfe Kt T A7|7F 26214400 HO|EZ =O0{HtCE  0|2F A
instructions.pdf I E %window%temp ZC 2 EALEICE O|F of2fet 242 YR|AEER| 7| 22 M0 install.ocx I}

Ug s=sict

HKU¥.DEFAULTWSoftwareWClassesWCLSID#{B12AE898-D056-4378-A844-6D393FE379561#InProcServer32¥(Default)
"C:HWWINDOWSWtempttinstall.ocx”

0|Z ExplorerexeE AN ZZ% Ct2 MAS=H, Ol 9 BX|AEEZ|l 7| 2t9| installocxE ZE 17| {&0|C}.

0

Z L &l installocx= %window%temp ZEEZE ZALE instructions.pdf - 64H|E 2t Y AL instructions64.pdf - Lt |

&l(0x14, XOR)$t = |2 2|0 ZE$ICE instructions.pdf7t AKX 0ol A HAE BEZ, CIS4 €2 7|8 sdstch
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- Fa 2E
- ER HH YE S
- @7 239 &

- Eiﬁlﬁ Al

= o
- IFOf Cheh oMl

- 'M7|(Write)’ &4 Z3t

ol Ljof= CH2 ot Z+2 PDB (Program Database) MEE 74X|1 QIC}.

- g'Wykexinstall(miansha)#ReleaseWinstall.pdb
- h:#2013.11.25Wserver(7%)WReleaseWserver.pdb
- h:#2013.11.25W 1 il FEtserver(update.dll)(instructions.pdf)WReleaseWserver.pdb

6.2 23ZIO[L} FH At

of 80t 7}70| M2 0| FLHUH

od

N
(@)
=
(9a]
im
—Ho
|1l
u
o
s
i)
=1
I-D

o ST ALEfel FHo=Z &
AET X FEACE S| HX|= ChLst
ZX|0KGeorgia) 340 AFBEAEH A2
S| HYO0| LIEFLID QUCH

OF

2H0j| L4 X|(Black Energy) 2t
A FEO0|CL 2007 DDoS &40 M2 0|2, 2008
%*E:I"*Ef EatolH mz Y50 ALk Aol £

Yo|H, e P&

g4 | 5% B
2007 | DDoS 27 otMac 1
2010 | ZE X YR REZ, Azl BESH EX JHX|0 DDoS 54, QEU ¥ YE EHFO| 0|8 | 2
20144 | X ZZo| o|g 3
2015 | O3 2 U 2dHFE L EXNSZH0 0|8, 3z2t0|L YH™ar Hat

[(E 3] =H0|HX| AH¥IE B}

SHOHX|= 2014 232t0[L FH™ At E2HE0| st BX S0 |95|m1 FEET| AZRICHL AMHTACEE
Hojce|ls EEme AN &Y HMRAE FHWots HETE Eeto|H IR FgE/0 /e, FONTCACHEDAT §2| O]

2 717 ool dgEltt

A
~

=
M

HI

AH
(=]

MK

e

)

Mgt 20|uHx| YRES] IR FEE Chedt 2

= -

A

oY o Vba_macro.exe

o 37| 98,304 HIO|E

oY e AlZE 19794 1€ 282! 00 A| 258 53X (UTC 7|Z)
MD5 abeab18ebae2c3e445699d256d5f5fbl
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AfB7|8NE 34 S

AT
1
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[
Rl

SHA1 4c424d5c8cfedf8d2164b9f833f7c631f94c5a4c

SHA256 07e726b21e27eefb2b2887945aa8bdec116b09dbd4ela54e1c137ae8c7693660
z9 715 2 EXY | cEq

V3 RICHH Backdoor/Win32.Phdet

2) ot jaz

S Zoioh 92 ool o8& A= RLL EME 0= AREAZE 2o 21 HA[X|2]

1) 2eran 2= 484 HSE 4EFLUL | EEzus |
D35 - %
A B D E F G

w [ ea [ | |

. maOffice

1

14

1=

16 - S T VT T
= Yearal Leit nokymeHnT Bye cTBOpeHuii y Ginkw Hoeol eepcii Microsoft Office

12 Makpocu noTpiGHO BKNIOYNTK ANA BiA0BPaXKeHHA BMICTY AOKYMEeHTa.
13

21

RUERAE
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ASI7|RIAIY B2 £

AT
1
tL
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Rl

Private Sub MacroExpl{ )
Dim Frum A% Integar
Dim Fname As String
Dim i As Integer
Oim | 45 Integer
Dim na 4s Byte
Initd
Initl
Init2
Inite
Initd
Inits
Inite
Init?

Initg
Initd
Initl0
nictt
Init12
Initla
Init14
Initls
InitlG
Init1?
Initlg
Init19
Initz0
Initzl
Init22
Init23
Init24
Init2s
frum = FresFile
frame = Environl “THP™) & “Wvba_macro exe”
Open fname For Binary As #fnum
Far & = 1 To 768
For j =0 To 127
aa = alidi}
Put #fnus, . aa
Hext |
Next i
Close #fnum
Dim rss
res = Shell(fname, 1)
End Zub

[212 16] Vba_macro.exeE MAst= 0|32 A=

3) FONTCACHE.dat

vba_macro.exeZ7} AWiE|™H FONTCACHEdat IIQ0| A|AEI0] AAMEICH O DL AL ITHZl N ZZ 1O

WinPcap@t ZHAEl mhd= &sta Urct

=] Zh

23

o 22 packet dll (¥ista) Dynamic Link Library
28 E8 TZ ] =HE

o HE 4,1,0,2001
HE D& WinPcap
HEHHE 4.1,0,2001

HEA Copyright @ 2006-2010 CACE Technologie. ..
37 R4, BB

=gEh =R 2016-02-23 2= 440

2 HH 8

HE MY 0|2 packetdll

=44 Ol JHD| HHe I:l Ij

[ =2 ] =z |

b e = —

[12 17] FONTCACHE dat 44

o+
k-
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Ok
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ofn
Ql
AL
s
HL
b
=

.1006B980
.1060B990
.1000B9A0 :
.1060B9B0 :

.1000B9C0O:
.1066B90D09 :
.1000BIED:
.1000BIF0O:
.1060BN00G :
.1006BA109:
.1000B020:

[2E! 18] Winpcap 2t

12

02

=l L.

1

o220 AYIE

—

3 Oz QR

AIZE(export) Ster DE MA T2 28K o] 9
[

.10006B28 PacketAllocatePacket

.10005ABB :

.10005ABD
.10005ACH :

F1: ES81DECFFFF
6: 8945EC
9: E98ECBFFFF

RSDS A gked * Th+<i
cEfpi e:\relea
sesh\winpcap_4_1
0_2001\winpcap\p
acketHt=\D11\Pro
ject\Release No
HNetMon\x86\Packe
t pdbl

o

ﬁ
ra
o
Q
0O
]
=
o
0O
=
(0]
g
(@]
Q
o
1]
m
>
o
fal
rg
o2
fot
mju
mH
rg
>
>

push
jmp
] |

ebp,esp
esp,

push
call
movw
imp
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Ab2| 7| HEA| £

x
oH
N
o
0%
s
1%
H
!
Rl

[c]

Too11cy

10011

10011

10011

10011

10011 ASCIT "#Pipet AAOEEDZ25-4167-4CEE-B0Y
] MO Esl, 402

LE4 EbX, DWORD PTR [EBP-C]

' 10071CCE m MEITIDT!.I' map

| [ HapE
10011CFE 1||||| 00 FI.UE

C RYE

Ay

RYE

RYE

RYE

RYE

RUE

RYE

RUE

RYE

RYE

6.3 AFSXC| Of2tA(Saudi Aramco) AR

XLt 20124 89 159, M7 A|Cf FROo| M 7|9 = SHLIQI AF2L| Of2ta(Saudi Aramco)537} AfO|Hf ZZH o= of 3

OF CHO| A|AEIO) FHoHf7t Lldts HSHE URACE SAXIZE OfEA LHE AAH LM EX= OFF LX|X| AUC
40| AHBE YHIAEE AFE(Shamoon) £ CIAEERi(Disttrack) S22 =20, A0 LHE A|ARE metstan
CIoIHE AMx|st7| ol M=Hel A =0|CHe

£N3 M2 HACO| V| Hes Cfg 2ot

e ol LXK @S

ot 37| 989,184 HIO|E

ol AHA A|ZF 20124 8¥ 99 22A] 462 22=x (UTC 7|&)

MD5 b14299fd4d1cbfb4cc7486d978398214

SHA1 7c0dc6a8f4d2d762a07a523f19b7acd2258f7ecc

SHA256 4f02a9fcd2deb3936ede8ff009bd08662bdb1f365c0f4a78b3757a98c2f40400
F2 s A §F SIECIAT Atz HA 4d3E EFNH.

V3 ZFlcHH Win-Trojan/Disttrack.989184

63 http://www.saudiaramco.com

64 https://securelist.com/blog/incidents/57854/shamoon-the-wiper-copycats-at-work/
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Af17|8EAlY 32 S

i<}

1%

AT

2) ot ¢

ofy WS Cfga} 20| PR ULk
Ch Lig
64H E EET 64H|E C|A3 Oia| fgIEet A 2|=2H =st
ClA3 mto| C2po|H mY AAISID C|AS @fq|
2| ZH g 20
[& 4] AF2(Shamoon) 2tHAE LM
Dropper
Wiper dropper
Reporter
64bit Dropper Internet
Reporter
CEE(Droppen)= StEC|AF mpa| fEAERM Y AMEE LT 2[EH TS Al2"0 Hojxzlz dg2 o
Ch Ot =AM MEE AEEM Distributed Link Tracking Server'2t= A1} &) OO|AEAIEO|A MEHSH ItY2 7t
ot AL
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ALRZ|EINE 34 S 24 20N
5 | str.exe Properties @
| General I Compatibility I Secuﬁt'_.r| Details | Previous 1na"ersiu:.uns|
Property Value
Drescription
File description  Distributed Link Tracking Server
Type Application

File version h.2.3750.0
Product name  Microsoft® Windows® Operating System
Product version 5.2.3790.0

Copyright = Microsoft Corporation. All ights resery...
Size 566 KB

Date modified  8/21/2012 10:15 AM

Language English (United States)

Criginal filename  tricsvr

Remove Properties and Personal Information

| oKk || Ccancel

(A8 22] EF

H
oin

-

H[O|E mpm| mpe

22 ‘C:HShamoonitArabianGulftwipertreleaseWwuperpdb’'?t 22 PDB HEE 7tX|10 ULt
‘ArabianGulf'Q} Z+

ZAEES Sl 34 Yol Asots AS HAY + Uk

=3
—_
=3
—_

.BB&22C00

.BB&22C18:

.BB&22C20: ) ) : {
00422030 . . . RSDSETINTeJi-vE
.BBA22CL0: ) ) ) VIK»E  C:\Shamo
.BBA22C50: ) ) ) on\ArabianGul f\w
00422060 : : : iperirelease\wip

.BB4&22C70 ) ) ) er.pdbll
.BR&22080: . .

.BR&22090

.BRA220CA0:

.BR&220CB0A:
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A7 3 S 2

1z

-nPS|

3) GIOIE] AH|

HIOIE AfA| mpROl HAE|H E2t0|H I(drdisksys)E g5t o 55

mjo

=Lt

rir

dir "C:#¥Documents and SettingsWW" /s /b /a:-D 2>nul | findstr -i download 2>nul >fl.inf

dir W'C:WWDocuments and SettingsW#" /s /b /a:-D 2>nul | findstr -i document 2>nul >>fl.inf
dir C:WWUsersWW /s /b /a:-D 2>nul | findstr -i download 2>nul >>fl.inf

dir C:WWUsersWW /s /b /a:-D 2>nul | findstr -i document 2>nul >>fl.inf

dir C:WWUsersWW /s /b /a:-D 2>nul | findstr -i picture 2>nul >>fL.inf

dir C:WWUsersWW /s /b /a:-D 2>nul | findstr -i video 2>nul >>fl.inf

dir C:¥WUsersWt /s /b /a:-D 2>nul | findstr -i music 2>nul >>fl.inf

dir W'C:WWDocuments and SettingsWW" /s /b /a:-D 2>nul | findstr -i desktop 2>nul >f2.inf
dir C:WWUsersWW /s /b /a:-D 2>nul | findstr -i desktop 2>nul >>f2.inf

dir C:¥WWindowsWAfSystem32WWDrivers /s /b /a:-D 2>nul > >f2.inf

dir C:WWWindowst##System32WWConfig /s /b /a:-D 2>nul | findstr -v -i systemprofile 2>nul >>f2.inf
dir fLinf /s /b 2>nul >>fLinf

dir f2.inf /s /b 2>nul >>flinf

0l AlAHO| EXjots T}UZ JPEG O|0|XIZ HOI2CL BO2 SLECIAZ MBRS HOIN AAHS ABE 4 9
o

3D ‘shutdown -r f -t 22 ZZA|ZICH 3HH, O] AHMACL T3 A|AE & E2 Euste J7|5E 200 QUCh

o e
64U Y SH2E Y At

OIYe X/t 20154 128, M2 SHECIAD TT| OYTACE WACH O AHYDEL 20144 8 A|x FAEQO
0f, 20154 8RO| & CHE WHO| HEE Ho2 Bolt O[S AMBEIL AN ol OSE ALK o Of ol

E|X| BRACE

24 MBO| 7|2 Y C13H 20t

o ol CrashPc.exe

ot 37| 62,976 HIO|E

Il MM A|ZE 2014 82 142 6A| 288 10Z% (UTC 7|&)

MD5 01bb0d11efd7775e9a3475450c89bc0b

SHA1 ea40bdd3f479dab6bef85eaf11a893aa0cd955d0

SHA256 af246082da667c0dcd5040d1e3b5b79cb19¢115644571eef8c132c¢465523daf7
zg 7ls 9% £5 | scoja3 g o)

V3 ZTICHH Trojan/Win32.Wiper
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Iz

AB7IHAIE B S8 24 BaA

2) oted o &

CrashPc.exe, testexe 59| O|ES 7|7l mes0| A
—

o o
O £4 BEE AdWET U AL XMEFol M= Ity

=
e BE AAHS SYS AR HolE|X| UL

FEATH HAE BHOE IyHg HOB FHEC
[u]

St QUL Eredl oy YA FolTt =8SHAQIX|

7] CrashPc.exe Properties (===
General ] I:n-wlhltr; Detads | Previous Versons
Property Value
Drescription
Fie descripbion  Updater, exe
Type Application
Fie version | I |
Product name m" 1
Product version L]
Copyright mm_my All Rights Reserved
Size 61.5KB
Date modified 334 PM

Lafguage Korean (Korea)
Original filename: updater exe

Rsrerns Proper s and Personal Information

0x
kU
[
N
nz
o
mn
rg
>
o
mot
>
e

[ FAE A1 c¥windowsWikernel32log IO| Z=Xf QEE ZAfSHCE sigh malo|

of
of
EXE A SEC|AT 01| 7|58 2SHX| 9H=C}. CreateFilemappingAZ 'FFFFFFF-200015CD-11150923-EF90000000'
=

O SHYTACLE F/YAI/Z0 T M 3 30| 814153516 T2 7C3ADR) HCt 2 Z202t Glo[E g S
o 5 579 Aol AIAE 30| $HSLEE o=@ HOR =Lt
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>
ot
N
rc
>
%
of
)
omn
9&
AL

o
H
[
>

:[ESP+10]
1 S5 [ESP+12]

mp Y fn Yo By

88481E31 call CheckTime_L4@24F B

B04B1E36 push offset al JService ; "L _ Service”
g0481E3E call CheckService 4826D8

80481E48 add esp, 4

80481EL43 push offset al’” Service ; " . Service”
g0481E4E call StopService 482830

88481E4D add esp, 4

H8481ESH push offset al” 'guardsvc ; “IF__Guardsuvc™
HA4B1ESS call CheckService 4B826DA

B8481ESA add esp, 4

HA4B1ESD push offset ali__-agentsvc ; "h __Agentiuc”
HA4B81EGL2 call StopService 482838

88481EG7 add esp, 4

HA4B1EGR 1lea ehx, [ebx+8]

[12] 26] 24t 2Ot T2 08 EF A

4) Xtz mty

P4, 0123 R 22 MBRO| 022 2 e WA A[AF FEO| 27Hsdt=S oitt. 0| Ties &=Lt Windows,
Program Files, Program Files (x86), ProgramData, Recovery, $Recycle.Bin, System Volume Information, Windows.old, PerfLogs
E0 Lf ojY0| OfL|HA = X}ZL DLL, LB, SYS, INI ICO, XML, CSS, JS, RSS, SCR, COMO| ot mae ojo| med O

Oz HFSHD mAS Bl Yoz FHojE = MM
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7. At2|7[EIAEo] 22t 2[R 20

b 227 EROICE Ate]7|RAIE 2]

L
MUEE

k-]

<

29l

[2F 27] Ab=|7|EAl 2ol 2ot 2

g5l

H

of oftol HE3|

|
[Lm

xHofl A3=o[7]

=]
L

285 NSHA| @ALE

Kio

od
od

O] ZOMX|EA &

ORlE ZLE ULk

=d0| &

0| BEBHALt EE elzo] H

7ttE FMX|

=3

07| ALt

=
=

el B S HSHA of7[0f 2oF ZAt

olel M2|E 27dt= 497t Wk 2o ER7E XXX 2L

=

1004 Hof HEE AHIETL AL 7| = S, B

=
[

7t BCh D] 2R A0

7C:>|

£ ctss

3

Mots

=
[

= PN = o]

65 http://news1.kr/articles/?2570628

36
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ABI7|EIAE B ST 2N 21N

W Z=o 5H

Y2 AM[7[EAIE2 BE22|7F E[OUC). B=2E2|7F £[0] A0f H|WH QHHBICID o & UX|T RE A|LES T2
2lg = A= A2 OfHCh Al U O{E7 AU AAE A[AHO| EX5t O|F S3f msh7t Ldstr|= Beree
£ oFeol AZAL|X| GEOIO} ot T8 AIAEYME =5t O/N HX| Zoto] AEUlo] AZ AEdt=s 39E U
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66 http://www.computerworld.com/article/3026609/security/no-israels-power-grid-wasnt-hacked-but-ransomware-hit-israels-electric-
authority.html
67 http://woodtv.com/2015/06/11/1980s-computer-controls-grps-heat-and-ac/
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68 https://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=24474
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- Data breach digest. (http://www.verizoneenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf)

- Analysis of the Cyber Attack on the Ukrainian Power Grid (https://ics.sans.org/media/E-
ISAC_SANS_Ukraine_DUC_5.pdf)

- EANAEZ ot gl @X|at2| AEf ZHAFED} (http://gov.seoul.gokr/archives/86261)

- =7b AO[H{ QT 22| HEf
(https://www.bai.go.kr/bai/cop/bbs/detailBoardArticle.do;jsessionid=8eeBzGUe8UMfCcZPFVitKa+il.node02?bbsld=
BBSMSTR_100000000009&nttld=115702&pagelndex=1&tabOkFlag=8&mdex=bail9)

- e 'UEE| = Ot EX| 2RO 71 (www.ciokorea.com/news/25437, www.ciokorea.com/news/25647,
www.ciokorea.com/news/27855)

- Eob 9y 2015 Atk 8l 20164 O %

(https:.//www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=24474)
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