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ol
/I' he Ransomware
Awakened

Ransomware became a hot topic throughout the global information security field. Seeing the trend’s
explosive rise in areas such as North America and Europe, ransomware quickly expanded to South
Korea with the massive spread of the Korean-language CryptolLocker, which hacked a well-known
community site in April 2015 as its starting point.

From a technical perspective, previous ransomware mostly encrypted text files (doc, ppt, etc.) or im-
age files (jpeg, for example); whereas as of recently, encryption has now expanded to target roughly
140 filename extensions including executable files (exe). In addition, the methods of encryption have
advanced and ransomware have emerged that now make it impossible to operate a PC through
locking the screen.

The “localization” of ransomware has also appeared. Ransomware such as

BitCrypt and CoinValut in North America and

Europe, and TrolDesh in Russia, Turkey

and the East European Bloc, have

caused considerable damage.

Meanwhile, in Asia including

South Korea, there was a high

infection frequency rate due to

CryptoLocker, CryptoWall,

TaslaCrypt and Nabucur.
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%t’s All About Making ‘Money’:
The Constant Threat to
Financial Data

In 2015, malware that stalk financial data intensified their hunt as ever. Targeting over 1,000 banks
and companies around the world, the notorious Dyre malware made the South Korean financial
industry nervous by putting South Korean banks on its target list in the beginning of 2015. Recently,
a trend of more evolved malware has appeared that steal data by exploiting the vulnerability of the
latest applications and browsers such as Windows 10 and EdgeBrowser. The Banki malware, which
steals data by luring users through pharming sites, continues to rage on by altering its distribution
method in the latter half of 2015.

Banks are not the only targets of malware attacks aiming to steal financial data. Entering 2015, POS
malware that steal debit and credit card information through POS (Point of Sales) Systems started to
increase. The most noticeable POS malware that appeared in 2015 include Cherry Picker and Mod-
Pos. After the large-scale data breach of debit and credit

cards at a major American retail chain store at the end of 2013,

there has been a continuous stream of large and small POS

security breaches throughout the world.
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/A Fierce Attack of
Web Exploit Toolkit

Behind the countless security threats including ransomware that hit 2015, there has been the Web
Exploit Toolkit. They revealed their presence with a much more sophisticated method of attack than
before.

As an attack tool that preys upon numerous vulnerabilities and infects a user’s PC with malware, Web
Exploit Toolkits are used by attackers to easily create and spread malware. The most notorious Web
Exploit Toolkit that ravaged 2015 was the Angler Toolkit.

When attackers use a Web Exploit Toolkit to spread malware, he or she uses content management
systems or blogging tools to make it difficult to track its distribution route. It has also used the ‘Mal-
vertising’ technique, a method which distributes malware by using advertising sites that create dy-
namic content. In addition, the Web ExploitKit has become a more serious threat through even more

elaborate efforts to divert detection by anti-virus programs.
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/Adware, its Extension
into the Mobile Environment

Adware, which has irritated many online users with its excessive exposure of advertisements, has
moved into the mobile environment.

The number of mobile adware discovered in 2015 increased by roughly 2.5 times. Mobile adware has
gone beyond irritating smartphone users with its collection of personal data, excessive advertising,
and app switching, and is now inflicting damages through malicious behavior. In addition, new mobile
adware disguise as popular apps or obtain root privileges to prevent themselves being deleted by
smartphone users.

Other mobile security threats are either similar to last year or show a slightly reduced trend. After
mobile banking malware showed a rising trend of more than doubling every year since 2012, it main-
tained a similar number to last year; smishing, a method of spreading mobile malware, showed a
downward trend in the second half of 2015. This can be seen as the result of user security education
and proactive efforts to block smishing by South Korea’s National Police Agency, KISA (Korea Inter-
net & Security Agency), government agencies, anti-virus vendors, and mobile carriers as well as the

private sector.
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Internet Routers, loT:

The Rising Threat of “Connecting”

From the beginning of 2015 and continuing from 2014, hacking attacks continuously were discov-
ered that targeted the vulnerabilities of shared wired and wireless connections of well-known router
manufacturers. Exploiting the vulnerabilities in shared connections by acquiring administrative privileg-
es, the danger is high that there will be simultaneous attacks on mobile devices and PCs that share
connections.

The security threat to devices connected to a network is not only limited to shared connections but
the range of attack has expanded to the Internet of Things (I0T). Recently, various personal wearable
devices have increased including the personal usage of 0T devices, but so has the amount of worry
regarding their security. The typical loT devices such as the IP Camera, NAS (Network Attached Stor-
age), and CCTV have operating systems similar to general computers, which attackers know very
well and can easily access to. While these devices are constantly connected to a network, we are
still currently in a state where we lack appropriate security measures. To securely use devices that
are constantly in a “connected” status such as Internet routers and loT devices, the individual users’
efforts are crucial such as frequently changing administrative passwords and maintaining firmware

updates from manufacturers.
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Aontinual Advancement of
Ransomware

The threat of ransomware is expected to grow more unruly in 2016. Continual evolution is expected
with the expansion of ransomware’s encryption targets, and the addition of functions that interfere
with user’s operations such as the freezing of screens. As security firms such as AhnlLab enhance
their ransomware response technologies, it is expected that advanced ransomware will appear that
will either bypass detection or hamper these security products.

The possibility of mobile ransomware expanding its harm throughout the world is also high. The num-
ber of ransomware targeting the Android mobile operating system increased more than 12-fold in a
single year from 2,220 cases in 2014 to 27, 845 cases in 2015. In 2016, it appears that ransomware
variants will continue to increase. As of yet, most mobile ransomware has targeted English-language
users and have been produced using English. However, it is just a matter of time before mobile ran-
somware in different languages will emerge that inflicts tremendous harm on smartphone users, just

as PC ransomware had.
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%)yber Terrors to
National Infrastructure on the Rise

The Paris Terror Attacks at the end of 2015 shocked the world. As with religious and political ten-
sions, international conflicts have also taken place in the cyber world.

In regards to terrorism’s goal of creating fear in the general public, it is not possible to rule out the
possibility of APTs (Advanced Persistent Threats) that target national infrastructure. Of course, these
infrastructure facilities are tightly protected with numerous security systems and operate in a closed
network environment. As a principle, most do not connect directly with the internet and thus, the
probability of being exposed to threats is relatively low. Still, incidents of cyber attacks on national
infrastructure have continued to occur, including the infection of the Stuxnet worm at the Bushehr
Nuclear Power Plant in Iran, a data leak of nuclear power plants in Japan, and the recent data breach
into the control system of a New York dam in the U.S. As the international situation rapidly changes
according to political conflicts and the long-term effects of the global recession, the importance of

security for national infrastructure is even further emphasized.
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Aulnerability Exploitations
Will Be Intensified

In 2016, attacks that take advantage of software vulnerabilities will become even more rampant.

Last year, a large number of vulnerabilities were also discovered in text editing programs and other
programs used by many people. Because these attacks that take advantage of vulnerabilities in
popular SW can easily avoid the suspicion of users, it’s clear that this will be the main attack method
in the future. Beyond the simple report of vulnerabilities, specific damage caused by attacks that
exploit these vulnerabilities are expected to occur in 2016.

In addition, specific vulnerabilities, including the VENOM (Virtualized Environment Neglected Opera-
tions Manipulation) vulnerability, which may occur in the virtual environment system, have been dis-
covered in 2015 that execute the arbitrary code in a virtualization solution. Recently, as many corpo-
rations inspect their adoption of cloud and virtual infrastructure, it is likely that security threats to these

environments will become more specific.
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/I' he Realization of
Threats Against loT &
Smart Home Systems

With the rapid pace of development in IT technology and devices, the scope of cyber threats has
now expanded vastly beyond the PC. As more loT devices that function and perform as well as a
computer continue to emerge in quick succession and as the number of devices that connect to the
internet continue to rise, new cyber threats are projected to increase commensurately.

Security threats need to be urgently considered for Smart Home technology, which has developed
heating control and household power control systems, including wireless routers often seen in most
homes. Aside from this, it is anticipated that threats to drones and “Connected Cars”, which is also
known as smart cars that is equipped with Internet access and also with a wireless network, will soon
become a reality, the validation and verification legislation of which is being negotiated in full swing

among nations.
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%Emerging Threats to
New Financial Environments

As financial data and systems are always a prime target for cyber threats, the level of threats wors-
ens as the financial environment becomes increasingly online. In South Korea, it is projected that the
security threats will lay siege to specialized internet banks as they are introduced at the beginning of
2016.

In addition, great concerns have been raised regarding the threat to mobile transactions through the
use of smartphones. Recently, the use of smartphones for mobile transactions such as mobile bank-
ing and shopping has rapidly been increasing. Over the past few years, there have been frequent
occurrences of damages through the theft of financial data by mobile malware such as micropayment
fraud and the Bankun malware. Because pharming attacks aimed at smartphone users are on the

rise, there is a need for greater security in mobile financial transactions.
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