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Overview

With the decentralization, hyper-connectivity, and advancement of industrial control systems (ICS), 

the demand for OT (Operational Technology) security is increasing. With the application of 5G, 

industrial internet of things (IIoT), and artificial intelligence (AI) in smart factories and automation, 

air-gapping is no longer a safe option.

According to MarketsAndMarkets, a market research company, the global ICS security market 

is valued at 15.8 billion dollars (17.6 trillion won) in 2020 and is expected to grow to 22.2 billion 

dollars (24.8 trillion won) in 2025. The expected compound annual growth rate (CAGR) was 7%. The 

advancement of attacks and the need for compliance is the main driving forces for growth.

Latest Trends and Regulations in OT Security

The security of OT environments, which includes large-scale manufacturing factories and power 

plants, is directly related to the economics and safety of the public. Therefore, the absence of 

investment and security systems may result in exposure to various security threats, which can then 

turn into massive economic loss.

OT environments tend to prioritize stability and availability over security. Many still use old and end-

of-life (EOL) operating systems (OS) without applying proper security patches. Also, many of these 

environments lack effective threat response plans and security solutions compared to IT environments. 
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The following are security threats to the OT environment, which is different from the IT environment.

•Disrupts facilities, such as PLC (Programmable Logic Controller) by blocking or delaying the flow  

 of information in the OT network

•Causes an environmental shock or threatens life by damaging, disabling, or stopping a device by

  changing the access control, guide, and alert threshold of the ICS facility without permission

•Sends inaccurate information to the system operator to disguise non-permitted changes or   

 prompt the operator to start malicious behaviors

•Allows various negative effects due to modified posture settings in ICS software or malware   

 infection

•Disrupts the operation of the device security system to cause damage to high-cost devices that  

 cannot be easily replaced 

•Threatens life by disrupting the operation of the safety system

Large-scale security accidents in the OT environment are increasing each year with methods 

becoming more advanced. As seen from the ransomware infection of Norsk Hydro in Norway 

(2019) and SNAKE (EKANS) ransomware infection of HONDA, an automobile manufacturer, in Japan 

(2020), attackers use 'Advanced Persistent Threat (APT)’ methods to attack specific targets. As such 

attacks could result in a severe damage, such as leakage of confidential information or disruption of 

operational availability, thorough preparation is required.

How can businesses ensure the security of OT environments? The adoption of effective security 

solutions and operating them seamlessly is the key to maintaining high-level security in OT 

environments. 

Let's first look at regulations regarding OT security. Systematic regulation and guideline proposals 

are the driving forces of market growth. This is because the industry carries out the development 

and investment to comply with a certain level of regulation, and this naturally leads to growth. 

In a normal IT environment, security rules are very direct and specific, and the rules are strictly 

performed. In contrast, there is room for improvement for OT security regulations.

This is mainly due to the IT security experts' lack of experience and understanding of the OT 

environment. Also, it is difficult to change the original security operating system compared to the IT 

environment. OT environments require a considerable expense to build a secure security system or 

ensure security compliance.

On the bright side, there is a lot of research being conducted on OT security, meaning that 

continued improvements and upgrades of the related rules can be expected in the future. 

Businesses are also competitively investing in OT security consulting to protect OT environments. 
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Security threats in OT environments are increasing, and businesses are faced with challenges to 

quickly develop effective response strategies to address OT security threats. Businesses should 

establish security rules that are appropriate for their environment about the security rules of the 

existing IT environment. Also, businesses should consider the adoption of solutions and consulting 

to enhance security detection and response measures.

To address the importance of OT security, AhnLab provides a comprehensive security portfolio 

consisting of security solutions, security consulting for industrial control systems, and OT-managed 

security services. Specifically, AhnLab provides an exclusive security solution optimized for fixed-

function systems through ‘AhnLab EPS.’

Respond to Advanced OT Security Threats with AhnLab EPS

AhnLab EPS is a security solution optimized for fixed-function systems that use allowlist programs 

to provide stable management for ICS, POS, and kiosks. Operational stability is guaranteed through 

the detection and analysis of malware in the EPS central management server. AhnLab EPS consists 

of a lightweight EPS Agent installed on the device system and EPS Server for policy management 

and centralized monitoring.

AhnLab is released ‘AhnLab EPS 2.0’ in efforts to enhance OT security. In addition to the existing 

feature of blocking unauthorized executable files/programs, system changes to the Windows 

system, and malware detection feature, AhnLab EPS 2.0 enhanced the security level and 

convenience of management. AhnLab EPS 2.0 provides malware detection features for Linux-

based systems and integrated (Windows/Linux) security management, expands malware threat 

detection range by seamlessly integrating with AhnLab MDS, provides enhanced emergency check 

mode features for administrators, and enables improved scheduled and file scan.
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Figure 1. Structure of AhnLab EPS



Key Feature #1: 3-Level Operational Modes
One of the main features of AhnLab EPS is the ‘3-level operational modes (Lock Mode).' 3-Level 

operational modes provide convenient policy configuration and management capacities for each 

level to allow stable security management and operation without the system stopping.

Firstly, Unlock Mode is the state when the initial EPS agent is installed on the system, and 

maintenance of the overall system is possible. Lock Test Mode is the state when verification of 

already-defined security configurations is complete, and all violations of security policies are sent 

to the server from the agent for the administrator to check. Lastly, Lock Mode refers to the state 

where no changes to the system are allowed based on defined security policies, and this state does 

not allow any changes except for the items on the allowlist.

Key Feature #2: Allowlist-based Application Control
Unlike traditional anti-malware solutions, AhnLab EPS only runs programs that are required for the 

operation based on allowlist and minimizes threats to the ICS environment. Changes such as the 

creation and modification of portable executables are also blocked. As the administrator does not 

need to create a separate application allowlist, flexible management is possible without the burden 

of policy configuration.

4AhnLab White Paper

Unlock Mode
Modify the status of the
system or update policy

Lock Test Mode
Verify policy setting

and changes

Lock Mode
Change into protection mode after

verifying policies
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When a file execution must be allowed as an exception in Lock Mode, the administrator can use the 

exception list management feature. It uses a trusted updater to provide installation and updates for 

programs that are required for operation in Lock Mode. 

In addition, it controls access to portable devices such as USB and blocks the initiation of malware 

through unnecessary devices by blocking auto-run. It also blocks network communication to IP 

& ports that are not permitted with the same function to prevent malware initiation and internal 

spread in advance. 

Key Feature #3: Optimized Malware Response
AhnLab EPS considers the distinct characteristics of the operating environment of industrial 

control systems to utilize the malware analysis engine loaded to EPS Server and detects and blocks 

malware without influencing the system and network resources of the device system installed with 

EPS Agent. 

AhnLab EPS barely uses the resources of the device system and performs real-time scan of the 

executables. The fact that it minimizes the burden on the device system is very appealing from the 

administrator's point of view. By going through re-verification of owned files, response to threats 

that occur after the scan is also possible. As it is also loaded with 'Stable Engine' verified for its 

stability, the possibility of false-positive cases are minimized. 

As such, the malware analysis engine loaded on EPS Server performs regular malware scans of 

Windows and Linux OS-based device systems installed with EPS Agent. Malware scans can be 

scheduled or performed manually based on the situation, and EPS provides response to malware 

detected based on policy configuration for each OS. 
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Figure 4. AhnLab EPS Malware Response
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Key Feature #4: Easy-to-Manage Central Control
Through the web-based management system of AhnLab EPS, efficient integrated management of 

systems that are scattered in each facility is possible. Common or separate security policies can be 

configured and applied with consistency by setting the management target system as a group, and 

logs that occur in all systems can be checked in one place. 

In addition, AhnLab EPS is also provided in the form of 'Standalone' for systems that needs to use 

applications designated in the offline operation environment only. AhnLab EPS Standalone is a 

'standalone agent' optimized for fixed-function systems that has a high demand for availability and 

management stability, and it protects devices of standalone operation environments that are not 

connected to network or EPS Server from various security threats.

Centralized Control and Threat Response Enhanced via 
Seamless Integration

AhnLab responded to evolving OT security threats by updating AhnLab EPS solution and 

integrating it with new products, such as AhnLab ICM and AhnLab Xcanner. This was to improve the 

convenience and provide enhanced threat response capabilities.

AhnLab ICM is a centralized security monitoring and integrated management solution for AhnLab 

EPS servers. It was released to secure integrated visibility across various fixed-function systems and 

provide quick detection and response.
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Figure 5. AhnLab EPS Integrated Management Dashboard



AhnLab ICM collects and visualizes the data of AhnLab EPS servers, enabling the users to quickly 

identify and respond to issues from devices connected to multiple servers. The administrator 

can monitor the system efficiently with an intuitive interface and reduce the TCO (total cost of 

ownership) through various reports and alert features to effectively manage the system. 

While AhnLab ICM provides integrated management of AhnLab EPS, AhnLab Xcanner adds 

efficiency to threat response capabilities. AhnLab Xcanner is a manual, scan-based malware 

detection and repair program that detects and deletes malware in Windows-based systems. As the 

demand is rising for security measures for malware-infected systems, where real-time response is 

difficult, AhnLab Xcanner enables administrators to remediate infected systems effectively. 

Conclusion: Respond to OT Security with Advanced 
Technologies

With the advancement of security threats to the ICS environment, businesses should develop 

effective response strategies for OT security. Businesses should examine their OT security strategy 

to make sure that all OS is up-to-date and the latest security patches are applied to all systems. 

Advanced security solutions should be adopted to effectively respond to emerging threats. 

In doing so, AhnLab provides industry-leading OT security solutions to ensure business availability 

and threat protection. 
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Figure 6. AhnLab ICM Dashboard
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