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The version information of this report is as follows:  

 

Version Date Details 

1.0 2023-01-04 Shc Linux Malware Installing CoinMiner  

 

 

 

 

 

 

 

  

Remarks  

 

If the report includes statistics and indices, some data may be rounded,  

meaning that the sum of each item may not match the total.  

 

This report is protected by copyright law and as such,  

reprinting and reproducing it without permission is prohibited in  all cases.  

 

Seek permission from AhnLab in advance  

if you wish to use a part or all of the report.  

 

If you reprint or reproduce the material without the permission of the organization  

mentioned above, you may be held accountable for criminal or civil liability.  
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 CAUTION 

This report contains a number of opinions given by the analysts based on the  

information that has been confirmed so far.  Each analyst may have a different 

opinion and the content of this report  

may change without notice if new evidence is confirmed.  

Table of Contents  
Overview ............................................................................................................................................................ 5 

Shc Linux Malware Installing CoinMiner ....................................................................................................... 5 

1) Shc (Shell Script Compiler) ............................................................................................................... 5 

2) Shc Downloader ................................................................................................................................. 7 

3) XMRig CoinMiner ................................................................................................................................ 9 

4) DDoS IRC Bot .................................................................................................................................... 11  

Conclusion ....................................................................................................................................................... 14  

 

 

 

 

 



Shc Linux Malware Installing CoinMiner  

5 

Overview  

The ASEC analysis team recently discovered that a Linux malware developed with Shc has 

been installing a CoinMiner. It is presumed that after successful authentication through a 

dictionary attack on inadequately managed Linux SSH servers, various m alware were installed 

on the target system. Among those installed were the Shc downloader, XMRig CoinMiner 

installed through the former, and DDoS IRC Bot, developed with Perl.  

 

 

 

 

Shc Linux Malware Installing CoinMiner  

1) Shc (Shell Script Compiler)  

Shc is an abbreviation for Shell Script Compiler and is responsible for converting Bash shell 

scripts into an ELF (Executable and Linkable Format).  

 

 
Figure 1. Overview of General Shell Script Compiler 

 



Shc Linux Malware Installing CoinMiner  

6 

Bash is a basic shell offered in the Linux operating system, and commands supported by the 

Bash shell can be compiled in script format. This means that the commands to be executed by 

users can be written as scripts, and because of this, syntaxes such as conditional and looping 

statements are provided. The Bash shell  can be compared to the Command Prompt in 

Windows, with the Bash shell script files corresponding to Windows batch scripts.  

 

Additionally, just like how Linux has Shc  that converts Bash shell scripts into executable ELF 

file formats, Windows has the bat2exe utility that converts batch scripts into executable EXE 

file formats. In Windows environments, threat actors use bat2exe to convert malicious batch 

scripts to execu tables before distributing them in order to bypass file detection of security 

software such as anti -malware products. It is likely that the reason threat actors do not 

distribute the bash shell scripts as is but rather convert them to ELF before distributi ng them 

is to evade file detection as they do in Windows environments.  

 

The Shc data section contains the original Bash shell script encoded with the Alleged RC4 

algorithm. When it is executed afterward, the same ARC4 algorithm is used to decode the 

original script, and the decoded script commands are executed.  

 

 
Figure 2. Decoding routine using the ARC4 algorithm  
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2) Shc Downloader  

 

The following is a decoded Bash shell script of Shc  malware reported by a client company that 

suffered an infiltration attack. It downloads and runs files from external sources, and based 

on the fact that XMRig CoinMiner is downloaded and installed from the currently available 

address, it is assumed to be a CoinMiner downloader. 

 

 
Dgespc 1, ? nmprgml md rfc bcambcb @_qf qfcjj qapgnr±q pmsrglc 

 

Additionally, this malware has the characteristic of infecting systems alongside DDoS IRC Bot 

malware developed with Perl, and this point will be discussed in more d etail further on. These 

DDoS IRC Bots have been continuously installed during the past years on Linux servers with 

inappropriate account information and still continued to this day. The threat actors attempt 

dictionary attacks on SSH servers after a scanni ng process, and if this process is successful, 

various malware such as Perl IRC Bot is installed on the target system. Other malware include 

XMRig, SSH Scanner and various IRC Bot malware. 

 

?l_jwqgq md rfc pcnmprcb k_ju_pc pctc_jcb rf_r _ ²psl³ dgjc dmp cvcasrgml bgbl±r cvgqr _lb

instead required multiple arguments, which limits our analysis with this sample only.  
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Argument #  Feature 

1 The download URL and the name of the file to be downloaded  

2 Tcpqgml &Rfc ²slgtcpq_j³ qrpgle `w bcd_sjr' 

3 The name of the PID file to be created  

4 The Socks5 host name 

5 
Rfc n_rf ufcpc rfc glqr_jj_rgml npmacqq ugjj maasp &²-Sqp-jma_j-e_kcq-³

by default)  

6 Additional download URLs 

7 Additional commands  

Table 1. Arguments needed for execution  

 

While the ASEC analysis team was tracking related malware, the team found a similar form of 

Shc Downloader Malware uploaded on VirusTotal. Assuming that such types of malware were 

all uploaded to VirusTotal from Korea, it seems that attacks generally targe t systems in Korea.  

The malware found on VirusTotal has a much simpler structure in comparison to the type 

covered above, requiring no additional arguments and having a complete URL as the download 

address. 
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Figure 4. Bash shell script extracted from the similar file  

 

3) XMRig CoinMiner  

The Shc downloader malware is responsible for downloading a compressed file from an 

cvrcpl_j qmspac rm rfc n_rf* ²-sqp-jma_j-e_kcq-³ _lb cvcasrgle rfc ²psl³ dgjc, Rfc amknpcqqcb

file currently available for download includes n ot only the XMRig CoinMiner malware but also 

_ amldge,hqml ugrf rfc kglgle nmmj SPJ _lb rfc ²psl³ qapgnr, 

 

 
Figure 5. Downloaded compressed file  
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Figure 6. config.json file  

 

As the config.json  file containing the configuration data exists in the same path, the 

configuration does not need to be transmitted when XMRig is executed. However, examining 

rfc ²psl³ qapgnr qfmul `cjmu pctc_jq rf_r gr rp_lqkgrq qjgefrjw bgddcpclr amldgesp_rgml b_r_ rm

config.json before executing XMRig.  
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Dgespc 5, Rfc ²psl³ qapgnr rf_r cvcasrcq VKPge 

 

4) DDoS IRC Bot 

Aside from installing a CoinMiner on the infected system, the threat actor installs an IRC bot 

that can perform a DDoS attack by receiving commands. This DDoS IRC Bot has the 

characteristic of being developed with Perl, and as the name suggests, it uses the IRC protocol 

in communications with the C&C server.  

 

Both malware strains are similar in form, and while one of them currently cannot connect to 

the C&C server (IRC server), the other can. Even if a connection can be established, entering 

the channel is unavailable, and this is presumed to be because the password has been 

af_lecb dpmk ²bbmqgr³ rm _lmrfcp t_jsc, ?bbgrgml_jjw* _ SPJ gq glajsbcb gl rfc kcqq_ec rfat is 

displayed after channel entry is denied. A compressed file can be downloaded from this URL, 

and this file contains XMRig from above.  
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Figure 8. The process of connecting to the IRC server and attempting to enter the channel  

 

Next is the configuratio l b_r_ ufgaf glajsbcq rfc GPA qcptcp _bbpcqq* nmpr lsk`cp* ²!vkp³ &GPA

af_llcj l_kc rm clrcp'* _lb rfc n_qqumpb ²>³ pcosgpcb dmp clrpw glrm rfc af_llcj, Dmp

reference, DDoS IRC Bot performs additional tasks to verify the threat actor; the username of 

the user that entered the channel must be one of the four usernames shown below and the 

fmqr _bbpcqq ksqr `c ²oucprw³, 

 

 
Figure 9. Configuration data of DDoS Perl IRC Bot 
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If the above conditions are met, it deems the user to be the threat actor and performs the 

received commands. This bot supports not only DDoS attacks such as TCP Flood, UDP Flood, 

and HTTP Flood but various other features including command execution, reverse shell, port 

scanning, and log deletion. The following is a screenshot taken  lmr `w rfc _ars_j rfpc_r _armp±q

command but during a test process. It shows the process of DDoS IRC Bot sending the list of 

amkk_lbq rm rfc !vkp af_llcj ufcl rfc ² s >amkk_lbq³ amkk_lb gq clrcpcb rm `pgle sn

the list of available commands.  

 

 
Figure 10. Following commands transmitted from the IRC server  

 

 

 

 




