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Summary 

In December 2025, a serious security vulnerability named Reach2Shell was disclosed, shaking 

the web development ecosystem. This vulnerability affects applications using React Server 

Components and the Flight protocol, allowing threat actors to execute arbitrary code on the 

server with a single HTTP request. It has been assigned a Common Vulnerability Scoring System 

(CVSS) score of 10.0 (Critical), and its impact is significant as it can be exploited without 

authentication. 

 

This report will examine the background and attack flow of React2Shell (CVE-2025-55182), 

which involves exploiting deserialization during the Flight processing stage of React Server 

Components. It will also cover the countermeasures to this vulnerability. 
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Affected Package Versions 

Below are the package versions affected by the vulnerability. 

 

•  React Server Component 

- 19.0.0 

19.1.0, 19.1.1 

19.2.0 

 

•  Next.js 

- 15.0.0 ~ 15.0.4 

15.1.0 ~ 15.1.8 

15.2.0 ~ 15.2.5 

15.3.0 ~ 15.3.5 

15.4.0 ~ 15.4.7 

15.5.0 ~ 15.5.6 

16.0.0 ~ 16.0.6 
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Technological Background  

1. React Server Component & Server Action 

As of React 18, React Server Components (RSC) have been introduced experimentally. A model 

has been proposed that involves separating the UI into server -side rendered Server 

Components and Client Components, with only the interactive parts being kept as Client 

Components and the rest as Server Components. This approach reduces the size of the client-

side JavaScript bundle and the processing load on the client. When the client makes a request 

to the server, the request data is serialized. The React Flight protocol is used in this serialization 

process. 

 

 

Figure 1. The React server action flow using the Flight protocol 

 

2. React Flight Protocol 

The React Flight protocol is a custom serialization format designed to efficiently transmit the 

React component tree, data, and server references (Server Reference) between the server and 

the client. Unlike a typical JSON, it can process complex data structures such as the following. 

• React element and component 

• Asynchronous data (Promise) 

• Circular references 

• Binary data (Blob, FormData) 
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The Flight protocol divides data into independent units called chunks, each of which has a 

unique ID. When serializing data, special values and references to other chunks are represented 

by strings prefixed with $. This reference system is then restored to its original objects or values 

during the deserialization process. 

 

The main reference types are as follows. 

 

Prefix Type Description 

$@ Promise/Chunk Reference to a specific ID Chunk 

$B Blob Reference Blob data of a specific ID Chunk 

$Q Map Reference to the Map object of a specific ID Chunk 

$0-9a-f Chunk ID Reference to the chunk with a hexadecimal ID 

Table 1. Prefixes of the Flight protocol 

 

Internally, React represents this as a Chunk object, whose prototype inherits from 

Promise.prototype (Chunk.prototype = Object.create(Promise.prototype)). Because of this 

structural characteristic, a Chunk object has a then method and acts like a Promise. 

 

This is a crucial cause that allows an attacker to exploit the Promise resolution mechanism by 

turning a manipulated chunk into a “thenable” object. A thenable refers to any object that has a 

then() method, and a Promise itself is an example of a thenable object. 

  



 

7 

Root Cause of the Vulnerability 

The critical vulnerability in React Server Components (CVE-2025-55182, React2Shell) occurs 

due to the unsafe deserialization of the Flight protocol payload on the server side. This means 

that the validation for the Flight protocol payload sent from the client to the server is not properly 

implemented. The key vulnerability of this attack can be categorized into three parts, and the 

entire attack is completed through the combination of these three vulnerabilities. 

 

1. Injecting Fake Chunk 

React manages the deserialized data as chunk objects. Chunk objects have the following 

properties: status, value, reason, and _response. 

 

 
Figure 2. Chunk properties 

 

The server’s Chunk.prototype.then function mistakenly treats an object as an actual Chunk 

instance if its status property equals "resolved_model". Then it calls initializeModelChunk. 

 

 
Figure 3. Chunk.prototype.then 

 

Threat actors can exploit this to insert a fake JSON object chunk inside the payload, as shown 

in the following payload snippet, which still calls initializeModelChunk. The _response part in the 

threat actor’s malicious payload is assigned to the _response property of the chunk. 
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{ 

"then": "$1:_proto_: then", 

"status": "resolved_model", // fake chunk recognized as resolved_model status! 

"reason": -1, 

"value": "{\"then\":"$B1337\""}", 

"_response": { ... malicious object... } 

} 

Table 2. Fake chunk 

 

2. Polluting Prototype through Property Path Traversal 

without Verification 

The Flight protocol allows users to access the properties of nested objects using paths 

separated by colons (:). The issue occurs inside the createModelResolver function, which is 

called after processing this path within the getOutlinedModel function. 

 

 
Figure 4. A vulnerable createModelResolver 

 

This code sequentially accesses the values by using each part of the reference path as a 

property key of an object. No validation is performed on the property names that correspond to 

value[path[i]]. Because there is no check using hasOwnProperty, an attacker can include 

JavaScript “magic properties” such as __proto__ or constructor in the path to walk up the 

prototype chain. 

 

For example, by using path traversal with \"then\":\"$1:__proto__:then\", an attacker can pollute 

the payload’s then property with Chunk.prototype.then, thereby turning a fake chunk into a 

thenable object. 

 

This attack technique, which pollutes the prototype of objects through user-controllable input, 
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is called “Prototype Pollution” and serves as the foundation of the attack. 

 

3. Executing Code through the Function Constructor Gadget 

The Function constructor exfiltrated through prototype pollution is used to override the 

_formData.get method within the injected fake _response object. As a result, 

_response._formData.get is no longer a regular get function, but the Function constructor itself 

that can execute strings as code. 

 

During the parsing process of “then”:“$B1337”, the response._formData.get function is called. 

The response._prefix, which is passed as an argument, is a code string (or a code combination 

element) that can be exploited by threat actors. The created function object is executed 

simultaneously with the .then() call during the promise resolution process. 

 

 
Figure 5. Parsing “$B” using parseModelString 
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Vulnerability Exploitation 

1. Overview 

The table below shows part of a valid packet that can be used in vulnerability exploitation. 

 

Content-Type: multipart/form -data; boundary= ----

WebKitFormBoundaryx8jO2oVc6SWP3Sad 

X-Nextjs-Html-Request-Id: SSTMXm7OJ_g0Ncx6jpQt9 

 

------WebKitFormBoundaryx8jO2oVc6SWP3Sad 

Content-Disposition: form-data; name="0" 

 

{"then": "$1:__proto__:then","status": "resolved_model","reason": -1,"value": 

"{\"then\":\"$B1337\"}","_response": {"_prefix": "var 

res=process.mainModule.require('child_process').execSync('(whoami)',{'timeout':120000}).t

oString().trim();;throw Object.assign(new Error('NEXT_REDIRECT'), 

{digest:`${res}`});","_chunks": "$Q2","_formData": {"get": "$1:constructor:constructor"}}} 

------WebKitFormBoundaryx8jO2oVc6SWP3Sad 

Content-Disposition: form-data; name="1" 

 

"$@0" 

------WebKitFormBoundaryx8jO2oVc6SWP3Sad 

Content-Disposition: form-data; name="2" 

 

[] 

------WebKitFormBoundaryx8jO2oVc6SWP3Sad-- 

Table 3. A part of the packet for the React2Shell vulnerability exploitation 

 

The chunk value \"$@0\", specified with name=\"1\", means that chunk 0 should be loaded as a 

Promise. As a result, a circular reference is created in which chunk 1 references the chunk 0 

object itself. 

 

The figure below shows the overall vulnerability exploitation flow. 
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Figure 5. Vulnerability exploitation flow 

 

2. Attack Scenario 

The attack flow begins when the server receives a multipart/form-data request sent by the 

client. The server reads the request body via the decodeBoundActionMetaData function and 

calls createResponse to create a response object. It then calls getChunk(body, 0) to retrieve 

Chunk 0. 

 

 
Figure 7. Function: decodeBoundActionMetaData 

 

The data of Chunk 0 (the JSON in field \"0\") is initialized through a call to createPendingChunk 

inside getChunk. 
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Figure 8. Function: getChunk 

 

The JSON payload of Chunk 0 includes "status": "resolved_model", mimicking the structure of 

an internal Chunk object. As a result, the server treats Chunk 0 as a thenable object. 

 

 

Figure 9. Chunk 0 payload 

 

During the server action decoding phase, body.then(function () {}); is executed. .then() call 

triggers Chunk.prototype.then, which checks that Chunk 0’s status is "resolved_model". Then, 

it executes initializeModelChunk(this). 
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Figure 10. A part of the initializeModelChunk function 

 

initializeModelChunk parses the payload as JSON and then calls reviveModel, which recursively 

traverses the object’s properties. 

 

 
Figure 11. A part of the reviveModel function 

 

During this process, two critical manipulations occur simultaneously. 
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1. reviveModel processes the value of Chunk 0’s then property, which is $1:__proto__:then. 

- This string is passed through parseModelString and then followed via 

getOutlinedModel. The value of the second argument (value) is $1:__proto__:then. 

 

 
Figure 12. A part of the parseModelString function 

 

- $1 refers to Chunk 1, and Chunk 1, via "$@0", in turn points back to the Chunk 0 

object. 

- During path traversal, the createModelResolver function accesses the __proto__ and 

then properties without validation, retrieves Chunk.prototype.then, and assigns it to 

the then property of Chunk 0. 

 

 

Figure 13. A part of the createModelResolver function 

 

2. reviveModel processes the malicious _response object injected into Chunk 0, 

specifically the "_formData": { "get": "$1:constructor:constructor" } field. 

- As in the previous case, due to insufficient validation, createModelResolver follows 
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the path ["1", "constructor", "constructor"], ultimately resolving to 

Object.constructor.constructor, which is the function constructor. 

- This constructor overwrites the response._formData.get method. In other words, 

response._formData.get is made to resolve to the function constructor via 

dereferencing. 

 

 
Figure 14. parseModelString: processing the constructor 

 

After the function constructor hijacking is complete, reviveModel parses "{\"then\":\"$B1337\"}" 

from the value field inside Chunk 0. 
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Figure 15. A part of the ReviveModel function (2) 

 

The recursively parsed inner object contains $B1337 (a Blob reference), which enters the case 

B logic in parseModelString. 

 

 
Figure 16. A processing logic of parseModelString: $B 
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This logic calls response._formData.get with an argument formed by concatenating _prefix - a 

malicious code string stored in Chunk 0’s _response object - and obj (the referenced Blob 

number). 

 

Since response._formData.get has already been replaced with the function constructor, this call 

is effectively transformed into the function(<attacker-injected payload>). The function object 

created in this way (<attacker-injected payload>) is then returned as the then property of the 

inner object. 

 

When the JavaScript Promise processing mechanism invokes then(), the attacker-injected code 

is executed in the server environment. 

 

Across this entire process, the roles of each chunk included in the payload can be categorized 

as follows. 

 

Chunk 0 

Trigger (Fake Chunk) By setting the "status": "resolved_model" property, the server 

recognizes this object as a valid chunk and forcibly triggers the 

execution of the critical JSON parsing function,  

initializeModelChunk. 

Preparation of the 

function-hijacking 

It injects a manipulated execution context into _response. This 

includes _prefix, which holds a malicious code string, and 

"_formData": { "get": "$1:constructor:constructor" }, which is the 

target to be overwritten with the function constructor. 

Thenable setup By placing the reference "$1:__proto__:then" in the then 

property, it obtains Chunk.prototype.then via Chunk 1 and 

transforms Chunk 0 into a thenable object. 

Final RCE trigger When the "$B1337" reference in the value field triggers the Blob 

deserialization logic, the already-overwritten _formData.get 

function is executed, ultimately resulting in remote code 

execution (RCE). 

Table 4. Role of Chunk 0 
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Chunk 1 

Creating a circular 

reference 

By including the string "$@0" as its value, it creates a 

Promise/Chunk reference that points to Chunk 0. This establishes a 

circular reference structure between the two chunks. 

Path search The payload of Chunk 0 uses paths starting with $1:, such as 

$1:__proto__:then and $1:constructor:constructor, to access object 

properties. 

Redirecting back to 

Chunk 0 

When getOutlinedModel interprets $1, it retrieves Chunk 1. Since 

Chunk 1’s value is "$@0", it ultimately returns the Chunk 0 object 

itself as the value. This returned Chunk 0 object then becomes the 

base object for prototype property traversal, such as __proto__ or 

constructor. 

Table 5. Role of Chunk 1 

 

Chunk 2 

Map referencing Within Chunk 0’s malicious _response object, "_chunks": "$Q2" is 

set. The $Q prefix denotes a Map object. 

Placeholder feature The value of Chunk 2 ([], an empty array) serves as a placeholder 

for the Map object ($Q) reference. It helps the server treat the 

_response object as an internally valid structure 

Table 6. Role of Chunk 2 
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Vulnerability Patch 

In some parts of the original code, there was no check to verify whether the property being 

accessed actually existed on the value object’s prototype. In the patched code, a 

hasOwnProperty check has been added. 

 

The vulnerability has been mitigated by introducing logic that verifies whether the property to 

be accessed truly exists on the object’s prototype. As a result, hijacking the function constructor 

via prototype pollution is blocked, and remote code execution is no longer possible. 

 

 
Figure 17. Patch (1): ReactFlightClientConfigBundlerWebpack.js 
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Figure 18. Patch (2): ReactFlightClientConfigBundlerWebpack.js 
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How to Address the Flaw 

To resolve the vulnerability, the most essential procedure is upgrading dependency packages. 

The fundamental solution is to immediately update the relevant packages to versions that have 

fixed the vulnerability and then redeploy the application. If it is not possible to upgrade and 

redeploy right away, another approach is to apply rules that detect and block Flight protocol 

payloads in request bodies containing keywords such as __proto__ or constructor. While this is 

not a complete solution, it can help prevent known attack patterns. 

 

In addition to update, redeployment or application of blocking rules, organizations can reduce 

the risk by temporarily disabling server action features that are not essential to the business. 

Alternatively, they can apply strong authentication and authorization to all server action 

endpoints to prevent access by anonymous attackers. 
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Conclusion 

The CVE-2025-55182 vulnerability is a significant example of how the complexity of modern 

web frameworks can create unforeseen new attack vectors. It is a supply chain vulnerability that 

resides not in a developer’s business logic, but in the core logic of the framework itself, impacting 

the broader ecosystem. Innovative technologies such as React Server Components and the 

Flight protocol greatly improve developer productivity, but they also conceal critical security 

threats beneath the complexity of their internal mechanisms. 

 

After reading this report, all development teams should recognize the importance of applying 

patches promptly. Furthermore, they must continuously monitor security advisories for the 

frameworks they use. Assets must be protected against increasingly sophisticated threats 

through ongoing security audits and rapid response. 
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