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ADEX

34

Operation Shady

The Nitro Attacks

Sykipot

(The Icefog
APT)2

(Red Dot),
(Ghost
Rifle)

(Anonymous
Phantom).

(Ghost
Rifle).

1 http://labs.alienvault.com/labs/index.php/2012/when

OET 1

Poisonivy = EMC RSA OoTP

ShadyRat 5

Hupigon

Poisonivy ,

Sykipot*

Icefog. (HWP)
Icefog-

NG

Escad,
Rifdoor

Phandoor . 2017

Ghostrat
Rifdoor 5,

2015 11 ADEX 2016

-the-apt-owns-your-smart-cards-and-certs

2 http://Awww.securelist.com/en/blog/208214064/The_Icefog APT_A Tale of Cloak and_Three Daggers

3 http://www.hankookilbo.com/v/1822cb4edb8f40fa9a778e7584e9c44e

4 https://www.hankookilbo.com/v/2f84f7d377ec42f99c38bee8bfle8cd4

5 http://mww.yonhapnews.co.kr/northkorea/2016/06/13/1801000000AKR20160613092851004.HTML
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Icefog-NG

2013 9 (KasperskyLab) (Icefog)
N 2011
, . (CVE2012-1856, CVE

2012-0158), (CVE2013-0422, CVE2012-1723), HLP
Icefog-NG
. lcefog-NG 2013 6 19 10 ( 8 ) 13
Icefog-NG ,
Icefog-NG PDB
PDB ) 6

d:\ jd\ jd(RegRun) release\ jd3(reg).pdb
e\ jd4\ myServer(RegRun) release\ jd4(reg).pdb
x\ jd(RegRun) release\ jd3(reg).pdb

[ 4] Icefog-NG PDB

%TMP% ~AA.tmp
%TMP% hwp.hwp hwp.exe hwp.hwp
HWP

6 http://www.securelist.com/en/blog/2082 14064/The_Icefog APT_A Tale of Cloak and_Three Daggers
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Icefog-NG . Icefog-NG C&C

C&C AT Ti
esdlin.com/news/upload.aspx
fruitioop.8. 100911.com/news/upload.aspx
minihouse.website.iiswan.com/update/upload.aspx
starwings.net
WWW.*** news.net
WWW.* urri.com
www.kreamnnd.com
www.mnndsc.com/news/upload.aspx

Www.***ottct.com

[ 5] Icefog-NG C&C

WWW.***ottct.com, Www.*** news.net, www.***urri.com

www.kreamnnd.com korea mnd(Ministry of National Defense)

Icefog 2013 10

(Operation Red Dot )

2014 2017 2 2014
100 Escad
2013 . 2014 ,

AbodeArm.exe, msnconf.exe
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[ 6] Escad

Escad PC A 68%, B 10%, C 22%

Escad PC

B TypeA HETypeB M TypeC
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int __userpurge ServiceMain@<eax>(const char =ebxBE<e

‘
S

int va; /77 eaxi
APl 2 E

GetAPI_1868818EQ(cbx0, edif); )

GetAPI_100021B0();
GetAPI_168081EAB();
GetAPI_10002420(chx0, edin);
ServiceStatus.duCurrentState = 2;
ServiceStatus.dwControlsAccepted = 7;
ServiceStatus.dwWaitHint = 0;
ServiceStatus.dwServiceSpecificExitCode « 6;
ServiceStatus.dwWin32ExitCode = 0;
ServiceStatus.dwServiceType = 48;
ServiceStatus.dwCheckPoint = 8;
uh = dword_10019D8C(*a2, sub_10008770);
hServiceStatus = u4;
if (va )
{
ServiceStatus.duWaitHint = 9;
ServiceStatus.duCurrentState = 4;
ServiceStatus.dwCheckPoint = 0;
duword_10019D7C(uh, &ServiceStatus);
¥
return dword_10019C80(0, 0, sub_100089E0, 0, 0, 0);

v2
re
ul
if
{

= sub_10001790(a1, 42, afFxi); —p AT
sult = LoadLibraryadv2); XOR A7
« results

( result )

US = (const CHAR =)sub_10001888(a__g_etpr_oc_ad);

dword_10019C68 = (int (___stdcall =)(_DWORD, _DWORD))GetProcAddress(ui, vs);

uh = sub_10001880(alo_adllbr_ar¥Yw);
dword_10019C64 ~ dword_10019C68(uvh, v6);
U/ = sSub_10001880(a_FfrE_eliBr_arv);
dword_10019C6C = dword_10019C68(uvh, v/);
vl = sub_10001880(a_ge_tmoD_uleha);
dword_10019C70 =~ dword_10019C68(vh, vi);
U9 = sub_10001880(a_g__etH_o_du__);
dword_10019C74 = dword_10019C68(uh, vo);
w10 = sub_10001880(aCR_e_a_ te);
dword_10019C78 = dword_10019C68(uvh, vin);
v11l = sub_10001880(a_crEa__tePr_oc);
dword_10019C7C = dword_10019C68(uvh, vi1);

[ 12] 2014 5

2014 7

vl = &word_413B88;

do

<
wcscpy(vs, a6_06_6_8);
vl += 20;

b

wcscpy(&word_413B88, a283_131_222 _10);
*(_ DWORD =)dword_413E18 = 443;
wcscpy(&word_413C568, a208_165_226_23);
dword_413E2C = 443;

dword_413E50 = 60;

dword_413E58 = 0;

dword_413E54 = 0;

dword_413E48 = 0;

dword_413E4C = 0;

dword_413ES5C = 53

uS = time(0);

ufh = GetTickCount();

sub_4B68EF(u6 ™ u5);

quord_413E48 = rand();

Movefile 4@3FF6();

sub_461358(v7/, 8);
sub_4868BE((int)aEnd, v?);

while ( (signed int)us < (signed int)&unk_413D18 );

vl = &word_H1AF68;

do

{
wescpy(us, ad_o_0_8);
uly += 20;

H

while ( (signed int)uls < (signed int)&unk_41BOF8 );

wcscpy(&word_41AF68, al1_186_114_229);
dword_41B1F8 = 443;
wcscpy(&word_41AFB8, al1_34 78 122);
dword_41B200 = 443;
wescpy{&word_41B608, a183_10 68 78);
dword_41B208 = 443;
wescpy(&word_41B058, a111_11_86_230);
dword_41B218 = 443;
wcscpy(&word_41BOA8, a115_115_68_51);

dword_41B218 = 443;
dword_41B230 = 60;
dword_41B238 = 8;
dword_%1B234 = 8;
dword_41B228 = 0;
dword_41B22C = 8;
dword_41B23C = 5;

uS = time(8);

v6 = GetTickCount();
sub_48BU3F(ut * u5);
quord_41B228 = rand();
Move_404300();
sub_481398(v7, 8);
sub_4BB4BE((int)aEnd, v9);

return 8; return 0;
[ 13]
Escad A ,B ,C
2 IP , " XORA T DLL

) API

* ‘(spacedt)
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B 2 IP . DLL

API ‘ ‘(splaceogt) XOR
.C A ,B 2 IP . DLL
API, . A
2016 50 (MB)

AP| 2452} [, Space( )] ; _
AP 4} [, Space(a)]

XOR XX

0.000 1P =712 22 IPA|E 20 IPMIE

{(XOR "XX)

CILEYLE T Type B DLL O}, AP) 212} (x| Decode £E)
#HoNE @d0] & Ea} (XH] Decode FED

[ 14] Escad

[ 14]

#( DYORD =)(ak + 4 = x32) = =ad = ={ DYORD =){al + 4 = %3a2) + {;
vl = ={ DUORD =){ah + 4 = xa2});

U5 = ((uk >> Bx10) & Ox7FFF) + %ai;

LOBYTE(ua) = ({uvb >> 0x18) + ={ BYTE =)al) & OxF;

UG = uh > (010 - ul);

result = v {{ vl;

%31 = result | vé;

return result;

[ 15]
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Type WET ¥

APl w f L

A API
API . XORING
B
(XOR )
Cc Decode
[ 6] AP|
A miin B mi i n
If ¢ GetAP]_NUZAFO() '~ BxFS5 )
<
SetiErrordode(3u);
VERStartup(0x202u, BYSAData);
GCetiodulel L ledancU(hModule, aFilenane, Ox400u);
1 = BIPY_N1SUNS: 1F ( GetIP _ANIFSO() =~ OxF5 )
do {
< - .
wesepYCIPrs, A8 8_0. 8): dbl_W2FB9N 0.083333;
Ir1 = 203 duord AK2FREC[O] = GxBBOT0002;
> " word _W2FAFC = 2;
while ¢ JoAne)iv € (slgoed dnt)anull 81308 ) duord W2FRES =~ W;
(nt NN, AZ03 101222 _10); -
" PUTRD =)port NISEIS = NA3G - IP1_N2FAFD = OxA37AZICH;
WESEPUCREIPZ KITCESH, aZ08_ 105 226 _23): IP2_42FBO0 - Mx6AZ1CACH;
:ur!ah::::’:::,o- u::: word _L2FAFE = BxFB20u;
wor - s = i
dword N1IESE = 0 IP1_A2F810 =~ BxA37A7ICE;
duord N1aE%h - B duord W2FBOC « OxBBRIOOOZ;
Emw::::;::t - :1n~; IP2_42FB20 ~ Ox6R21CACH;
wor t = 53 - .
U = GetSystentine W06917(0): duord _h2FB1C IxFBEZR0002;
wilekCount = GetTicHCount{); =gk
setVickGount NOABEF (o lchiaunt = wuy: (-6—\)
qRandon 1300480 ~ vandd)
HouveFile AS3FF8() 3 MoveFile _lnk_ABh220();
Internet _hoiasedu/, o) whil :" o
Savesysteninfo 40auNEC int)atna, wo); e( )
veturn 0; {
1F ( GetSystentine 40S530() == -131 )
{
ValtiorSingletb ject (hMutex, OxFFFFFFFF);
dword_N2DAZ8 = 03
while ( Connect ABAREDO() == 255 )
[ 7]1A B
Type API _ w i N
sh rs
A » :
push offset aFxi Hl
call Xora7_ssuoon
add esp, A
push vax s IpLibFileMane
call ds:Loadl ibrargh
now esl, ecax
test esi, esi
iz loc_ASA7D1
push offset a_g_etpr_oc_ad_ N LT fd.0r ess™
call ConvertDot2Space WONTAD
adad esp. A
push cax : IpProcKane
push esi : hMedule
call ds:GetProchddress
push offset alo_addIbr_ar¥w ; “Lo.adl 1br.ar g
now GetProcessfddress SIZEDE, ecax
call ConvertDot2Space _WOR1AD
adad esp, A
push eax : _DuORD
push esi : _DwoRDp

call GetProcessaddress A13E0C
push offset aload LibR_arva :
now LoadLibraryV, eax

“Load. Lib r.ar ya*

ARNL3b © AnhnLab, inc. Al rights reserved.
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do
B ¢
LibFiistane[ui] "= Ox8%u;
LR 1;
H
while ( 00 < &x110 ),
V1 = Loadtibrargafl Lof i leMane);
w2 - ulg
1F ¢t )
return 28%;
dword_A431BBC = (int)CetProciddress(vi, &Frochame[2]);:
iF ( tdword_M31BBC )
return 2a85%;
dword_A31BB0 = (int)CetProchddress(ul, G13[2));
if ( tdeord_A31EBBS )
return 2a5;
N = LoadUibrarygh(auis[(3));:
Vs = yhs
1F ¢ ton )
return 2a%;
duword_H39BB8 = (int (_ stdeall «)( DIMRD) YGetProciddress(on, &u23[2));
if ( tdword &3188h )
return 2853
duord _AJ1BCC = (Int)SetProchddress(es, &27(3]):

" Gi1 = (const CHAR »)BecRoutine 10005070( (¢ L ochar =)bunk_100182F8);
' t o= Loadl ibrarghdKerie) aid;
Yl - L
1€ ( result )
{
Wi o= (eonst MR s)becRoutine TOROSO7O((const chas s)hunk_10MMBDIR)

GetProchddress 10MIFCFR « (Lot Tdcall =){_DVORD, DWOND))SetProchddress(vy, vi);
WA = (eonst CHAR <)DecRoutine 108RS070((cunst char =)tunk_10018008);
Load {braryV_1001FCEC = (int ¢ stidcall «)( DWIND))CetProcaddeess(vy, ui);:
= DrecRoutine 10085070((comt Char »)&unk 10018CTS);
Loadlibraryd_1001FCF® ~ CetProchddress TOMIFCFA[v 0, ')}
4 = DecRoutine 10005070((const char «)hunk_10018CE8);
Freelibrary 10015CFR = (Int ( tdcall =) DWVOND) )CetProchddress 1O0IFCFA(WD, ui);

[ 8] API

Escad

=|= Lk
adobe.exe
AdobeArm.exe
AdobeARM.exe
adobearm.exe
AdobeFlash.exe

msdtc.exe

msnconf.exe

[ 9] BEscad

Escad c&cC

203.113.122.164:443 122.224.214.108:443 66.45.231.125:443
196.202.33.106:8443 183.82.97.201:443 87.197.125.51:110

[ 20] Escad C&C
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(Operation Ghost Rifle)

2016
, 2016 6

2015 , (Seoul International Aerospace & Defence Exibition
ADEX) .ADEX 1996

3
o
"
=
-
w
o
bt
5

funne ddaumnet0|(74) CHE AR CBAl 8- 21 ™ M23% <funn 2@8hanmallnet>
MEADEX 2015 ZE2S2F0A R2ACSILICH

2 2015 MEN0 L B3
(e 141 X8

MEBADEX 2015 EET =T 0IM W ESIUCH
XL 10N 205 TE 2SN MY MB ADEX 20150 QW TN S S TAYIATEMA A4 Fad T
o2 o MIHO Lo WY YU MFADEXE St HH FRE YEAM HYE ¢ UNSUL,

MB ADEX 20152 WIIRTTR FAM UTHI2U DD TTO W SPAIT| Krabt] CHA ohr = TIA A0 YR T4 AP G2 N DK
Hue gad Tuu,

S UL HIPUTACIOITFHUE VDU AT WIS SH T2 2AD BUL,

AU

[ 15] ADEX
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[ 16] ADEX
2015 ADEX 2
Escad
Rifdoor
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[ 17]
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DRM

2016 1
.DOLOF240: KNIJSBf1} | '1{SK
.0BLOF250 fak® HI/H[SLZ}}Ja
.0B4LBF260 {YirifaS _1'k
.00LOF270: zl{ﬂnb] L\KY3}If
.DOLDF280: ‘a [/ #d.¥d
.004LOF290: %2 .28 %s  %s/%
.B040F2A0 s Sec exe | 5S5x
.DOLBF2BO: fak 'w}Stvl {ib<=§
.B04BF2C0O lbk!JWJ %s fc ks
.004LOF2D0 : 1@ ANJKANI
.DBLOF2ED: HACHD: %s %s
.DOLOF2F0O: wd/%nd/nd %d%d %
.0040F300: dM +fafjlunc
.0040F310: Falilync/Ti/71il/
.0BLOF320: {* %s %d minM@
.PB4LBF330: +k ‘xac ' nkjwjl
.B040F340: K*xac'nk/infcz};
.B040F 350 M K'xac'nk
.DB4LBF360: 1zl Jujl
.POLOF370: z{f a/infcz}]
.POLBF380: Jujlz{f'a/}z11;5}
18] OxOF
2016 6
(GhostRat) 4
.

HIEAL

[ 19]

L

=~ AL
- [ |

CH7 1% S S

7 http://www.yonhapnews.co.kr/northkorea/2016/06/13/1801000000AKR20160613092851004.HTML
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2014 7

2012

2012 7

2014 7

2015 3

2015 11

2016 2

2016 3

2016 4

V3PScan.exe

[ 11]

2012 7 PDB

c\ new folder\ connecttest\ release\ ConnectTest.pdb

[ 32]

2015 3 V3PScan.exe

.0040CE00:
.0040CE1D:
.0040CE20:
.0040CEJ0:
.0040CE4LD:
.0040CESD:
.0B4BCEGD:

.0040CE70:
.0040CESD:
.0040CE90:
.0040CENG:
.0040CEBO:
. 0040CECO:

[ 20]

PDB

8 8

A% & ) IFILE_RE
MOTE_EXEC1MNFILE
_PATH=C: \WINDOWS
MIFILE_NAME=Y3P$S
can.exe MFTLE_CO
MMAND=BFILE_OPT
TON=1 }@FILE_ORG_
PATH=C: \WINDOWS }
B[ JOBINFOEX] HgJ0
BINDEX=0 *EPRIORT
TY=0CH

AhnLab © AhnLab, Inc. All rights reserved.

23




Rifdoor PDB

C\ Users C8\ Desktop\ rifle\ Releasa rifle.pdb

PDB J 0

E\ Data\ My Projects\ Troy Source Code\ tcplst\ rifle\ Releasa rifle.pdb

[ 4] Rifdoor

I Aw @ET 1

Aryan

.B04BOFBA:
.004BOFCO:
.B04BOFDO
.004BSFED
.004BSFF0:

006B2000 :
0060B2010:
000B2020 :
000B2030:
000B2040:

Aryan ‘Fuck Hack Hound.’

.0041E000: BB 01 00 00.C9
.0041E010: 6B 20 48 6F .79
.0041E020: 00 60 00 00.00
.0041E030: 31 34 34 2E.36
.0041E040: 00 00 80 B0.FF
.0041E0L0: 34 00 00 00.

22]

PDB

Rifdoor Ghostrat,

NB16 LrrUs
C:\GhostContoler
\Copy of ghBst3.
6_srchghBst\Rele
asel\ghost .pdbll

78  r+ Fuck Hac
k Hound.l
175.117.
lab 67 log. txt
1.1.

& need dic
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Aryan

% F.B.l - Fuck Hack Hound Edition

Server List l Information] Logs ]
D | Userame | User level | Server Version.
=
=)
II\IDt listening Port: 1992 Connections: 0
[ 23]
Crash.exe, Test.exe 8 PC

(Operation Anonymous Phantom)

2016 1 10
Phantom.exe . ‘Phandoor’
'Anonymous’
' (Operation Anonymous Phantom)’
2016 1 2015 10
37 76,800
95,232 . Phantom.exe F _Ips.exe, ahnV3.exe, 12teimongl2.exe, Tiemong.exe,

v3scan.exe, otuser.exe, v3log.exe
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2017 4 (Themida)
2017 5 Anonymous

Phandoor

l Internet IP Connected Time

[ 24] Phandoor

Transponder.exe , 443 , 6000 , 10666
LISTENING
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(Red Dot) (Ghost Rifle)

(Anonymous Phantom )

. 2013 (Icefog)
.2014 (Red Dot) 2014
(Red Dot) 2015 ADEX
(Ghost Rifle) 2016
(Anonymous Phantom) 2016
Dllbot 2007 . Dlibot 2012
s Dllbot
Xwdoor . 2015 Phandoor Dllbot  Xwdoor
S/\
Influence ?
Dilbot > Xwdoor > Anonymous Phantom
-
Red Dot
Influence ? ?
lcefog . Ghost Rifie
(2007 )(2012) 2012 (2013 )} {2ma )- {2015 ) {2016 ) 2017
[ 25]
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Phandoor

£ gA

2012

.10815650 : ser S"Language
10015660 $°StubInfo Mg
10015670
.10015680: %s
.10015690: SMLLYDBG S"Pa
10815608 : thFileExist<A
. 10015680 S$7shlwapi.dll
10815608 : S InternetGetCon
16015600 nectedState S De
.108156E0 : leteUr1CacheEntr
.108156F@: v  STHttpEndReq
.10815708 : uestA S Intern
10015718 etbriteFile S7Ht
10015720 tpSendRequestExA
.10815738: STHt tpAddReq
10015748 uestHeadersA
10815758 : STHttpQuervInfol
10815760 : S HttpSendRe
[ 26] 2012 sn Dlibot
SA Sh
T R S o ;Jai:F;rSir,lglel]bject(hMutex, OxFFFFFFFF);
1_15‘“=_0;. ' ;a‘;L;_=U6;
sprinte(ws, s, KW i (sl P e
Pt A I S TR O R
{ T v3 = *(_UORD x)ul;
if ( *(_WORD x)ul > 299%u ) if ( *(_WORD x)ul > 299Pu )
ul = 2999; e e
if (uk > Bu ) :F Gioder b )
Cus-uie s il B
ot = RUETLE: £ e Sosnio
X while { U6 ); g hile: (Vs )5
i1t = byte_4466D8; ’
} else
else {

[

27] S
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Phandoor  Rifdoor

RELLAL SN
wh s a3
ERREE TR L2
FRoNIL = BNAESH
e rn)
{
Ve  Re)eng
vin » H
Ll
{

= vrnudt T et B IVTEIGeR) * wue)
of = (roesult 33 8) | (urt << 18);

00 30 1) K WIRVIE(00) * IVIEA(e e

I CO 2 O I {4 [ SR L Crevnit 2o frovuit LIE RIS D LA e | M Y

wohee &y}
£ b == 1)
wit & ung
et o W2}

'
while [ Ton g

W = arg
Mmer»nng
-
o= ung
' . ung
7 e vesanity |
iFgwm)
(
LU
t
of BYIL #3Cuh ¢ al) “e un T tundigaen IntR)rwauning
CLECI S 2 3 H
RRRCRUL L UL LT DS B IR T KLY B frennit 2 ) " LRULALR TR B O
mUMIE = (Frsndt 2D 0) (LS L1 H
Gomogen 2 M) | CCUel T onsieed IRt ERIEE & wr)) & BRVRE) €€ 22)5
eung
8. kg
WO R R et e igned  AnEIANEE w wT)) & BNEFE) <€ 22);
uf = beawity

)
wile ( w0 € w0 )

R L (R T

[ 28] Rifdoor  Phandoor

(Red Dot)

(Anonymous Phantom )

(Ghost Rifle)
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% Apache X

l' HHEs
3 80 HIHE &% 8000 [~ AHEE RESETPORT [ [RAISYE

=ci2AMR

FAE 127.0.0.1] ZE 80 OB A I HEER2

Z2A XE ¢ I~ socks5 %
AHE At HI® =

AAAANGOVa+9r72ugqaevnw==AAAA

P database file QQWry.Dat not found Please put this file to the same drectory of the program to display the server location

: \
|\ Conrectors ,\Somnos/

| 127.001 iS: 0.00 kb/s R: 0.00 kb/s port: 80 Connection: 0
[ 30]
PDB
‘KGH 1 (cha)

C\ Users KGH\ Downloads\ (DONE)TROYS(DONE)(done) 1 cha release (done)\ (done) 1 cha
(dIN\ Installer-dll-service_win32 Releasa InstallBD.pdb

[ 14] PDB

.PRL2AFO0 . . } BTG RSDSiS T
.DBAZAF1G . . } p< FCRgT o0cl
.BRA2AF20 : ) ) ; C:\Users\KGH\Dow
.DRAZAF3G . . } nloads\{DONE)TRO
.AB42AFLD: ) ) ) YS{DONE )\ {done)
.BB42AF50 . . ) 1 challrelease (d

.AB42AF60: ) ) ) one)\(done) 1 ch
.0042AF70; ) ) . a (dl1l)\Installe
.BRA2AF8A : ) ) ; r-dll-service wi
.BR4A2AF9G : ) ) ; n32\ReleaserInst
.0042AFA0 . . : allBD.pdb
.BR42AFBA : 2D AF wi

[ 29]
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2010 2016 Escad, Rifdoor, Phandoor

Y +a T2% . KA MDS W0 g V3 Wo g
1 Rifle.exe Trojan/Win32.Rifdoor Win-Trojan/Rifdoor
2 Phantom.exe Trojan/Win32.Phandoor Trojan/Win32.Phandoor
3 AdobeArm.exe Backdoor/Win32.Escad Trojan/Win32.Escad
[ 15]
Escad
l 016
+ Lk AdobeArm.exe
= <+ 179,200
+ yE A 2015 10 19 : 10 49 58 (UTC )
T%, KA
MDS w0 g Backdoor/Win32.Escad
V3 Vo g Backdoor/Win32.Escad
[ 56] Escad
] eo fA
‘ ' Escad API
DLL API 0x89 XOR

ae402768| > 308400 ECFEFI XOR
aeune2ysa7 | . IHC ECX

aene2768| .  B1F? 1661888 CHP ECX,
ITrkddd .~ 72 F@ JB SHORT @82.860482768

[ 32] XOR 89
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B812ES58C USEr32.d11....Is

B812E51C Windowllisible _Ge
A812ES52C tSystemMetrics..
B812E53C .. RduvaPid2.dLl.
B812E54C
8812E55C
B8812E56C
B8812E57C eSid. .. _Allocate
B812E58C AndInitializeSid
A012E52C - -.-CheckTokenHe
B8012E5AC mbership
B812E5BC OpensCHanagerW..
A812ES5CC ..DuplicateToken
[ 30]
AdobeArm.exe (*.Ink)
if !éHGetSpecialFulderPathw(ﬂ, fx s 7, B) && tSHGetSpecialFolderPathW({@, & . 24, @) )
= B;
GetHoduleFileHameW({ 8, & , Bx4BBu);
= wcsrchr(& ., Bx5Cul);

SHGetSpecialFolderPathW{8, & , ha, @y;

qnemcpy( . &U33, b

if == 1) // C:WDocuments and SettingsWAdministratory

A0 A e EZ Detes | S 2 T SwAl ST 2 H exe 1nk
CreateInstance 4040878((int)& . + 2, & ¥s
SetFileAttributesW(& , BxBb6u); /7 HIDDEN]SYSTEM|HORHMAL

[ 31]

08485161 - AddrLen = 18 (16.)
80485163 || .
0O405164 || . ESI

004085166 || - DC2343 01 DUWORD PTR D3:[4323DC], EDI
B048516C || . il EDX,

a848516F || - ECFA42 A EDX, B2.8842FAEC

08485175 (| - EDX psockAddr
Be4B5176 || . EBX Socket
LLETEnEd | - FF15 38224201 DUWORD PTR DS:[ <&WS2_32.#4>]

0012B10C 0000011C |Socket=11C
0012B110 0042FB1C |pSockAddr =02.0042FB1C
0012B114 00000010 \ AddrLen=10 (16.)

BB42FAEC, B2 66 61 BB CB 71 7A A3| 00 00 80 00 00 80 60 60| 7 £Eqz?

BB42FAFC B2 66 20 FB C4 CA 21 6A| B0 B0 B0 00 60 60 60 00| 2 =27j

[ 32]C&cC
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203.113.122.163:443 196.202.33.106:8443 C&C

203.113.122.163:443

as, (T1 P NV) A

&unk_427070

&unk_4270XX

&unk_4270A0

&unk_4270B8

&unk_4270D0

&unk_4270E8

&unk_42703C

&unk_427100 %temp%
&unk_4271XX (
&unk_427118

&unk_427130

&unk_427160

&unk_427190 RECV
&unk_4271A8

&unk_4271C0

&unk_4271XX

[ 17]

Rifdoor

l 0.8
=8 LK rfile.exe
= L 95,232
=|= y E A’ 2015 11 18 00x 24 28 (UTC )

T2 WA

MDS W 0 g Trojan/Win32.Rifdoor

V3 WO g Win-Trojan/Rifdoor.Gen

[ 68] Rifdoor
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~—

P'.'
o/ WwanSvec, exe

o
[ 33]
Rifdoor PDB ‘ EData\ My Projects\ Troy Source Code\ tcplst\ rifle\ Releaséa r i f | e. pdb’

.BOD4LOELED:

.BBLBEAFD:

.BR4LBESHN : ) ) )

.BB4BES10: ) ) ) ¥  RSDS=41i9
.BBABES20: ) ) ) 6:nEo# FBoyE?
.BRLABES30 : ) ) ) E:\Data\Hy Proje

.BBABESAD: ) ) ) cts\Troy Source
.BRABESSA : ) ) ) CodeMteplstirifl
.BRLBESGA : ) ) ) e\Release\rifle.
.AB4L0OEST0: ) ) ) pdb |

.BB4BESS0 : ) )

[ 34] Rifdoor PDB

1 eo A

C\ Program Files\ Common Files\ Update WwanSvc.exe

Software\ \ Microsoft\ \ Windows\ \ CurrentVersion\ \ Run Windows Update

[ 19]

CAwWNDORS
Shall E ) Mware User e SCHrS
ShebC ) Window Update FEGSI

« ) Proper & QIR O

o ) Reinst 28] Adobe ARM L WPogram FlesWCommon FilesWAdobaWAAMY 1 IWAdobesAM axe

# ] Fedah C:wProgram FllesWHncWHncUtilsWHRcCheckse, exe
] o | Ciwi MMON- [WMICROS ~ 1WIME | SWSHAREDWIMEKLMG, EXE /SetPredoad /KOA /Log
—J Pnlr TN 32

H j Lot CHWIND
ol >

- _J >

R |
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rfile.exe

[ 36]
‘MUTEX394039_4930023 (Mutex) C&C
if { tstrcmp{=u7, "$interval") ) /4 Sinterval

dwMilliseconds = 680888 = atoi{u7[1]);
sprintf{ , "Interval is set to %d minthr#n™, (signed int)dwMilliseconds / 6@ f 1088);
Send_461288(dword_411D18, 82A621u, s, s Strleng Y, {int) '

H

else

{
if ( tstrcmp{=u7, "$downloadexec") ) £/ Sdownloadexec

if ( Create_sec_u4@1B8B{v7[1], v7[2]) )} // download sec.exe
{

strocpy( , "Download successkrin');

if ( CreateProcess_J@1CDA{u7[2]) )

{
= & H
do |
={ ++}[1];
while Y;
=(_DUWORD =) = 'cexE'; /4 Execution success
=({ DUORD =) + 1) = '"oitu';
=({ DUORD =) + 2y = 'us n';
*((_DUWORD =) + 3) = 'secc';
*{{_DUWORD =) + 4) = ‘Wnlrs®;
¥
[ 37]
Rifdoor
s . A

$interval

$downloadexec
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$download

( ) Cmd.exe

[ 20] Rifdoor

Phandoor
l 06
T+ =K Phantom.exe
- <+ 86,016 bytes
+yEA 2015 10 22 23 59 03 (UTC
T%, WA Anonymous?
MDS w0 g Trojan/Win32.Phandoor
V3 Vo g Trojan/Win32.Phandoor
[ 21] Phantom
Il eo f A
Phandoor S"%s\ cmd.exe, S*“nehomegpa.dll SN %

.004111E0:
.004111F8:
.00411200:
.00411218:
00411220
.00411230:
00411240
00411250
.00411260:
804112708
.00411280:
.00411290:
.004112A8:
.004117B0:
. 094112080
.004112008:
.004112E0:
.004112F0:
.00411300:
.09411316:
.00411320:
.00411330:

[ 38] Phandoor

UT $ S7%s\cmd
.exe fc Us
$"nehomegpa.dll
#s\ks  S$7Softwa
re\Microsoft\lin
dows\CurrentVers
ion\Action Cente
r\Checks\{E8433B
12-5842-4d43-864
5-BC2C35960837} .
check.1@85 S”Ch
eckSetting

i SeShutdownPr
ivilege S7A:\
§°0 §73 §74 57
ST00 STh= =
$T. 87, $71
1 0 §72 %d
%s\=.=  Unknown
. .. STH.2x
S$"Anonymous?
$°180.70.9A.66
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C&C Anonymous ?’

vl = Convert 4B3820("S"Anonymous?");
strcpy s{&Dst, @x1Bu, vi);
strcat_s(&Dst, 8x1Bu, dword 4458CH);

if ( send_4B3878(8x1Au, 8, 1, B, &DsE

return 8;
ud = dword 4250A8;

== -1 || select_4831AB(fd) == -1 )

decode 4A2EF 8{dword_4258n8, dword 42589C, dword 42588, (int)buf);
if { *{ BYTE)wCommand_4%250A% && v3 == 18 )

{

uhy = Eunuert_u3382ﬂ("SAnnunymuus?"};

uS = buf;

cmd.exe

[ 39] Anonymous

s
0x9
OxA
0xB
0x10
0x12
0x19
Ox1A
0x1B

nehomegpa.dll

[ 22]

Escad, Rifdoor, Phandoor
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Backdoor/Win32.lcefog
Backdoor/Win32.Escad
Trojan/Win32.Escad

Win-Trojan/Rifdoor.Gen
Trojan/Win32.Phandoor

100%

(Adobe Flash),

2011
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