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iatinfect.exe LfEO| HAEICHH O] A5 545 EUS 780 &Lt

latinfect.exe Tt 32 HIE HH™ I} 64 HE B{THO| EXHSHCL

32H|E H{T(md5: 8a3a6faf42201033ae0c0c57d47a58f9)0| A& x| 12l 13)1t Z0| 'PE File Infector V1.0
Built 2014/10/31 By WinEggDrop'O| &= &It HYof| M2t SRt HHE 5= QUCH

cosuworkriatinfect.exe

PE File Infector U1.8 Built 2814-18-31 By WinEggDrop

[A3 13] 32 H|E ijatinfect.exe &%l

64H|E H T (md5: 9e0859b29641c9300058a2686daa1b06)0| MM T|H & 14]01AM & = UXO| 'PE File
Infector X64 V1.0 Built 2014/09/24 By WinEggDrop'0| & & EIC},

c:-wuwoprkriatinfect.exe

PE File Infector H64 U1.8 Built 28148924 By WinEggDrop

[1% 14] 64 H|E iatinfect.exe &%

MZEAL O|§2 CHE HdAER XA o AE&WinEggDrop)O| |2 Ot WF0= CHE A &
el Al%'ﬂi(SyrinX)E ZYEO Ath HH =7 ANIA=FO0| MASH PE Mt Y FE2 Alg3
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.004093E0:
.004093F0:
00409400
.00409410:
00409420
. 00409430
00409440
00409450
. 00409460
00409470
. 00409480
00409490
. 00409400
.004094B0:
.004094C0:
00409400 :
.004094E0:
.004094F0:
. 00409500
.00409510:

6E
69
6E
00
69
o4
20
ok
b
oF
69
6E
68
6E
69
0o
00
63
69
12

66.
10.
66.
00.
6.
0n.
49.
20.
20.
64 .
10.
66.
69.
b .
61.
00.
00.
Th.
6F .
69.

[A3 15] iatinfect.exe LY L} &

4
63
14
6E
6F
00
0o
oA
28
00
63
4
41
6C
68
514
00
514
00
20

/InfectService
/ReplaceOne
/Infect %sB@ /APT
fUnDo
Fail To Recover
IATE /RemoveB
vAPT Recover
TAT OKE Recover
IAT OK{BackUP He
thod) /Remove
/Replacefll
/InfectAll
/CheckAPI
fUnDoAl1
/Search /CheckAl
1 /SearchD
LL /CheckIn
fected /Checklo
rking ¥s
Syrinx Yictimll

iatinfectexe2 D{X|E M2 T &0 LHO| ‘A ZIAL| S XK(Syrinks Victim)'2l= &AtZE0| F7LHEICE

.00400000:
.00400010:
.00400020:
.00400030:
.00400040:
.00400050:
.00400060:
.00400070:
.00400080:
00400090 :

.0047B5F0:
. 00470000 :
00470010
.0047D020
.0047D030:
00470040
.004 70000 :
.0047D060 :

00 6O 00

00 00 00
69 6C 2E
67 [l 00
00 00 60
00 00 60
91 67 60

MZP B & =

3 @+ E-
g Svrinx’'s
Victimf] [
|» Av{o=15E1L=1EE

This program mus
t be run under Y

in32 M7

EmSvr_Ma
SendHs

AEXZE M2ote Z2OWE F2
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OjX|stCt ZAXS Bix7F 20lEl mA2  EmSvr_Mailexe(2F HUHMA| MY NS mZz ),
NCleanService.exe, UBiz5.exe, vivaldiframework.exe(Megaraid Storage Manager) S22 #2| ZTZ120|
L HAIN =213 So| £2 =2mo|ct

3) Loader

2 Bz 20 S StA otz LHE 0= 2018E0 =
koo BLo2E BHg2 20174 ZOE EH(mdS:
.l

SAX= iatinfectexeE O|8dff 7|& Al T
ot H
X2t o] DEqte| ARk

e
HACE =298 2HE  ASYC
(o]
AN

a1cd7d68d4f52d987db8ee8f1ce8c38c) &

20184 4¢ 40 AHEE 24 AZ(md5: 7b329a6bcdc15¢ff1eb3c5bd31176b2¢c)2
XblAuthManagerProxyxmlOf A 2280] ot ZEE 9]0 HASCE  XblAuthManagerProxyxml IO

=
! o =
SOIE|X| 40t OfH TEJH AWE X Holshx] R

CreateFilel(L"_XblAuthManagerProxy.xml", @x38eese08, lu, 8isd4, 3u, B, Bisd);
/23

2
v2 != (HANDLE)-1i64 )

el
=h b
—

I

tFileSize(v2, ©ied);

A

¥
Virtualalleoc(eigd, v4, @x30008u, Bx48u);
vl = (DWORD {  stdcall *}(LPVOID))v2;
if ( w2 )
1
NumberOfBytesRead = @;
LODWORD(v2) = ReadFile(v3, w2, v5, &NumberOfBytesRead, @isd);
if { NumberOfBytesRead == v5 )

1

P LA

/2 = CreateThread(ei64, @is4, v1, @i64, @, Bi64);
if (w2 )
i
LODWORD(v2) = CloseHandle(v2);

v = 13
[3% 18] Loader A ¥

ZC(Loader) B A2 2018 40| EAHMmd5:  442d63fba7f549d416e624d67ddc03c9) = AL

C:WProgramData#MicrosoftWCryptoWDSSWMachineKeyswf686aace6942fb7f7ceb231212eefdbd.dat Lt Of A‘I

HO[HE 210 HZ20A HADICE HA| O] IS =HESHX| Rofj OfH ALTt HAE|=X =l 7t
ALY,

HA AN

Ahnl_ab © 2020 AhnLab, Inc. All rights reserved. 20



Operation Shadow Force &4 1A

4) Backdoor - Wgdrop

WgE&(Wgdrop)2| B2 2013 3EFE 2015E 12E 7K 32707} AL UCH

7] HEE2 EXE HEHZ 201390 ZHAZIAX[TH 20129 110 A= A
(9552¢356950daf907f30dalca2dcb755)E QU0f 2012WEEH X
o

A
Sqlserver.exe, wmipsrv.exe, inetinfo.exe, w32timefexe 0|0 It ZO|= 591,192 HO|E ~ 646,656 Hf

OlEEZ & 177 Bido| LA QACH

2 EHolz uig
o

o
= | —_
ZIE 7tsd0l =L} WY O|F

O

.B0438040 SRLLY . . .00 o ﬁ i
. 00488050 : : : : C™if jnd P45SnjibA
.00488060: : : : "Jhch QD' Thdl t2°

00488070 . . . Wuhd ™" 06)54 Ernk
00488080 . . . c 66(61(5765 E
00488090 . . . Jbkhc 8l
-004380R0 . . . . 7AW4FY_ERROR_CO
00488080 . . . DEER

d=E SO{EH 28 2011t

m\l
o
o
<
>
Q
3.
(@]
w
N
|
3
)
T
<
o
o
@D
<
(@)
wm
(]
(@)
~
%)
o
o
-
o
x
<
<
—
[}
w
o
<.
o
—
—
~
—
()]
S~
N
o
—
N

ABB860RLA . . . °n

ABBB6H50 ; ; . Dynamic W32Timel
ABB8606A . . . Mode VC Socksb
ABR86O /A ; ; . Proxy ¥1.23 Buil

ABB860O80 . . . d 11/16/2012 By
ABBB6R90 ; ; . Melody!

ABB86OAA . . . . 7AWAFY_ERROR_CO
ABB86OBA ; ; . DE@@

SRR ol

—

rm
12
0x
kL
N
ox
HT
Mo
Ral
ne
rlo
H
et
||
my!
il

4= oiH ¥ XL
Dynamic W32TimeF Mode VC Socks5 Proxy V1.23 Build 10/14/2012 By Melody!
Dynamic W32TimeF Mode VC Socks5 Proxy V1.23 Build 04/19/2014 By Melody!
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Dynamic W32TimeF Mode VC Socks5 Proxy V1.23 Build 09/16/2014 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy V1.23 Build 10/22/2014 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy V1.23 Build 11/16/2012 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy V1.23 Build 12/05/2014 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy V1.23 Build 12/16/2013 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy X64 V1.23 Build 04/19/2014 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy X64 V1.23 Build 10/22/2014 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy X64 V1.23 Build 11/01/2013 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy X64 V1.23 Build 12/05/2014 By Melody!

Dynamic W32TimeF Mode VC Socks5 Proxy X64 V1.23 Build 12/16/2013 By Melody!

2014E0f MZH=l =7 HA

[ 3] WgEE(Wgdrop)2| &3 EXt&

= = 2R ('Programmed By Syrinx, ‘Syrinx Software Solutions’ &)0| =L}

BLOCE "0403%04bO"™

{
VALUE
VALUE
VLLUE
VALUE
VALUE
VALUE
VLLUE
VALUE
VALUE
VALUE
VLLUE
VALUE

(o]
=
rE N
o2 o
rlo

°

AL ACE

—

"Comment=s", "Programmed By Siisabebs"
"ConpanyName™, "Syrinx Software Solutions™
"FileDescription"™, "NHetworking Application™
"FileVersion™, "1, 2, 3, OV
"InternalName™, "NetworkServer™
"LegalCopyvright™, "Copyright (C) Z20035"™
"LegalTrademarks"™, "www.SyrinxInc.com"
"OriginalFilename®, "NetworkServer.EXE"™
"PrivateBuild™, "Version 1.23"
"ProductMHame"™, "Network Application™
"ProductVersion™, "1, 2, 3, O©
"SpecialBuildT, ™"

[3E 21] HH FE| Ex{st= HZExt

(md5: 954122ca75a556f3059b14fe11002f71)0|= HMZfAt| EIHE &

=13
=

201449 BEE2EH+= DLL YEH(md5: 7e746a804afc65cf95b8c346c2eelcald)E HALIY M, 1574

Ahnl_ab © 2020 AhnLab, Inc. All rights reserved.

22



Operation Shadow Force &4 1A

AAl XOR 0x072 =3t E AGIAE BTN HZ EW 52 2AE0| MEEY UCt dZE EH
‘Infected Slave X64 W32TimeF Mode VC Socks5 Proxy V1.23 Build 04/19/2014 By Melody!" 2f =

xge 2 + QU

28 53 6C 61.76 65 20 58 Infected Slave ¥
6D 65 46 20 4D 6F 64 65 64 W32TimeF Mode
133520 50.72 6F 78 79  VC Socksb Proxy
15 69 6C 64.20 30 34 2F  V1.23 Build B84/

42 79 20 4D.65 6C 6F 64 1?!2@1& By Melod
: : y!
2B JF 41 57.34 46 57 SF TAWAFY_

[A3 22] WgE &(Wgdrop) DLLES| 4% XL

L

SXYIER| 2ol WgEE(Wgdrop) DLLES| A HIFE HE EXEL (B 4] ZCt

¥z oiH = EXIE
Infected Slave W32TimeF Mode VC Socks5 Proxy V1.23 Build 02/20/2014 By Melody!
Infected Slave W32TimeF Mode VC Socks5 Proxy V1.23 Build 04/19/2014 By Melody!
Infected Slave W32TimeF Mode VC Socks5 Proxy V1.23 Build 09/16/2014 By Melody!
Infected Slave W32TimeF Mode VC Socks5 Proxy V1.23 Build 12/05/2014 By Melody!
Infected Slave X64 W32TimeF Mode VC Socks5 Proxy V1.23 Build 04/19/2014 By Melody!
Infected Slave X64 W32TimeF Mode VC Socks5 Proxy V1.23 Build 09/16/2014 By Melody!
Infected Slave X64 W32TimeF Mode VC Socks5 Proxy V1.23 Build 09/23/2014 By Melody!
Infected Slave X64 W32TimeF Mode VC Socks5 Proxy V1.23 Build 12/05/2014 By Melody!
[® 4] Wgdrop DLL H{T Q| A3t EXtE

)

N
>
rr

20154 O|=0l= WgEE BidS ALEOSHA| B=C

5) Backdoor - Shadow Force

SAX=E 20149 £ EH ngz =2
CO0ro|327F 201580 23 SES S/HotEM M& LRCE 2014 90 %= HHO| HZIE A=

CHAISH A= ZA(Shadow Force) Y HTEE AFESICE ME ZAE EH
H 7
H0[0{ 2020 30| HAHO| LHE[RULC

—_

ME BAE WgEEWodrop)IHs CHEH 2X20| %33t Elof UX| Qof 18 2311t 20| SHXQ £

Xt (0fl; Welcome To Shadow Force)g & %= ULt
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AR g [ [ f A 0
1 A [ A HH B3 H g f
A f b HA Y WA BH f h f f f | (0
H y H LB 4 4 f f f 41 A8 UKW B8 3 i E
1 414 WD BA [ 1 A [ 1 [ [ 1 [ [ H 0 0 10
g G b b G EI) 6 H G H EE .6 64 b E 0 Mme 0 1
b H M b 6 b f H [ f b f M b 0 e D f
1 H [ . 4 69 6 d i [ d § H B 0
BH B.AD BA BD BA.B0 AW B0 BH.HA BB HUH B8 B Fl=lF=
o8 f GD 64 b B 6 HH H 6 b HH f 6D b exe P
H f H 69 .6 U B8 WA . 46 f f 3 E
A D BA U0 BB.UH B8 WA A@.4 B 67 d bE 6 f F+|
H f HA B8 HWA.B0 BH B8 HA. 4 H 69 : Hd 6 f [+
1 H f D B UWH.B0 UH B HA. 4 H y d G f F
A f AD BA HA.6 B 67 4.8 BB U8 BB.6 B £ Fl*| e ]
H D B HHA B8.% B 69 4.0 BA HA BH f B HH F E o
:555 4H Ml BB.H0 B BH B3 4 F 6T D 6 f 1
2H] h 1 68 h h b4 BB b b .6 b h ]
282 f H f b f U B8 A B8 6 Y 1 P10
203 y H A8 BH.A0 UBH BB WA g B HH P
:
2048 6B b6 f 6B 4 H.00 BB A0 BB.HA BB BA BA (0
: H b8 6 f BB B 6 g H B8 BU.B0 B0 B8 BH 0
: hH h r H [ . 4 EB 6 f 0 b 0
: f h 64 BD.BA BD BA BA.HA AA BB WA 0 Flel s
2088 b8 6 f b f H H.E f b H 3 0
g Ih G f _.BD BA @D dAf Fle]

A8 23] M 22 EFH EXE

tot

ME ZAE= 2371 O|AtO| H

og

Of ol SHAMIA| =Qlel EZH EXAE2 [# 519 €Lt

J

Shadow Force(DLL Free Version) X64 V1.0 Build 2014/09/16 By WinEggDrop
Shadow Force(DLL Free Version) X64 V1.0 Build 2014/09/17 By WinEggDrop
Shadow Force(DLL Free Version) X64 V1.0 Build 2014/09/23 By WinEggDrop
Shadow Force(DLL Free Version) X64 V1.0 Build 2014/10/22 By WinEggDrop
Shadow Force(DLL Free Version) X64 V1.0 Build 2016/12/30
Welcome To Shadow Force DLL X32 V1.0 Build 2014/09/18
Welcome To Shadow Force DLL X32 V1.0 Build 2014/10/22
Welcome To Shadow Force DLL X32 V1.0 Build 2015/06/11
Welcome To Shadow Force DLL X64 V1.0 Build 2014/09/18
Welcome To Shadow Force DLL X64 V1.0 Build 2014/10/22
Welcome To Shadow Force DLL X64 V1.0 Build 2015/06/10
Welcome To Shadow Force DLL X64 V1.0 Build 2020/02/29
[£ 5] M ZA HINM YHE 22X

gl

MERHE A=

o

0| 1E E(WinEggDrop)2 2 S20 U= o= Xt 0[S0| gick

6) Backdoor - Dnsdoo

=

Dnsdoo= 2014H~2015E ={E AHIAE=Z 3740 HAPD HQIL|Aen MY 0|F2 dns.exel|Ct &
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MO Z 'DNS Door X64 V1.0 Built 2013/11/10 By WinEggDrop' o+ Z2 E2XtES =Zgtstn QJUCh(E
4]

N
(A

at).

BOABJE /0 ; ) ) . -Add

BBABT7ESH: . . . Fail To Installf}
BB4OIE9D: ; ; . -Install
BOLOEAG ; ; . -Start -Sto
ABLOEBO: ; ; . D DNS Door

BRAOIECH: : : . K64 Y1.0 Built
BRLABTYEDA ; . . . 2013711710 By W1
ARLATEED: : : : nEggDropEl
BRLAOYEFD: . . . A1 1@

[213 24] Dnsdool| EXX 2XIH

o
DNS Door X64 V1.0 Built 2013/11/10 By WinEggDrop
DNS Door X64 V1.0 Built 2014/01/09 By WinEggDrop
[¥ 6] DnsdooOi| A ZZHE EXIH

0

oo

67222220 (O|=)2 & HHS 20 HH TEZE (CMDexe)S Sl

7) Stealer - Recakey

20188 FBHE Gt AlLEHOAM  H =3t o 7|I2d JsE K EF(mdS:
(e94d2ac3dd6f315e32960583be42d2ce)7t LZAE|QUCE Y O[F2 Linkinfo.dllO]0{ 399,984H}0| EO|C},
Linkinfo.dlle] 2|AA A0 RAR 3.80 2& LtY0| MZEE|O| QUL

SANE SotE SSYoIU fEY SEO| Ot ZOo|E £0/7] ffdf ¢5 Z=2I3Ql RAR 2& 380 H
HE A" Sdott
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RAR 3.86 Copyright <c>» 17293-20008 Alexander Roshal 16 Sep 2008
Sharevare version Tupe RAR —-? for help

Usage: rar <command» —<switch 1> —<{switch N> <archive> <files...>
{@liztfiles...» <path_to_extract~>

b
Add files to archive
Add archive comment
Add files comment
Change archive parameters
rite archive comment to file
Delete files from archive
Extract files to current directory
Frezhen files in archive
ilparl=<str> Find string in archives
Lock archive
1lt,.h] List archive [technical, barel
mlf] Move to archive [files onlyl
Print file to stdout
Repair archive
Reconstruct miszing volumes
Rename archived files
Add data recovery record
Create recovery volumes

[23 25] Recakey QHIAE 2|2A Fo| =FE RAR 3.80 HH

= =
g MY 7| AUX|2 of 2F0HAM AHETt 2018EH K2 64 HIEO|H

8) Tool - Keylogger

201910 HoiE Y2 A2EOME o2 712 7|=2AH7t ALRACE

0| 724l RDPClient.dll (md5 : 359f09a1313e79aebf93bf3109e7afd9)2 9,728 HIO|E ZO|Z J}EICE
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.16083818; . . . MSH Shell  \Kew
. 10603620 ; ; . Log%B5d.dat Inst
.10003630: ; ; . all Hook Success
.10003048 . . . fully Mg Fail To
. 106036506 ; ; . Create Key Log T
.10603860 ; ; . hread ' KevlLog A
. 10683670 ; ; . lready Running Mg
.16003080 ; ; . The Hook Is
.1060368906 ; ; . Stopped Successft
. 106836006 ; ; . ullyMd Fail To
. 160030806 : ; ; . Uninstall Hook '@
.160038Ca . . . [F#%11 [HUM
.16083808 . . . %11 [CTRL+C]
.100030EQ ; ; . M [RWINI [LWI
.100030F8 . . . M1 [HELPI [DEL
.16083108 . . . 1 [THSERT]
.16603116: ; ; . [INS] [EXECUTE
.16883128; . . . 1 [SELECT]

[18 26] 7|12H EXE

KeyLog.dll (md5: 06961fa526d26403f1d894fdf45346a5)2 62,464 HIO|E Z0[0|04, [O & 26]ut ZO| PDB
H'FWSourceWKeylLoglnfectWReleaseWKeylog.pdb'E Z2tst QUL

.168680D580 . . 6 . [F2] [F11
.16686D598 . . . [ESC] [ENTER]
.166B6D5A8 . . . [ALT] [BACK]
.1060D5BA : . . . ab c:M\listlog.1
.1600D5C0 : : : og M Now
.168686D508 . . . Stop!/d H
.18B6D5ED

.18B6D5FA8

. 166806060 ; . ;

.166806106 ; . ; L)

. 16680620 ; . ; RSDS='wf-14L4°

. 16680630 ; . ; F.rsl  F:\Sourc
10600640 . . . e‘KeylogInfect\R
. 10080650 : . : eleaseMKevl og.pd
. 10080660 ; . ; b

[T 271 7I2H0| =&tEl EXX ppB HE

r

9) Tools - SSHCMD

ot

sshemd.exe T2 20199 118 NS 2= 0|F 2020d 3= LAZ/USD, 29,696HI0|E ~
42,160HI0|EQ|  ZO|2  JZIC}  UPXE i =) of QO O  ImYS  SSHServicedll
(b3473d03ad4b17aba64fd5894707bb88) o Y 2la&A 90 &S SSHService.dllZ} sshcmd.exe It

U2 WYY HOE oYL

El
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f

[

SSHCMD= A|AH FHE Z2MA 2AE 7|, oY M 52| 7|52 X[ASCH HAEH O3 28]
Z2 EXHE(SyrinxOS Operating System [Version 1.0] (C) C
Cf.

@]
e
<

3.
Q

>

~—+

—

©

©O

e

N

o

—_—

o

n
<

=,

5

x

O

n

o'

Q

3

o

i

o

rn

Syrinx08 Operating System [Uerzion 1.@1]
CCY» Copyright 1998-20816 Syrinx08 Team.

Root#sysinfo
08 = Windows 18 Enterprise Edition ¢(Build 18363> 64-Bit

Root#liztprocess
]

Registry
EMSS - EXE

CEPSE .EXE
wininit.exe
CEP5S .EXE
winlogon.exe
EEePrVICES ..EXe
lzas=.exe
fontdrvhost . exe
fontdrvhost . exe
suchost .exe
suchost .exe
suchost .exe
suchost .exe
dwm.exe

[1% 28] SSHCMD A 3}

10) 7|Ef =+
ol Gt A|AEOM =HE DS 2M5IHAM SAX7E A8 o8] =7 E =Holg = URULE H2 S
AXt= o0 T =FE ALESHARH O AE2 I, Z2MA, MH|A, A1 5 20| =20 &=
o =1E MZSH AMEStL UL =7 T 43+ MEA T 2t 201 EF(WinEggDrop)2| =AtE
= Zgsta ot

Fileaccess.exe= Lt Fph 2| TZIAO|Ct 32H|E Lt (md5: 98f16c758c32be9eda84c4d28e86d2ca)=
AMAMSHH O 2912t 22 Xt (File Permission Manipulator V1.0 Build 04/28/2014 By WinEggDrop)0| &
=
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c:isworki*fileaccess . exe
File Permiszion Manipulator U1_.8 Build #@4-28-2814 By WinEggDrop

: fileaccess.exe ObjectMame [TrusteeMamel] [Permissionl] Options

64 HIE I} (md5: de2e9e0fOcffa180a3d7f5480e6b32c1)= ABMSIH 13 30)0t &2 EXHL(File Permission
Manipulator X64 V1.0 Build 04/28/2014 By WinEggDrop)2 =2 2tCt

ciwwork>*fileaccess
File Permission Manipulator H64 U1.8 Build 84-28.-2814 By UinEggDrop

: fileaccess ObjectMame [TrusteeMamel]l [Permissionl] Options

[1% 30] 64 H|E fileaccess.exe A&

wmi.exe(md5: d9e5adb8d6364503d9f2b699fadee76e)= ZEZMA E 0|0 2014EH0| MHS YUAL|QUCt o

=
AMEsEHE O 31)0t 22 X (Universal Process Info Viewer & Terminator V1.0 By WinEggDrop)2 &

1M qjo
o

m
0

=
-

.‘
rrrrrrrrrrxr
Frrrrrrrrrxi
el elel el el

[AZ! 31] Wmi.exe M

su.exe(md5: 3628dd6edb9fd82bbc6ca26784e8cc70)= AMH|A 2| =72 2014 A0 AMRE|QUCH m}
S MAMSIH (O 321 &2 EAFY(Service Utility V1.3 By WinEggDrop)2 & &L}
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c = sworkisu
Service Utility U1.3 By WinEggDrop

lsage =
gquery ServiceMame
stop ServiceName
delete ServiceMame
ztart ServiceMame
find FileMamei-fAll
config ServiceMame StartTypedauntoidemandidiszahled?
install ServiceMame DisplayName FileMame

[2% 32] Su.exe M

SIS =9 X7 HEL2 2008EH M= A (md5: 2aa042c7ecb547a6e24e9a3842dae0b9) = % Ct.

scanipc.exe(md5: 9593a18550786fbcc281469ebfb23966)+= IPC(Inter-Process Communication) 27fLH 2
AstH (O3 3310t 22 EXFE(PC Scanner V1.0 Build 08/10/2005 By WinEggDrop)2 £ 2L}

cisworkrscanipe .exe
IPC Scanner Ul1.8 Build #88.-18-2805% By WinEggDrop

[1% 33] scanipc.exe &3

el.exe (md5: 9252efea5e5d6d1c8bd0474b80c81ead)2 2018EH 0| MEIE|YOD OHIE 21 AX ZZ1
HoZ MAEZ|H [OT 342t 2 Xt (Eventlog Eraser V1.0 Build 04/27/2018)2 Z&3iCt REE
ot Al e AN ABME AMYE[Of QUACH

cswuworkrel
EventLog Eraszer U1.8 Build 84272018

o

[A8 34] el.exe

0|20 = OF2 ZHQI|X| B2 Ci=9f 3ijF =77t EXY A2 O &L
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o A GACE BMEHH KRS BZC|(Melody), AlF3A(Syrink), 1011 E&(WinEggDrop)2 A%
QUCH EHE O0|32 EMO| MEH JA0I=EF2 19820 EfO{ S=l0|2tn otCt O|F K|
=0| of HQIX| ofg| FOIX| IR0 MESH=X| SHZ0 e 7HESt= X[of Ciet §EE =l & =+
= 0l1=FO0 pe

| Mz =7 & LR ABUO S0 AN =L A 5+ ULL

QA

OtMALC, OIZ A, KAHA} HEE E3 JAMS M|t

rs

Ch=ab ZLf.

2 ) @

4N (2017) Tools

. S ) > AL
D¢ D C\)@ ) {%)

‘ Wgdrop Htran | WinEggDrop v Syrinx

ShadowForce —

= o

Pemodifier (2019)

®
®|

—

S0

CyberlLink (2012) Ad*** (2013)

Blue*** (2018) SSHCmd (2019)
[A3 35] 2HY o] ME EAO odAL, QS M, HEXL A A

o1& Q.“éji57f Sget OX|

—

11

% M=z ME”EICH Ef SHA|ZH Eheo| S2 ASME MBEG U

IARE F7|Ho2 AMACE WL UKD MK aoee TUZ AYIEES CHRRCHD

iatinfectexe TS O|83) HA TAS Mzl 37 WAle |8t Utk
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O|Al =A}
—I'Oo So

SAXZE AAEY EXStes T2 COREE & O aicexeS ALEStD BHXT [0 ALESH =&
iatinfect.exe I} O|Z2O0|C} [M2FA], aio.exelt} iatinfectexe IHUO| ZZA=ICIH O] 1

80| =Ct

IARNSS Y TRIAYUS WAM FAHYDCE Rooks JMS ASSD ULk HEtN ABAE
NBE TS mol WEE|O USAT RuEetxl @Al BCH(IY 36) A1) XBNK X A8
Z2IYo| CIXE MY ot Rash %8 Ot UY MRS oys) 2 & ULt
Crg 42 2= ? X
gt g

= CXE 42 EE
D o) xE M2 SEHT REUC

MBR BEE)

0| &: Iw.m

e [M8E £ U
MZ MLk |AHEE & 22Ul
USM 271
A 4B
MEXOIE: MR Y Fo EUAwE
X3 (D)

[13 36] L+A0| IfX|x|0] F25HX| 2 ASM
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E35| EXE To| ‘A& I A9 TS XHSyrinx's Victim) 2t EXE0| EXSCIH HEE DY 7Hs440|
=Lt ESH 2| (Melody), AlZ32(Syrink), 210|155 (WinEggDrop)0| X|ZsH HMHEZIQI T2 10|
ZM5tHLE RAR 3.80 &€ Z2IH0| EXsHE 2 o|d ME ZAE =Hdot 2 AE|S 2l
= & ATt

ore ME Tl TEur AT IR E= Chadh 20
Dropper/Win32.Sshcmd (2020.03.25.06)
Dropper/Win64.Shadowforce (2020.02.25.00)
HackTool/Win32.Hackhelper (2020.03.24.00)
HackTool/Win32.Htran (2020.03.22.01)
HackTool/Win32.Pemodifier (2020.03.24.00)
HackTool/Win32.Scanner (2020.03.25.06)
HackTool/Win32.Sshcmd (2020.03.24.08)
Trojan/Win32.Dnsdoo (2020.02.25.00)
Trojan/Win32.Keylogger (2020.02.05.00)
Trojan/Win32.LogEraser (2020.02.04.00)
Trojan/Win32.Shadowforce (2020.03.19.08)
Trojan/Win32.Wgdrop (2020.03.19.07)
Trojan/Win64.Loader (2020.02.12.07)
Trojan/Win64.Recakey (2020.03.23.08)
Trojan/Win64.Shadowforce (2020.02.24.07)
Trojan/Win64.Wgdrop (2020.03.19.08)

Z

2=

NolE Y= OjMHIAl P2 AEYE 18 T BES FHes 20| SHOIYLL 0f IY Fof 7
d SOt SR0IM US| BEE 1F EMS X2 4 UYL 0|YA 2 J|7H SO I YAX|X| 2@
LEAUCH: HOIME 150 SU0| SIS SR YRAXIX %S CHE 1F0| £Y EXSCtD 42
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o
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R
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loC (Indicators of Compromise)

BRI B2 ABoHE TA0IE

rlo
i
gjo
=2
my!
inl

aio.exe

iatinfect.exe

ocidll

Shadow Forcedll
Shadow Forcex64.dll
Shadow Forcex64.exe
sqlserver.exe
sqlwriterdll
SSHCMD.exe
SSHServicedll

wmipsrv.exe

Hashes (md5)

23 M ACQt =9 MD5E CH 1t ZCh
06961fa526d26403f1d894fdf45346a5
07a390809ba4f8e4d0b213e9f9a88252
106ec8522b99ca3988ce28d7bfaalbed
14beddb47ce4df850a73b2288bcebb4?2
16ee57322ba3665190f3e2ebd279f388
1a61e13d0a3bc1be5fbbc9355720fce8
1a6f757077149a565a6¢97774f845e31
1dc845c8e471c3268a978b96ebcd7ff3
1fd5d459f198bda20399f0e76ce64f8e
206dab5720739ee0672a126008849077
21a7c711b29f2a3c8ac56414b0806a09
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265e050268d764290bda44eb5c19305d
27f9d07af5674e6454fb2f0072847d4c
2d3f7f8efc41f4228f58b60e560173fb
3104658447dda998f7b8763beal3a2c3
359f09a1313e79aebf93bf3109e7afd9
3628dd6edb9fd82bbcbca26784e8cc70
377bc414954e497f375ed5ce28afc0e7
3c6d671ea39665ae39b9736e73a6¢761
3cea83681d97f96c9af684b1240c05a1
442d63fba7f549d416e624d67ddc03c9
44aaa2ec4ab02bb86a39dc72394471a4
4682cd461e28a5b8f7337395b9415148
4b1c711492765dec050228249225cd1d
4b85e5f3de90c6fad664a7c6f422933b
4e32573490486c43494a5eb1be0b2f0b
5408579f20d1dc533857cbbc114323d3
56b741d2ba4c92c8d60ab741db87347a
5c87878df4a39edfbad4ale5aa03a7dd0
6aaald3f8c136f47a35137c663c759b7
6b59d85a86c5e85aa5c4cab36be0dbe2
6c2ce4e256b8f94f09937395de17df49
6d82306d4e101a04166156fa5b8b82cc
6f0e62b15efd2b2468ef37c138eb189a
786a8e3cbaa3c024c8dfd72d48379b83
7b329a6bcdc15cff1eb3c5bd31176b2c
7ca25a11789653befdaadc3b9cfb8c8d
7d01fa33c33454e69bebf65a8313149¢
7e746a804afc65cf95b8c346c2eelca3
856288812c8bba908d775a8f2ccafc5c
85b07042480a6d65f530ec4a2b93448b
8a3a6faf42201033ae0c0c57d47a58f9
8c446777ea3a31ac9b5cf27388b86275
8e7fc200d31947d49568a99edb8fbcfb
91be8058844fcO0bb5af8d8b5fef5990e
9218312612eb448f089daa888f924796
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9252efea5e5d6d1c8bd0474b80c81ead
934deOba37da38d01ce3b957f04d96e4
94cdd87eba7302f875d0d 1648660820
954122ca75a556f3059b14fe11002f71
9552¢356950daf907f30da1ca2dcb755
9593a18550786fbcc281469ebfb23966
96a3032a30eda25d3cd223a61ee8cfc2
970f58c2ddcf5f2cf789ba4288bd3e40
98f16c758c32be9e4a84c4d28e86d2ca
9e0859b29641c9300058a2686daa1b06
9fe571b36f14e232690951643981011c
a0aalae65d415db9a57f1ee965909184
a1cd7d68d4f52d987db8ee8f1ce8c38c
a3440c605ceecfba560e33f167530d9b
a952b2cd5661c94ed7f13a88f8c41ee7
afbb63cb341948fb6d7c57fb7c9993e2
b070f96f08e4947dbf725b80f5c51af3
b0a834a822b0d3b581a25e48f5ca49d3
b285fbc36a8fcb0122346a0d17327015
b3473d03ad4b17aba64fd5894707bb88
b60313da17608261071ef8d4b18db478
b78d4156bfe66a3ceecb2621c7f53145
b930b3c37623946cb06127c1ed0826ce
€22b29fcaacdb583a27693d0f72f617a
c41297dc4459759f0c008366497b3eab
c412a98126491231e7475982e749¢ee7d
9af6cb6c231bed20ef972e78dd7ee7cc
cb3d14b0b720fa583ebdbe7b090f4adc
cf241076fa7d20ded95935db6572aff2
cf336c998bc7c162c2b5fbb1cf98678d
cfb177aa024dfd1ab85a331a8eabca95
d014027b15e3f5099676e423131ef805
d4b055e92cc9b576655a3eccd1643da7
d5116ee172fc2b7919f9d32fe5b66b87
d9e5adb8d6364503d9f2b699fadee76e
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dbfc63eab7e3d70bfe3d3036b59f4048
dd3232e2924ae6a11c393c27713d5873
de2e9e0f0cffa180a3d7f5480e6b32cT
e41bf0f72e6e1dfb4bd86a2770a590ad
e4b0d1942064d644e7bd65fca8508c21
e52dddabd40783032e85fe1076db2c6c¢
€679553339a07ee65c1b46e573daebec
e8balca369f06c286cee88c9ebc22af9
€94d2ac3dd6f315e32960583bed2d2ce
ebf60f405feb83e41e6324eac5e41b33
ece7bd4a77ee66ce0b7cd5437dcb1185
f23bf5¢35273927979ea47413a141a05
f57e577822bbaaac5b9dfd9e464d4694
f5eb4f51f0e8a96d39ba2ab3e4890b4f
f940d717a32ee34db39283deda9453f5
fcd695fa1cd04b23697b2e4fdd2d557b
fd21014271160555e3b4b79f2670b8d5

2t Tl URL 9 IP =4

CHRZE 9 C’C F& (httpS hxxpZ HA)
208.67.222.220
hxxp://112.222.131.21/aio.exe
hxxp://112.222.131.21/iatinfect.exe
hxxp://112.222.131.21/iatinfect2008.exe
hxxp://112.222.131.21/iatinfect64.exe
hxxp://112.222.131.21/iland.dat
hxxp://112.222.131.21/infectsocks.dll
hxxp://112.222.131.21/infectsocks2010.dll
hxxp://112.222.131.21/JuicyPotato64.exe
hxxp://112.222.131.21/ndisinstaller.exe
hxxp://112.222.131.21/readpwd32.exe
hxxp://112.222.131.21/Shadow Force.dll
hxxp://112.222.131.21/Shadow Forcex64.dll
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hxxp://112.222.131.21/sshd.dat
hxxp://112.222.131.21/sshservice.dll
hxxp://112.222.131.21/su.exe
hxxp://112.222.131.21/su.vmp.exe
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[1] Shadow Force Uses DLL Hijacking, Targets South Korean Company (https://blog.trendmicro.com/trendlabs-

security-intelligence/shadow-force-uses-dll-hijacking-targets-south-korean-company/)
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