AhnlLab TrusGuard

TrusGuard= XIS}

AHSHA| =%

HE ML

H

O| XtMICH Bap LICE

Exst A HES Solf 7151t 95, o
2201 ZEE,

o
o
T

08

o

IPS = SSL.
ard Inspection
_/
Anti-Spam/
IPSec/SSL Anti-Virus/ Web
& C Anti-Malware/ Filtering
Secure VPN Anti-APT/
DLP

e

It 299= DHUHE Glo|EMES

TrusGuarde= 7| HIERIE 2HE0] 9 2882 N

U2 AMICH L=t TrusGuards E=H, IPS, Of

IR Cret HE 21IYS XED Y

2
8% 4 YBLIC

= M

- KPEISHEl XPMIT LIS Hot ZNE
~Z2 /3Ly ofB2H0LI Tit 45 Wof 7|
~AREX} 7|8t 8 AF/Hof
~owelEl Eafm x|

-Anti-APT &2 (MDS) 9i& =0t

olr

- SEXQI 9 B©X| - XLt 7|5
-E0ot e EIX|0f| EotE CHAIS HE| AT 2=
-Security Intelligence 7|8 XF&E3l=l Q[ EX|
-In-house 2/ &4 22/t He

__7.('|AI_| _l;l_(l)_f _?_|‘ol;1 [H_2 _Cr>_|‘o'|» ALA|17ZH ol‘o‘i M- Hio{

- ThE Wete N2 45 B
%

-Advanced 8}=)0] Z2H=E
-18s HE| 20| 24 7|=

- 2l L5127} XEE User Interface

Ol 82 SR xf2/2)
45 e

Chet 24 2ot 2oyl Cigt
ApEetE XMCh 2ot

Al 27 ARZ0| Zxf5| BHyE

User Interface




XM B2k 715

OfZZ|7o|M ZHEE TrusGuard= XML EOF 7|&Q1 ofZ2|H|0|8 ZHEZ(Application Control) 7|52 EXHsH P2P /
HEtE / Hi&I X (Instant Messenger) / SNS & &= ™ 7H2| =24 / =L OiZ2(A|0[40]| CHSH HA|ZF
oA 51 X512 - AR M07F TS EILICE §9] =L 2HE0l| EotEl =2 ofiE2(7|0|Mof thet 5=
OIS S5 MS-LICt.

e Y

o=
- [~ & Hof 18
l'.a. mx E8 Windows Azure . °H°| I‘IIO‘I
bserwces~
(MyUJebhar‘cho.kr y:‘ B> SharePoint 2| xlo4
W s oo e, =)
STRKEIRON ‘; Dropbox @ AhnLab TrusGuard (
soribada © et
i [
@ @ Sy0ive (] Office 365 LN
Yﬂu ®WORDPRESS
AFX} 7|8 H2 Hlof P ZAS J|HIOZ AFXIS APHOH= SHADE 317 User ID 7|8to] AFBXF T 91 49| R[of 7|53
Mo 2E%2) L5 Hot 2| S Aot HOot 91y HZ0]| 7hs=LICt.
AhnLab TrusGuard
User-ID AFEAL
SHHOI QB EK| -1 ol SAXQl HOt I 2 APIS JHIOR $ TrusGuardis 719 LR ReYsls ZHAS A

[~k
O Z HALSH M|ZH|0|(Zero-Day) 54 5 &2AX|X| ¢i2 UE0l| Chet HM|IZR! H0{E MSELIC.

SIBEIXION SSHEI LIS HE| AT 2X || A2 91 B S S S0t AINZH 91 B pheg

Security Intelligence &

= o7 I ofo 7 [H
CHC S e o v s vt ey || FIEHOI B 2 XX 22 B2 43

oty3=
Application  C&C DDoS Anti-Virus  o3) AlO|E
Control  EFX|/xjct DLP  Protection Anti-Spam F<£ xjct

000 -2

AhnLab TrusGuard




TrusGuard= Q40| XpH| 7HEtSH Advanced A-TEAM OFZ [EINZ J[HIC 2 HisIH X2| M58 2
CH2SII & LICE. Advanced A-TEAME LBEHHQI THZ) H2| £5 CHY| 52 B O|4Q| N2| 58 Tts
7| St Op7[EIN 7|&2, HE| 30| XM 2E J|&1t ATEQ0] 7t X2 7|22 L] QELICH

oy
)
o
0x
olr

High-Density

Multi-Core

2E| 2O XX & TIE

LEEO 7 X2 71E High-Density
; Multi-Core
Ingress Packets Packet Processing Egress Packets
) () ) o000
. . . . . Normal Processing X X X ) : . . .
000000000 :
Acceleration Processing
0000
[Advanced A-TEAM OF7 |ElX 1]
VPN TrusGuard:= IPSec / SSL VPN 7|55 A0 X 248H 1|, OfC|ALt QFot HIEQIS H& S oLt
(Virtual Private Network) LESHIPS 2L OE2[AHI0|H ZIEES 7|8IC 2 VPN B2 S Sot oA E 2hihas L5 MofLct,
@ N o WA e MY s W
ool |/ @‘.
=T 4J47T . ’
(Public Terminals) ™ = * K[t
IPSec VPN

Public Internet

SSLVPN =t

Dﬁl 20 SSLWPN || -
LT TELIA
IPSec VPN

AhnLab TrusGuard

Ofx
O

sy

3 ory

V IPSec/SSL VPN 7|5 SA| X8
Vv BHI2! M& ssL VPN X|&
V XIZ/ XA ot U3tE St Zajet S8 Het




Security Intelligence

OPAJOF [T, AICH 72| Bk [8i TS X% 3! QIT2tS HQT Ot S2AC Jjute] F3 e &

XSS Sofl FHchs Bk 210l Cifst AN BLIEZ U IS HBBILICk

S0 ALl KU XKl CAC EBHZIAE /YT QI URL DB/ TH! Tt DB / A1 HoFH e 58
q StHd

EIRHet TrusGuard= =0 L|ERT 2 XEE 2+10h= 7|0 £ X=tE Sgt 20t SR MYLIC

ACCESS
B8 28 24 AAg
(AhnLab Cloud Computing E-Security System)

o O

R

Z
-] Z
/
/
ASEC é CERT
NECIEER DB/ é
%
é é - -
Z 71— =
§ /L“)\ é g WWW.XXXXXX.COM é ] \-——‘E
é Malicious URL DB é = ©
TrusGuard Antl—MaIware - _ File C&C Blacklist
Signature Signature Hor 2| Ql=at Reputation DB DB

AR A0S Stt
DB X[ =tH

AhnLab TrusGuard

Ci-0) 2ot o] Chst ZHush X% A% U St BLIEIY $42 NiZoks WIEYS | St 22|
£2.491 AhnLab TMS2Io| 9152 Sofl ZEH0|T Hzxiel BLIEY U rHstel 2| Ty
ZEioka & UBLICL

Policy Manager }

Ahntab

AhnLab TMS

HIESIS ot S35t 212 22M

Threat Manager }

{ Event Monitoring }

Se/HE By Ay

AhnLab TrusGuard




z27l5
HERZ Firewall IPSec VPN
Route 2=/Bridge 2E= Stateful Inspection Hub&Spoke/Star/Mesh

Static/Policy based 2t2E

HA F4(A-A/A-S without L4)

CIORH s & oA 2215 KR!

Dynamic 2F2&!(RIP/OSPF/BGP)

YA/ M S7 |2t

HEFHAE 2FRE(PIM-SM/ IGMP)

QoS(|2 2&/Z|Lh Heh

Port Aggregation/ VLAN X|&

DPD/PFS/Replay 224 Ht0]

DHCP Server/Client/Relay

SSL VPN

SNMP

Gateway-to-Client

IPv4 2! IPv6 Dual Stack

2 Factor Q15(ID/PW + 215A)

IPv6 2F2El/IPv6 Transition

VolP A1 X|2I(H.323/5IP)

CISH NAT X|24
(Static/Dynamic/Policy based NAT &)

Yot AEA Hof

P

IPS

QUSAH S AEX IS(LDAP S)

QI=IZOIE HIOHOI=

===

(& PCAR/ARZ HRtTIS)

Pre-defined A|Z1L|%{(6,00001 7H)

IEA|(proxy) 7|8t X101

2L (daily) ALK F7| YH[0|1E

A AP H|of

SHI ME SSL VPN X[
(Android OS)

H|2|0] S 20{(ACCESS/MAPP)

IP-Mac ZE{Z!/IPve ZEZ

Anti-Spam

AL 7[2t/Anomaly 7|8

ARSAE 7|k Yol A A Bl 2E| X

HE A(Spam) AT

HorE 7l 324 Kt

(Web/OS/Network/Application)

C&C EHX| / Xfct

RBL/AFEXL Fo| ZEE

S22 7|8t cac Aft T4 X B Kt

Spam Quarantine(57 HIY AIF)

SPYAC Jjut B2 Kt

(Worm/Bot/Trojan/Downloader §)

Unknown 2t OJ I /PUP LHE 721 BX|

Anti-APT

DDoS 34 Xttt

XtAFAPT EOFE2H(AhnLab MDS) 21&

Zone 7|8 KA XK

UDP/ICMP/TCP Flooding

o1 o [=] =2 o = o
Application Control Spoofed TCP Attack oFM =™ URL X 75
=29 / =L ofZ2IAH |01 X[ 3L XHet HTTP #4324 G|0|E| REX| (DLP)
OHZ2|7|0| 9L M= 2| 0] CC Attack Lie R FE YA
ofE2A0ld =82 Mg EEEE! 22, YR, SRt AR

NAC

B SI9IR18] R30I DB

ELEY/RT

QIEZRIE QIEHIO[HA E24(v3) VS

K| 8T E R MOIE DB

Li&% HDD/2 1 X%

PC LI Xj|0f OfloHE HX| EX|/H|0f

Anti-Virus

Status 2LIEZ/Z O AM/E 1M

ST el pC ETI/Hof

K| AZI(v3)

SRy St BLEY/ 27 915

SSL Inspection

REM| AL Himf ofd/z=%]

e 7Is

orssiEl EalE ZiAf

HPTIIETIY HAt

CHEHA| 2r2fxt 2ot

X471k A

O|oi|of| HEE oFgTE AR

2 7|2 HTTPS &

=3 =7t tEE Xt {7 7[Hk Malware 114 EfX]|

oI= gl E3| St OfzHo| EXPHOI HEA 7|& B 6127 M2E! TrusGuards 2L ol HE & A X2 22U AH =
AR 7|2 ZHEHO] THEIFEHE A Z20|= L|ERT Yot 220f 48 21£(2014~2017) SMEl= S Al
MR 7|52 QIFUT UELICE

300 [oFH E5| He SiE]
(2016.01 7|%)

250

200

150

100

50

=4 =351

H \ g= 22
Gartner®| QIt%|9| 90 2 SUGE|DY OffH ARHIO)| Cifet SEMZ SHAE[X| ZOfOF SHCf.

Gartner= £ =01 tet S 54 = Mgy 252 ZE010] 21712 225101 OfHt FS X fe= YAIKQ B3 FYoHX| =Lt



HiZE At » SMB/E717|9} Y X|AK(Branch Office)&
(SpeCIflcatlon) ¥ =3 TrusGuard 40A TrusGuard 50B TrusGuard 70B TrusGuard 100B TrusGuard 400B
CPU 2 Core 2 Core 4 Core 4 Core 4 Core
RAM 2GB 8GB 8GB 8GB 8GB
CF 2GB 4GB 4GB 4GB 4GB
Storage HDD 1TB or HDD 1TB or
9 SSD 240GB $SD 240GB
10/100/1000 10/100/1000
10/100/1000 10/100/1000 10/100/1000 Base-Tx 8 Base-Tx 8
Interface
Base-Tx 8 Base-Tx 8 Base-Tx 8
1G Base-X x 2 1G Base-X x 4
Hi5lE M5 (Max) 1.5G 3G 4G 8G 12G
IPS M'5(Max) - 1G 2G 3G 4G
VPN d'5(Max) 600M 600M 900M 1.2G 1.5G
VPN Tunnel 2,500 5,000 5,000 10,000 20,000
Concurrent 500,000 1,200,000 1,700,000 2,500,000 3,500,000
Session
Size(WxHxD) 220 x 44 x 194.5 430x44x193 430 x 44 x 193 430 x 44 x 340 450 x 44 x 429.8
Power 40W Single 65W Single 65W Single 100W Single 220W Redundant
*TrusGuard 40A A2 85}E/1pSec VPN 7| S0 XS THL|CH
> AE{Z2}0|=/M|0|E|MIE B! 2AH(Headquarter)&
. TrusGuard TrusGuard TrusGuard TrusGuard
= 500B 1000A 5000A 10000A
CPU 4 Core 6 Core 16 Core 16 Core
RAM 16GB 16GB 16GB 32GB
CF 4GB 8GB 8GB 8GB
Storage HDD 2TB or HDD 2TB or HDD 2TB or HDD 2TB or
9 SSD 240GB SSD 240GB SSD 240GB SSD 240GB
10/100/1000B-T x 10 10/100/1 B-Tx1 10/100/1000B-T x 10
10/100/1000 / X 0/ 00{ 000B-Tx 10 / { X
(Z|CH 34) (ZIcH 34) (ZICH 50)
BaseTx8 1G Base-X x 8 1GBase-X x 8 1GBase-X x 8
. -X X -X X
Interface 1G Base-X x 8 (2[4 32) (*rs}rﬂ) (ir;|f48)
10G Base-X x 0 - - -
(T 4) 10G Base-X x 0 10G Base-X x 4 10G Base-X x 4
(Z|CH 12) (ZIcH 16) (Z[cH 24)
Yol 4s(Max) 16G 30G 60G 100G
IPS ¥5(Max) 5G 6G 10G 20G
VPN ‘§'S(Max) 2G 5G 10G 12G
VPN Tunnel 30,000 40,000 50,000 60,000
Concurrent
. 4,500,000 6,000,000 10,000,000 15,000,000
Session
Size(WxHxD) 450 x 44 x 429.8 438 x88x551.3 438 x 88 x551.3 438 x88x551.3
Power 220W Redundant 550W Redundant 550W Redundant 550W Redundant
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