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Ransomware Paradigm
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The top issue for cyber security in 2017 over the world is undoubtedly ransomware. 

Its changes in 2017 can be summarized in three: large scale of damage, changes in 

the routes of infection, and emergence and termination of variants.

Ransomware hit record high damages in 2017. From WannaCry (also known as 

WannaCryptor), which infected more than 300,000 systems in 150 countries, to 

Bad Rabbit (also known as Disk Coder), which spread to 15 countries in Europe, the 

damages are incurred on a world-wide level.

Routes of infections have changed from 2016. While infections using web application 

vulnerabilities decreased, infections via email increased a tremendous amount. Locky 

for example used emails with attachments containing malicious macros or various 

types of scripts adding social engineering techniques to encourage to open the at-

tachments or run the scripts.

In 2017 a new ransomware emerged which was distributed in an unprecedented 

way. WannaCry and Petya did not exploit the traditional web application vulnerabili-

ties, nor did they use spam emails that were surging in 2017, but exploited a vulner-

ability of the Windows system. These kinds of attacks had not been reported before 

and was discovered that the intention was to damage the system and not monetary 

gain which is a major shift in the security paradigm. On the other hand, the ransom-

ware which resulted in the largest number of infections worldwide, Cerber, seem to 

have disappeared since the end of September 2017.
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Rise of Supply Chain 
Attacks
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Supply chain attacks have increased in 2017. A supply chain attack is when hackers 

gain access to an organization or company’s infrastructure to inject malware. Usually, 

the attacker hacks the update server of a normal program to inject malware during a 

normal program update process, or hacks a software developing company to inject 

malicious code into the source codes of a program during a development phase, 

such as build or deployment. 

The attacker understands that security measures are performed on files from exter-

nal sources, and so they take advantage of a trusted relationship of internally used 

software and its files. The supply chain attack also targets supporting companies, 

such as maintenance businesses.

The aforementioned Petya Ransomware was distributed via a Ukrainian tax account-

ing software. There were also reported cases of where CCleaner was used for dis-

tribution. CCleaner is a widely used network management and system optimization 

program. Malware was injected in the program development phase in all of these 

cases. Other cases include malware targeting MacOS being injected into video 

conversion programs, such as HandBrake or Eltima Player, which were distributed 

through these program’s official websites in 2017.
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Cryptocurrencies
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The cryptocurrency (or virtual currency) market bloomed in 2017, which can be ob-

tained through ‘mining’ with a computer system. As the value of cryptocurrency sky-

rocketed, new mining malware was being discovered where cybercriminals secretly 

use other users’ PCs to mine cryptocurrency. 

The distribution method of such malware varies, such as disguising as a Windows 

update file or a compressed file delivered along with normal files. Moreover, mining 

malware is now executable in not only the Windows systems, but also in the Linux 

server system.

There is also an increase of the direct attacks on cryptocurrency exchanges as the 

size of the market has been expanded. The attacks targeting the cryptocurrency ex-

changes can be characterized by their extortion of cryptocurrency, extortion of mem-

ber account information, and DDoS attacks on cryptocurrency exchange sites.
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Until 2016, web-based attacks using exploit kits were at the center of most security 

threats. However, there was a significant decrease of attacks using exploits kits in 

2017 and thus less focus on web-based attacks. Instead, the attacks are becoming 

more sophisticated by targeting not only one vulnerability, but various types.

In South Korea, there was an attack from China exploiting the Apache Struts2 vul-

nerability (CVE-2017-5638) amid the political dispute between China and South Ko-

rea earlier on in the year. A number of Microsoft Office documentation vulnerabilities 

(CVE-2017-0199, CVE-2017-8759, CVE-2017-8570, CVE-2017-11826) identified in 

2017, have also been used in politically motivated attacks as well as for ransomware 

distribution. Motivation for these politically charged attacks comes from issues relat-

ed to North Korea’s nuclear tests and the 2018 Pyeongchang Winter Olympics. The 

CVE-2017-0199 is one of the newly discovered vulnerabilities of Microsoft Office and 

is known to be used for the distribution of FINSPY, a malware used in an attack that 

targeted the Russian government, and WannaCry, the biggest cyberattack event of 

2017.

Due to WannaCry, the vulnerability named EternalBlue (CVE-2017-0144) became 

very well-known. WannaCry exploits the Server Message Block (SMB), a protocol 

used for purposes such a file sharing, and is specialized for infecting other internal 

systems by spreading via the EternalBlue vulnerability. This vulnerability was also 

exploited in a number of vulnerability exploit tools publically released by the hacking 

group known as The Shadow Brokers. EternalBlue later was used for distribution by 

other ransomware, such as Petya.
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The numbers of mobile threats has been steadily rising and have become more so-

phisticated at a faster pace since 2017.

In the past, malware attempted to induce user downloads of malicious apps via links 

attached to spam messages, but from 2017, social engineering attacks frequently 

appeared. When installed, the app conducts malicious actions, such as leaking 

sensitive personal information stored in the smartphone and blocking outgoing and 

incoming calls and text messages. 

Fake apps are being discovered on Google Play, the official app store of Google. 

These fake apps disguise themselves as well-known apps to induce user down-

loads. Attackers used a very similar icon and changed the app name or label slightly 

by adding a special character.
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01

2016 was the year that ransomware threats took the limelight and 2017 was the year 

when ransomware evolved. Not only did the number of attacks spike, but the num-

ber of ransomware variants flooding the market at an unprecedented rate reached 

new heights. This was all possible due to Ransomware-as-a-Service (RaaS). RaaS is 

being sold widely on the dark web, allowing novice criminals with little technological 

knowledge to launch their own custom-made ransomware campaigns.

As RaaS has become a successful business model in the cybercrime community, 

Cybercrime-as-a-Service (CaaS) is becoming a reality. CaaS today exists as a plat-

form where cybercrime groups provide role-specific operations, such as sales, dis-

tribution, and marketing, just like a legitimate enterprise. The service is becoming 

increasingly commercialized in the cybercrime business world. As cybercrime groups 

providing these types of businesses are on the rise, an increase in more diverse cy-

berattacks is predicted for 2018 with the commercialization of CaaS. 
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Increasing Supply Chain 
Attacks

02

Supply chain attacks will continue their highly successful attack methods in 2018. 

The supply chain attack method seeks to infect systems during the process of sup-

plying products or services used by companies or institutions. This attack exploits 

the vulnerability that most companies and institutions trust programs and relates filed 

already in use while being highly sensitive to external files from emails or websites. 

Thus, in the viewpoint of the attacker, it can be seen that an indirect method of using 

the target trusted by the victim has a higher success method than directly attacking 

companies and institutions that are equipped with various security systems. Moreo-

ver, the attacker can have a bigger control of the network system once the attack is 

successful. 

Due to these types of attacks, program manufacturers and service providers must 

take proactive action to prevent malware infections. And companies and institutions 

also need to make a continuous effort to verify and manage internal programs or 

services in use. 
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Diversification of Attack 
Methods

03

For the past few years, there has been a growth in malware using non-PE files, such 

as MS Office documents. These types of attacks are used to avoid the detection of 

security solutions, such as an antivirus software. Attacks using non-PE files are ex-

pected to become more sophisticated in 2018.

There will be a rise in malware that executes by using the execution of code inside 

XML, DDE features, or object insertions inside the document, which is different from 

the previous method of inserting malicious programming into Visual Basic macro 

codes. Which also means an increase in fileless attacks where a malware is injected 

into the process memory for execution rather than the form of delivery into files al-

ready existing in the system. 
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Target Platforms and Devices
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Security stakeholders sensitive to the latest trends of security threats will no longer 

say that Linux is a safe operating system. Although it can be stated that Linux has 

less malware threats compared to Windows, but that is not to say that Linux is invul-

nerable. It is indeed facing an increase in threats and variants of the treats.

 

Last year, a ransomware attack targeted Linux servers of a Korean web hosting 

company and a large IDC company, which resulted in huge losses for the compa-

nies. And, recently, a malware appeared that mines cryptocurrency in Linux systems. 

Similarly to Linux, malware targeting macOS - an operating system that was widely 

considered to be safe - is growing continuously. In 2018, malware aiming at Linux, 

macOS, and Android, in addition to Windows, is expected to increase. This means 

that smart devices and IoT devices that use Linux or Android can also be exposed to 

security threats. 

As IoT devices, such as Robot cleaners, IP cameras and smart refrigerators continue 

to spread, they are at an increased risk of malware attacks. However, most IoT de-

vices, such as wearable devices, lack security and security management. With these 

new changes, it has become clear that security measures are no longer just for the 

protection of mobile devices, and effective security measures must be searched for 

Internet-connected wearables and home IoT devices.
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According to StatCounter, a global market survey company, the Android OS devel-

oped by Google took up 70% of the mobile market in 2017. Due to the high number 

of people using these Android-based mobile devices, malware aiming at Android is 

also increasing at a steady pace. Currently many malicious apps disguised as legiti-

mate applications are being discovered in Google Play Store

As a response, Google announced Google Play Protect, a protection tool for Google 

Play Store users which displays a warning in case of connecting to an app or a web-

site that has violated Google’s security policy. Despite this effort, there are no signs 

of a decline in the registration of malicious apps in Google Play Store

 

It is likely that malicious apps bypassing the security checks of Google Play Store will 

continue to increase in 2018 since the attackers are continuously developing ways to 

bypass the security checks of the OS provider.
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