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AME olMIAE 7|& ASECO| ZAISt btol| 2™, 20134 1120 20| E0E AT == 2068 69447102 LIEKL!
Ct Ol= g 2332t 90147401 HIGH 272 2070710| ZASH X |CH[ TR 1-1]). 0| & 712 Ho| &
1= ekMAEE= Win—Trojan/Patched kg0 |A 2, X|t=tnt OFRIZEX|2 Textimage/Autorund} Als/

Busled”} CHSOR BIQITH St & 8710 oNTEI} 2l 2021 20| MZ 0122 SHCHE 1-1).

a7 1-1 | B TS Ue BT 714 WEt S0|

+
0

10,000,000

2,066,944
v 11.6%

5,000,000

H1-1] 2013 118 SHMTC 2|Ct 204(2 B, AMTEY 7|X)

29 s SRET FIPS HIS
1 — Win-Trojan/Patched.kg 308,683 35.5 %
2 — Textimage/Autorun 85,500 9.8 %
3 - Als/Bursted 76,855 8.8%
4 A1l RIPPER 38,561 b.b %
5 NEW Trojan/Win32.fraudl 35,643 4.1 %
6 NEW JS/Agent 32,586 3.8%
7 NEW Trojan/Win32.adh 28,259 3.3%
8 vi Win-Trojan/Wgames.Gen 26,399 3.0%
9 A1l Win32/Autorun.worm.307200.F 24,718 2.8%
10 A4 Trojan/Win32.onescan 23,864 2.7 %
11 v3 Trojan/Win32.agent 23,549 2.7%
12 v3 Win-Trojan/Agent.21734801 22,165 2.6%
13 NEW Trojan/Win32.keygen 20,281 2.3%
14 NEW Gif/Iframe 20,038 2.3%
15 NEW Binlmage/Host 19,553 2.3%
16 NEW JS/Decode 19,104 2.2%
17 v6 ASD.PREVENTION 16,927 20%
18 v5 Trojan/Win32.Gen 15,993 1.8%
19 NEW Trojan/Win32.wecod 15,855 1.8%

20 V4 Win-Trojan/Malpacked5.Gen 15,742 1.8 %

TOTAL 870,275 100.0 %
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otdTAC HEZICHH [# 1-2l= ofdT=Y HEe TEEt ofgTC tETITY & 71 Bo| B 20218 &2 Zolct,
2|7 %[} 20 0| & Win—Trojan/Patched?t & 322t 53357192 7% HIHs| HE 2492 ZAICE Trojan/Win32
= 258t 832574, Win—Trojan/Agent= 112t 3563712 212t 7|26 11 FIZ 0t
H1-2 | oFYFE tHEZIEHE Z|Ct 202

=9 st d¥acH e Hlg

1 — Win-Trojan/Patched 325,335 24.6 %

2 - Trojan/Win32 258,325 19.4 %

3 —_ Win-Trojan/Agent 113,563 8.5%

4 —_ Textimage/Autorun 85,515 6.4 %

5 — Als/Bursted 76,855 5.8 %

6 —_ Win-Trojan/Onlinegamehack 47,760 3.6 %

7 A1l Win32/Conficker 44,956 3.4%

8 A2 Win32/Autorun.worm 43,334 3.2%

9 A3 RIPPER 38,561 2.9%

10 A1 Win-Trojan/Downloader 37,781 2.8%

1 v2 Adware/Win32 35,782 2.7%

12 A2 Win32/Kido 33,663 2.5%

13 NEW JS/Agent 32,665 2.4%

14 v Win32/Virut 32,481 2.4%

15 —_ Win-Trojan/Wgames 26,399 2.0%

16 —_ Backdoor/Win32 22,669 1.7 %

17 NEW Gif/Iframe 20,038 1.5%

18 NEW Binlmage/Host 19,553 1.5%

19 v2 Win-Trojan/Avkiller 19,396 1.5%

20 NEW JS/Decode 19,104 1.4 %

TOTAL 1,333,735 100.0 %
AS ofMALC, [# 1-3]2 1180 A2 Y AEIE 5 A B07t 7HE BT 20712 &2 olch 1€
EZ0|=20}7} 96% o AME ofMFE = FCh= EZ0I20LRZ, Win—Trojan/Agent. 7047t 50247122 FX|2Q| 26.2%,

|2 0]0{ Win—Trojan/Agent.704.B7} 51687122 26.0%= XFX|ZHC}.

®1-3 | 11& M3 ¢33 E F|c} 20

= PRETS cibs HI&
1 Win-Trojan/Agent.704 5,204 26.2%
2 Win-Trojan/Agent.704.B 5,168 26.0 %
3 Win-Trojan/Clicker.338896 2,807 141 %
4 Win-Trojan/Urelas.426595 1,087 5.5 %
5 Win-Trojan/Agent.71745536 814 41 %
6 Win-Trojan/Agent.82610 788 4.0 %
7 Win-Trojan/Stealer.320676 683 3.4 %
8 Win-Trojan/Agent.24576.JPN 483 2.4%
9 Win-Trojan/Avkiller.65503232 469 2.4%
10 Win-Trojan/Avkiller.70270976 374 1.9%
1 Dropper/Onlinegamehack.183700 309 1.6 %
1" Win-Adware/Speedbster.813720 309 1.6 %
13 Win-Trojan/Agent.37888.SP 253 1.3%
14 Win-Trojan/Vb.253048 223 1.1%
15 Win-Trojan/Agent.75710464 190 1.0 %
16 Win-Trojan/Clicker.702616 168 0.8 %
17 Dropper/Agent.140759 143 0.7%
18 Win-Trojan/Morix.86082560 134 0.7 %
19 Win-Trojan/Agent.393728.BM 130 0.6 %
20 Win-Trojan/Agent.704183 128 0.6 %

TOTAL 19,864 100.0 %
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PC W mtS AS3tsk= 2H449l0] CryptoLocker

22 AARIO] MEE EA, Ol0|X| Y SS Ysstete] A oY
7}2 27F3H= CryptoLocker 2HAQ|017} 74z AFRXIS 2| Fo|7}
QFEICE oftHo| 274=! CryptoLocker 2HA904= O|H|o| A2 m}
U2 Sofl FEEJCH, U AlZI0] XILIH 253t 7|7F AK|=|o]

=7 & QlIThs HIAXIZ AREAM0I|A 2OZEL,

(O3 1-5]= AgTE Y = AEXI0IA LIEHLE 3tH0ICt 2E

stEl ojed 2|AES 2QISh= Miwet i =15 2fsh 300FE 2

# CryptoLocker

Your personal files are encrypted!

Your rportant fles encryption croduced on this computer: photos, videos,
documents, etc. Here & 3 complete kst of encrypted fies, and you can personaly verify
thes,

Encryption was produced using a unique publc key RSA- 20460 generated for ths

computer. To decryot fies you reed to cbtan the private key.

The single copy of the private key, which wil slow you to decrypt the fles, located

©N 3 5000t 50rvir 0N the INtemet; the server wil destroy the key after 3 trme
this window. After that, nobody and never will be able to restere fies.

To obtain the private kay for ths computer, which wil automaticaly decrypt Ses, you
reed to pay 300 USD / 300 EUR / smiar amount in another currercy.

Click «daxts t0 select tha mathod of payment and the cumency.

Any sttempt to remove or damage this software will lead to the immediate
destruction of the private key by server.

54: 28 36

38! 1-5 | CryptoLocker Z+& SHH

CryptoLocker 2HMQ01= AJARIO| HEE =(Word), AAd(Excel)
IHY T OIE(PowerPoint), O|0|X| It S Clfet mUS ASSISHTT

3fr, accdb, ai, arw, bay, cdr, cer, cr2, crt, crw, dbf, dcr, der,
dng, doc, docm, docx, dwg, dxf, dxg, eps, erf, indd, jpe, jpg,
kde, mdb, mdf, mef, mrw, nef, nrw, odb, odm, odp, ods, odt,
orf, p12, p7b, p7c, pdd, pef, pem, pix, ppt, pptm, pptx, psd,
pst, ptx, r3d, raf, raw, rif, w2, rwi, srf, srw, wb2, wpd, wps, Xk,
Xls, xlsb, xism, xlsx

oY =+ HIE2= 300=2HE Zrloh= WY 0|2/l HIEZICZ
Zrlsks tire MBS 1-6).

% Cryptolocker

Payment for private key

o0 3 CONEnKnt DamMent mathod:

itcoin (most cheap option) v

bitcoin

Biteon 15 3 Cryptocurency whir the creation and transfer of bitcons i based on an
COMNSOUCE Cryptoorachic protocol that i Indepencent of iy central authonty.
Bitcoins can be trarsferred through 3 computer o smartphone wthout an Intermadiate
oy natituten,

You have to send below sieciied amount 1o Bitcon addiess
13 and speckly the transaction 10, which
wil be verified and confrmed

Mooy

e Lo
Getting started with Bitcoln

Enter the trarsaction 1D and press «Pay»:

12! 1-6 | CryptoLocker ZH s

BAI20{0f] 2SI ChSt 22 ZR0 21y mielo| AMEICH it
T2 A= ARt HKIAEE| 70l S2E0] HE A XISOR Al
£t

&% Application Data

OE B2E =20 ARG 3D SS¥FW w
Qfz- © ¥ LOz4 | @
=2(0) | C:WDocuments and SettingsWAdministratorWApplication Data v &Jos
% K
L ot Thinstall
= 3 Application Data -~
# ) Adobe
# 2 Apple Computer SE= e
# 3 GRETECH v [{712572/3-0428-371U-AIUI-FBreUe... |
< > v

a2 1-7 | o AN Fe

[OZ 1-8]2 AAHOIM LSSIE TAUS LiEHH= 31HO|C) mh
2 3M 7| YAe2 LSS0 U0| MR AMeoll XMEE He! 7|
7t gleH ms =75k X0| 27KssIch Aelxel SXo= Mixt
E AHMRIolE ABAIE =7 HIES XISSICIRtE TU0| FeXe
2 S7EX| %45 4+ UL
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& The list of encryptied Ses

StE 2M M(PPT)S AJSHH melo| E2IX| 4= A

A) smseon 58 ¢ 22 2020 5600 0 ZAG0GT B028 NIHNZEUN 0 EAIU0ST HUE SEY 2S (8 BEHINL

a2 1-9 | ASshE i A

ffo

CryptoLocker ZHAQI0{0l| ZEE|H EX MH(212* ¥ 42 ™
A|=Sict,

ke

a7 1-10 | HIEYS Az s

2l HHUN MEXIH 2Eshs W22 FYE= CryptoLocker
oy =& flsh
10BTCHIEZR))S 275tH, T0| o EE=X] HIAE & +
AL,

Decryption Service ®IAI0|E7

12l 1-11 | CryptoLocker Decryption Service

V3 MIZ0 M= of2Het 20| EIT0| 7FS3iCt.

(V3 MIZZe| TIEHH)
Trojan/Win32.Blocker (AhnLab, 2013,09.23.04)

—oL— (=] o | =l H=
S5l= Z0lCh OHTES B AmEof, MP3, Bt AIRR 201
A HHEESEALE A3 U= T2 - HAl= HEe el FertE

ol 7.:.*0.:.“'5._“1}. o 0|52 ‘payment Pending Listxis’ OO m{ed LY
BoM FII2 AHIES CIREE H Mok =271 2l

2
::
[a

2F 31 2E Bttp: /7185,

6C 2E 65 el url . e
70 64 61 74 61 00 24 00 ==e? appdata $
SC 75 70 64 61 74 65 72 ¢ ? “Nupdater
26 02 02 00 B7 04 05 00 .exe S & ?

a2 1-12 | SlEaYE oMAE Q URL

Op ol TIjolg HBM IO o1 Fo| i RS ARRE HOX|
MEBP BiCk IHE2E2 HBH510] A TS BB urlexe TS Ct
S2C 517| U YT REKIZ HHS AISHRIR BAH ST Tt
U Zxf5ix| or=ct

——09:34:56— http://185
=>Turl.exe’

Connecting to 1854 ‘.21:83-..

.21 /N /ur 1. exe

connected.
HITP requesft sent. awaiting Pesponse... 484 Not Found
9?:34:56 ERROR 484: Not Found.

O3 1-13 | HTFE [FE AO|E HA A=

3 recen omcem 8RR ¥ A7 200

i

OpMTE R AOIEE 2fEH(olof RIS 2O SIS Sif o

MTC Q@ AlO|E Z27t ERHEH XISt ST SIS SaH Xik

ol oMz QEJ} AEElD s Ao Boltt Wty sy =

BOlS RIEHsHOF Stof oIt B, DB i OfINSL L2 ASHE

S| 7|0l X1 2Bl R30| 2ASOH tisiA & of Zst =
|
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IP: 185 21 [whois]
Country: Latvia o

Ly
-

Bay of France . ‘, r_ ’
G ©2013Goagle - T4ims of Ud:

Italv 1 —

J8 1-15 | AYIE REX|

ol2fet MUS2 25 0|l FF mUz Blo| FELE= oA
11 QE[HIO A HAE il F2FHO|

LA ATEL0f= BIEA] Z[A THXIS AX[SI00F BiTE

V3 MIZ0M= of2iet 20| TIEO| 7Hs3ict

(V3 MIZHe| TIEtH)
XLS/Downloader (V3, 2013.10.31.00)

USBOI| Mxl= ‘HIZI17| mhd

USBOl HEZ7t7| Ol01Z0| MHEICte DS 2o7t BF Hapkl

1 AL USB HIZ717| Ol0I2E Midsh= A2 Autorun, VBS S2

AR, &S e meizt Euslm et 7R S5HH(7)

WA= AMTC F ottt & 4 QUL

4E B2 2 'USBOIl HIZ7E7| [iMA | ‘HEZJH| Hio|2d
S

oIt ofdT =0l AE=H [3 1-16]2t 20| HIZI[

OE BIE =200 8ARNA =D =8H

Q%= - © - L j22a | =a [T
F2(D) [<= E:w
. __ DE-EER — 1 [l ¥
me 2 =26 B 2 Docs | KB Hi2 JPJ|
2 System Volume Information 1KB HiZ 24|
:; g;";' :;;‘3"7' 53 Tools KB HI2 21|

J& 1-16 | H=Z717| ofed 8y 3

O|ME, =R 712 20 £4o2 = HIZ717| IRt =olrt, ZLE'%*XI
ot [33 1-17]0t 20| B0 542 HAT Z2, Hefjo|(™yaka)) 2
=1t USB MEDHXIE E6t ZHAM|(047 M= tehwgbroif.vbs) 25 %
A &Mooz MEsEl= AUS = 4 Uk

Of - |_32| 88 | S WXk
ne 2 =0 3 El Docs oy 80 2013-11-14
System Volume Information e 80 2013-11-14
O G0 A BO 2RIl Tools My 80 2013-11-14
@ BUE @A AN a0ocs KB H& 241 2013-11-14
W BO 2R 53 System Volume Information 1KB B2 21 2013-11-14
_£|tehwgbroif,vbs 72KB VBScript Script File 2013-11-12
42 Tools 1KB HZ 2121 2013-11-14
2
— 20
1 BRE
3 W =M s 22 jng oA ezoe nel. =
o 2224 T

@ B UENS 83

Tas) ﬁ!gmi*g‘!'?ltw %F ] UKIE » |
o= §u8 4AH2E |

a3 &3
(s EEEENEL Al
O 22T 22 HA IR a20133)
SE-FRCER S
© &g I A 80 2A
O &z I B0 EA Y I

a7 117 | B0 24 ¥ $ 20 U8

L L] ¥

21

2yt Ht§7t7lla.».a |22 |00 | o | @A

@"] Docs

&y S8 Z2%
& 2R system32
HAHTD: | /¢ start tehwabrolf. vbsastart explorer Docséexit
Az 2mE: |
HEZ 287] K (2!
SE(R): EEE =l
a3 [
w2 #@... | oozezo.. | D2@. |
=0l a2 | ==Em |

32 1-18 | HIZ747| ohed £

VBS A5 EE0]| ZFH, ARZ2TH0f| 2fd VBS IS st
[ MEoAof B2V | S XIEHo2 4

kl
re
Y
ri
o
0x
g'y
il

2% 226U CREATE CiwDocuments and Semngs”ﬁ«dm NistratorWAl R HE W= 2 JRWARZ 2 18 Wehwobrod vbs
2 %:35 CREATE E:WSystem Volume Information, Ink
% 226:% CREATE E‘WTools. Ink
¥ 2:26:3 CREATE E:WDocs, Ink
2 535 MODIFY C W $Extend¥$0ucta:$0:SINDEX_ALLOCATION
Q& 2:26:56 CREATE CWDocuments and SetingsWAdministratorw Al 2 M ivWwZ 2 /WA R X2 J@Wiehwobrol,vos
2% 22657 CREATE E Wyvem Volumo Information,ink
& 2:26:57 CREATE E'WTools A
2 & 2:26:57 CREATE E:WDocs. Ink
2% 2:26°58 MODIFY Cﬂimnw-w‘a $0:SINDEX_ALLOCATION
Q% 22718 CREATE | C A% M5 WERIEWAR ER % Wishwobeo,vbs
2% 2:27:19 CREATE E:WSystem Volumo Information. Ink
2% 2.21:19 CREATE Ew nols |nk
2% 22119 CREATE  E:WDocs.Ink
2% 221119 MODIFY C m‘imnd"ﬂﬁub‘.l :$0:SINDEX.ALLOCATION
L& 2:27:40 CREATE C:WDocuments and SetingsWAdministratorW Al HEWE 2 IRWAIR Z 2 IR Wiehwgbroif.vbs
P 22741 CRFATF 13 tem Voliens inn Ink
—10 =
J2 119 | o 3}

2|1 HX|IAEZ| "HKCUWSoftwareWVlicrosoftwWindows i
CurrentversionWRun' KeyOll SE5104 AJAE! ZHAZE A| XAISo2
ARl 20 £42 HASIT
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¥

i

20
0
&
80
o0
0
80
8a
84
i
W

2
a4
&
4]

a3 1-20 | HIXIAEZ]| Ha}

LS 0[2f=(g)ofl EXSHE £ MHZ HES 7iE AlsiLt, =t
Alol= &S

B[] T

A2 574ndMr0 Guary CUME 4 810
- esporse Oud

H, [33 1-22]2t 20| EF Mz A

=
Zol7| ?let HERT &F =7t 2RlE e,

host = "mlérosofi o
port 3311

installdir = "Sctemps”

lnkfile = true

lnkfolder = true

3 1-22 | HES

3 43 3=

M2tM, XIZE $lE 0lS0ll= mtUel ER7F Hi=7pr| o md
2

S $=0Z MG, &2 &4o2 MYE Zr U U2 ASEC £
271 LHE( htip://asec.ahniab.com/171 4. X |2 & 20 29 444 )S &7
5tof =x[5HoF StCt,
V3 MIZ0 M= of2iet 20| ZIEto| 7Hs3ict,
(V3 MIEZQ| TITHH)
VBS/Agent (2013.11.13.00)
MS 2I|A HIZM|0] 2= (CVE-2013-3906) F=
Xt 112 5 MSE 9IER Qu|A, 23 XMIEol| geks O0|X[= M=
lo] F2F(CVE—2013-3906)01| Lt HOt HTRS SrHsIRict of
A TIFF o|o|x| mlo| Alel=l @m|A il o|H|Y, ¢ To|X| S Al
SR} Alstst A4 otMTCo| ZEE 4 Tt FXH MSOIA CVE-
2013-3906 F|2F&oi| et 2Ot mHX|Z MIZ5ta QUCt

Microsoft Security Advisory (2896666)

Vulnerability in Microsoft (;"lp.hxu, Component Could Allow Remote Code Execution

a2l 1-24 | Microsoft HQt #H11

2|7 LiRofli= (27 1-23]at Zo| 2 AFRET SEE AeR
Hol= Cifet &l HHS0| 221t
e poarem = omd (1)
necc paren
e F-;x‘a'n - omd (1)
set oneonce = filesystemob).opentextfile (installdir & installname ,2, false)

oneonce.vrite parem
oneonce .close
shellob).tun
wscript.quit

& ohr(34) & instelldir & installname & ohr{34)

uninstall

caze

download emd (1),.c0md (2)

caze e
sitedownlonder cmd (1) ,cma (2)

case v

pazem = cnd (1)

upload (paas)

Joase Wa-Ar {vap®

pose S-cravec, enusdeiver
case "ems.tar

param = omd (1)

post * far”,enwater (parem)
case -

post "3 P Jenmprocess

ase
parem = emd (1)

pose - endshall (param)
case v

param = emd (1)
deleterar (param)

parem = cud (1)
exitprocess (param)

param = cmd (1)
sleep = eval (param)

12 1-23 | 43 FYO=R HOl= YS T Fu

An=, ofzfet B0l oMTCLE FIEt - X2E 4
1 17| ) Al 2 A4S T st AR sk 2

ct.

AIH2 CVE-2013-3906 FUXZ 0|Ect 4 A7t B0 E|UoH

=
S OfNTCI} QEE|D QU [17) 1-25)= OFFE QE0l A
£l 02U LU= S13H0ICE 0] HIRU0) M5 mhlols 27Hx] Fek

(CVE-2013-3906, CVE-2012-0158)2 0|83t= otMAST} 242t
FRE|0] Tk

& SWIFT $142,000 $89,000 - Al F&0{(1SO) = B)X]
mE BIE 2 SHD HANM SSBH o

g ¥ v S X 0 0O W
N DHHN B ol 1 | F2
» HAIZ 28 22 24 =/SLICH

W A Kaltman, Bryan

2 20134 108 29% 2% 27 852

e AR 218

As: SWIFT $142,000 $89,000

- L ﬁ_]m.an_doc (113KB) K:‘_.]ﬂlz,mn.dﬁx (371KB) =

Attached is the money transfer documents as instructed by our customer . Please, Kindly
review and let Us know if you have any questions about the payment slip.

Thank you,

Bryan Kaltman

Manders Decorating Company, Inc.

Painting, Wallkcovering and Specialty Finishes
91 munkville Road

Silver Spring, MD 20910

Tel: (301) S89-700

Fax: (301) 589-300

http: /fwww.m m/

32 1-25 | oHd o
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CVE-2013-3906 F|2H= 0|&3t= HE SME 2AMGHEH T2

"

2= 2M tl(Sldoc)o| 2L El= S0 Hi=0] 2T =(Updates.
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From: Administrator
Date: Wednesday, November 06, 2013 11:34 PM
To: Notspam@ el Fagdes com

Subject: Voice Message from Unknown (855-834-4598)
Attach: (1) voiceMad.2p (9.92 KB)

- - -Oniginal Message- - -
From: 855-834-4598
Sent. Wed, 6 Nov 2013 09:34:32 -0500

To: <notspam(@.s1:_irizspu: com>
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O 1-39 | 7t S HAIXZE HFE MY HE

He M= “Voice Messae from Unknown (K& HS)”  SHEHZ &t
Sl YAt 41010 MY =nlo] SYsty| R LHE

U= 2018t 4 Lt

i M IPE AME P2 HIY SIGE ZX5H0] L0l 2SE ol

2 H0|== 3iCt

Received: from voiceZbl.se2u. 2p. e om (10 4) by cetu.Ippe.com .
(10, 332 with Microsoft S P rver (TLS) id 58H3MN1X: Wed, 6 Nov
2013 09:34:32 -0500
Received from voicem87 ceIuIhpe, c m (10558 ) by

&ue com with Microsoft SMTP Server id
JOB?NE ed SNov 20!309 :32 =0500
Date: Wed, GNov 2013 09:34:32 -0500 v

J8 140 | =3 i sie] =

14

o

WAV

VoiceMail.exe

[T Ad]

C:WDocuments and SettingsWAdministrator_ocal SettingsW
TempWhbudha.exe

C:WDocuments and SettingsWAdministrator_ocal SettingsW
TempWkilf.exe

C:WDocuments and SettingsWAdministrator#Application
DatatWisogWzuryyw.exe

[BIxAEZ| SE]
[HKEY_CURRENT_USERWSoftwareMicrosoftwAVindows
CurrentVersionRun]

"Zuryyw'="C:¥WDocuments and SettingsWAdministrator i
Application DataWisogzuryyw.exe'

a2 Eot

Ol 0] 22 YEl= FEEl= CHefet Mo AT Uk

£ 2 J(http://blog.dynamoo.com)0i| [IF2H 0|24t 71t =
A HAXZF MEE HY0] X[t 108 23YEE SEET QUL 0|F

Z} mfedof| chet e IFE2 chaat 2ok

— \VoiceMail. exe 0| budha.exe T A

— Budha.exe 0| Ofzff med CHRE=
hxxps: //twitter™***links.com/wp—con™*/uploads/2011/01 /***U
SA—dtexe

- CI22C E moBUSA—dtexe IA0| K17 | XIS Kifexe MU

AHA‘I

— kilf.exe IHUO| zuryyw.exe (BHE mHIDH) mQ! AlA

tolr

zuryyw.exe IIA2 HEO{2 SEfot7| o A= YWaHH
UDP:6505, TCP:3172 ZEO0]| CH3HA] Ol2| AXS otaa, HAr 2lE.
AJAE! THIOT explorer.exe TE2MIA0| Q1AM E|0f OF2f C&C M
B FE&l= PR Al &S AESIT,

40

T

217.%80.%*:3521
94.2** 1** 74:9386
31.%*84.1**:9966
46.* 1% 89:14631
195.1%* 76.1**:4092
69.1%* 162.¥*:8573
195.2%* 1490:3642
81.%* 213.*:3250
88.1*.4.%*:5911
82.2** 169.8:9129
203.3.**34:80

24 GAl olid C&C Mol Xz JEEX|= UKD, oS


http://blog.dynamoo.com

ASECREPORT 47 | MALICIOUS CODE TREND

otMTCOf 2= T2t mlsh AJARIA St AHF T ZAEE A
22 EoIsIRICE

FII2 eAE AMIACE FTP 2210|¢E 2 0| S210|ME Sof
NEE AN HEE 2Fot= AETER EY AOIE &2 flstCt
2=O| DNS #z2|2} H| Alt{ T&0] [ SMTP ERfEE Reski= &
0| LIEfSICTY,

=8 HAXZ Est dHTF T HEE MY HRUAM LSE o
o

201 AXE MY HE =E6H| R0 2 27t Zesict,
(V3 MIZ=e| ZITHH)

Downloader/Win32.Agent (2013.11.08.00)
Win—Trojan/Agent.409600.FE (2013.11.08.00)

AEXZLCH22E Bt £ 00| RF ST M 2330 A
&l 7tset ASF HEHO| I Of0|Z2= A TG AL 0lof AL}

o = o
= ZCE o gl0| ST MU= ETHsHT Aot Zi0]C,,

03 &3 I

o 8d e 2 B0

© a2 0ie 2 84 EA

O 82 e X 80 EA S0
AR SO LS BA

0! 1-42 | £747) T SR} Sl

Ij 21l Al Of2het 20| miUS0| AT AEICt

CWAISO{EH St exe
C:wr=EsS AHsHd FE=.avi

C:WAWINDOWSHHOXXX18F60802.exe

15

HKLMWSOF TWAREWMicrosoftwWindowsWCurrentVersionWwRun

“ XXXXXKTBFB0B02" = "C:ANINDOWSHAOOXXX18FB0802.ex6"
Sl X&ehM £ EHRIe2 HEAS AESHH, 7t s Chi22
E 0] 2SIt

OlZi0| E71xiet SN MU YIFTH ANTCLE X|AKOR QE
=|n Qlom, opNTES| A F2 = 0lgsEln ct

V3 MIZ0A= of2iet 20| TIEO| 7HS3It

(V3 HME=el Tict)
Downloader/Win32.Generic (2013.11.19.01)
Trojan/Win32.Agent (2013.11.21.04)
Win—Trojan/Cson.179181 (2013.11.25.03)

O|EM 2A mid= pizket 3 mhed

O2IA TRIZ 4SSt YT} UARIRICE, OJ#0| UAE opm

E= MS 20|A 2= EXM 00|22 ALSSHA|ZE =YX EXEO|T.

B o ) 2 0123 exe
2007 Microgoft Office component
Micrasoft Corporation

12 1-44 | MS YIS 2N THIZ TS5 A% T

ne

AYTFES HlSHH FYER! 2MOOK XK XXX doc)Zt LIEHF7 |
z A

=
2ol AT =0 HEE NS AREAIF QUIX[SH7| oL

T

02 1-45 | 012N 24 T LS




ASECREPORT 47 | MALICIOUS CODE TREND

Qe BEM7}t Aolie|= S0t oFM T =(Pack_87server.exe)7t

AT AIZ 2X|AER 0O SEEICL

gu| B=R AR Al XIS

O #H Koex 183 CREATE, € :WDOCUME~ VMDM'NI IWLOCALS~ lWhmpﬁﬂ* doc
10 @ X ex 183 CREATE C:WOOCUME ~ =~ IWLOCAL S~ | W Temp! SRTVEr BxE
wordpad, exe 12 DELETE C:WDOCUME~ WADMINI-IWLOCALS 1% Temp#istA tm)

Pack 8Tserver.e 124 DELETE E-WDOCU =1, INI=~1WLOCALS~ lwfempwPacLWurv" exe
Pack Blserver e 124 CREATE WWNDO' U IWsvehsot exe

a2 1-46 | mpd MM M

=

(O 1-47]2
exe)S LEHLH= stHo|Ct,
AXAE2 MY

DRE B2E 2 BAWNE SEFH
& 2 Relistaity aA Om 8R uom

A= AR HRIAER|0| SEE otz

ISSHBE IWsvchsot exe

2 RunOnceEx P——— o
& Frond () T “CWPr0gram Files WAL beWHeader § (WHead
3 j - icd® EG.SZ CEWPIOR1aM File s WHAC WHACUSI s Wi Check.
& O StaComponnt || Symuemca 1 - Ihec.s2 CWWNDOWSWIMEWicricS. IWIMUPMIG EE
O e gl )PHMENRA  REG.SZ CAWINDOWSWay stem WIMEWTINTLGNTW,
< 3 | MPHMENRAS. REG.SZ CWWINOOWSWsystom SWIMEW TINTLGNTW,

(svehsot.,

Ul B RESWHKEY.LOCAL MACHINE WS OF TWARE!

T2 147 | AE HIXIAEZ|0 SEE AYIE

Ce e, ORIy

QB 12000 ML S8
KD IWH. NE I8
2R 10000 URDR

) vROEB

h vR0s Br11-2en
Qv
X VR an

Lol T ™Y

s D CWHNOOWE Taskswilld job.
D e

O ues

o R EA
TRURTCEY - |

e = ATERGW T

AR HAD
SV

C18 AR e

07 1-48 | ollet B0l SEE epyTc

sliet otz

= AIgRIe| FIHiE ol Hug 4

q
of Stelel S melol MALICt

21510 system32 =

Pack_87server.e 124 CREATE C:WWINDOWSWsystemn32W 1945888 1 key
Pack.Blserver.e 124 CREATE CWWINDOWSWsystern32wW 1945088 1. key
Pack.B7server.e 124 CREATE CWWINDOWSWsystemn 3 u 5080 1. key
Pack.B7server.e 124 CREATE CIWWINDOWSWsystem32 5888 1, key
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Pack.87server.e 124 CREA C'WWINDOWS\VsymmWIWBI key
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Pack.Blserver.e 124 CREATE CWWINDOWSWsystemI2W 1345088 1. key
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Pack_87server.e 124 CREATE C:WWINDOWSWsystem32W 19458881 key
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Pack.87server.e TCP CONNECT 127 = 17 8767
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