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ol ASECO| ZiA[St Hiof| =M, 20133 9=of| 20| 2=l oftdT == 23501 97537191 Zdo 2 LIE}

e ] 402t A ZA ST Ol= Z12d 2760t 31637401 HISH 402+ 3410740| ZtASH £X|CHAR! 1-1]). 0| & 7H 2o &

1=l 2T E = Trojan/Win32.0nlinegamehack0 [ 2H, Textimage/Autorunzt Win—Trojan/Patched.
o

kg7t CH2o = QT St & 3749 AMTATT} F|CH 2074 Z220|| AMZ 0|22 STCHE 1-1)).

a2 1-1 | 2 oTe Ue BT 244 wst 2]

o

10,000,000

2,359,733

5,000,000 ¥ 14.6%

H 1-1| 20134 98 FMTC Z|ct 2074(YE B, AHIAEH 7|F)

9l s REE 213 HIS
1 —_ Trojan/Win32.onlinegamehack 164,399 19.7 %
2 — Textimage/Autorun 99,536 11.9 %
3 NEW Win-Trojan/Patched.kg 76,382 9.2%
4 A9 Win-Trojan/Agent.149246 63,066 7.6 %
5 v Win-Trojan/Wgames.Gen 58,815 7.1 %
6 A1 RIPPER 43,775 52%
7 v1 Als/Bursted 40,456 4.8 %
8 v3 Trojan/Win32.agent 28,116 3.4 %
9 A5 Win32/Autorun.worm.307200.F 27,520 3.3%
10 A5 JS/Agent 26,593 3.2%
11 A5 Win-Trojan/Malpacked5.Gen 26,204 3.1%
12 v1 ASD.PREVENTION 25,628 31%
13 v Binlmage/Host 24,092 2.9%
14 A3 Win-Trojan/Asd.variant 21,230 2.5%
15 NEW Backdoor/Win32.plite 20,906 25%
16 A2 JS/Exploit 20,523 2.5%
17 V14 Trojan/Win32.Gen 19,631 23%
18 A1 Win32/Virut.f 17,615 2.1 %
19 v10 Win-Trojan/Onlinegamehack140.Gen 14,851 1.8 %
20 NEW Adware/Win32.agent 14,830 1.8 %

TOTAL 834,168 100.0 %
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otMAC C{EZRICHH [# 1-2]= A =H HES SEiet T E the ZIEE S 7F 10| BuE 20242 Sl Zo|ct,
#EED =t 20 0| & Trojan/Win327} & 358t 65767192 7HAt HIHG| B El Z402 ZARAC Win—Trojan/Agent=
182+ 397074, Textimage/Autorun 92t 9546712 2124 7|=3H 11 F|Z O[UC
H -2 | AHIE= thETITHE Z|C} 204
=9 st d¥acH e Hlg
1 —_ Trojan/Win32 356,576 25.6 %
2 — Win-Trojan/Agent 183,970 13.2 %
3 —_ Textimage/Autorun 99,546 7.1%
4 NEW Win-Trojan/Patched 89,837 6.4 %
5 v Win-Trojan/Onlinegamehack 75,545 5.4 %
6 Al Win-Trojan/Wgames 58,815 4.2%
7 v2 Win-Trojan/Downloader 56,007 4.0%
8 —_ Win32/Conficker 50,459 3.6%
9 v3 Adware/Win32 49,667 3.6%
10 Al Win32/Autorun.worm 47,744 3.4%
1 v2 Win32/Virut 44,820 3.2%
12 —_ RIPPER 43,775 3.2%
13 v3 Als/Bursted 40,456 2.9%
14 —_ Win32/Kido 38,573 2.8%
15 NEW Backdoor/Win32 31,148 2.2%
16 AL JS/Agent 26,703 1.9%
17 v4 Malware/Win32 26,343 1.9 %
18 NEW Win-Trojan/Malpacked5 26,204 1.9 %
19 v ASD 25,628 1.8%
20 v1 Binlmage/Host 24,092 1.7 %
TOTAL 1,395,908 100.0 %
9fl z|C} AIE otMTC [H 1-3]2 9%0l| AIF2 H4E ONAS X 21 BTyt FFE BT 20242 B Zi0/ct 9|
E20|=20} AE 2P F == Win—Trojan/Hupigon.1179030| 92917122 FA|2| 30.4%E AIX[ZHCt ACAD/
Agent= 3931710 E11E 12.9%2 1 F|E 0|RICh
¥ 1-3| 98 MB M3 F|Ct 20U
&2 ofY3cY ey HIE
1 Win-Trojan/Hupigon.117903 9,291 30.4 %
2 ACAD/Agent 3,931 12.9 %
3 Win-Trojan/Malpack.94720 2,860 9.3%
4 Win-Trojan/Agent.319488.EC 1,877 6.1%
5 Win-Trojan/Onlinegamehack.187530 1,708 5.6 %
6 Win-Trojan/Urelas.236212 1,469 4.8 %
7 Win-Trojan/Downloader.31557 1,195 3.9%
8 Win-Trojan/Jorik.327325 1,095 3.6%
9 Win-Trojan/Agent.93947 825 2.7%
10 JS/Decode 757 2.5%
1" Win-Trojan/Bootkit.219772 728 2.4 %
12 Win-Trojan/Onlinegamehack.222828 722 2.4%
13 Win-Trojan/Agent.170496.EB 631 2.1 %
14 Win-Trojan/Agent.206443 629 2.0%
15 Win-Trojan/Onlinegamehack.217279 604 2.0%
16 Win-Trojan/Banki.19459 584 1.9 %
17 Win-Trojan/Patched.KE 507 1.7 %
18 Win-Trojan/Agent.27985.B 471 1.5 %
19 Win-Adware/Enumerate.150904 372 1.2%
20 Win-Trojan/Morix.89600 310 1.0 %

TOTAL 30,566 100.0 %
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et otTE |2 SOIE U HAISKE

ot 215 HL|, ZeroAccess A-MF =0 2JsH Windows Defender

Sofl 0| L2 EEX|

o224 mlS0| AlE 215(Symbolic Link)2 HHZE] MAo = Al
SH|X| o} LIEHH Zio 2 ISRt

12! 1-14 | Windows Defender %EIOI stel 24 2
oIS0| ME 232 HHH 25

ig

[22] 1—14]2] Windows Defender Z2HE AfK[SIEH A| glmHo =
HRXE Sol W0 CIREEEX| (= EXE shZ2e =+ UL
I [E 1-4]2t 20| fsutl HHS ol&3H M= 2 EHZ4=l Windows
Defender 20 2| 5t 20 ¥ MUSS M= I E M7l siiFst=
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A5,

fsutil reparsepoint delete "c:WProgram FileswWindows Defenderttko—KR'

fsutil reparsepoint delete "c:WProgram FileswWindows DefenderMpAsDesc.dll'
fsutil reparsepoint delete "c:WProgram FileswWindows DefenderMpClient.dll"
fsutil reparsepoint delete "c:WProgram FileswWindows DefendertMpCmdRun.exe’
fsutil reparsepoint delete "c:WProgram FileswWindows DefendertMpCommu.dll’
fsutil reparsepoint delete "c:WProgram FileswWindows DefendertMpEvMsg.dll'
fsutil reparsepoint delete "c:WProgram FileswWindows DefendertMpOAV.dil"
fsutil reparsepoint delete "c:WProgram FileswWindows DefendertMpRTP.dIl"
fsutil reparsepoint delete "c:WProgram FileswWindows DefendertMpSve.dil'
fsutil reparsepoint delete "c:WProgram FileswWindows DefendertMSASCui.exe'
fsutil reparsepoint delete "c: WProgram FileswWindows DefenderMsMpCom.dll'
fsutil reparsepoint delete "c: WProgram FileswWindows DefenderMsMpLics.dll'
fsutil reparsepoint delete "c:WProgram FileswWindows DefenderMsMpRes.dll'

H 14 | fsutil HH

B fsutl BFE 0IE31| flolids 3F ZEZES A uff o

[22! 1-15]2t 20| Za|xt EEte 2 ARtsHo} Bt

2 fsutil BES HZEO| SABGHA bat IH=E THE F A
Windows Defender 5t¢| 24 2 mMUSo| A= 23 st H
o = o, of2ff YE MU sHXilorH bat IS SISt 4~
http: //provide.ahnlab.com/v3sos/WDfix.zip

(% T ZA0| LIEHF PCOIME CH2EET E[X] €
£ F& PCOlIM CHR2ZERI0t0f SiCt)

2oL 9| mE2 Ct

WDfixzip IS lojo| ixloll CR@E=to} 252 i Chol
= ajxt Ao Asisln, IEIE A2 WDik
bat T{0| XI5t AR el bat TUS Alststed =it (12
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T8 1-16 | WDfix bat &34 SHH
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|5 X|AEZ|0f SERtTt

[mhed 28]
— C:W#WProgram FilesWGoogletDeskiopWinstaltt{5b59de3c—
f4bd—9bb1—c23a—d28ec6914577}
W W WP PWH{5b59de3c—f4bd—9bb1-c23a—
d28ec6914577Wgoogleupdate.exe
— C:WUsersWUserwAppdatalocatiwGoogleWDesktop
Instalt{5b59de3c—f4bd—9bb1-c23a—d28ec6914577}
WP P Y P 5b59de3c—f4bd—bb 1—c23a—
d28ec6914577Wgoogleupdate.exe
— C:WProgram FilesWWGoogleWWDesktop¥nstalliw{5b59de3c—
f4bd—9ob1—c232—d28ec6914577}
WO WP PWH{559de3c—f4bd—9bb1—c23a—
d28ec6914577WUW00000001.@
— C:¥WProgram FilesWGoogleWDeskiopyinstalit{5b59de3c—
f4bd—9bb1—c23a—d28ec6914577}
W W WP P Bb59de3c—f4bd—9bb1—c23a—
d28ec6914577wUwW80000000.@
— C:WProgram FileswGoogleDeskiopinstaltt{5b59de3c—
f4bd—9ob1—c232—d28ec6914577}
W WP PW{5b59de3c—f4bd—Oob1—c23a—
d28ec6914577 WUW80000001.@
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— C:WProgram FileswGoogletDeskiopWinstalttt{5b59de3c—
f4bd—9bb1—c23a—d28ec6914577}
WO WP PW{Bb59de3c—f4bd—9ob1—c23a—
d28ec6914577 HUE00000ch.@

[EIXIAER]| SE]
[HKCUwSoftwareMlicrosoftWindowsWCurrent\VersionRun]
"Google Update'="C: WUsersWUserAppdatatlocaltt
GoogleWDesktopWinstall
W{5b59de3c—f4bd—Obb1—c23a—
d28ec6914577 A 20 A 20 W27
WH{5b59de3c—f4bd—9bb1—c23a—d28ec6914577

googleupdate.exe"

[HKLMWSYSTEMWCurrentControlSetiServicesWgupdate]
"ImagePath’=""C:WProgram FilesGoogle¥wDeskioptinstall
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WL W77
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hxxp: //j.max***d.com/a**/gecip.js

function geoip_country_code() { return KR'; }
function geoip_country_name() { return 'Korea, Republic of'; }
{ retum 'Seoul’; }

{retum '11'; }

function geoip_city()
function geoip_region()
function geoip_region_name() { retum 'Seoul-tWukpyolsi'; }
{ retum '37.5985'; }

function geoip_longitude()  { return '126.9783'; }

function geoip_latitude()

function geoip_postal_code() { retun"; }
function geoip_area_code() {retum"; }
function geoip_metro_code() { return"; }
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CREATE C:WDOCUME~ 1WADMINI~1WLOCALS~1W
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DELETE C:¥WDocuments and Settings¥WAdministratort
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CREATE C:WDocuments and SettingsWAll Users?W
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CREATE C:WWINDOWSWsystem32W\Vanmva.exe
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SetValue HKCUWSoftwareWMicrosoftWinternetExploreryy
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if ({localCursorl == mull) || (localO 1.getfount() == 0))]

(
LocalStringBuilderl. append ("&00DZ") ;
retwrn localStringBuilderl.toString() :
LocelScxingbuildecz « aeffi§ECRoui 1fED
String str = localCursorl (*_1d"):
Ldex2. sppend tSteing( _paneT)) + ":m)s
- localC 5 Phone. COVIENT_URT, mll, “contact_id - © + str, mdl,
locallnteger]l = new Integer(l):
1f (localCursorz,moveToNext())
break label278:
LocalCursor2.close() ;
3.

t Enail.CONZENT_URI, mull, “contact_id = * + str, mull,
new Integer(l);
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android.permission.INTERNET
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android.permission.READ_PHONE_STATE

android.permission.RECEIVE_BOOT_COMPLETED
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android.permission.CALL._PHONE

android.permission.RESTART PACKAGES
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Intent locallntent2 = new Intent():
locallntent2. setComponent (new Componentiame ("com.android.vending®, “com.android.vending.AssetBrowserActivity”)):
startActivity(locallntent2):

a7 1-60 | 72| BA 0BS 2 A

+ str2 +
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PREFERENCE_DATA | ‘m.".E - " ren
PREFERENCE_KEY_IS_FILE UPA.CAD -
USER_NAME = "'.°X Tan;
ng USER_PASSWORD = “1.J1°*

public static

localFile = new File(str2);
if ((localFile != null) && (localFile.exists()))

"q d(” pload file " + localFile. qer...b:clur.exath() + " is exi "')'

this. :r.Ed:.tc' pu‘.B"clean(rREFEREI "E AIY IS_| F;LE DPL\—M bo*l‘)
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android.permission ACCESS_NETWORK_STATE

android.permission.READ_CONTACTS

android.permission.RECEIVE_SMS

android.permission.READ_PHONE_STATE

android.permission.RECEIVE_BOOT_COMPLETED

android.permission.CALL._PHONE
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android.permission.READ_PHONE_STATE

android.permission.RESTART_PACKAGES

android.permission.NTERNET

android.permission.READ_LOGS
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#include {stdio.h)

#include {unistd.h)

#define BUFSIZER1 512

#define BUFSIZER2 ((BUFSIZER1/2) — 8)
int main(int argc, char **argv) {

char *bufiR1;

char *buf2R1;

char *buf2R2;

char *buf3R2;

bufiR1 = (char *) malloc(BUFSIZER1);
buf2R1 = (char *) malloc(BUFSIZER1);
free(buf2R1);

buf2R2 = (char *) malloc(BUFSIZER2);
buf3R2 = (char *) malloc(BUFSIZER2);
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free(buf2R2);
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}

12| ofix|2t 2o ofo] t=2| sHxlE buf2R1S
Z2 SIX| ot Z=7240| F2fis|=Ict

ArE3IH SHIE

ol

% CVE-2013-38932 E22A &oA ol0] sHXIE HZZE &=
StHA M= Ao 2 mshimllCTreeNode: :CTreeNode 22HAE £

o MAJE JHRI7F Zlebsel 2iolo] Sick,

) ome] m-a .....
[ T TR

e t EE‘R‘H!""’CB i
var vault=new Array(), Mool }
var str=5{0x12121202)
wnm-(:k-n“m ccaakk) strestrestr;
strestr \u‘. \ulO(((.-.nk 2)/2)
for (1=0;i< o0siee) |

:_ ',l push(co«.mc
{ iy ARNLAD
for (= ?prv{ hn_. ...... .
| EPHEE ?'“"- %

Jg 2-2 | Z2O3 SE MoAE o

olo 4eE FES S8 SRS

— _= O

Aol Heals HEHoR
OOl M ECX=121212027} =|17,

ol 234%! 12121212 HX|IZ S&51/| ECk

mshtmllCElement: :Doc &4=2|

10_1.appeytiementpa_vy;
id_0.onlosecapture=function(e)l]

7 initie
Vi
L] var tile= .‘-,(A. rayll:
r Tor (=053, Qg+ 4){
i 23 SiA(Free) u\ “gocument eresteglement
Ll s A R R ) J el Nemecnttadesenehe,

id_OfouterText]

id_0.setCapture| Ah n L
id_1.setCapture|

CollectGarbage(]

8 2-3 | |2=(Use after free) LA

2RIz 0] FAHS 0

o OH

2517| fIoh XHt ATFFER THE FEE
Ango] 7lES Sall & ol ESAZICE FEO0| WillstH A
A0l EXietE FES AMUSHA| T Call ABHR XEXo=Z M
7t YXlete XIS 71217 |A| Elct 34Xk XHI0| ok 2=

aRlish o~ A == Aolct.

ol
-

n o



ASECREPORT 45 | SECURITY TREND

https: //support.microsoft.com/kb/2887505
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Name G Size Packed Type Maodified CRC32
File folder
build * File folder 4372013309 PM
of_buider* File folder 1/2/20131020 AM
Extensions * File folder 1/2/20131018 AM
installer * File folder 11272013347 PM
fibs* File folder 172720131022 AM
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19 - Win32/Virut.f 67,027 2.4%
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