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of ASECO| ZIA[SH Hiof| i2H, 2013 82of| 20| 2= AMTE= 2760 31632191 Ao Z LIERS
X2l cHd] 5790 74 ZtA C}. Ol= T 3348t 3387401| HIaH 572t 7175710| 2448t £+X|CH[ 2™ 1-1]). 0| & 74&F &o| 2=
CrM A == Trojan/Win32.onlinegamehack0 A2, Textimage/Autorunat Trojan/Win32.Gen0| CSS.

2 UM} EESHE 4740 Qb AT T} 2| 2074 220i| MEZ 0|22 SRCK(E 1-1)).

a2 1-1 | 2 oTe Ue BT 244 wst 2]

o

10,000,000

2,763,163

5,000,000 v 17.3%

H 1-1| 20134 88 AMITC Z|Ct 2074(YE B, AHIEH 7|F)

9l s REE 213 HIS
1 A7 Trojan/Win32.onlinegamehack 117,594 12.8 %
2 v1 Textimage/Autorun 108,351 11.8 %
3 12 Trojan/Win32.Gen 64,413 7.0%
4 v Win-Trojan/Wgames.Gen 61,628 6.7 %
5 v Trojan/Win32.agent 60,721 6.6 %
6 Al Als/Bursted 56,722 6.2%
7 A2 RIPPER 52,200 5.7%
8 NEW JS/Iframe 41,161 4.5 %
9 v3 Win-Trojan/Onlinegamehack140.Gen 39,220 4.3 %
10 v8 Trojan/Win32.urelas 35,133 3.8%
1" v ASD.PREVENTION 32,695 3.6%
12 v7 Binlmage/Host 32,386 3.5%
13 NEW Win-Trojan/Agent.149246 31,782 3.5%
14 v1 Win32/Autorun.worm.307200.F 31,632 3.4 %
15 v4 JS/Agent 28,791 31%
16 - Win-Trojan/Malpacked5.Gen 26,942 2.9%
17 v3 Win-Trojan/Asd.variant 26,650 2.9%
18 NEW JS/Exploit 25,754 2.8%
19 NEW Win32/Virut.f 23,013 2.5%

20 v2 Win-Trojan/Avkiller4.Gen 21,773 2.4%

TOTAL 918,561 100.0 %
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otMIALC CHEZICHH [# 1-2]= A =H HES SEiet T E the ZIEE S 7F 10| BuE 20242 Sl Zo|ct,
2| 71 =|C} 20 0| & Trojan/Win327}+ & 468t 14267422 JFe HIHS| HEl o= ZAKCE Win-Trojan/Agent=
182t 562371, Textimage/Autorun0| 102t 8365712 22t 7|=3H 1 HE 0|RAC,
H1-2 | oFYFE tHEZIEHE Z|Ct 202

=9 st d¥acH e Hlg

1 — Trojan/Win32 461,426 28.3 %

2 — Win-Trojan/Agent 185,623 11.4 %

3 — Textimage/Autorun 108,365 6.6 %

4 —_ Win-Trojan/Onlinegamehack 88,245 5.4 %

5 — Win-Trojan/Downloader 83,199 5.1%

6 A3 Adware/Win32 64,490 4.0 %

7 v1 Win-Trojan/Wgames 61,628 3.8%

8 v Win32/Conficker 58,348 3.6%

9 A1l Win32/Virut 57,510 3.5%

10 AL Als/Bursted 56,722 3.5%

11 A2 Win32/Autorun.worm 53,395 3.3%

12 A3 RIPPER 52,200 3.2%

13 v Malware/Win32 45,427 2.8%

14 A2 Win32/Kido 44,843 2.7 %

15 NEW JS/Iframe 41,161 2.5 %

16 v5 Win-Trojan/Onlinegamehack140 39,220 2.4%

17 A2 Downloader/Win32 33,560 2.1%

18 v ASD 32,695 2.0%

19 V11 BinImage/Host 32,386 2.0%

20 v2 JS/Agent 28,927 1.8 %

TOTAL 1,629,370 100.0 %

88 EC} A= otMTC [E 1-3]2 820f A2 48l oMTC & 2 Bt 7h IS 20742 B Zo|ct, 829

EZ0|=20} AB YT == Win—Trojan/Agent. 1492460| 3Tt 17827122 TX|Q| 31.2%E AHXISHCE. Win—

Trojan/Agent.112128.UP= 12t 8871710| 2115 185%= 1 FE O|ULCt

H1-3| 78 AF YT 2ot 202

&2 ofY3cY ey HIE
1 Win-Trojan/Agent.149246 31,782 31.2%
2 Win-Trojan/Agent.112128.UP 18,871 18.5 %
3 Win-Trojan/Backdoor.14848 18,426 18.1 %
4 Win-Trojan/Kanav.206352 10,979 10.8 %
5 Als/Agent 7,653 7.5 %
6 Win-Trojan/Agent.206352 3,488 3.4%
7 Win-Trojan/Agent.600576.M 2,267 2.2%
8 Win-Trojan/Zbot.176763 1,263 1.2%
9 Win-Trojan/Zegost.121856.B 915 0.9 %
10 Win-Trojan/Urelas.197705 838 0.8 %
1" Win-Trojan/Agent.193377.B 659 0.7 %
12 Win-Trojan/Agent.193360.B YA 0.6%
13 Win-Trojan/Agent.193427 616 0.6%
14 Exploit/Donxref 572 0.6%
15 Win-Trojan/Agent.149359 524 0.5%
16 Win-Trojan/Downloader.81920.JS 516 0.5 %
17 Win-Trojan/Urelas.872448 492 0.5%
18 Win-Trojan/Agent.359137 476 0.5%
19 Alc/Agent 463 0.5%
20 Win-Adware/KorAd.323584.1 448 0.4 %

TOTAL 101,892 100.0 %
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Win—Trojan/Qhost.48557 (2013.08.04.00)

Dropper/Win32.Rootkit (2013.08.04.01)
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receipt+833436, 26 CREATE C:WDocuments and Se 'Application DataWOi q' exe
receipt+883A38, 206 CREATE C:WDocuments and i i Wlocal 'Application D: .dao
receipte8B3A3 26 MODIFY and Sett i Application DataWOmbuug oxe
receipt+g83438, 206 MODIFY C:WDocuments and SettingsWAdministratorWApplication DataWOmbuuq
receipt+G83A38, 206 CREATE C:WDOCUME~ 1% ADMINI~ 1%LOCALS ~ 1% TempWFHK6225, bat
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X
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Active Connections

Proto Local Address re i ddress State

TCP 08.8.8.8:135 LISTENING

ICP 0.0.8,.8:445 LISTENING
A.0.8.0:2581 LISTENING
127.6,8,.1:10628 LISTENING
192.168.70.131:139 LISTENING

192.168.70.131:123
192.168.70.131:137
192.168.70.131:138
192.168.70.131:1960

O 1-17 | HEST AZ dE 3=

Destina Protocol Lengh Info
134 oestination port: wer-remlib
oestination port: wer-remlib
oestination port: nas-metering
oestination port: rec-pm-port
oestination port: 9544
oestination port: 9544
oestination port: 4510
vestination port: 22351
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vestination port:
oestination port
oestination por
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V3 MZ0l M= of2fiet 20| EIT0| 7tS3ICt.
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Trojan/Win32.Zbot (2013.08.07.04)

MAER! 22121 ATEQ! OlRERZ(amazon.com)2| 10 2+ H|

U N OF WUS RESK= AW Bio| WAL, T0H 5
Ol e melg HeS Tl Sl KU HUf U FojEEs

amazoncouk

Thanks for your order!
Want to manage your order online?
f 5

1f you need to d
at www.Amazon.

Ordering Information is attached.

of sit our home page

¥ the statu

uk and

of any pag

ail is only an acknowledgement of receipt of your order and
not complete untl we send you an e-mail notifying you that
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that we cannot a
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not
has commenced
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3 H A , 2
=2 XIS YU0|ES AEY + Q=5 ittt O3 TS Of2Het 20|
HXIAEZ| ZtS SEa AAH AR Alof= SAE 4 UA=E AF
=g

HKCUWSoftwareWMicrosoftWwWindowsWCurrentVersionW
Run¥W{F0805A8B—9AE6—CA33—ACA5—7086365E3443}

C:WDocuments and SettingsWAdministratorwApplication

DataWWXuxaalbWraommy.exe™

otdTE ZBA| Tl EHQICE0| H&ES Ao, HZEE

ZHRI0AE £t TS @St

e

No__ISource _ [Destination I&ml_mm_umﬂ—F—
37 192.168.116.132 192.168.116.2 DNS 68 standard query O0x05F2 A semer.ru

44 192.168.116.132 8.8.4.4 ONS. 70 standard query Oxdd08 A domsker.net
55 192.168.116.132 8.8.4.4 DNS. 68 Standard.query Oxe739 A femhs.su
70 192.168.116.132 8.8.4.4 DNS 68 Stindl"ﬂ qulry ﬁmdf A vl . ru

80 1 16.132
306 192.168.116.132 5

351 192.168.116.132 192 168 11! 2 DNS
373 192.168.116.132 192.168.116.2 DNS
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Dear Customer,

Your credit card has been successfully processed

FLIGHT NUMBER DT9801298017US
ELECTRONIC 9801298017

DATE & TIME/ AUG 24, 2013, 1345
ARRIVING / Washington

TOTAL PRICE/ 501.33 USD

Please download and print your ticket from the following URL
hitps Jfwrvrwe delta com/BifofservietDelraDL Ticket?
airbne_code=DL&kght_number=DT9801298017US &order_date=08/21/2013&request=main

For more information regarding your order, contact us by visiting
hittps/fwww.delta US/sup, uJk

Thank you
Delta Airlines
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public void onReceive(Context parasContext, Intent parasIntent)
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