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/ad/get.asp?mac=98B2157DF718517DA297B77F 795ECF76&0s=Windows%20Xp&avs=unknow&ps
=NO.&ver=jack HTTP/1.1

Accept: */*

Accept-Language: ko

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; NET CLR 2.0.50727)
Accept-Encoding: gzip, deflate

Host: 1748870 kN

Connection: Keep-Alive
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OFFSET | 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF R TR —— TS
00000000 FF D8 FF.EQ 00 10 4A 46 49 46 00 01 01 01 00 60 §0ya. JFIF : e et et s ey
00000010 | 00 60 00 00 FF DB 00 43 00 03 02 02 03 02 02 03 . ..y0.C ettt e

00000020 | 03 03 03 04 03 03 04 05 08 05 05 04 04 0S 0A 07 e o
00000030 | 07 06 08 OC OA OC OC OB OA OB OB OD OE 1210 OD | . . ....0..iu. e S S

To see what dta ths smc et contars, ek bese.

Send et

00000280 4D SA SO 00 02 00 00 00 04 00 OF 00 FF FF 00 00 | MZP... LYY
00000290 | B8 00 00 00 F3 03 D9 00 40 00 1A 00 00 00.00 00 , ..6.0.@. ...
000002A0 ' 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 OO0 ' .. ....
000002B0 00 00 00 00 00 00 00 00 00 00 00 00 00 02 00 00 ' ....... .. ....

000002C0 BA 10 00 OE 1F B4 09 CD 21 B8 01 4C CD 21 90 90 | ¢ St | 1) 3 O3 LR

000002D0 | 54 68 63 73 20 70 72 6F 67 72 61 6D 20 6D 75 73 | This program mus
000002E0 74 20 62 65 20 72 75 6E 20 75 6E 64 65 72 20 57 t be run under V a2l 1-31 | ZH A| =2 : |nternet Explorer(IE) SEE =L
000002F0 | 69 6E 33 32 OD OA 24 37 00 00 00 00 00 00 00 00  in32..87

T8 127 | I8 Tl SEE oteEE
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This exception may be expected and handled.

€ax=00000000 ebx=00000000 ecx=00c7ffb0 edx=7c90e4f4 esi=00252dc8
edi=00000000

eip=003c¢71a0 esp=00c7{ib8 ebp=00c7ffec iopl=0 nv up ei plzr na penc
¢s=001b s5=0023 ds=0023 es=0023 f5=003b gs=0000

efl=00010246

<Unloaded WS2HELP.dlI>+0x71a0:

003¢71a0?? 22?
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Win—=Trojan/Downloader.25927 (2013.03.27.00)
Trojan/Win32.Scar (2013.03.23.00)
Win—Trojan/Onlinegamehack140.Gen (2013.03.23.00)
Win—Trojan/Agent.543232.V (2013,03.27.00)
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32l 1-34 | html THUZ Q=5

pFile Raw Data Value
00000000 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ
00000010 €3 00 00 00 00 00 00 00 40 0O 00 0O 0O 0O 0O 0O @
00000020 00 00 00 00 00 00 00 00 00 0O 00 0O 00 0O 0O 00
00000030 00 00 00 00 00 00 00 00 00 0O 00 00 08 00 00 00 v
00000040 OE 1F BAOE 00 B4 03 CD 21 B8 01 4C CD 21 54 68 L ITh
00000050 €9 73 20 70 72 6F 67 72 616D 20 63 61 GEGE6F is program canno
00000080 74 2062652072 756E 20 696E 20 44 4F 53 20 t be run in DOS
00000070 6D 6F 64 65 2EODOD OA 24 00 00 00 00 00 00 00 mode. ... $..
00000080 55 A5 94 CE 11 C7 FASD 11 C7FASD 11 C7FASD U
00000090 92 DB F4 9D 1A C7 FA 90 F9 DB.FO 9D 3D C7 FASD ..w. . ..o .. =
000000AD 11 C7 FA9D 12 C7 FA9D 73 D8 E9 9D 14 C7 FA9D .S
00000080 11 C7 FB 9D 28 C7 FA9D F9 DB F1 9D 12 C7 FASD ¢
000000C0 A9 C1FC9D 10 C7FA9D 52696368 11 C7FASD ... .. .. Rich.
000000DO 00 00 00 0O 00 00 00 00 S0 4500 0 4C 01 0400 ... GPEZL
0O00D0ED CC AD 50 51 00 00 0O 00 00 0O 0O 0O EO 00 OF 01 PQ
0000OOF0 0B 01 06 0000 SO 0000 OOEOO1 0000000000 .....P..
00000100 2€ 10 00 00 00 10 00 00 00 60 00 0O 00 00 40 00 @
00000110 00 10 00 00 00 10 00 00 04 0O 00 0O 00 0O 0O 0O
00000120 04 00 00 00 00 00 0O 00 00 40 02 0O 00 10 0O 0O @
00000130 00 00 00 00 02 00 00 00 00 0O 10 00 00 10 00 00
00000140 00 00 10 00 00 10 00 00 00 00 00 0O 10 00 0O 00
00000150 00 00 00 00 00 00 00 00 CC 64 00 00 50 0O 0O 00 d..P
00000160 00 AD 00 00 38 93 01 00 00 00 00 00 00 00 0O 00 8
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WinZip Self-Extractor - ssl_control2.exe
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Process Key
30326 HKLMWSYS TEMWCurrentControlSetWServices WGomPlaySw
- tWControlSet00IWServicesWGomPlaySwWDisplayName

Value

Key: 0xE4136080

“Security”

ySvi Type 20
t

ices¥Gom
rvices WGoml
cesWGomPlay
cesWGomPlay: !
cesWGomPlay: “Security Component™

YSTEMWContr cesWGomPlay: Kp;;‘& 4987088 N
HKLMWSYSTEMWControl ices WG % A “%SystemRootXWS; X
HKLMWSYSTEMWControl cesWGomPlaySw Key= 0xE41 35080
HKLMWSYS TEMWControl Key= (xE4B7088

21001 WS
olojxiol 2xoz SEE KAz gH1)

b b o )

[
Ol

Z%SysternRoot% WSystem2Wsvchost exe -k netsves™
Locak e

Process | ey

orer.exe HKLMWS VS TEMWCurrentControiSe
orer. HKLMWSYS TEMWControlSet0DIWS
orer,

xplorer VS S

orer. exe ntrolSet00!

| Value
ey: OETEASTD
ecurty

urity
ityWDisplayName
ityWType

IWServi SecurityWErmorC ontrol o1
lorer,exe HKLMWSYS TEMWControlSet001WServi SecurityWimagePath %SystemRoot WSystem 2Wsvchost exe —k netsves™
lorer,exe WS yWObjectName ZLocalSystem’
lorer,exe VS TEMWControlSet001 WS /WDescription "!cuilg Component”™
lorer,exe WParameters. : O<E4SS08B0
lorer. exe  TEMWControlSet00 ystemRootkWSystern2Wetdnmgzxx,dil
lorer, exe Key= OxE 1 TEASTS
explorer.exe HKLMWSYS TEMWControlSet001 WS Key= OxE4550880
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Protocol Lengh Info

Tcp 62 tapestry > http [SYN) Seqs0 Wine64240 Len=0 MSS=1460 Sb
L — ACK) S8q0 Acksl Wine64240 Lens0
http [ACK) Seqel Ack=1 Wine64240 Lene0

Source
973613 NI LeN. MO.1IL

188 Ack=7505 Win=64240 Len=0

54 tapestry > http [ACK] Seq-l
1514 [TCP segment Of a reassembled POU]
1. 1514 [TCP segrent of a reassenbled Pou)

=5 Mz 7E =e(1)

stun-p3 > http [SYN) Seqe0 win=64240

Len=0 MSS=1460 SAC
hETp > Stun=p3 [SYN, ACK] Seqe0 Acks1 Wine64240 Lene0 ¥
HEEPIIACK] Seqel Ack=l Wine64240 Lens0
°/1.
Seqel Ack=380 Wine64240 Lens0
347 POU)
874269 41,147, 1M1 43 PoU)
1 874307 43.147.9W 4 POU)
E 874365 193,308 70 113 54 stun-p3 > http [ACK] Seqs=380 Ack=3753 Wins64240 Len=0
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Trojan/Win32.Dropper (2013.03.27.00)
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Win—Trojan/Agentbypass.36864.C (2013.03.27.00)
Win—Trojan/Agent. 100747 (2013.03.28.00)
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[Download URL]
http://125.%** *** 5/9090.exe’
— ‘hitp://sK*FHRRG g nat/asdixt  (CIREEE|= MY 2E)
— ‘http://125.* ** 4:8080/26.exe’  (hosts I HAZ)

— ‘hitp://125* *** 5/8888.exe’  (021F0552%svchsot.exe A4A)
— ‘hitp://125¥* ¥** 5/23 exe’  (hosts T} HX)

(Downloder)

CIR2EEE [26.exe], [23.exe] 24 o]l 2JsH hosts THIO0] Of22t
Zo| HZRE WS Solgh 4 QUCh 0|ZAH| HEE hostsIHUof 2lshA
AREXZE FARO! W2 ALO|EO] H&SHE 7imt AO|EE 2|Ctol
E(redirect)=|0] TI&AO|E0] H&El= AO|C

P hosts - 2%

.0. 10calHost
T e 1.111 0BaMK.KBStaR.cON/qulcSTpagE ~0BaNk
.23 BaNkING . NONGHYUp . cOM
.23 AN BaNKING . NONGHYUD . cOM
.23 NONGHYUp.cON
.23 AN HONGHYUp . cOM
A .23 VOORIBaNK.cOM
67. .23 VM. VOORTBaNK.cOM
67. .23 pIB.VOORIBaNK.cON
2 .23 Spb.VOORIBaNK.cOM

67.

. .23 0.V ANk .cOM
. .23 OBaNk.kBStaR.cOM
. .23 VAN.KBStaR.cOM

. 423 kBStaR.cOM

“ +23 0BI2.kBStaR.cOM

. +23 VAN SHINHaN.cOM

. .23 BaNkINg.SHINHaN.cOM
. +23 DIZBaNK.SHINHaN.cOM
. +23 OpEN.SHINHaN.cOM

67. .23 VAN.KEB.CO.KR
||| |”‘z: BaMk.kEB.cO.kR

")

. +23 \AN.StaNDARDCHARUERED.cO. kR
.23 WA, 1BK.cO. kR
38! 1-44 | 2 milof| ols HEEl hosts T

.23 VAN SUNYUp-BaNk .cOM
‘ .23 MYBaNK.1BK.cO.kR
1,23 KlUp.1BK.cO.kR

.23 cltiBaNk.cO.kR
.23 WAL cItIBaNk.cO.kR
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function frcSubmit()
«

var t= = document.frm;

1f(fm.name_infol. vllue L "

alere( ol F AYAFTAR.";
m. nome nn!ol focus():

retumn I‘lll

)

var mn = /*[\uac00-\ud7£2)/g;

42 (1an.cest(fm. neme_intol.value))
alert( 2= % R
fm.name_infol.focus()
return false:

)
([ 1£(tn.name_infol.value == “* || fm.name infoZ. vnu umn re )¢
A "

143 Mlerc(nT T M¥lE GAVE Ao

144 3. nose_into2 . focus() ;

us | zetum false:

446 L)

447 A2(fn.name_1nfod . van-: .- 11 fm.name infod.value.length 1= 7)(
14 alere( B A% gy e ")

fm.name_1nfo3.focus() ;
rotum false:

)

/ZUERYE A2

var str_f_nus = fm.name_info2.value:
var str_l_nus = fm.name_info3.value;

var 13e0
for (var i=0;i<str_f_num.lengthii++)
{

var chl = str_f_mum.substring(i,i+1);
42 (eh1<'0° | ch1>'5') { 13w1341 )
)
12 ( (str_f mum == ') |1 ( 13 1= 0 ) || str_f_num.length I= €)

{
alert( RET @ g4,
fm.name_into2.focus() ;
return false:
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ofxielofl SEsict,

— 8888.exeCREATEC : WWINDOWSWO02 1FO552Wsvchsot.exe

(Tasks &t AtAimel)
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— svchost.exeCREATEC : WWINDOWSW Tasks WAL .job
— svchost.exeCREATEC : WWINDOWSWTasksWAL2.job
— svchost.exeCREATEC : WWINDOWSW TasksWAL3.job
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(V3 HIZZe| ZiTty)
Win—Trojan/Prosti.132540 (2012.12.18.00)
Trojan/Win32.Banki (2012.12,19.00)
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— system32ZH0flwincal.exe 0|22 2 XA %M

— gIXIAER|of Ol2iS| CIOIHE FItl & Al A

—  HKCUWSoftwareWMicrosoftwWindows NTWCurrentVersionW
WindowsWload

— "C:WWINDOWSWsystemwwincal.exe"

— hosts IS HXSH| QI HEIF U= 111.90.159.208 PO T

ro
oi
>
0%

OI'
(023

L http: //s1.securityweek.com/kaspersky—lab—discovers:
botnet—targeting—chilean—banks
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http://s1.securityweek.com/kaspersky-lab-discovers-albabotnet-emerging-botnet-targeting-chilean-banks
http://s1.securityweek.com/kaspersky-lab-discovers-albabotnet-emerging-botnet-targeting-chilean-banks

- MuollM 2otz HEE EZESI0 Hosts IHAS HZE

- Y EIARXE 2 AOIE T4 Al /IYE Il AVIER 0I5
HAZXE|= hostIfR0l| SEE 2 AMO|ES2| =52 Of2fiet 2ot S
X7} ERICR Sh= AO|ESS Hef2| S87IS0IAC

‘111, 159 2*www.santander.cl’
- 111.**159.2*santander.c’
- 111.%%* 150.2* www.bcicl

111 159.2*bci.cl

— —
AT ANTEE hosts O] HZO| O|ROFER F7IHS
2 MAZ 5t1, ZYE ARSI} hosts UK SEE WAIE
P T A= o =
of T Al T AOIER T ASAIe] 38 T M LR
AlEsic
{ = 192.168.218.100 hi<d 54 http > nsstp [ACK] Seqel Acke73 Win=64240 Len=0
- 192.168.218.100 HTTP 356 HTTP/1.1 200 OK (text/html)
}92.168'218. 100 RS cp 54 nsstp > http [ACK] Seqe73 Ack=303 wine63938 Lens0

54 http > nsstp [FIN, PSH, ACK] Seq=303 Acke73 Wine64240 Len=0

! 192.168.218.100 Tcp
192.168.218.100 s 3

e 54 nsstp > http [ACK] Seqe73 Ack=304 Wine63938. Len-0

192,168, 218,100 P 54 nsstp > http [FIN, ACK) Seqe73 Ack=304 Winw63938 Len=0
S 5 TP S4 http > nsstp [ACK] Seqm304 Ack=74 Win=64239 Len=0

192,168,218.100 - Tcp 62:ams > http [SYN] Seq=0 Wins64240 Len=0 MSS=1460 SACKLPERM=1

192. l&l le 100 TP 58 http > ams [SYN, ACK] Seqe0 Ack=l Win=64240 Len=0 MSS=1460
192.168.218.100 e 54 ams > hrep [ACK) seq-l Ack=l Win=64240 Len=0
192.168,218.100 T T HTTP 126 GET /test.php HTTP/1.1

192.168:218.100  TCP 54 http > ams [ACK] Seqe1 Acks73 Win=64240 Len=0

192.168,218.100 HTTP 356 WTTP/1.1 200 Ok (text/htal)

192.168,218.100 TP 54 ams > http [ACK) seq-n Ack=303 win=63938 Lens0
192.168,218.100 | TCP 54 http > ams [FIN, PSH, ACK] Seqe303 Ack=73 win=64240 Len=0
192.168.218.100 TP 54 ams > http [ACK]) Seqe73 Ack=304 Win=63938 Len=0
192,168.218.100 e TP 54 ams > http [FIN, ACK] Seqe73 Ack=304 Win=63938 Len=0

= 192.168. 218.100 Tce 54 http > ams [ACK] Seq=304 Ack=74 Win=64239 Len=0
192.168.218.100 TP 62 meqp > http [SYN] Seqe0 Wine64240 Lens0 MSS«1460 SACK_PERMel
T—— 192.168.218.100  TCP 58 http > mtqp [SYN, ACK] Seqe0 Ack=1 Win=64240 Len=0 MSS=1460
192.168.218.100  1° Tcp 54 mtap > http [ACK) Seqel Ack=1 Win=64240 Len=0
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ASEC REPORT 39 MALICIOUS CODE TREND 15

(V3 MIBZQ| ZIEHH)
Trojan/Win32.Xema (2013.03.05.00)

Z=0| F{HLYA 235H(Commonwealth Bank of Australia)& AFaIEH 2t
MACE SI5H= A [|Qo| 2rzA=iCt

= SHMO| HIZ0| CtA &2 o= UK Urt SF 2HS AL2lSH
= AMIET UAHH AT SF |E0|LE ofsiAr S FHlotHLE
sl 28 HIZIE A2sH= mzHo| ZiH5t Fo|y| QLEIC)

‘First NetBank Third Party Payment XZ2S2 A=l 0ol=

(2} 1—49]%t 20| Ef 7312 £33 LA B HRE 24| =
°I2 235t Ligo| mls) UCt,

First NetBank Third Party Payment

Your first transfer to the following third party account(s) has been successfully processed:

........... unt -
1144 $4835,64

Please review your transfer document carefully, If there is any information you feel is. incomect, please notify us
immediately,
To view details of this transaction . please view the attached file for more details

Yours sincer
Co \

Bank of Australia
om.au/NetBank

y. To confirm this is a genuine email sent by the Bank, please check your inbox on the

2= orle CIREESHH, [12] 1-50]2F Z2H0] PDF 2A12| 0l0|Z2
o] P&S 5T YUOLt ARIZE SAII0| ofL! A= A Tl
&oI5t 4 Qirt
! RecentTransactions.exe
“ Mobe

0| oY mAUH Fof exel| SEXII SRIE|X|TL =R 7|2MH
OlA= 4%l SEXKEXE, DLL S§)& EAIBI=E Z|{UX| 9iCt 0]
ol &K} BAIZX| U= ER0E ARSXPE EMII(PDRZ QX
ofxl Alalist 4~ Qlof etdTFCof ZEE 0| =0t MEE oM ot
o] Az, [T 1-51]0t 20| O=US)at =(UK)oll /RISt &
Y MHZE "&ES ATt

2013-03-05 192.168.116.130 192.168:116:2  ONS. 74 standard query/0x9ccd s 3,

2013-03-05 192.168.116.2  192.168.116.130 ONS. 90 standardiquery. response 0X9ECd! AL S0. 70
2013-03-05 192.168.116.130 192/168.116.2  ONS 78 standard query 0X07cc A "
2013-03-05 192,14 .2 192.168.116.130 ONS andard Guery response 0X07cG, AI213! 160
2013-03-05 192.168.116.130 192.168.116.2\ ONS 72 standard query Ox7bce

2013-03-05 192.168.116.2  192.166.116.130 ONS B Eard (e ileoonse lbce AP 158
2013-03-05 192.168.116.130 192.168.116.2 .\ ONS. 90 standard query 0X2: 5.



RecentTransacti TCP CONNECT
RecentTransact i TCP DISCONNECT
RecentTransacti TCP CONNECT
RecentTransacti HTTP CONNECT .160:80
RecentTransacti TCP DISCONNECT .160:80
RecentTransacti TCP CONNECT .0.0. ¢ .158:80

.70:8080
.70:8080

.160:80
e.ru/ugh.exe

RecentTransacti HTTP CONNECT .0.0. . .158:80
RecentTransacti TCP DISCONNECT .0.0. . .158:80
RecentTransacti TCP CONNECT .134:80
RecentTransacti HTTP CONNECT .134:80
RecentTransacti TCP DISCONNECT

“.com/Ssacsdg.exe

ats.com/ zvG. exe

HKCUWSoftwareWMicrosoftWindowsWCurrentVersionw
Runw{1593167F—6E50—-AD40-5B87—53325B9F7020}
"C:WDocuments and SettingsW-AdministratorwApplication
DataWEpazhWiysok.exe™

AT U S HO IS ABIA BAME CRAL S ERIS
of B7IMS XIFE BISt CHUBE LIS ZBISHs SO| welos 1x
5| AIHT QICH Olofl HHAIRI0] BEBEX| QU7ILY, EIQIEIX| o= o
o LSS ZESHD U= FL, NA0| HPE O[HUS SAE B
23t o7} Wesict

(V3 MIZte| ZIctH)

Win—Trojan/Tepfer. 158720 (2013.03.06.00)
Trojan/Win32.Tepfer (2013.03.06.00)
Win—Trojan/Tepfer.314368 (2013.03.06.00)

Bank Of America 2I%F Azl M|

O|=2Q| 843 @4 O}H|2|7HBank of America) 232 ARRlSH A=

EE RIsh=s AT Higo| ZHMCL

‘cashproonline_notification@bankofamerica,com’
ol MY FAZ wAHOM  ‘Online Digital Certificate’ 2h= M=
M| oY AE AMSH HH O|MRE Y A2t

AR FEHS| A B ZUS0| REED AUCE

Ml

Dear CashPro Customer,

This email is being sent to inform you that you have been granted a ne= digital centificate for use with
Bank of Amenca CashPro Online.

Please open the attachment and you will be guided through a sumple pro=ess to mstall your new digital
certificate.

If you have any questions or concerns, please contact the Bank of Amer=ca technical help desk.

Thank you for your business,

O3 1-53 | fdTCTL HRE o|HY 25

HRE odIFco ZFEH AL 2 ADicH 2l5H7| 2lsh 2|
AE

ol SE= ict. Lot ZE HSE SHY S7IAZ|HAM 0=

ASEC REPORT 39 MALICIOUS CODE TREND 16

OJA[ZESOl /XIS EF AMARICRO| AAS XISEOE A|T5HH,

AU A ABIOIANS HNTES CIRR sl

CashPro_cert_ID_5764578926487346283945...

Eenelarlrl Version [COmD&lblhl}; {l Eummaly |

CashPro_cert_
ID_576457892

File version:  8.2.00
Description:  Uto lgu Soxuc
Copyright: ® 2002 Xoquwa Fudanod. Ehaw Civy| Eleqi.

47823845283 Other version information

54623548234

82346287548, Item name: Value:
crt.exe File Version Ohej Imul Lil Waeby Uluzogi
Internal Name Osoj

Language
Legal Trademarks

12 1-54 | HLE oz

—  HKCUWSoftwareWwMicrosoftwWindowsWCurrentVersion
Run¥{1AB56A25—BOD0—AD41—-CED2—B7C5F89F94D7} "C:#
Documents and SettingsWAdministrator#Application DatawWPolowW

atnuru.exe™

T
O3 1-55 | EX AARISZo| & A=

192.168.145.162 461 POST /forum/viewtopic.php HTTP/1.0

192.168.145.162 e 237 GET /ChGCNer. exe HTTP/1.0
192.168.24558, o - " )

oo el 1920168.145.162
192.168.185,1 1 oo mmmmmmao

192.168,245.1 -l
o 192,168.145.162
192.1 ncieee san =
Ao L SLE
1 | =N i
192.168.145.1 - -.—..) ESSOP WS
e 192.168.145.162  HTTP/OL 409 unknown (Ox4d)
192.168.145.162 HTTP 229 GET /w91aZS.exe HTTP/1.0

121 1-56 | M&S A|=sh= AAEIC| 2%

230|Lt i SIA S2 MRS AT BUS Saf otRES Rms
L 20t 9IS XAHOR WAR|D Qrt LWAXPH BB A
S5 00| OfMARIS B 25| FOIBHOF sind, HRIIUS 2|
Hofl= Ao mjel ZAIS s 0| B

(V3 MIZ=e| RIcHE)
Win—Trojan/Fareit.115712.B (2013.03.08.00)

E3H EIE LjMeR REE PDF 2dMIC

EX UAS ERZISZ HZHE 2to|=0ol PDF m (X pdf)0] Z/2 0]
Hio] MRl SEf2 WAMCE SFNTE RITXHE AL} B
oIUS ABHSIER 5 ANTFE ZHES RE5ta, ZEE AMTFAES
Saff 7|2C UREet AIAY M S2 i) 8T Qmo|
AHBE OltiUS FArMQl KoLt Yot HRE Ho2 9z
=20l 2MHo= ofAl5L7 |7 ot
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€9 T FYYNIN XATIAB

Y or yibe caayoed Yep SEma epT TOToilioo SOUnTa TIRGOCAd OpooN SC0d
NPT MIC JACAT XA Enge CONRORn
Coya oM 2,0 yarsa 30¢ 363 kar>CH PP HPAFTOE OO 6 CITTYYTY
e Gopr ¢ 9w Mostroa Yacaa yite xasanaran oy Gyit [oys Harepssaness TTB 2008
O ORI MADATTENE GaRT YYDl Jpx Seaeendl TR KTITALIN COUTYYTOSUE BaATa
mp aype Girenr odiaryyreayll ra Gopooxofiroop 30I0K IOPIYVIDNGE TADG Mo
HIpTad Xeapan ocet 4« Galles o G0a001 MK Caflcan T MEDNCOH  Pammo.
TEICRINIIN CHPEUTATAGLL TRINKTA (Tt PATIO, TEICRIEIITIND TARIX THEINTHE Xypid

encen. comne, CHTTYYmDE CYPRATAINNGL THOM TRCDE SyYom Galican. Lixzaansie
epoicati AP CHTYYTBLL TemOYYAINC Yk W 5 3 0 CRyyIos 6yX Iype Grenen erexdir
mapacan Gereez wpn o Mowono yeooodi owms edmddt papm, Tetemn
(MYOHPT)-win owu Gaftxman yedtn aype Grsnonilr yryyacm MYOHPT comryyarunedn
o yiboom cayies Type Gerenadin yryyte G yia manar Talkwiop 3 4 X M i
TV eepcmtibe TAlIGapT Konok opyyacan Gaficam. Vr TaRaGapr Type Geener yiyyas Gyt
VDL OPYYIDNGE, TYPTDN Yl mIns soma Gt omyyTes xyeipodiradic
Dwpra 6xba ra T P Grnngdn 18 CTTYY T HpOYYTe erveryit Gaibn
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™ Adobe Reader £|2(CVE—2011-0611)
MMEICH

C*‘DOCUME IWADMINI~IWLOCALS~|WTempWA§!282
C:w d DataWAdoheWAcrobaMQ OWAdobeSysFn.,..
dcsobati 3 0WUserCache, bin

M ~lWemWWin ord,
Cﬂ 'DOCUME~ |WAOMINI~IWLOCALS~lVI‘I‘emw'Mobe pdi
C:WDOCUME~ WMDMINI~I'M.0CAI.$ 1¥TempW~te
ommFunc swi

C:WDOCUME~ IWADMINI~1¥%LOCALS~ 1% Temp¥

C:WDOCUME~ IWADMINI~1¥%LOCALS~ ¥ Temp¥

C:WDOCUME~ WIADMINI—'IWLOCN.S~WITempWSWFVICamMu\e.9xa
CWDOCUME IWADMINI-"IWLOCN.S"'IWTemoWS WCommFunc.dll
C'WDOCUME IWADMINI~IWLOC empw~lemqp tmp
C:WDOCUME~ IWADMINI~ 1%LOCALS~ 1% Temp¥~temagp.tmp

a2} 1-58 | AAEl= ot e

Offset g1 @234 8586 F 68 9.4 B 0 BF

000000F0 76 61 72 20 61 73 64 66 67 66 68 66 67 6A 6A 68 var asdfgfhfgjjh
00000100 6A 6B 66 67 68 6B 68 6A 6B 67 68 6A 67 6B 6A 68 jkfghkhjkghjgkjh
00000110 6B 68 6B 68 6A 68 6B 3D 27 34 64 35 61 39 30 30 khkhjhk='4dS§900
00000120 30 30 33 .30 30 30 30 30 30 30 34 30 30 30 30 30 0030000000400000
00000130 30 66 66 66 66 30 30 30 30 62 38 30 30 30 30 30 OfffF£0000LBO0OOO
00000140 30 30 30 30 30 30 30 30 30 34 30 30 30 30 30 30, 0000000004000000
00000150 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 000000OOOOOOOOOO
00000160 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 0000000000000000
00000170 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 0000D000000000000
00000180 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 0000000000000000
00000190 30 64 38 30 30 30 30 30 30 30 65 31 66 62 61 30 0480000000e1fbal
000001A0 6S 30 30 62 34 30 39 63 64 32 31 62 38 30 31 34 e00b409cd21b8014
000001BO 63 63 64 32 31 35 34 36 38 36 39 37 33 32 30 37 c¢cd2154686973207
000001CO 30 37 32 36 66 36 37 37 32 36 31 36 64 32 30 36 0726£6772616d4206
000001D0 33 36 31 36 65 36 65 36 66 37 34 32 30 36 32 36 3616e6e6£7420626
000001E0 35 32 30 37 32 37 35S 36 65 32 30 36 39 36 65 32 52072756e20696e2

12! 1-59 | Winword.js Tt HE

Winword.js TH0| &H=|H Temp EO 5H(0fl SWF EE7} M=
M, sH= Z00f| CamMute.exe THat oM CommFunc.dll IHIO0| A4
SEC

mRO BIE 2AQW SARNEG =D =3FH

@ag- J 5] ,@aq Llﬂl-v

vBos
271 (BR ene wk

5KB 88 Z2J@

B CICamMuteexe
WFunc. dil 4IKB 88 Z272 2T
112K8 GOMDICIOY It...

o M 0is vz
fy IR 0IS

32! 1-60 | Temp 2= A mp!

Yar CommFunc.swi

ASEC REPORT 39 MALICIOUS CODE TREND 17

CommFunc.dll IS CamMute.exe LHY(FAF miol| 2EE5|0] S

fich,

1 Key | Value

HKLMWSYS TEMWControlSet001 WServicesWICE

HKLMIWS S TEMWC onrolSetlD W Services WICE W Type

HKLMWS YS TEMWC ontrolSet001 #Servi WStart
VSTEMWC ntrolSet00!!

Key: EIS716E8
010014800 000000...,
Locs m"

1C25500

KAV O<EISTIEER
Key: BEIFFIB
“RootWLEGACY_ICEW0000™

FXLMWSYSTEMWContioSer00IwSenicesWiCEWSecurty

HKLMWSYSTEMWControlSet001 #Services WIC
HKLMWSYSTEMWControlSet001 WServices WBITSWStart

HKLMWSYSTEMWControlSet00IWServicesWBITS

Key- OcE 1520540
Key- OGEICEBCT
Key= O<EZ2EBE8

ZHE otMAE = ARKIC| F|1HE Q13 MEHE NvSmart.hip IHIO||

(==}
RIS
ISl
[Process TPID__] Operation | Path |
svchost exe 56 CREATE and Setlings#fall
svchost exe 56 CREATE Can:umenls and Setlings¥All UsersWSxSWNvSmart. th

svchost.exe
vt

Time | Process | Protocol | SrclP RS | DestP
+QF10:08:31  svchost.exe TCP CONNECT 122,001 D 14, 142:443
2T 10:08:41 svchost.exe TCP DISCONNECT _ 127.0.0,1 = 14, 142:443

O 1-64 | HESZ 32 He

(V3 MiE=e] ZIctH)

PDF/Cve—2011-0611 (2013.03.06.00)
VBS/Dropper (2013.03.06.05)
Win—Trojan/Infostealer.41472 (2013.03.06.00)
Win—Trojan/Infostealer.227840 (2013.03.06.00)

BLIX| o2 widlojete] T

ie90f(Ransom ware)2t AFSXE ZHFE(Q| AIAHIO|L THUS FOt
tH OIE QIEZ Aot 555 27cks oY Z=2THS eich A
Aol= ZZVX|= BE0| AL SESH A=t =UoiM= 0oFF
3A a7t StElXls SEURIT SS A7 2O ET Q{Ck= FHofl
M AEXIEC] Fo|7F ERSICt

==

roh



7ol LAE HMA0IQ| AlRfl= TS 5 ZEXICE 2010 LAE X
Hi Atgll= MBRES HOl M MAQIES 2U2SHX| p22H FEo| A
CHE OIRXIX| RUCE Ol= XS24 Zbot HEHO| CHR2EEF! Z40(UCE

= Hl ARl S22 ®HI|= 7t |IEL 2I0|MAE @T5kE Ae
2 Xt 2011H0] AL

A AhnLab S ST —
S2/(H)

tem and files

sign-on password will be

33 1-65 | 20108 MBRS ZHoiM &

jenerated .Enter password:

20| HcH= =IX| P o] Lz Al

X5t 2 5= Windows2|

SMS B2} BOLSEILICE
CIEIE REISDE O ELICH

2EQLICEH 210l

1.0RHSl B2 S S0U SiLIZ TSR A CHE 21 108

01188213090406
011261221000183
0112392216368
011261221000181
0114525970180
011881935211841

DALLO| LIRIA 2 M3t= SRULICH
2. 20| i

DA SH [t RS

T07#

12] 1-66 | 20104 MBRE SO £E0| HcH= EIX| 9tz 220} 221 AR

7VE 220) LAE HMYl= FBIE AR 222 @+34ck o] #
HRllol= ARBAPE EESIK|E 2 2 RIS AIEo| &8 A

X B2t slAER|of tHES H7|1, FBIZ7E EH HIAIXIZ 1F,
=Y AO|E0i| &3l PC 0[80] RITH

o £2 U3 M3 =of
FACE 0 NSRS 9

AT

Your computer

has been locked!

HOW TO UNLOCK YOUR COMPUTER:
Take your cash to one of this
retail locations:
Walmart K El & |

2 Get a MoneyPak and
purchase it with cash at the
MoneyPak [k et ‘

Come back and enter your
MoneyPak code to unlock
your computer (5 attempts
available)

Code: Submit

Your computer has been locked due to suspicion of Blegal content
downloading and distribution.

Mertoned dlegal contert (414 Mo of videa Sles) was automatcally
classied as chid pamographic matenials. Such actons, in whole or in
P31t vioiate follomeng U S. Federal Laws:

Any individusl who violates, or attempts to violate, or conspires to
violate mentioned laws shall be sentenced to 3 mandatory term of
imprisenment from 4 to 30 years and shall be fined up to §250,000.

Technical detalls:

Involved IP address: 2EN——
Involved host name: SN

Source or intermediary sites: hitp:w

Al suspicious files from your computer were transmitied to a special
server 30 shall be used 35 evidences. DoNY iy 10 COFTURt 3ny 6ata O
unblock your account in an unauthorized way

Your case can be classifed a5 occasonsiurmotr

17 (U. 5. Code) 7512. Thus it may be closed W-Ah L b
computer vall be unblacked automaocaly. n 8

ofTCT} AIBEIH [12) 1-68]T 20| 29I HOIE

ASEC REPORT 39

standard query 0x6e89
standard query 0x648a
standard query 0x648a
standard query 0x988b
standard query 0x988b
standard query 0x078d
standard query 0x078d
standard query Oxef8e
standard query Oxef8e
standard query 0x228f
standard query 0x228f
standard query 0x5581
standard query 0x5581
Sstandard query 0x5581
standard query 0xd582
standard query 0xd582
standard query Oxee83
standard query Oxee83
standard query 0x3c84

sanAhNLabs:

Standard query 0Ux2085

a2 1-68 | 22| 91 AOIE T

(V3 MIEZ2]
Win—Trojan/Kowvter. 121872

TlchHy

>PPPPPpPPPPPPPPPPPPPPPPP

MALICIOUS CODE TREND

www.por ° "..com
www., porn.com
wWww., porn.com
www. ma-~"~bs. com
www. ma~="—s. com

be , om
be _, om
xh: r.com
xh. =.com

porn ' 3.cca
porn °  :.com
w....... .deos. com
w ideos. com
w "deos. com
e ‘tube. com
e, ‘tube. com
wWww. XY n
WWW. XX m
epor.._. . _om
epori._. . .om
www. freuc.....
www. freud_ _

A= 2]

18
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SECURITY TREND 19

32 oo|32AZE HOF AHH|O|E SHE

2013 3 OIO|T2AZEAO|A] LESH HOt YH0|1EE & 7712
2 715 47, £ 370|Ck. X|HHof| 0|0 E2 REE RiXlot= A2
Internet Explorer =% EQF HH|0|E0|H, HIZI/HE o2 H 1= 979]
[2FS 7EX|D QUCE OFF] AUZE ALt SATET} SRR LU
L}, OI8XtS LR 20| g H2tRXE QIEY AES HO| 517

ofl ZHAI FOFH0| Olft Z2S 01| skl 2ot ABOIET} T4

i

|0

Ao

olct.

—1
=

MS13—021 Internet Explorer 5= HQF 2iH|0|E

MS13-022 Silverlighte] FUEO R Qlsh &z F= ARl

MS13—023 Microsoft Visio Viewer 20102| F[2fxio=

FE A ZA|

MS13-024 SharePointe| F|FEo = Qlet Aot &5 =X

MS13—012 Microsoft Exchange Server2| |2t&o=Z QI

AC MY 2R

MS13—025 Microsoft OneNote2| F[fHo=z Qlst
=28
MS13-026 Office Outlook for Mac@| F|t&o=z oI5t

=H|

MS13-027 H<! B Ealo|io] HoFHoR QIst M5t AlS 2A

H 2-1] 20134 038 F£2 MS Hot HH0|E

04 05 06 07 08 09 10 11 12 01 02 03

a2l 2—1 | 22 A 7|1FE MS =t HH[o|E



o5
9| nativeHelper0il #2tE0| ZXlst= Aoz =RIMCL SAX=
Q

o Zorxg o8, Moz 3=

i
o
9|E

1

30

ful

A UL
£ CloJE] &2l ofz{ 20| QAttk= Hut 2eryy 52 0l
MongoDB ARS XHIS 2ot QT SHX|2H 7HLXIS0| 71 & |
b 4~ QU= Z40| MongoDBEH= HOIM AFRXISQ| 2iHst =07t 2
gt Zio= HoICt

ok

FO

H NoSQLE AFRSH=Li= AIRXIQ| Z0|X|Tt 0| QEAAE A}
= FUE A =22 4 U= UE 22t Ho|o|Eo]| ZE

=
S| AZMOF ST MongoDB2| Z|4 M2 2.4,10|22 |4 HES

2 Ah|0|Es AtR5t2 HASICE
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ASEC REPORT 39 WEB SECURITY TREND 21

AMTE QE UAO|ES LA 2M| OtMTE WE URL RIEH 214
OfRto| 8 HRIX| HOt AHIAI MolETIS(SieGuad)E BES HA 3 247

o

|E Hot E7| XI=ofl 251, 2013 3% AMTF=E HHZESH= & ALO|

RIEHSE 744 D= 7861740 (QIC} QTS 98I0 & 308 OFM

P AR EHQIS 1817H, QTSI 7SI URL 783702 2kt 1 0
ZIAISHCE Ol= 20135 2240} HlmsA] Mo ZEASHAR|C) - 4 . 9 / 0

[m
Ml

E

12

d3c {8 otdAC T WHE =l obdTAC I WZE URL Graph
333

328 181 Ak

H 3-1 | 2013 3& #l AIO|E Hot 5ig}

of
Rich 28 15,000
20133 3% OFATC HHI Y A} A 8,267 7,861

10,000 : $7.1% ¥ 4.9%
OlE URL TI20] Tis Rig 714 + o N .
£ K|t 82677401 HI3H 5% Zt
A8t 7861 40[CH R

0

01 02 03

43 HYE URL XIEE 244 3} 50|



ASEC REPORT 39 WEB SECURITY TREND 22

$JH=I OI-A-I:I: _I?rsoi

500
20133 3ol AMTFE RS2 353 333 328
4.7% ¥5.7% ¥ 1.5%
TIEo| 333710]| HI5H 2% 24
+ -20 + -5
5t 328710\t
250
0
01 02 03
O3 3-2 | EE A4Y3E 7Y =0l
2 otMT sy} wEl
400 271
ol
Emel +36.1%
20133 3 oIy "gizA=l 300 181
199 + +33.2%
o2 1817422 20134 2 6.6% +72 -90
_ 200 4
ZO| 2717101 HIsH 33% &AM
Ct. 100
0
01 02 03

% 3-3 | EY AHIACST WAE =Ml = Mt 0|

2013 38 AMT=T} 2A
E URL2 T 9| 909710] HIaH
14% Z+A8t 783710|RUCt.

818
i +182%
+
500
0
01

2! 3-4 | B oIS} WISl URL 4 W3

909
*18.2% 783 o
+ ¥ 13.9%
+91 -126

02 03

o
=



otdTC R HE £
oHdIE FYEYE HiZ 8
EH EZ0[=Z20t7t 3801

(48.4%)22 7= w1, Of
{7t 136174/17.3%2! 2=
2 AL

n

orMzTC 2|chHjE 4

otMFAC HiE z|Ct 104 B
OlA Trojan/Win32.KorAd 7}
1095712 7H& MU Win—
Trojan/Wecod. 10695685 471

0| Mz SERUC.

ASEC REPORT 39 WEB SECURITY TREND 23
=g ray HIZ
TROJAN 3,801 48.4 %
ADWARE 1,361 17.3 %
DROPPER 525 6.7%
DOWNLOADER 175 2.2%
Win32/VIRUT 66 0.8 %
SPYWARE 57 0.7 %

JOKE 11 0.1%

APPCARE 7 0.1%

ETC 1,858 23.7 %

TOTAL 7,861 100%

H 32 | AMIC Q3 iz 4
TROJAN
3,801
4,000
ETC
1,858
ADWARE
1,361
DROPPER
525
2,500
DOWNLOADER
175
Win32/VIRUT
SPYWARE
o7 ‘ JOKE
1" APPCARE
7
0
J% 3-5 | AdFE R HIZ 5

9l s otMzEH 2% Hig
1 A1l Trojan/Win32.KorAd 1,095 24.8%
2 v Adware/Win32.Clicker 1,093 24.7 %
3 NEW Win-Trojan/Wecod.1069568 545 12.2%
4 NEW Dropper/Win32.KorAd 357 8.1%
5 v ALS/Qfas 273 6.2%
6 v ALS/Bursted 268 6.1%
7 A1l Win32/Induc 222 5.0%
8 NEW Trojan/Win32.Downloader 195 4.6 %
9 NEW Trojan/Win32.HDC 190 4.3 %
10 v Packed/Win32.Vmpbad 186 4.2 %
TOTAL 4,424 100 %
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