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ASECO| Ei7|et utof] 2™, 20123 50| ZE0| HuE AMT = T 12580 94097421 Aoz
LIENGCE Ol X[t 20| 11402+ 93627401 HISH 1182t 47710| B7t5t +X[CH[TR 1-1]). 0] SollM
71 fo| HEl oFMF == Mov/Cve—2011—21400(ALE, Trojan/Win32.Genz} Trojan/Win32.adhO|
1 ChEe R 0| HTsion, Z|Ch 207401 ME ZetE AMFSE & 774 O|UCK[E 1-1]).

20,000,000

18,000,000

e 13,820,206

.19 12,589,409
14,000,000 +10.3%
11,409,362
12,000,000
0
| | |
2012.03 2012.04 2012.05

[O3 1—1] &Y fdFE Zig H1 744 st 50|

6
#£9| S YMmcy 2% HIg

1 NEW Mov/Cve-2011-2140 1,651,649 27.1%
2 A1 Trojan/Win32.Gen 509,527 8.4%
3 v2 Trojan/Win32.adh 449,944 7.4%
4 A16 ASD.PREVENTION 365,613 6.0
5 A1l Trojan/Win32.bho 355,377 5.8
6 v1 Textimage/Autorun 341,125 5.6
7 A2 JS/Agent 340,611 5.6%
8 - Adware/Win32.korad 288,587 4.7%
9 v5 Malware/Win32.generic 263,765 4.3%
10 NEW Trojan/Win32.sasfis 220,051 3.6%
11 NEW Spyware/Win32.keylogger 193,888 3.2%
12 NEW Malware/Win32.suspicious 160,370 2.6%
13 NEW Adware/Win32.winagir 157,828 2.6%
14 v3 Als/Bursted 138,792 2.3%
15 NEW JS/Exploit 135,294 2.2%
16 V14 Mov/Cve-2012-0754 120,058 2.0%
17 v10 Trojan/Win32.agent 109,168 1.9%
18 vb Downloader/Win32.agent 108,127 1.8%
19 V4 Trojan/Win32.genome 91,743 1.5%
20 NEW RIPPER 87,147 1.6%

6,088,664 100.0%
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(2 1-2l= oA =2 S5 molsl| 2siof ANTSH HES FEE oNAC HETIEY | [& 1-3]2 520 Af2 F4E ofyAC 5 THOZRE Uo| B1E A|Ct 20Z00|Ch, 5O Al

Ct 20710t 20123 5&0ll= Trojan/Win327t & 2258t 29067192 Z|Ct 2074 & 25.2%2| HIg=2 7t & AdHIEE Win—Trojan/Korad.3112960| 5%t 44647192 MH|Q| 18.8%F2MH, Win—Trojan/

2 HIHG| E0E HAOZ AL Mov/Cve—2011-21400] 1652+ 164974, Adware/Win327t 762t Downloader.303104. W7t 12+ 95547102 1 CtSO = To| Ensict,

56607122 1 FE 0|

=9l &= odzcH s H|E a9 otMaCH AL HIS
1 — Trojan/Win32 2,252,906 25.2% 1 Win-Trojan/Korad.311296 54,464 18.8%
2 NEW Mov/Cve-2011-2140 1,651,649 18.5% 2 Win-Trojan/Downloader.303104.W 19,554 6.7%
3 v1 Adware/Win32 765,660 8.6% 3 Win-Trojan/Downloader.307200.V 18,860 6.5%
4 v1 Malware/Win32 458,425 5.1% 4 Win-Adware/KorAd.405504 18,727 6.5%
5 v1 Win-Trojan/Agent 380,512 4.3% 5 Win-Trojan/Korad.309760 18,534 6.4%
6 v Downloader/Win32 370,945 4.2% 6 Win-Trojan/Agent.274432.NE 17,259 5.9%
7 NEW ASD 365,613 4.1% 7 Win-Adware/KorAd.307200.D 14,574 5.0%
8 A7 JS/Agent 343,434 3.8% 8 Win-Trojan/Korad.2120416 14,202 4.9%
9 —_ Textimage/Autorun 341,191 3.8% 9 Win-Trojan/Killav.35456 13,593 4.7%
10 Al Win-Adware/Korad 263,556 3.0% 10 Win-Adware/KorAd.303104.D 12,781 4.46%
11 V4 Win-Trojan/Downloader 258,062 2.9% 1 Win-Adware/KorAd.307200.B 11,049 3.8%
12 V4 Win-Trojan/Onlinegamehack 233,060 2.6% 12 Win-Trojan/Zegost.52736 10,478 3.6%
13 NEW Spyware/Win32 218,524 2.4% 13 Win-Adware/KorAd.311296.D 9,441 3.3%
14 v Win32/Conficker 165,496 1.9% 14 Win-Adware/KorAd.138208 8,741 3.0%
15 NEW Dropper/Win32 159,248 1.8% 15 Win-Trojan/Dload.229376 8,336 2.9%
16 Al Win-Trojan/Korad 152,612 1.7% 16 Win-Adware/KorAd.303104.C 8,267 2.8%
17 v3 Win32/Virut 149,947 1.7% 17 JS/0bfus 8,249 2.8%
18 A1l Als/Bursted 138,792 1.6% 18 Win-Trojan/Downloader.297056 8,010 2.8%
19 NEW JS/Exploit 135,294 1.5% 19 Win-Adware/KorAd.303104.B 7,614 2.6%
20 v2 Win32/Kido 128,545 1.3% 20 Win-Adware/BH0.KorAd.622592 7,445 2.6%
8,933,471 100.0% 290,178 100.0%
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[T 1-5] 00002 AHMHF=

[32! 1-8] MTKti.exe I Al

@ Program Files
oR(E HIE

Q%z-© ¥ P24 [en [E)

+2:(D) |29 C:WProgram Files

22V BARINA =D SSFH

wl -Jli‘.ﬁd.exe

gl

1 428KB Ahnlab

vIgos

@ O b B g

[MTK!. exe JYGHI AhnLab Conl\mon
iles

H5 &717
ZI/HA
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J Lt J -
eps Sandboxie ch;?ssoh Aﬁ%ltab

[23! 1-6] 555.doc It A4M [33 1-9] MTKii.exe S5 HE&

MTKti.exe S5 & 2R | MiKi.exe 57 B
o) )| k] A 2
DE BIE 20 BANE XD SSRH) e mn ses sy i Jue (z8g]aw
- ) T T G2
Q5z- Q- ¥ Lz sy G- @ 42 Setup Program
e ga: 88 Z27@ AR Copyright (C), Inc. 2008-2008, Al righ
J C:WDocuments and SettingsWAdministrator¥Local Settings¥ Temp a2 Setup Program,
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: % ol &
Ol AZ NS ~ J /I J J an: B26KB (641,535 HIOIE) Ui 201 (01=)
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® 2 Application Data . Fij
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e | 0 O, SIS ER E — e TRE BIE LAY BADIO S8BW
= = = E = % CJ PINTLGNT Al os a5 GOl
2 @ O Policies I BEES) REG.SZ (& &3 o)
E jm W@ctmon.exe  REG.SZ CWWINDOWSWsystem32Wctimon.exe
u g ¥ :
g A} XI w Ai 5 & Setings [aB)MTKS, exe REG.SZ C:WProgram FilesWMTKfi, exe
— ¥ # () Shell Extensions v
< > < >
L 2 BE{WHKEY_CURRENT_USE| i i AI i |tab
TR——
X 2 = I
et ] C. &MF=T} Al M [T2! 1—11]2F 20| 'hh.toXX33.com(1.XXX,
‘uu-v. [ wcawe | =
u \ XX212) Mol HZE Al=sict
FCrT B T suua a_a san x.ﬁ .
o
v ; = AhNLER:
MO 13 PRl P BRO MY EERRnT e i o]
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[38 1—11] HTF =Tt AHE nfo| HESRT HE
i packet.pcap [Wireshark 1.6.5 (SVN Rev 40429 from /trunk-1.6)]
Be Edt Vew Go Cptwe indpe Statstcs Tekphony ook [otemas Heb

BX2EE A¢»0T2 BE QAQAH FB8E B

v Expression,

Source Destoston Prm:ul )
192.168.255.131  192.168.255.2 standard query A hh. L con
31 query

192,168.255.131
192. 1

C&C Mt Z HEEl= 271byte THZIOIAM Ghost 2XtES 2felg o~
7h AUCE 0|12 HH Al2=oIM 7|2 22 FH, MY H2E
HA Mo S92l 7|52 3ot= Ghost RAT A|IE tdTFER FHE
Ch (33 1-13]2 7122 HE=E7t MEE mio|ct,

[

[T 1-12] T2 8M FR
7 Follow TCP Stream

Stream Content

[O3 1-13] 7122 HE XM=
&% system32 @@@

ORE BIE 2AW AR =D SIH) >
Q- © ¥ Pza|psu|E
=2(0) |2 C:WWINDOWSWsystem32 M oE
0 x | [l 75 f‘} ja 8
o Temp 2 j DAI DAT DAT
) WebSymbols m PerfString,.. perfh012.dat perfh009.dat perfc012.dat
5 & WINDOWS
= addins
S fogpacn = @ 4
. £ Config . ¥ perfc009.dat FNTCACH.., wpa,dbl b(scan.exmab
v

(V3 MiZ=e| TITtsH)
— Win—Trojan/Agent.1462272.R(2011.12.03.00)
— Win—Trojan/Agent.641536.F(2011.12.03.00)

Linkedin A8 HYS =St AMHMTE R

Linkedin & H|Z=z TSI =258 ool AMESA Ad3E

[33 1—14] ofd A oY 212
p HAX 28: 22 24 2IVLICH

2 A8 Linkedin reminder
WR: 20123 43 273 8% X 512

WE AN o 2
de
s
de:, - e K|
as: Linkedin pending messages
Linkedin
REMINDERS
Invitation reminders:

ssages awaiting your response. Visit your InBox now,

Dontwant to receive email 2 Adjust your message seftings

A

hto://star2 bk/B5 3/index.him AhnLabj

[23 1-14]= 0|22| business—related social networking site S|
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HUE 71521 HAIX|7F Acte FAEOl A4 HAXZ H 2

20| Q= 232 Z26l=E QTSI
Y3E S8l A== Fa (18] 1140 et LRI 2o
AEQI NOIE FAT} Ol RS ERIE £ aumr sl @35 22ist

= = ‘33’2 f, 0l2F FAISH HEHZ
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= Trojan/V\ﬁn32_Zbot(201 2.05.01.00)
— Trojan/Win32 Jorik

DHL22 MIYE QIZkst oMz
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RR: DHLPackage detvery stais
HY¥: REOHLreponzip (3.6KE)

-z

Dear, * », with this message we noty you that shipment at your address, tracking ID #74638006, has FAILED due to an address mismatch. To obtain
your parcel please print out the attached form and cortact DEL US support

Feel free to contact us with farther questions.

IFyou would ke to speak to a DHL Express Support Agent, please call the DHL Service Desk at 1-800-527-7298

AhnLab

[ o M4 ]
C:wWDocuments and SettingsWAIl UsersWlocal SettingswTempw
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EEBE AL AEL Al XS AHE|=R XIAER|0 SE8t = Otk
URLOY ™&S Al=SICE

— 'hitp: //www.update, microsoft.com'
— 'http: //fro***oro.***/and/image.php’
— 'hitp: //fok***ol *** /and/image.php'
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— 'http: //uaw***uro2012.***/and/image.php'
— 'http: //lis*™**ijik ***/and/image.php'

'http: //www.update.microsoft.com’ EM[QIS StMFE ZIH & I E
3 HA MEHE =I5t | o T&SHs T4 URLOICE 519 dhAl
ZE2OM0| CIREEEE ACE FHEE URLEE TSEX| LU
C}. SEXITH SHE tETF =0 ZEE AARIUIN 22 DIUS Al

S Data Recovery2h= 19 #i410] EX|EICt.

Data Recovery T2 1ZH0| AISHE|H XSO 2 A|AEIS ZAlSH 5
9] FIc Uit HOfECY,

[22! 1-16] 512| BiAl Data Recovery

Overview

D Lol Dk 1: 0 (aurrent staus: el

9 Rty

wh)

@2 ur1cans)

[32 1-17] ZN 27 &1

e ——

—
g SoftwarePay Veisgn
P
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(V3 MIZ=Q| ZITtH)
— Win—Trojan/Jorik.49664.K(2012,05.16.00)
— Win—Trojan/Fakeav.278016.DJ(2012.05.16.00)
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USHo| LAZ|ICE

[22 1-18] At ws2help.dil
719D1658: 7526

JNZ 719D1680
719D16SA: E842000000 CALL 715D16Al

719D16SF: 8B45S08

[O8 1-18]2 M4 ws2help.dll TYQ| &t && F=E HEOZ

oMo ZE=0f X1 [2- 1-19]2| ws2help.dizt H|wshE

[22! 1-19] THX|E ws2help.dll
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719D16SA: ES8DZ360000 CALL 715D4D31

719D16SF: 8B4508
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(V3 MiEZ=e| TITtH)

— Win—Trojan/Patcher,107008(2012.05.06.00)

— Win—Trojan/Onlinegamehack.3146107(2012.05.06.00)
— Win—Trojan/Patched. 19968.5(2012.05.06.00)

— Trojan/Win32.0nlineGameHack
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— C:WDOCUME~ 1WADMINI~1WLOCALS~ 1WTempWA1.
zip(ws2help.dil B mmH)

— C:WDOCUME~ 1#WADMINI~1WLOCALS~ 1WTempWB1.
Zip(wshtcpip.dil 21 k)

— C:WDOCUME~1WADMINI~1WLOCALS~ 1WTempW
Ceenieiyw.dll

— C:WDOCUME~ 1 "WADMINI~ 1WLOCALS~ 1WTempWXHtd.dll
— C:WWINDOWSWsystem32¥wshtcpDQ.dli(wshtcpip.dll 4t mHed)
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A 00004408 _Run.exe
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A 00004160 Jpgsvc,exe
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20| NEXo=Z 0|20{X|H sHE AOIE F
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ttp > ftranhc [SYN. ACK] seq=0 Ack-l mn-mm Len-o MSS-1460 SACK_PERM=1|

ranhc > http [ACK] Seqg=l Ack=1l win=64240 Len=0

ET /update/top.swf?info=789c2b2f2fd74bdec94c2fca2f2d28d64bcecfb5320402006|

[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]
ranhc > http [ACK] seq-172 Ack-2921 wi 64240 Len=0

ftranhc > http [RST Seq=:

[TcP segnent of a reassemb]

ftranhc > http [RST] 0 Len=0

ftranhc http [RST] win=0 Len=0

ftranhc > http [RST] Seq=172 win=0 Len=

soipsigport-2 > http [SYN] Seq=0 w‘ln-64240 Len=0 MSS=1460 SACK_PERM=1

ttp > isoipsigport-2 [SYN, ACK] Seq=0 Ack=1 wWin=16384 Len=0 MSS=1460 SACK|

soipsigport-2 > http [ACK] Seg=l Ack=1 Win=64240 Len=0

ET /update/top.swf?info=789c2b2f2fd74bdec94c2fca2f2d28d64bcecfb5320402006|

[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]

soipsigport-2 > http [ACK] Seq=453 Ack=2921 win=64240 Len=

[TCP segment of a reassembled PDU] Ahnl-ab
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Check out our next Spotlight Release
Exclusively for you - Free @

Counting Crows

Download exclusive music from
Underwater Sunshine

Check 'yes' to download

Yes, I'd love to check out this free download.
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LE=Ct

[ 2nt Browser Bar Optional Installation
Installing this browser bar helps support | :nt @

The p *nt Browser Bar enriches your browsing experience
- Search the Web anytime

- Launch your nt client from your browser
- Choose from thousands of free apps to customize your experience

P- - Bsech-i aclogniE OB gy B M) o
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[&f accept the License Agreement, Privacy Policy, and Content Policy and want to
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5| 0IZ0ll= DDoS B 486l= AMTEE UL Ciss| 2 ¥ com security.Update
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ool LHEO ohol = oS3 xH
C&C MH ZAQ} MAL|= 2t PCo| XMEL= o2 2EIoZ o5 st i i e APK I LHEO| data mHA0f| C&C At HEI & te|O] ME
5 oj 0f RUCk
Stz|of UCH wioiecs’ e isbpeay BYO HANQ 2V
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[j-%l 1_36] ?:IP%' PC E‘E% o=|+§_§_|.3}f _?_EI_I <!=- end #container --></div> AhnLab [:%l 1_42] APK LH—‘?—O'“ -E—x“él‘f data El'oal
100071E8 |> /8B4424 08 /mov eax, dword ptr [esp+8]
= raw
100071EC  |. |8ACA jmov  ddi V3 NIEFo| RlctH) } meE BIE 2NV SARNG XD =82H)
100071EE |, [03C6 ldd  eax esi — Win32/Irchot.worm.52736(V3, 2012.05.07.00) ) ) S Qe - y | Oaa 86 [@)-
Y T=E S5 EXM URLE 2|CH0|=IE (hxxp: //xxxroidonlinefix.
100071F0 |. [3208 [xor ¢l byte ptr [eax) - 0 C:WUpdateWresWraw v B os
info/fix1.php)=|M, Ol AMHF =7} X502 CRZE=EICE of of ~
100071F2 |. [02CA add d, di e 2 =0 39 R T dote
d A2 MERP 522 MX[GH0F 5t 'Y 4~ Sl= ol Chol A SRS 222l |
100071F4 |. |46 Jinc esi o9 0171 A B0 2tE [ AhnLab
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strd =« str2;
localObject = strl;
NUMBERS = str2;
)
Arraylist localArraylistl = mew Aunyhst()
localArraylistl.add("4" + "0" &
localArraylistl.add("4"
localArraylistl.add("4”
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String scrll =
String strl2 = "3" :
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new StringBuilder(String.value0f(”3")).append(”3").append(”3”).append(”2").toString();
new StringBuilder(Str "3")).append(”3”).append(”3"”).append(”9”).toString()
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