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rean leader Kim Jong-il dies

[CNN]North Korean leader Kim Jong-il has died of a heart attack at the age of 69. state media have announced.
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Software activation

ENGRYFIED  Step 173 Select Cloud AV 2012 *
Seamesite | Subscription S p————

first Home:
Biling Address:
ciy:

State:
ZPrPostal Code:

Country:

Phone:

hnlab
=28 ZNE |fol= off HAE B5IF AHT = ZEHC=
519 HEE EoFEE AMEIE £ = Eo MIES AEskE AO|
E3lct,

(V3 MIZZQ| TITHH)
— Trojan/Win32.Jorik
— Win—Trojan/Fakescanti. 1976320

oI CE 9|5t OlE[HIO|{A A ¥ AlO|E

A2 25T Q= APT(Advanced Persistent Threat) 20+ AFT9O|
Aeas 7Y R UEYI0M ABSks HIZOo|LE HIAIK, SNS
=2 0|25l Yi=0{(Backdoor) 7|5S 48lst= tMTEE Mulsh
LEE Al=SiCt

0|2 Ml AgAC RS, S0 s AREo| Qte|Ht
0[2{A AZEQOZ ZITE|=X| HAES HEo2M 34 M43E
2 =0|7 QCt 0|25t HIAES [ 1-19] Z0| 2 2{Al0}

OllA] z4=! =ato[Hl AV X7 {(Private AV Checker) 2! AIO|EE &
ol R== ZIHEICE 0ol L7AE & Ato|E= 357H2] QtE|HIO0|2]
A NES0l st At 7HsstH 18] ZALf 1MIE, 20E2{(2F 2
OF 2000%)E XlEotH 5003|7EK| ZARRt 4= QUCt Zast UCt
S ¥ AIO|EE 2{Al0} ¥ AIO|EOA MIESH= API(Application

14

Program Interface)S 0|3l MZtE ZHdoZ 2QISHCt BAOIHZ
Mz [32 1-20]e] & AO|E HA| 357H9| QtE|HIO|2{A AZE
glofofl cHEt ZAP} 7HsstH 1 Solli= o
8.0x ZEFIE UUCEL 15| A2 15ME, 5t T A2 25E2(Y
20t 7500)2t st QUct

9| V3 Internet Security

We offer the latest stafe-of-art scanning engine, which scans one's file every hour. it will hen
‘notfythe indkidual frough email once any anti+drus has defected Me file. This senice comes.

MyBB and HTML code that will Koep Your website or Bread constantly updated with the
status of your file!

/\ Scanning D Scan Monitor m referais Free Dafly Scanning Amazing Support
T @ ,.

Credit System One Day Scanning One Month Scanning ’

You may purchase credits in different packs You wil recieve full ona day scanning for 100 This deal is unsurpased! We offer one FULL
Generally credits are worth 1 cent a piece, bot ‘credis, that is oaly ONE Dollar for a FULL day MONTH of UNLIMITED scanning for only 1500
f you purchase 208 worth of creds, you get of UNLIMITED scanning! credits. On 1op of this we will throw in FREE
500 FREE! It is an AMAZING deail Piease ‘scan monitoring! This is the bast possible deal
note: PayPro Global payments wil ONLY be and is definely worth the buy!

taken for payments above 5
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MNpopaxa IFRAME Tpaduka AhnLab

jabber: buldozer790@jabber.ru icq# 60934706

KoHTakTh!:

Jabber: 430073 hbim.com
vip.person@exploit.im or 80$ ao 1208 3a 1k
112.332 sarpysox

- =

in Register  ContactUs  AVversion  WebMoney FAQ

Home

0 Login
system. This check will be made by numbers of anti-virus system and no REGISTRATION
reports will be send to developers of this anti.virus system. You can be fully

sure that your files will not be send to anti.virus databases. (more ...)

This service is about to help you in anonymous check of different anti.virus

We in base have 35 antivirus
VirusBiokada, CamaY,

VSO0 Mo Tarificaion:
VirusBuster, eTrust, Trend Micro, AhnLab

Per Month - 2§

2011-09-15 - We now support Paxum payment, see “Upioad funds” ink

N EIiseVPN Service
ver
¥ 100720 9 support@vpe-senvice s

0| 2ol AYFEE RESH| fIgh & AO|EJL Hot XSS

2011-08-24 - Now you can access our server with ful anonymity of Tor network

=8 2|AE(BlackList)ofl Z&te UE=X| ERlSH= 7[st 2|
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F|oHH CVE-2011-24627} Y7ASHSS ARICt O[H| A= K|
Z0j0] ForHol| F2FS 2= 0l=H| OF28 HMS2 Chsat 2ot

— Adobe Reader X (10.1.1) and earlier 10.x versions for
Windows and Macintosh

— Adobe Reader 9.4.6 and earlier 9.x versions for Windows,
Macintosh and UNIX

— Adobe Acrobat X (10.1.1) and earlier 10.x versions for
Windows and Macintosh

— Adobe Acrobat 9.4.6 and earlier 9.x versions for Windows

and Macintosh
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o, siE FAUFS Endt Axl= 0/= 24+ U o

bl EéIE O}El(Lockheed Martin)O|2tx SH&ICt,
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S 2folxel 3D Stream®| YES BHI5IE [:L%.' 1-22]2t 2
U3D mo| MMz|n, 2 A AR BA|E 220 o5 AR
Ol QHEEZ2(Overflow)7 | LS}

0o

U 3 6 B9 JF 43
56 93 40 00 01 00 00 00 00 00 00 01 00 52 01 00  WB.......... R..

OpenAction2 S5l F|oFst PDF mtlo| AlsHE! oy [22! 1-23]ut
22 143 QEHENA AcroSE TEF 158 QERE Bo] A
IEEE MMSI=E =|of Ut

[ 1-23] 148 QEME| LEHE
4 0o0bj

<</Type /Catalog /Outlines 5 0 R /Pages 6 0 R /OpenAction 14 0 R /AcroForm 3 0 R >>
endobj

AcroJS T =

14 0 obj
<</S flavaScript /JS150R >>

Ahnlab

(38 1-24] 159 @uEE0| 3t

M F=9t AcrolS
AhnlL3ab

Function xxxXXXXxXYyyyyyyyzzzzzzzzi(){for(;eee.lenqth < 0x40000+0x40000;) eee += eee;}
function xy

bar i1= axm:ﬂc Bx24;
ar 12=0x4000+0xc000;
bar i3=(0x1020-0x08)/2;

Function xXxXXXXXXYyyyyyyyzz ee;}
function xxy + "c")

Function xxxXXXXXYyyyyyyyzz e;}
function xx ) ccc+=

Function xxxXXXXXYyyyyyyyzz ee;}
function xx

Function xxxXXXXXYyyyyyyyzz ee;}

function xxxxxxyyyyyyzzzzzz(){ddd += ccc;}

Function XxxXXXXXXYyyyyyyyzzzzzzzz8(){for(;eee.length < B6x40000+0x40000;) eee += eee;}

function
Function XxXXXXXXXYyyyyyyy 13
function F4's'
Function xxxxXXXXXyyyyyyyy ¥
function
Function xxxxXXXXXYyyyyyyy ¥
function
Function xxxXXXXXYyyyyyyy >
function (){fff = eee.substring(@, 0x86808 -
Function zy946()
bb = aaa( urpl(“%",'MH4141HHL1Y f 196H
Ji4ag8 oHH1£9 01 1H4a8 ¢
Bt 1c 93 1e! F12HH64
Fc2MMd21cHM- IMc21aH
}16868HMMd8681 drne21
BHMO797MM1c! 312HHM6

DFOMMO7O7HMMY /82ZMMY 7Y /MNYHHeMMY 7Y /MM33HeMMY /Y /M 6danie 3 +YMME 4+ 21MMD 7 + Mt adZmitbe 7 Miee £ 8 HI

Function spray_heap946{ppp)

Yz (ppp) ;2Y946 () ;xxYyzz() QO 0] O
i f (ver>9.0)

15

158 @EHNIEE= [O8 1-24]2t 20| &
£ =22/l ZxHek= AcroJS7+ Zate QUCt

ESP, 58580000
A SHORT shellcod.004011EQ
CMP ESP, 0COCO000
JA SHORT shellcod.00401109
0V EXX, ESP
EXX,

4
EAX, DWORD PTR [EAX]

J EAX, 34
IMP SHORT shellcod.004011E4
MOV AX, 59
oo C 7=
MOV CX, 700
X0R BYTE PTR [EAX+ECX], 97
LOOPD SHORT ffﬁ‘l‘l-‘-‘ﬂ‘l 0 St
RO ERA, 1
IMP EAX
RETN 7B1C
0700”0 suB ESP, 730
PUSH EBX
PUSH EST
PUSH EDI
C745 CO 01000000 MOV DWORD PTR [EBP-40], 1
C745 B4 00000000 MOV DWORD PTR [EBP-4C], O
C745 AC 00000000 MOV DWORD PTR [EBP-54], O

C745 AD 80000000 MOV DWORD PTR [EBP-60], S0

C785 14FDFFFF 00000000 MOV DWORD PTR [EBP-2EC], O
ES 7FOS0000 IMP shellcod.004017AB
3 EOP. EOT

HY=2 MEE CVE-2011-2462 HMZH|0] FAXMS JHX]|D Q!
PDF Ijolg M35t (18 1-26]1 22 4 POF 1S =0f
Erh JBiLt ARRE AISRF 227 ChS TIUIS0] ALARIO A4

rr

[l 1-26] oMol =5t=l PDF It

@ ManTech Employee Satisfaction Survey.pdf = Adobe Reader
File Edit View Document Tools Window Help

[ ‘:; @ [Tre ® @ - [ & Fd 8
B B
| ManTech Employee Satisfaction Survey I

Please take a few mimuites o complete this survey. Your specific answers will be completely anonymous, but your views, in
combination with those of others, are extremely mportant. To insure your anonymity, MANTECH retained an independent
consultant to design the survey, receive the conpleted questionnaires, and interpret the findings

1. Overall, how safisfied are you with MANTECH as an employer? (Please circle one mmber)

Very
Satisfied
2 3 4 5 6 7
How do you feel about each of the following specific matters?
2. MANTECH's communication and planning (Please circle one mumber for each statement)
Disagree Agree
Strongly Strongly
Tunderstand the long-term strategy of MANTECH i 2 3 4 5
Thave confidence in the leadership of MANTECH 1 2 4 5
{Attribute masked! Become a client and see all atributes!} 1. 2 3 4 5
{Attribute masked! Become a client and see all atributes!) 1 2 3 4
{Attribute masked! Become a client and see all atributes!} 1 2 3 4
3. Your role at MANTECH (Please circle one masber for each statement)
Disagree Agree
Strongly Strongly
Tam given enough authority to make decisions I need to make 1 2 3 4 5
LY Tlike the type of work that I do 1 3 4
Thelieve my job is secure 1 2 3 4
& {Attribute masked! Become a client and see all atributes!) 1 2 4.

— C:WDocuments and SettingsW[AF2X} HHH]WlLocal
SettingsWetfmon.exe

— C:WDocuments and SettingsW[AI2 At A H]WlLocal
SettingsWTempWManTech Employee Satisfaction Survey.pdf

— C:WDocuments and SettingsW[AI2Xt A& H]WlLocal
SettingsWhretty.exe

— C:WDocuments and SettingsW[AFZ Xt
SettingsWWSE4EF1. TMP

AEH ] WlLocal
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— Microsoft Outlook
— Microsoft Internet Explorer
— Firefox
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— Backdoor/Win32.CSon



No defaults set.

ASEC REPORT Malicious Code Trend 17 18
Vol.24
of2] 7IX| F2FHS olE2t MISAR Tu} M wA i 2 Wo|X|= Cl2 ¢ Wo|X|2 2YsH= Ho2 QE5! Please aliet AMTFEE 72 B4 t=20|= 0p(http:/marketandroid.  EROELREEEREY]
. 2 R = = o = I =
20111 122 232 ZLHOIM RISA R(Zeus Bot) SEEZ 93 ofzf  Wait page is loading..! 2715 HOIFM LISt ofS2|H 01852 com)2 Sl FEH1, BixH= 0NN H|2IFHCE 2y} 3c AN HE 271 0|2
- - _ - X0 OlRSH Ot E ZIHS S sHE &l 1 =
ThR| ofZRIAOINS S| FHOrHS oigsh A HOIX MAS fmst  TIHES NS AHYAE UHS AL MY B HOIXI =X - 121 ameria
Sl LIES 2EE T "™ A o == = N AMxls =1 — Zh AL [e]|
£ o[HiYo] WL, of¢ol SEE o[HUS| MBS (Fwd : [m  Of= =S ATHES SOI=R Microsoft 29t H1(2219475) oHe OfS2I701S SXIsHE (28 1-35]et 20| HY Ao ot _—
- = = y - = - . az rbaijan
in trouble)OIEH EE LH%% EI'%EI' 7E}|:|, Windows E%EIE" ol X|'?i| ﬂE _Cll -’F—|9f7é19§ o|_|°|_|' %7—1 IE )él?g A|_-| % _)l\_ %‘\E 2|'I:'|_:1O| Ll‘EDZL 7'”?:!% 0|'7| '?"loH h“D-//91.XXX-
ZHIE' Bl Xt 01=H| 22HA| Sofl EXHoh= Cifet FAES xxx.148/app URLE S5 F71XQ1 OiZ2|AH|0|M CIREES Q= by 7781 Belarus
| was at a party, got drunk, couldn't drive the car, somebody gave = A5l AMTE UHHS Aotz AR EMFCH SICHSIR] HA A2 275 WO = SRI=IT)), = 90901599 Czech Republic
me a lit on my car, and crossed on the red light! Z1Ch X|OFMES Eal MO L flolo =
‘ A | =0 E_EEE—-U-OI— O|E{ull HHZ] M- o= —y =
I've just got the pictures, maybe you know him??? o FAFUEE Sofl th2 l= me= OlH ¥E 32 72 [73 1-35] & de 80838 Germany
Here is the photo. 2 Qo ME=E HRA B2 etMdIAEC) — Bl @ 7:34Am ] @ s:24 AM
I need to find him urgently! SR ee 17013 Estonia
N
Thank you. V3 M|=9| Xlct &%}9 fr 81185 France
— Win—Trojan/Obfuscated.Gen To continue, click below gb 79067 United Kingdom
REE oMUl HE= [27] 1-30]t Zct. (o) igEl ge 8014 Georgia
= O}= = (o =1 = OFA1 E-
72 SI=20|= npzlol Y2EE ot ofE2iAlol £ e, " — —
[ 1-30] HRAR Fnt oY g - o . Aol of
x A - o =
& Fwd: I'm in trouble! - SLUBES(UTFE-8) 2011 ol =X, ?‘E o Jio |— Dl'AO” o OHEE-P'”Ol |_O| =] 4157 Kyrgyzstan
oI HRE) 2NN ZFHD HARM ZS2HH) " EE%-!EJ zd:_ll. 7EI-O|' Oll:ll_-|0." == |:|.A| O_||-)Ck->| OH%EIQ-”olAJOI %‘iEE%
g S .8 - Next 7790 Kazakhstan
AN A AN ol A EPY Ct §& X9 Z7I0M= 0| 2T =T KE DHIY Aoz &
LIL U= S = 53 & — = MASIO “lmo oursH It 1645 Lithuania
N 20114 128 25 2R 9T 857 2ol Z2|0|Y HSE SMSE TSRCEMN ME2 FEUICL =
ue AR _ _ _ ]
as: Fwd: I'm in frouble! H-laH AI'E:”O‘" EHon_I' HE 31%\-”:" ng O—P&;‘—‘:’—:%% [J%Il 1_32]:1" v 1874 Latvia
W 2 3 . ) Subscription rights (Off
et " Z0| Angry birds, Assasin Creed & 17| Z|&42] 0t0|Z, oiZ2|7| T Use the “Sutacrive o tis it o 92525 Poland
wre com" <o @' ' .com » (hereinafter - the
pree MNOHo O|XI5}71 Ol AL olq (=} = "Subscription”) (list web-/wap-sit
_:.’;: o R O|NEo = TSt U He AlYat 7120| oFEL spl;cisﬁcer:ipirI]oirt]em Iss. (‘;Ifethevgf?els'; teos the ru 7781 Russian Federation
X $%: Pwd: ' in troublel following conditions are all individuals
— == . d 18 years and who are subscribers
couldn't drive the car, somebady gave me a lift on my car [j_E.I 1—32] ?_rﬁolE I]|-94|0{| = E._l otMALC (E ‘I . Alu._l'E“ EE) a§$MT§" "W ICom" 0JSC, Il : s
= nababls = _ ® Parse Error Zs entitie:{hatlrr?apvpe errllrtneredJ inianWP 4 nn Tajikistan
ou know him??2? Therm T contract f_or T”qmmunicatiﬁn services
package: Chereinafer -t ueerbarey ua 7540 Ukraine
I need to find him urgently 2. Upon receipt of the Subscriber's
E T R order for service connection
"Subscription”, as defined in
Thank you paragraph 5, the subscriber is sent an
Calantha faamaes e [SMS-message with the number
; (for subscribers of "MTS"), [j_'ré! 1_36] otM o E2|AH|0|Me| MX| 7 HEt
B Tomng Lary e informing you of the fact of the
Secure Checksum: 208 a54b2cco Ah ﬁ Eaa @ @ el 48 7:28 AM
Q;% v Launch by default

a2l 2ot A ZHEIX|(Commtouch)

= €271 (The “I' min
trouble” massive malware outbreak)ES Eafl 0[2{&H O|H|K| HH

&

8 e S3iCk= o
@ ” Controls
== = = 4 init=3 _7'<_|: — X dZE On_-lz;Hl:d H
Sk g EMY W0[2t B oY AR} o = ’*3 S HOZELL 0l= 0| ASEC 2|ZE0|IM AS3MH Fakelnst
i . , - - o =7l OAlE OtMTI =L o Ctaty|o| Ic2 o
20| Here is the photo'S 22513 ANTE LS A3l S5 o S1t RAsiC AMTEE sim cardoflA| ©L7|9] 27t RES ot p————
= 3 H = IS application can access the fo. Nving on your
2 Ho|X|= AZECE = Al 27101| 2= Tk HS (premium numben)2 2XI12 FABITt ks
- e - el A Your messages
2 = [E 1-5]9F zto| = o] o3 x| Irmessag
[ 1-31] AMTC 22 AIS5H= 2 HO|X| % =" = 2 Fe= [H# 1-5]e 20| & 18712 R X1 =270l o ~
GO (o= mema- g0 6 r P SHA LSSIES Maeh QUct A storage
B30 @ vou ‘t"‘g ) : :
SH%} o_Hg:, = [:LE:ll 1_36]:1" 7Epo| 'SMS EI’% J—I_|__|.E_1 '?_—I@"% EE A NetYYQI‘,k communication

Please wait page is

— —
loading... = [ ==, A M SIAF SIS =0|ZIH| At A Sservices that cost you
[ 1-33] ot op=aliols [ [ 1-34) Y ok=lAol =0l ZI=oi==%. OfE=lAl0 /i@l Ale e mete 25z o money

=

{V3 mobile MEZ=2| ZIctH)

— Android—Trojan/Pavelsms

-

&>

o

Ahnlab Angry Birds

Angry Birds
T wmiome - AhnlLab gry

= @ P

AhnlLa




ASEC REPORT 19 20
Vol.24 Security Trend

02. A|F2E| S
a. AIR2|E| S

=)
>
Kl
M
I
m
1l 1
H
ror
T
re
18°3
jin
=)
|
rr
)
>
2
=2
Opt
aS
g
>
N
>
OH
pa:t
il
2
O
12
0x
ol
M

2010.12- 2011.12 A== FotH
12 . . . . . . . . . . . 213 Windows 72 2= Ea}0|#{Q] FHoR Q15 iz FC AsH 2x||R(2639417)
1l 22 Activex ZUKl) HIE =X HOt AH0|=(2618451)
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WIN-CLICKER 40 0.1 %
ETC 7,401 17.4 %
42,769 100.0 %
[E 3-2] o}MFE SEE HiE
DOWNLOADER 13,064
TROJAN 10,029 10,000
ADWARE 7,787
ETC 7,401
DROPPER 3,014 5,000
Win32/VIRUT 793
JOKE 338
APPCARE 261
SPYWARE 74
WIN-CLICKER 40 || — 0
[12! 3-5] AHTFE FEHE HiZ =
olMIAE HiIE &9
StMTAC HHE 1= Downloader/Win32.GenomeO| 44997192 J1&F HQUTCE EE Win—Adware/
Woowa.28672.B S 6710 AHZ SERICE,
=¥ &% od3cy 14 HIE
1 A1 Downloader/Win32.Genome 4,499 20.5%
2 A3 Downloader/Win32.Korad 3,469 15.8 %
3 A5 Downloader/Win32.Totoran 3,152 14.3 %
4 A2 Unwanted/Win32.WinKeygen 2,337 10.6 %
5 NEW Win-Adware/Woowa.28672.B 1,653 7.5 %
5 NEW Win-Downloader/Woowa.270336 1,653 7.5 %
7 NEW Win-Adware/Woowa.61440.B 1,652 7.5 %
8 NEW Win-Trojan/Downloader.765408 1,417 6.5 %
9 NEW Adware/Win32.KorAd 1,225 5.6 %
10 NEW Unwanted/Win32.WinKeyfinder 909 4.2%
21,966 100.0 %

[¥ 3-3] 2Fd5C HH=Z X|C} 10

24

03, &l ot =3

20114 128 sl ALO|E Sig

[33! 3-6] 20114 128 2tMTAE

/
O 00

N >~
/////////////////////

// /77777

(12 3-6]2 AMA= REE 2XOR Si= o Abmy} LA
AMO[EQ| Biglo|Ct 2011 12&2

TEVIX| AHTE LEOIM AZHE H% Bl M p2p -‘é.étE
S Ckol AIO|ESO| 128 50 Ch| 28T E Rz 2857 2

ol o2 eI,

[& 3-4] ZaHl AOIEE SaiM FZE 2

291 oyacy 2s
1 Win-Trojan/Onlinegamehack.86528.BW 59
2 Dropper/Win32.0nlineGameHack 54
3 Win-Trojan/Onlinegamehack.74752.A0 31
4 Trojan/Win32.0nlineGameHack 28
5 Win-Trojan/Onlinegamehack.76288.BL 28
6 Win-Trojan/Onlinegamehack.111616.AJ 26
7 Win-Trojan/Onlinegamehack.121487 21
8 Win-Trojan/Onlinegamehack.136704.0 21
9 Win-Trojan/Onlinegamehack.129113 20
10 Win-Trojan/Onlinegamehack.77312.AY 20

[ 3-d}= 3t =7 25 AOIES S3iM 71 B0| REE opMF=

10710|C}, Win—Trojan/Onlinegamehack 86528 BW= ZAL P2P ¢l
SIE AO|EE ZEI5H 5971 2| SHZE! AIO|EE Sl K=K =

ths =20l 2 mlshs USR] HEUCE E i Mz2 EHEez

= X2 2 7 U=, Ol 3
AR M22 8 71 AIREE 8

%*’SEHWI TolE= AOI20| E=El=
7

29 Hejof etymEol Q@
2 OF2l0f otMTE REIt A

2ol A22 HES0| &



ASEC REPORT
Vol.24

Malicious Code Trend 25

01. g3t &
a. 83t S|

2011 2+E3E ZFE T 2|0} 20
20114 StMFE S & (B 1-1]at 2ot 201139 M F = ZIH ETE Textimage/AutorunO|

7FS W2, JS/Agentet Win32/inducO FIE OIUCE. AHZ 49| 20210f| ZetE AgF == T 8240]

Cf.

91 S% ozl 2% HiE
1 — Textimage/Autorun 9,458,847 24.2%
2 A1l JS/Agent 6,217,163 15.9 %
3 v1 Win32/Induc 2,149,558 5.5 %
4 A12 Html/Agent 1,859,891 4.8 %
5 A9 JS/Downloader 1,789,695 4.6%
6 NEW JS/Redirect 1,580,959 41 %
7 v2 JS/Exploit 1,545,389 4.0%
8 — JS/Iframe 1,446,928 3.7%
9 NEW Swf/Agent 1,432,679 3.7%
10 NEW Win32/Palevol.worm.Gen 1,389,561 3.6 %
11 NEW Exploit/Cve-2011-2140 1,351,151 3.5%
12 vé Win32/0lala.worm 1,090,949 2.8 %
13 v6 Win32/Conficker.worm.Gen 1,045,633 2.7 %
14 v10 Win32/Parite 1,036,725 2.7 %
15 NEW Swf/Dropper 997,347 2.6%
16 NEW JS/Redirector 974,413 2.5%
17 NEW Swf/Exploit 938,527 2.4 %
18 NEW Win32/Virut.f 929,265 2.3%
19 — JS/Cve-2010-0806 926,738 2.3%
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