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7 NEW Win-Trojan/Bho.65536.AV 214,805 3.9%
8 v3 JS/Redirector 169,398 3.1%
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reported being affected, i release versions of ISC BIND 9. ISC is actively investigating the root cause and has

produced patches which p er information will be made available soon.
CvE:

Document Version: 1.3

Posting date: 16 Nov 2011

Program Impacted: 5IND
Versions affected:  BIND 9.0.x -> 9.6.x , 9.4-ESV->9.4-ESV-RS, 8.6-ESV->9.6-ESV-RS, 9.7.0->9.7.4, 9.8.0->9.8.1, 9.9.031->9.9.0b1
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=1l Admiistration %] Winsys.ene  C:\Tools\winsys_2.0.36\Winsys.exe 592 00400000 0034000
¢ EdtiD @[] PED.eve  C:\Took\winsys_2.0.3.B\PEID. exe 343 00400000 00034000
¥ ahz‘ek ™ iewploree.. C:\Progiam Files\Iniemet ExploreEXPLORE.EXE 2248 00400000 0003C000 |
g st;: % ProcessH E\Tnnls\\/lEW\SYSTEM\Memmy\pmcesshackev2 2624 00400000  ODOFCOOD
i i nst mioanz e T R R

Processes: 28 CPU Usage: 0% |Mem Uisage: 157,21 MiB ThrealAh n La b

Downloa 0B/s Upload 0B/s

olHoll S7HE LIEZ Hot 2|Hof| tha ASECOIM It ZAE T

=0 s =Hot Ao ASE AgITE=ES2 o 50712 Hez

LIEFGCE LIEZ Hot

CHSah 20| TIEretth.

—

[E 1-4] LIEZ 2Ot 2|Fol| ARREl AMT= Fichy

Dropper/Agent. 136569
Dropper/Agent. 136569
PDF/Exploit
Win—Trojan/Adsagent. 132031
Win—Trojan/Adsagent, 132031
Win—Trojan/Adsagent. 136314
Win—Trojan/Adsagent. 141530
Win—Trojan/Adsagent. 141530
Win—Trojan/Adsagent. 153026
Win—Trojan/Adsagent. 153026
Win—Trojan/Adsagent.7680.E
Win—Trojan/Agent. 159762
Win—Trojan/Agent. 159762
Win—Trojan/Bumat.111104
Win—Trojan/Downbot. 153938
Win—Trojan/Gendal.62464
Win—Trojan/Hupigon. 133007
Win—Trojan/Injecter.62464.D
Win—Trojan/Injector.26624.AN
Win—Trojan/Injector.3073
Win—Trojan/Injector.89088.AL
Win—Trojan/Injector.89600.BP
Win—Trojan/Magania.240239
Win—Trojan/Magania. 3399704

Win—Trojan/Poison.111104.M
Win—Trojan/Poison. 133951
Win—Trojan/Poison. 147456
Win—Trojan/Poison. 150937
Win—Trojan/Poison. 150937
Win—Trojan/Poison. 154539
Win—Trojan/Poison. 155705
Win—Trojan/Poison. 155705
Win—Trojan/Poison.27136.R
Win—Trojan/Poison.43520.P
Win—Trojan/Poison.62464.AA
Win—Trojan/Poisonivy. 128204
Win—Trojan/Poisonivy.128204
Win—Trojan/Poisonivy. 128405
Win—Trojan/Poisonivy. 128421
Win—Trojan/Poisonivy. 133511
Win—Trojan/Poisonivy. 133511
Win—Trojan/Poisonivy. 135794
Win—Trojan/Poisonivy. 135794
Win—Trojan/Poisonivy. 150357
Win—Trojan/Poisonivy. 150357
Win—Trojan/Poisonivy. 154827
Win—Trojan/Poisonivy.154827
Win—Trojan/Poisonivy. 173068
Win—Trojan/Poisonivy. 173068
Win—Trojan/Poisonivy. 177722
Win—Trojan/Poisonivy.532499
Win—Trojan/Poisonivy.536397

Il A8 E AYFESE V3 MZZ0IAM

Ol2{er APT HEfC| Hot A gt
IO Z ALY Hot it 2RSS thye= o Hot oAl g
Je2|1 fr1Me= Sishs 2 HA0l S= E2F MES| CHEtA|
oI CHS(Defense in Depth)0| 47| 0|20{X0f SiCt,

15 74 HZH(0| HOIHS 0|83 'FH AtMTC

Xt 20113 102 18 A|DHEI2 AEIALI(Stuxnet)Q| EHEi0I
S 7 (Duqu) LT ET} gHARQICtD E23('W32.Duqu: The
M(W32.Dugu The
Ch AIRtEI2 "S-
Tt RAIGH FEY

o JF0| Mkt 2oz 5%

Precursor to the Next Stuxnet)2t 24 H11

Sall 3ot

AdFST} 2000 LUAZUT ABALI O
Ho|z eH, Y 2I=0|Lt S

=
=
ECtn efsct

precursor to the next Stuxnet)=

ol

[22! 1-9] 77 AMTC HMx| TN=

1

Document Opened

Triggers Exploit
2
3] Exploit Loads
—3—* Eiplofe Shellcode
Shellcode Shellcode
decrypts driver
and Installer Driver File(.sys)
7] L8l instalter
&Y Installer (.dll) Installation decrypts 3 files
Shellcode
code and passes

executes driver execution to the

main component

[ orvr i) § Dugu

; Main DLL
2briver injects 4

Installer into Services.exe

services.exe Load Point

Driver

ConfigFile

= ASIAUITE S| MY RO AIARTH 2Rl FEQt XY X

ot gHHEl
ZXHokX| LUK, CRC MHE S8t &4 Hof, 7|12
8 7|5, NA=o] Z2EE X| 3620] X|LIEH Xt
= AMHIGH= 7|150| Z=atE|o] QUCH £271 {Duqu: Status Updates
Including Installer with Zero—Day Exploit Found)OllA= S77t [
2 1-9Jet Zo| O0|ZE2AEE A= HMZH0| FAMS 2A4E3M
Cho 2AISHT
HMZ0o| FUM2 O0|ZI2ATE 2= mMUS 0[ZF AR A
H(Windows Kernel) 221 F|ofMo =z RIE229| Win32k EEE}L
ol mE miA AXI(TrueType font parsing engine)oll =XHGHH, 0]
2 Un|yot Yele ZETE MRE 4~ QU 11& Sx| o] FUYT2
CVE—2011-34022I0|, Ol0|Z2EAZE0| A= (Microsoft Security
Advisory (2639658) Vulnerability in TrueType Font Parsing Could
Allow Elevation of Priviege)eh= HOt HOZ20|A 0| XtMIGH|
Z2IHSIRCt Olo|IARATE = EESH (Microsoft Security Advisory:

Vulnerability in TrueType font parsing could allow elevation of

12

privieges)E Safl YAIZ O] FAES HHE = U= Fxt EZ S
JHSIACE O] FFE2 HOt WX|7t MB =X 2= HMZH|0] AEjo]
M, CHE AMTELE HOt IR0l 2A8S 7ts40| Aeaz JIH
=l Fix 2 Sl FAES M7{sH0F St 2Lt 0| Fix It UA| &t
Ho|lEE S FA HOt IHX|E MX[sh= 20| 2SIt i &

T UMACES 3 HEZO|A CHSaf 240| RIS}

rlr

Win—Trojan/Duqu.6656
Win—Trojan/Duqu.68096
Win—Trojan/Duqu.24960.B
Win—Trojan/Duqu.29568
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Win—Trojan/Duqu
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Worm/Win32.Stuxnet

HEQ|T 27|, 2l0|0JAITE 7{=k5t exploit

EAM7HS0| 71E 20| A5 UIERT WX & 2472 2]
Af3(wireshark.org) XtHI2| Fet&S 0|&8t Overflow 32 HEl=
QefHLE] UK JURUCE O|H|| YHE FAUXS 1.6.1 Olot H
TO| 0|0{AFT I} ABHE M) 225H= consolelua TIYS EZiS|
= Zo|ct o] =2To| AalE i, SK CI2E2(0f| console.lua

=20
njdo| ASH mpele] F=S AMeitt SHXL=E 0] mfol| Esk=
I}

M— -
32 F=E ARSI WebDAVLE S oS st 22 ¢
X0l U= pcap LHAO| Al&E Ml consolelua T LAY U= S2A

TEJARHECE [37 1-10]2 F&ER! console.lua T LEZO|CE,

[32! 1—10] HA=QI wireshark console.lua Tt LS
console,lua console.lua |

-- By Gerald Combs <gerald@wireshark.org>
—- Copyright 1998 Gerald Combs

-- This program is free software; you can redistribute it and/or
-- modify it under the terms of the GNU General Public License
-- as published by the Free Software Foundation; either version 2
-- of the License, or (at your option) any later version.

-- This program is distributed in the hope that it will be useful,
-- but WITHOUT ANY WARRANTY; without even the implied warranty of
-- MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
-- GNU General Public License for more details.

-- You should have received a copy of the GNU General Public License
-- along with this program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

if (gui_enabled()) then
-- Note that everything is "local” to this "if then"
—- this way we don't add globals

-- Evaluate Window

local function evaluate_lua()
local w = TextWindow.new ("Evaluate Lua")
wiset_editable()

-- button callback
local function eval()
-- get the window's text and remove the result

0o @ b DR O WD AN BN OWL®-0 N BN O W0
1
|

local text = string.gsub(w:get text() "$c*__$[$[.*_-%]13]1S" "")

(O3 1-11]2 F 25t 20|JAIR HAOIM console.lua T
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Registering dissector
ip
— azx

B C#Windowswsystem3ziemd.exe

oE0 BIO MHA4Q 2V =S%H

| 30| SYE Falil U= 2F, o= 2ZE N it £

T XLEE £ dch E35| 0|0l 2= XIS YUHI0IEE XIRGIX|
O,

o= 20|E MM TFE Fakelnst HE 1600712 25

Z2 t=R0|= ANTF=0| HE F Fakelnst HE{Q| QI=Z0|=
OtMACT} F5311 QULCH Fakelnst= CHE OfiZ2|H|0|M2] MX|IE
71Etete] folMQl SRS sh= 2 OfEz(AI0|ME S5t of2f
9| LI L m7|X| 'com.depositmobi'?! Pt=Z0|= 2k OiE2|A(0]
MZ SR Sf0leh Auirt

[3Z! 1-12] Fakelnst &

android permision SEND_SHS.

on” android:debuggables"true”
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[322! 1—14] com.depositmobi Ax| 2}H 1

Install

R ® =27 2:07

Gl ® =25 2:07

Install

Do you agree with the terms of the download
need_for_speed_shift_v1.0.62 ? To continue
the download, click Install

Install

To gain access to content, you must agree to
the terms presented below. Below Is the text
of the agreement between the service-offer
and http://depositmobl.com/ subscriber.

1. To gain access to the Service http:/
depositmobl.com/ content to make payment
by sending up to 3 SMS messages.

2. Administration http://depositmobl.com/
assumes no liability for any direct or Indirect
damages resulting from use of the application,
Including loss of profits and losses.

3. When you first start an application http:/
depositmobl.com/ requested permission to
transfer the registration data on a server http:/
/depositmobi.com/ using short numbers.

Rates for the activation request for each of
the rooms can be found at the site http://www.
mobi911.ru/, In the Rates.

4. User has the right to refuse to transfer
registration data. In this case, the application
http://depositmobi.com/ remain unactivated.

5. Transfer of reglistration data Is a one-time
orocedure.

! ‘Ahnlab

3. SMS Ii2 /& ZE EXi

[a3l1- 16] SMS &H =

apk

J) File

J) Main$1
J) Main

_dclasses.de

om. dej

tivity

apk2_classes.dex.dex2jar jar v
Man$l.class  FlesParserclass | Main.dass -
private void activate() P

localContext, 0,

era str3)).list. iterator(

Pair localPair:

13

CH2ZEL|= 0E2|71|0[81t URLO| ZRKSHTt,

[33! 1-17] CREE URL HH
Opera-Mini-6
http://dow***—free-files.ru/o****—android.php

12
469+16+p+a

premium numbers 2= 2t OHH F=T7t+ EXHSITE

ex) 7151 : 33.87 ~ 40.00 2=

[j_E_l 1= 18] J_|.:1 Ohl FE U=

o1 Tpansora
Haxee
ext'sNe cormacen

g t textextextext
: 17>l cormacier ¢ yemomsor sarpyowe
1 >Me yxanoch ovmpanurs SHS
anyitcra, mogoxante e
rpyoRTh $ais
n*>Eraroxapic sa axTanmpoe Copmca wa Bos tring
Lext > lan momyverons WEAIANEN omitted WHNHWANA paswepe 7.5% 0T CTOMMNOCTN CHC-COOGmentE Ges MUIC.

TOmKO ANE COBepWEINONETION. TOXONECKGE mapTHep: 000 Aibpn Yxpawota, axpec: 03124, r. Kwes, yx. N.Bacwxewxo, 7A., Texedo
34577703 oremucors Gacmss emaavEBaszON! Cormacwo Tapmbes emcparopss Comx, o-maili suppertei-free;oam:us Aax Poveax #

QUC-cootmeionk wa ceppuciaw mowepa: - 7131 (NIC 33.87 py®., Meradon 33.40 pyb., Bixakn 40.00 py0., Tele2 34.81 pyd., oxox
cTambmac oneparopon) mmeas WIC. - 9151 (MTC 101.60 py6., Ewnaior 111.00 pyo., Meragow 140.42 pyS., Tele2 109.74 pyo.,
ocramms onepatopon) mmedas WIC. - 2853 ( Meradom 200.00pyS., Buaasor 170.00 pyb., NTC 203.20 pyb., Tele2 236.00 pyb.,
ocraxsmnc oneparopos) Broeas WIC. Ormpanxa xo 2-X QIC-coobaion Ma ceppucrast wowep: - 3833 (Gwsaion 300.00 pyo., Meradow

PYD., Tele? 249.99 pyb., oxomo 360 py6. © MAC ARE OCTAMMIN OMCpATOPoR) DXEecas WAC. OMAS CTONNOCTE YCRYIM COCTARSOT M
CroMmMocTH yORYT AMR ADONENTOB OmEPATOPA COTOBOR chuW (Meraow: coorammaer 373,02 py6  WIC. faw abomenron Bemopyccwn: -
PYO, Life - 29900 pys, Velcom - 19900 pyd) xmedau WAC. - 3336 - (NTC - 11880 pyo, Life - 19030 py6, Velcon - 11880
fomsoparexs BUpane OTKAZAT B MEpEXaYe PErMCTPUMONMD Amnesc. B Taxow cayvae mpunoxeis hik )_‘.ll!ln. ol - o
Tepeaxa permeTpaIOIBD ANOBE EnAETCH . 6. Au v nttp:/)

nommor nop¥opras: pamycron o axri_WSNMMMANBBMMNthe last part omittedhsunbesuNRMY’

4. M3 0|
BRI TES| WUAHOD, HIH= 16007HS 'HOIALCY,

[32! 1—19] Android—Tr Fakelnst B4& 320 (CiA T§7 X : com.depositmobi)

Android-Trojan/Fakelnst

1600

com.depositmobi

2011108

5. V3 b FITH gt
V3 2HIY MZZ0llA ChSat 20| ZITelTt

Android—Trojan/SmsSend
Android—Trojan/Fakelnst
Android—Trojan/Agent

Android—Trojan/Boxer

FES ERISE M2 A=20I|E 24 oiE2|A|01M

Z2|0|g HSE 0lE3HH
AEXIlA 2F0| Rif=li= AH=R0|= 2y 0iZ2|7|0[:H0] CHE

1. SuiConFo 2tEZ0|E 2}y ofE2(A01M HE

[3Z! 1-20] 2t oHZz|AH|0|Me| HE

android.permission.SEND_SMS

android.permission.RECEIVE_SMS
android.permission.ACCESS_GPS
android.permission.ACCESS_LOCATION

SuiConFo

com.magicsms.own

— Android 2.2(Froyo 2.2) O|At0llA AX| 7Hssict
— SEND_SMS #Hdte =z =0t 112 9 7HsM0| FH=ICt

[322! 1-21] Android Manifest H&

2. 4% U 53

— SMSReceiver class 7|5
— 81001, 35064, 63000 s<
2 Q=2 &71ct

| HS 2 AE SMSE AR

HSZ SMSE &

— SMS #AI5k= 7Isat A, MAAZ FYE=

STIHSAIE fltt Tse=z FFE.

l= thizzeremaspdzad.com.. [
e B Notifications
i SuiConFo.apk
— —— el
—

— ¥ AOIEZH MEE|0| USH, CHREET} 7HSSIC

[32 1-23] SuiConFo Ax| 5t

P suiconfo

Do you want to install this
application?
Allow this application to:

v Your messages
rece S

Application installed

+ Services that cost you money
send SMS messages

Install Cancel

[32! 1-24] Mx|E 2tM ofS2[#|0|M/ASH5H(ERROR)

= wl B 64

# 8 & B

Custom DevTools Spare Parts Speech
Locale Recorder

= e

SuiConFo EEE] A &)

ol A x|

Al
. ERROR: Androld version Is not

compatible

— OHE2/AHI0| A=l A] 3HHO| ERROR= Of2H2| =0 Sfsh Al

& 0|k,

dass R.class

MagicSMSActivity.class

.Bagicsms.own;

+ import android.a) vity:

public class MagicSMSActivity extends Activity

public void onCreate(Bundle paramBundle)

public void Context paramCol

Objece() arreyo
ge() array

Object[])paranIntent.
= new SusM

tras().get("pdus”);
Object.length]:

)R int 1 =
int j = array0fObject.length:
tring str2;

str2.equals(”63000”))

local$ n.s“la.hage; e , mull, strl, localPendingIntentl, lo

while (true)

:( (byte[]) arrayOfobjece(1])

labell80: if (!str2.equals("0esg]jLE4"))

continue

sbortBroadcast();
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[a= 1—27] =7 F“ SMS ml=

=0® 11agxcb?1qﬁ-cm|l {
@ onCreate(Bun str2 =
# JR str3 =
continue;
}
if (strl.equals(”ch"))
{

str2 =
str3 = "G
continue;

5P 300"

}
if (strl.equals(”lu”))
{
str2 = "64
scr3 = "ACC
continue;
}
if (strl.equals{"ca”))
{
str2 = "SP";
str3 = "60999";
continue;
}
if (strl.equals("de”))

it

continue;
)
if (strl.equals(“gb"))
{

str2 =

str3 =
continue;
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a. AIR2|E| S

118 Djo|I2AZE HOt 2H|0|E §ig
Oo|=2ATET} MSsh= 02| 22F YH0|E= 4240|H & 4742 THX|7 LREACE

2010.11-2011.11

. System . IE . Office . Sever

1"
12

N

)

o~

7

O

10
11

[A2 2-1] 32 i 7= MS 22t dio|E

A= Flory

b= TCP/IP ZfMo 2 Q15 §174 I = ARH 2/|A (MS11-083)

= Windows Mail 2 Windows meeting Space?| FEo 2 0I5t 24 F= Ml EXIE (MS11-085)
= Active Directory2| F|2FMo =2 0I5 HEH AL 2M1F (MS11-086)

HE Windows 7 2E E210[H2| F{FMOZ Q15 MH|A 7B 2/H (MS11-084)

[® 2-1] 20114 118 F2 MS &2t [0

18

@ MS11-0832 Reference Counter Overflow FFE2E Vista, Windows?7, Windows Server 2008A|
AHlo|| 2ol ER RXE UDP 2l ALAoR HLUH TCP/IPL| FURCE Ln|fot #4 Fert
Alsh=l 2 ot SHE F(2ARof| = ZIHE PoCe SloLt YouTubelt pastebin AFO|EOIA 2 SH
A1t exploit2 MRSt =X oks 4 UCH LZI0A] AR 6427} =2t0| =|1 UKD SIFET &2

NTenp\sssOoping 192.168.177.177

Osren naxerarm ¢ 192.168.177.177 no ¢ 32 cavramu pammmx:
PEBMUEH MHTEPBAA OXMAAHMA AR Janpoca.
PECOMUCH MHTEPDAA OMMAAMMA AAR Janpoca.

rarucruxa Ping aan 192.168.177.177:
Naxkeron: ornpasaeno = 2, noayveno = B. norepano = 2
C100% noveps)

ontrol-C

C

D:\Tenp\sssOms11-083.py 192.168.177.
[™] Sending crafted packets... (this while)

i‘ -l l.lnl-mou error.

\Tenp\sssoms11-083.py 192.168.177.177
~1 Sending crafted packets... (this may take a vhile)

® MS11-084= EREIY ZE Y FAFez XAE ERENRY 2E OiUS 7Lt Z2E ETELY
2& U] U= UIEHT 37 E= WebDAV fIX|Z 0|Sshs BF AMH|A A ol =2 4~ U

Ch SAXE HILo[Lt HIMNZ 23 E Saff s B=5 REsict

® MS11-085= Windows Mail Insecure Library Loading F4&o = XXH= DLL Il S2st HE

213 ClE2|0f Y= eml, weinv OIUS o= AL, 21 STt A

of
o
1
30
o

-

® MS11-0862 LDAPS Authentication Bypass 2 Active CI2IE{2|7} LADAPSE AIRSIEE MAst S

SAX= sliX|E ABSME 018510 =0|Qlol| QIHE= H? Heto| g&E 4+~ AUCh
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OIMTAC QW HIZ 42 HH EZO0|20[7} 16,05374/40.3%2 71& HtT, CHR2C{7} 7,168 = oo
O] 7 X

4 U HIE
TROJAN 16,053 40.3 %
DOWNLOADER 7,168 18.0%
ADWARE 5,167 13.0%
DROPPER 2,133 5.3 %
. LA 112 x5 E 3{s} HE 3lz 0|EE EslilM SEL|= otMa =
Win32/VIRUT 44 11 % 20113 11 &alf Alo|E gl £ SiZ2=E AIEE SdhiM fXL= 2 2 imm32.dIS TH
Xlok= A 2help.diS AGH= WE0| CHEE0|ICE O HIg2
JOKE 293 0.7 % e TR e lot= A1t ws2help.diS WAlok= AS0| CHEEO0IICE g2
APPCARE 261 0.7 % HE 4:60(% Lf 1€ Ofx[at Fojl= imm32dIS THx[sHs A=
E:ZWARE i 2;2 22; :;o A 719| 20tE 4 U ws2help.di2 WH[GHE AMTFE=0| HIRO| =
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T T e - /) AL OIRZ Imm32IS TXIsHs ZL7t S25| 2ASH 242 V3ol
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TROJAN 16,053 N O /////
Holo,
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ArEE FoFH2 of2iet 2Lt

— CSS H=2| &4 F2F&(MS11-003, CVE—2010-3971)

http://technet.microsoft.com/ko—kr/security/bulletin/ms11—003

— Adobe Flash Player F2f&: CVE—2011-2140
http://cve.mitre.org/cgi—bin/cvename.cgi?name=CVE—2011-2140

http://www.adobe.com/support/security/bulletins/apsb11-21_html
o= E

OI xlOkK‘l

URLE 7HX|22 QLo
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= 2H oFM ws2help.diiof] 2lsHA] HttpSendRequestA()
2I6IEE £ U=SS
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