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v 5| EQIstTt, g ' : = ! ‘
= Cicteceentics | Rous | Mances x| MantLokes ’
Buwa Halo = Aoz olg{ul 74 ol o 4 >
SORCERTON cans st 3. HAILIL} OFZ2AAOIMOE SIEIA0| 212 Al OJHILOILt B} HIAIK| el
RTOHEDS - = ) : @ : -, Fnertsions

s ensol i o U= URLE AlZ3hA| Stsict -
BESOD™ D o 3
At A 4. PCREE| TS MAWS ZL INIC oS 2 Slolstc ok '

5. HiAIO| THX| OISIE SHOISHA] FIAl Al AIZIS SX[BITH. :
Haon Bubpan ; ’ 6. ANIEEQ| ZF 7I5(YE ME)S 0I8sHA CIE ALBXIS| H2E S=

A3 NOMOTYT KBATH, FAE B Te:
25/124.32 KEAB2AT104 Kb | Lt &3 710l ARZEt HIRHS = A= HASIC)
:A (- Owmbin “Yenyro wepoctynwa™ wnm “Cers wepoctynwa™ wam “Mepenava o
-+ s MOBOIMONIA™ WA NPOCTO HE CRANMIACTCN? 7. E2EA 7|5 42 BM 7158 Zigsh ot ==L}
! < \NEHOM TEnedone : X _ _
LY perpu 8. D, HZYHS S ADEE0| MESHK| Y=Lt o
am 8 - = .
: $ 0. F7[xo= uglslM 24l Al Fo| BHO| M7|X| SIS BTt
@ Py

-~ T | 10. 2|2 JHESIX| 241 SALLX| 22 7|52 ShIskR] =Lt
Mo Bubpan, <
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5. MAF Netflix A8 A| [2 1-27]0f 20| ADFEE ATt Alel

HZt A2 2 ot L2t 4~ UL
H

[33 1-27] B4 Netflix &

L

B Conspiracy Theo
m Meet the Parents > Television 4 P

]+

—s Cnnspwacy Theory Action & Adventure

*'*' 3 Children & Family

Comedy o
Drama
gee -
TR e e Independent
b 3.8 8 1 > .
Starring: Me
Romance Diractor: @

Sci-Fi & Fantasy

.’ Thrillers
e
Q17| Qi= ofZaoINR et 7Tt KigHo= U
ALz, ofE2|AH oINS XY I EELE HEE 2F

M
—
OH=X| ADIEE QFM AXIS 5iAL

F=ol
CVE 2011-2140 F{2}HS 0|82t AHIE /=
10&0fl CVE 2011-2140 FHHS 0|8 AdYTE RE Al
7t Chs SAZ|QICH SHA| QAT =0

1-28]mt 2Tt

[33 1-28] CVE-2011—-2140 FAf&ES 0]

|~
) A [E] fo,
news.ntm 103182 v ft.ntmi Kjs bb.swf exploit.mpt

M$10-018

[12 1-28]2 E™ CVE-2011-2140 FFES 0|25t= AMTE
= 3 whe| IAUZ TME|0] QUL IE tHH0l Aztelo] Z2HA| Z2
0l0f Mol 10.3.183&Ct FoH siet F[oH0| S&Gt0 2212l
A AL AN F2E 5lek= AT =0l ZEEICE

23 http://cve.mitre.org/cgi—bin/cvename.cgi?name=CVE—2011—

2140/(CVE=2011—2140)

NI HARISS FTAEI 015 H5

(Dt i

NI
4o
0 o
s
{id
T
Q
=2
o
%

of
TEE M| 5t of 1FEoilM 7Hset o B2 FEE AESt
5

tC}. et xpalel PCE O—VS_EE HE2REH 235517] ¢

0| k2 2745t Feross Aboukhadieh= {=H|AtO]| B F|of
TS UKD F F SO o}FH HHE MEHIX| X5k} 0] K
ol chshA SR5H7| sl 2230 AlAGIRCt 1 £, o3| =2at
QI oHA|o]l Of LHEO| AJMEIR D O{=H|= E270] AAEX| 0IF
oHof| FFd 2XIE SHZSIRICE 0] 7|HE 20 MR A=t 2
2lxjZol2t= 71&0(Ct. oITo= ol2fst HHO = Jtm2te| 7152
ZXE £ QAT HEH|E= framebusting0|2ks FES AMRIGHH S
S| 25HE2 SICE SEXI2E Feross= 0| S2IRHZI0| CHE it
= SoliM HTls| ST WS UL

[a2 1-30] S2IxHZS 2oZ= o= stH

ideo demo_ of the attack:

HOW TO: Spy on the Webcams of Your Website Visitors
by FreeTheFeross

Ferossi= [12) 1-30]2t 20| ZEE{0ll FAHE  Fhfaie Ssst
Of OFEIE Z{2FR0| SESICH: AL Hl22 HoiEeict 1s 2
A7t sh= Sl Sa0(0f MIE OHLIXIS, irameS 0I83t0f
TOIXIE E2I2E 20| OlLIZ SWF DIUere 2Csi=E 5i0f 7|

Z9| framebusting AHIAIZE F=E 23|62 SIRICE

16

Ol FoFE=2 ArEAte| E2iA| YollolE ¢lo] ojo| |7t sHZEL]
A=l ME oiLX7F Oi=H]Q] AAROIAM 22|27 TZ0]l tH=
A gEE 4 QIRACE Dtk Feross7t O AFRIS BIHSER| LUCHH

Tzt 0] FHEE A &= UNMS AO|Ct

3

olet 22 022, ForHS Baf=lofor BTk 2t JK| YTt
Zo= o7A0] Lixlm UCk HoFH0| THEIH 25/3 48 AX|

7h Att= E2 el 22Ut SkX|2E LXIX| 42 F R0l

R|EI AZEQIOIZ Tht ALSSHOF B Z4217H? Ofo} Olof Chat CHE!
2 i3] ARBXIe] 2 ZHolct.

2|52 Tsunami DDoS 221 £2| i OS X =E!

el Fof| 2lSAMA OIBEUH HHEN T2 T0| X2 WOS X
E ZELCE AA0| MaiRICE sie 324 &2 TsunamiO|H,
20023 ZA| ZIHHE2 Tsunami S22 KaitenO|RAL}. Tsunami= IRC
7|gto] 2AF MH|A ZZ S20[ME Z2OoZ 2 4 Qlon,
XIEE IRC AMHol| H&aiM 32 HES o= 722 C2a

ze sis0| it

— PUSH+ACK Flooding
— SYN Flooding
— UDP Flooding

[22! 1-31] 2§ OS X2 ZEIEl Tsunami2| 22X AATCE SHH
R R R R AR IR RIS EEEEEEEEEEEEEAEEESEEESEEEEEIEESEIEESIEESEIEELE srszan
* This is a IRC based distributed denial of service clien It connects to
the server specified below and accepts commands via the channel specified.
The syntax is:
!<nick> <command>
You send this message to the channel that is defined later in this code.
Where <nick> is the nickname of the client (which can include wildcards)
and the command is the command that should be sent. For example, if you
want to tell all the clients with the nickname starting with N, to send you
the help message, you type in the channel:
IN* HELP
That will send you a list of all the commands. You can also specify an
astrick alone to make all client do a specific command:
!* SH uname -a
There are a number of commands that ¢
TSUNAMI <target> <secs> =
PAN <target> <port> <secs> =
UDP <target> <port> <secs> =
UNKNOWN <target> <secs> =
NICK <nick> =
SERVER <server> = Changes servers
GETSPOOFS = Gets the current spoofing
SPOOFS <subnet> = Changes spoofing to a subnet
=
B
-
-
=

.

.

.

an be sent to the client: -
A PUSH+ACK flooder .

A SYN flooder e

An UDP flooder s

Another non-spoof udp flooder i

Changes the nick of the client .
.

.

o

-

.

DISABLE Disables all packeting from this bot
ENABLE Enables all packeting from this bot
Kills the knight
Downloads a file off the web
Requests version of knight
Kills all current packeting
Displays this

IRC <command> Sends this command to the server

SH <command> Executes a command
Remember, all these commands must be prefixed by a ! and the nickname that
you want the command to be sent to (can include wildcards). There are no
spaces in between the | and the nickname, and there are no spaces before
the !

KILL

GET <http address> <save as>
VERSION

KILLALL

HELP

o - contem on efnet .

L L T e

iy
17 EDIT THESE /

IITTTILILEEET LTI LI L L L E LT LTI T L L LI LTI L T
fundef STARTUP // Start on startup?
fundef IDENT // Only enable this if you absolutely have to

"-bash" // What you want this to hide as
tdefine CHAN "#whatever® // Channel to join Ah La
¥define KEY "bleh" // The key of the channel

O|tHo|| 274l o OS X2 ZEIE F== 20008 =Hiof 22zl
Kaiten Z=E ZEISH Z40|C}. X}0|AS tHoj| A S0}ZICH=s Z41t IRC
i M A &Y DHAQIE Mzrt [33 1-32]= 2lSAM
Hh74 =2

=l Z40}p 22 M 0S X2 ZEIE HIo|H2[0M &
0

&S

[a2! 1-32] 2lSA Tsunamit 2 OS X2
NOTICE %s :Unable to comply.
Jusr/dict/words
%s : USERID : UNIX : 4s
NOTICE %s :GET <host> <save as>
%s :Unable to create socket.

ZEIZ] Tsunmai 2XIE H|m

NOTICE %s :Unable to resolve address.

NOTICE 4s :Unable to connect to http.

GET /%s HTTP/1.0

Connection: Keep-Alive

User-Agent: Mozilla/4.75 [en] (X11; U; Linux 2.2.16-3 i686)
Host: %s:80

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
Accept-Encoding: gzip

Accept-Language: en

Accept-Charset: iso-8859-1,*,utf-8

NOTICE %s :Receiving file.

NOTICE %s :Saved as %s

NOTICE %s :Spoofs: %d.%d.%d.%d

NOTICE %s :Spoofs: %d.%d.%d.%d - %d.%d.%d.%d
NOTICE %s :Kaiten wa goraku

NOTICE %5 :NICK <nick>

NOTICE %s :Nick cannot be larger than 9 characters.
NICK %s

tsunamil. txt

NOTICE %s :Unable to comply.

/usr/dict/words

%S i USERID : UNIX : %s

NOTICE %s :GET <host> <save as>

NOTICE %s :Unable to create socket.

tUnable to resolve address
tUnable to connect to http.
GET /%s HTTP/1.0
Connection: Keep-Alive
User-Agent: Mozilla/4.75 [en] (X11; U; Linux 2.2.16-3 i686)
Host: %s:80
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
Accept-Encoding: gzip
Accept-Language: en
Accept-Charset: iso-8859-1,%, utf-8
NOTICE %s :Receiving file.
NOTICE %s :Saved as %s
NOTICE %s :Spoofs: "d.%d.%d.%d
NOTICE %s :Spoofs: %d.%d.%d.%d - %d.%d.%d.%d
%s :Kaiten wa goraku
%s :NICK <nick> hnL

%s :Nick cannot be larger than 9 characters.

sunami2.txt

mujo

XiZo| 22 A

31015t 4= Qo EXIE9| User—Agent ZE=
BH Z5A 2216-3 712 FEI HQICH 2.2.160] LIgH Al
40| 200005 S 146HH siEY F=Tt RME AIFGHIE H
fCh. OIX{E SIHE AATET} QUCHH, 0|2{5H SEHO| =047}
S X#0t ofL|2t Clst 2YARE iz ZEIE 4 Ut

J2Z9| ARZARS0| EXM5ks 2HIM|2HEH 2H0|ct,

ol

09

(@]

W 12 nH i Hn

rhu


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2140'(CVE-2011-2140)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2140'(CVE-2011-2140)
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[0241-33] =2XP £ 2k

NT Loader

FMS 7|Ho= MBRS ZEAI7Is AMTT SHSIC 7IZ0E B REZ(Bootki)o| LIEHX| = | Bootini

e POST (NTLDR)
B, S CHAOR Bt R A7} ofyt MZHEICH 5t LI ARBSHS WAl mza2e D2ists) AhnLab
_ n
S e EXSiCE MBRS ZVAIZ IS WA DOS AR X5 ARBEIZIOH, SIEL0/M Protect ot
D7} MRE| H noskml 52 Hl2a] Tx[510] HE) AKOIASE] 20| OJRO{X| Bict. sHizt of eSS .. 4= | NTOSKNELEXE |4m| NTDETECT.COM
Maco| g 32 rh3nt 2o

[T2211-34] ZHHE Start Sector

Interrupt 13h = Z

Sector0(Offset 0x0)

CeDUGORT:FEEDE Cap a, ]
,3 gkl MBR » CROUGIN I9EEE2 §2 SHOrT near prr wak_FAEF
(= =l = = = [ debug®81:9EEER cop M, 2
- Y A= IR St 2| B2 VIS = a7 Jr et soa pte w1
“ebug 1 EEES popf
debugOt1:9EEER fap  Far ptr unk FEIFE

Sector2(Offset 0x400)

SHE 2P AE=ASD(Ahnlab Smart Defense)dll 2f6H 98 13 X[ EFX|Z|ALCE 43200 CH7| 2=

== Sector3(Offset 0x600) Ntidr Call Patch
— - 0 ) . o 0 Int 13h *’ol fAc debuqou2 :KECIC
o= mlete|Qlon, BF 22 FHEC) siE AT == hitp://www.hasshudo.jp/img/tajpg S S 9l Ntldr %] 3 » Bebostee: MTRG AL
_ Aenugan? :N6CAD oF (bxesi), ax

o REEl= Ho2 24 Z|RICt of=H| EafAl(Adobe Flash)Q| XS 0185HH =210|HE 0|&5t Sectors(otfoet 0xAD0) e ool Rl

"1 Ntoskrnl.exe i/ Py debugae2:a6cus inc bx

Xl 2S 715, MBRE HEAI7I= 2EZ 7150] QUL 2 E(find Call
IOBI::tSI{iitZ-_r'nKO)' IoInltSystem() Call Patch
1, 2 =xto| ExI
28 352 ST Sector13(Offset 0x1A00) Peuding (§034ei76)] eba
7t SE &M Y
_ _ ut ! InbvSetProgressBarSubsst (80504169)
A. MBRO| ZtHE|H NildrS THX|SHT, NtoskmlO| 2E%|H Call loitSystem() Instruction= &0t Call THX| daord phe{ebpel]
2] WL I BIFTIR (BEEE) (st0a20A380) (606edid))

£ 510f 214 ErlojHiE 2E it o
B. 2Fd =210 = Atapi.sys2| Major Function INTERNAL_DEVICE_CONTROLS £ $trt,
C. NtCreateProcessEx() SSDTE SZI5104, X}7| £5 & AV T2 S Dad5tsict

Sectors4{Offset 0x6C00) o
Azt Hd

MBR Ahnlab

Lt MBR2| H5}

FYHRI PC AARIS| 28] IPY2 [O211-33]at 2Lt AT =0 AH=H, MBR 0] HAR|0] [12
1-34]2F Z0]| Start SectorPH ¥ = A b REZ], DLLO| MHELCL AT E= EXE el =

Enjz, 222 SE5t M2 SASIHA MBR 2% U x| 25 7152 45l _ _ "
SHE, FEXS =FoL A= S =s e=TS FileEngine.sys 2H= 2 REAIS &5t MH|A0 S25104 S5 =2t0|HE ARiSICH [T 1-35]

rr
=OlI=l
on

f EEol| tiiet ZHEet dFo|ct,

[y L
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[O221-35] EE2m 2 2EZ SXt
| Disk System
Llr:ﬁleEng’ne -----> W atapi
L _E]halc " MER 4% 9 2& M
AhnlLab

1. EEWRL REIIS M2 EAS S22 FEZI2 Symbolic Linket 22 x7|3t 2HS 4-8istict 0]

ntlloCreateFile()2 [12! 1-36]2t 20| M= 2| TiX| Sl SZISHTY,

[13'1—36] ntlloCreateFile £ 2l5 HIE2| TiX| = B2

kd> u

.t'IDCreateFlle

80572bf3 =9595al1176 inp FileEngine+0x651 (f6688651) n a
80572bf8 83eclc sub esp, 0Ch

80572bfb 53 push ebx

80572bfc 56 push esi

80572bfd 33f6 HOr esi,esi

80572bff 8975fc nov dword ptr [ebp-4].esi

80572c02 8b1d38805580 nov ebx,dword ptr [nt!ExHotpSyncRenameSequence (80558038)]
80572c08 f6c301 test bl.1

2. 30l 4SS mf, EF E2AMEL| nsvmXX.npcl| Z2M|AT =R & ZL STATUS_OBJECT_
NAME_NOT_FOUND(OxCO000034)2 Z|Ei5t0] SHE MZES SfISIeiCt Est 2EZI9| AL XXXEngine.
sys, XXXEn~1.sys, XXXSystem.exe, XXXSY~1 EXE, halc.dIl2Zh= 0|222 |oCreateFile()2 AEH5HH,
STATUS_UNSUCCESSFUL( 0xCO000001)2 2|E1510 HMIAS WEHSICE CrA| H2[6HH, ofaiet 22

B2 CreateFile(}2 2iet AR 0245 2|Elsi0] H3S Walfpict

=Xt

— XXXEngine.sys , XXXEn~1.sys XXXSystem.exe, XXXSY~1 EXE, halc.dll

[22/1-37]2 $lo] SxIB2 Blmsie] of22 2lEtshs FeCk

[13'1—37] nt'IoCreateFlleOI Al I‘Ri% o M= IS

(
I ¢
I 1A 2)
(IR ) ('((I”Hli =)Virtualnddress + 2))
11 IRD #)UirtualAaa ¢ 2), TW{_DUWORD w»)(u1% ¢ &4))
11 tw(_WORD w)
11 tMRlsAddressUalid(e(PUDID =){u15 + 4)) )
qoto LABEL 24;
nenset(Gu21, 0, O0xh00u);
16 = =((_DWORD =)VirtualAddress < 2);
= o( _WORD =)vid;
§ = #(const vold ==)(vi6 + &);
lnnvtr( J16) = *(_MORD »)uifi;
17 2= 23
nencpy(Ru?1, viH, & » U1/);
nencpy(Bu21 + 2 = u17, (char =)u18 + & » v17, vi6 & 8);
19 =« weslen(Gu21);
fuv ( = yl9 = 1; 1 > 0 && =(&v21 » i) t= 92; --i )
if ( (signea int ) 19 > 1
et i t= v19 -
&% (Sub_18% II( ) &% Sub_1WSDA((const wehar T «)k [1]1) 1] sub_1H388((const wchar_t =)&u??[i])
&k TSub_1843E (u2H)) )
ssult = 0xCO000001u;
else
ABEL_2h:
p = sub_10630();
H
clse
: AhnlLab
1T = BXLUNBONIAu; n a
b
it i

20

CIE mUZ HZoP| floii= CreateFie(S 01&510] mUQ| HSS 20{0F 522, TZE Z== 2ol

3. 0I5 Atapisys 2| Devicelype & FILE_DEVICE_DISK Type?| DeviceOb/ectE &1 Disk.sys= SIS}
DriverEntry2| Si2J= 2[oi|lA st Zi1t 222, DeviceloControl(}2 023510 ESmR EAISIHAM MBR
2 RIS TISHSICE S5 WinFleSystemWAiNtis , WAFileSystemitRastiat] Attach DeviceS 25 0
OF HZASH= 17H9] System ThreadS AISHSICE R2i= WFleSystemWWAWSr 0| Attach DeviceZ ZXH5t
=0|, sHE Device= FitMgr device@} 20| QoM AV Z2 13 2! SystemRestoreE F215}

o

ch.

[2211-38] Ntfs, FastFate] Attach DeviceS $£245l5H= System Thread
- DRY WFileSysternthifs

+-DEY (unnamed)

+-DEY (unnamed)

- DEY WNifs

-l ATT Attached: (unnamed) - W FileSysternsr
- ATT Attached: (unnamed) - ¥FileSystemFlthMgr
- ATT &ttached: {unnamed) - WDriverttahnRec2K
ATT Attached: (unnamed) - WFileSystemWFIthar

+ - DRY WFileSysternWRAW
+ - DRY WFileSystermWRdbss
- DRY WFileSystermsr

+--DEY (unnamed)

+-DEY (unnamed)

+--DEY (unnamed) AhnLab

DEV WFileSystemWFiltersWSystemBestore

olig F== [A3 1-39)et &Lt

[32211-39] System Thread 2=

char result; // al@?
int i; // eax@3
IINTENDF_STRING DestinationString; /7 [sp+ih] [hp-8h]@1
Rt1InitlnicadeString(RDestinationString, Nhject);
if ( ObReferenceObjectByName{(&DestinationString, 64, 0, 0, IoDriverObjectType, 8, 0, GObject) >- 0 ]
{
for ( i - »{((_DWORD =)0Object + 1); i; i = =(_DWORD =){i + ©xC) )
*(_DUNRD *)(i + Ax1A) = A; // Attach Device = AxA
ObfDereferenceObject((PUOID)Object);
result = 1;
H
plse
{
result = A3
) nLa
return result;
K

0| Chal 2Heks| AEHEHH, ObReferenceObjectByName()2 0[23510] Driver 0|222 Driver ObjectE

{on
v}

a river ObjecttilA] Device ObjectS 2012} Attach DeviceE ZH=Lt. Attach Device2|
ZrS OxX02=2 HZGHH ST =210|HQ| Attach Devices SIHZICE Ol2{st SE2A/ZZ 731} System

RestoreE 2&stch=0| 0|2=IC}.

BT A MBRS OxC Key2 YOR Tbyle QEE1H 5| Wiglslie SiRiS 250, YS5IS Ztsh A

= [T 1-40] 2t
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[22!1-40] 0x9C 1byte XOR S35} FEI
0401753 B0B3 BEDI0DUD |LEA

B¢ HOY X,
BF EET14000 Hoy : st . 004071 EE
0 X0R =
REP
HoY
%OR
MOy
INC
rHP

00 00|01
00 00|00
BO C7|AE

00 29
CEE2n= ZEZ0t EAI517| 95K DeviceloControl() APIE AF25H=0|, ol QIXt = IOCTL_CODE
0x222014 = t8TF =7} 2O H|0|EE Start Seclordll A= 715E SiCt [O2! 14118 EH, X Hiy

doyte= Sector@| IX|, F M dbyte= M{T F7|0|0 LIHX|= F =L,

B. IOCTL_CODE 0x2220202 Atapi.sys2| Major Function INTERNAL_DEVICE_CONTROLS £ZI510] Start
Sector0f| CHEH Write 7 |52 S2SISICY,

[a2211-42] 22 E! Atapi.sys INTERNEL_DEVICE_CONTROL Maijor Function

kd> ldrwnhi Ndriwver\atapi ?
Driver nhjert (R1fR7510) 1= for u
N\DriverNatani ,\.ﬁ:>” =Y
DriverFntry - fR4ARSF7 A “L “_5,§; =
DriverStartTn- fR48a70A
Driweriinlnad fR4A47N4
AddDevice: £84a2300
Dispatch routines:
00] IRP_MJ_CREATE £849d572 +0=£848d572
01] IRP_MJ_CREATE_NAMED_PIPE 805051be nt!IopInvalidDeviceRequest
02] IRP_MJ_CLOSE £849d572 +0=£848d572
03] IRP_MJ_READ 805051be nt!IopInvalidDeviceRequest
04] IRP_MJ_WRITE 805051be nt!IopInvalidDeviceRequest
05] IRP_MJ_OUERY_INFORMATION 805051be . nt!IopInvalidDeviceRequest
061 IRP MJ SET INFORMATION 805051be nt!IopInvalidDeviceRequest
071 IRP MJ QUERY Ei 805051be nt!IopInvalidDeviceRequest
081 IRP MJ SET Ei 805051be nt!IopInvalidDeviceRequest
091 IRP MJ FLUSH BUFFERS 805051be nt!IopInvalidDeviceRequest
O0a]l IRP MJ QUERY VOLUME INFORMATION 805051be nt!IopInvalidDeviceRequest
0b] IRP MJ SET VOLUME INFORMATION 805051be nt!IopInvalidDeviceRequest
Oc] IRP MJ DIRECTORY CONTROL 805051be nt!IopInvalidDeviceRequest
0d] IRP MJ FILE SYSTEM CONTROL 805051be nt!IopInvalidDeviceRequest
0]l IRE MJ DEVICE CONTROL £8494592 +0x£08484592
0f] IRP_MJ_INTERNAL DEVICE_CONTROL f6689a30 +0x£6689a30
10 IRP_HJ_SEUTDOWH gUSU5Ibe ntTloplnvalidDeviceRequest
11] IRP_MJ_ LOCK_CONTROL 805051be nt ! IopInvalidDeviceRequest
12] IRP_MJ_CLEANUP 805051be nt ! IopInvalidDeviceRequest
13] IRP_MJ_ CREATE_MAILSLOT 805051be nt ! IopInvalidDeviceRequest
14] IRP_MJ_QUERY_ SECURITY 805051be nt!IopInvalidDeviceRequest
15] IRP_MJ SET SECURITY 805051be nt ! IopInvalidDeviceRequest
16] IRP_MJ_POWER £849dSbc +0x£849d5hbc
17] IRP_MJ_SYSTEM_CONTROL f84adlod +0xf84a4164
18] IRP _MJ_DEVICE_CHANGE 805051be nt ! IopInvalidDeviceRequest
19] IRP_MJ_QUERY_QUOTA 805051be nt ! IopInvalidDeviceRequest
1a] IRP_MJ_SET QUOTA 805051be nt ! IopInvalidDeviceRequest
1b] IRP_MJ_PKP f84a4130 +0xf8424130

22

C. THX| =l Atapisys Major Function2 Of2H2t 20| STATUS_ACCESS_DENIED (0xC0000022) Z=EE 2|E

5104 2 0122 MBR HEE Bt=Ct.

[3=1-43] mhx| & F=
if ( Transfer lenqth && LBA <= 0 12DA8 + (unsiqned int) 3b
{

rp->IoStatus.Informatigp

rp->loStatus.sStatus =JuxLyuuyy22u;

(1rp =0T

return 6xCO000022u;

12DB0O && LBA + ansfer lenqth >= © 12DA8 )

AhnlLab

>

DASCal, Iruds

E. SCSI_REQUEST_BLOCK #ZX|2| CDB #Z=XIE ZAFSIH MBRO| CHet E=2S STATUS_ACCESS_
DENIED (0xC0000022) 2|Ei5t0{ HsHSHT},

[22!1-44] Write Cdb T-Z=|

‘fE::; 6 5 4 3 2 i 0
0 Operation code = 28h
1 WRPROTECT DPO FUA Reserved FUA_NY Obsolete
2-5 LBA
6 Reserved Group Number
7-8 Transfer length
9 Control
Operation code®} LBAZ 21215t = Sector 22 21T +Fot= S HshsICt



ASEC REPORT
Vol.22

Malicious Code Trend 23

oy
DB
i
@
;U
rlo
[
o
T
w
e,
o
my
5
=)
o}
c
e}
)
rl||0
Joi
oN
eIl
2
A
02
r
I
M
U
4O
il
g
|l
02
o
0
[
o

RODT SFET xar hx, bx
AODT SEET 3 nav 55, bx AhnLab
BOOT_SECT assune ss:000T_SECTOR

BOOT_SECT nou ss:uord_7O0FC, sp
BODT_SLCTOR:/CUR nov Sp, /UFLI
BOUT_SECTUR:/ZCUD push ds |
BOUI_SECTUR:/COE pushad

BODT_SECTOR:ZC10 nov ds, bx

BOOT_SECTOR:7C12 assume ds:BOOT_SECTOR
BODT_SECT 12 db JEN

BODT SFET L12 nov ax, du:k13h
BODT SFET C16 dec ax

RODT SECT C17 dec ax

18 abh arn
BOOT_SECT 18 nov ds:a13h, ax
BOOT_SCCTOR:7C1C db JEn
BOOT_SECTOR:=7C1C nov ax, ds:413nh
BOUI_SECTOR:/CZ0 shl ax, o

BUDT_SECTOR nov es, ax

eax, 201h

ecx, 1

edx, 80 ;

ehx, ehx

13h ; DISK - RFAD SFCTORS INTO MFHORY

4 ; AL = number of sectors to read, CH = track, Gl = sector

DOOT SECTOR: 3 DN = head, DL = drive, ES:BX > buffer to fill
BOOT_SECTOR: : Return: CF set on error, AN = status, AL = number of sectors read
DOOT_SECTOR: eax, 201!
BODT_SECTOR:/7CH3 ecx, 3
BODT_SECT edx, win g
BUOT_SECT ebx, Zuon
BUOT_SECTUR:/C 13h 3 DISK - READ SECTURS INIU MEMURY
BODT_SECTOR: 5 AL = nunber of seclors Lo read, CH = lrack, CL = seclor
BODT_SECT ;3 DH = head, DL ~ d s ES:BX <> buffer to Fill
RODT SFCT LS ; Return: CF wet on error, AH = status, Al = number of sectors read
BOOT SFLTOR:7C eax, 201h
BONDT SFCTOR:7C! ecx, &
BOOT SECTOR: edx, sen ;
DOOT_SECTOR: ebx, sboh
BOOT_SECTOR: 13n : DISK READ SECTORS INTO MEMORY

BOOI_SECT
HUUI_StUIUH' D
Nt 13nE 21 & 22 MBR TLEE 25351510 MBR E90f| B0 & & ASHSHT} SZ21=! Int 13h
= AhZ} 0x42, Ox2 I S2= F=EZ H7t=0|, 0x2= Read Setors From DriveO|H Ox42=

Extended Read Sectors From Drive2 25 Read?} 22 QIC}

: AL = number of sectors to read, UH = track, CL = sector
i DH = head, DL = drive, ES:BX -> buffer to #ill

2. 0= Nitldr(osloader.exe) 0lA Ox15FFZ &M} Call2 IHX| SHCh Nildr(osloader.exe) O 2ls THX| =
E= ntoskml.exe 2E A|EOA Call InitSystem() FZIZ &f0} i Call2 CHA| SHH miX| ST}

[22!11-46] Ntldr(osloader.exe) Call THX|

debugB062:46C3C

debugB8062:46C3E cld
debugf862:46C40 or [bx+si], ax
debugB02:46C42 cmp byte ptr [di], 16h

debugB02 :46C45 scasw
Ahnlab

debug®882:46C46 inc bx
3. 2T == ntoskml.exe OFEX[9F MIMOj|A ARligt FEE XMESIC Y F== Start Sector0l| K&

Ao RRD « 1. L0 1,5 -

El EZI0|HE Siojet H22| §E & ARKSIT} TDLAR OREVIX| e 2 64bit =2 HIU|ACH
™ Sign M3IE R3|& 2 US WO|Ch ntoskml.exe OFX|S} MIMOfA AgiE 3= =NtloftSystem()2] &
A

£ FCE WXIGHH7| 20, HA loinitSystem()Z AlSHSIT,

24

[32!11-47] ntoskrnl.exe OFX[2H MIMO|| KZEE AtMTE

nt!_NULL IHPORT DESCRIPTOR <PERF> (nt+0x214382):
806ed382 8b442428 nov eax,dword ptr [esp+28h]
nt!_NULL IHMPORT DESCRIPTOR <PERF> (nt+0x214386):

806ed386 50 push eax
nt! NULL IHPORT DESCRIPTOR <PERF> {(nt+0x214387 :Ahnl-ab
806ed387 eBafZafbff call nt!IolnitSystemn (8069fe3b

| AIIIT T IMDOODT LD oonToTaoan Do L e O a4 400 LS

Ol= ThRlizl= I == E20IHE Hi22|of 2E £ sid E210|HZ HZ5k= ZECL

szt REZI| HEe Cigw

m
n

1. C:¥#Windows CIZIE{2|0]| Ipk dil o2 TS MAMSICL (DLL Preloading)
2. CreateProcessEx() SSDT £Z! 510] AV T2 73 2l He| T2 jas D25|5i0)
3. Atapi.sys2| Major Function2 SZISIC},

1. Start Sector Offset Ox1AQ00 0ilA 2 DLLE 8101 =Lt sliig AT == 01Te] =Emol| Qs =
halcdift 22 FEZ 201S2! &M DLLE Ipk dIE Windows CIHIE|2|0f] MESIC 0IE Sol0{ Explorer.

exe Lt Notepad.exe@} ZH0| Windows C|ZIE{Z|0]] Z0| QL™ A ok dii0| HA AISH=ICE

[C1241-48] 44 Ipk ol 42t 225

file Qptions View Process Find DLL Users Help imege | Stings |
W ma s e R
Process mol CPU [ Description | Comgunx Nome I ine
Maig.exe Layer Gate. L nfa
lsass.0xe w LSA Shell (Export Versi., Microsolt Cuvvmuhun Comosny:  nfe
B Suplorar.exe 159 152 Windows Explorer MIcrosott Corporation (RS A
&) VMworeTray.exe 1784 VMwore Tools troy oppl.. YMware, Inc.
) VMwareUser,exe 1792 VMware Tools Service  VMware, Inc. Thows 2011-09-17 L X 4:46
cttmon,axs 1000 CITF Loader Microsoft Corporation Path (Image is probably packed):
B :
) XueTrexe 1878 TS Wek. &
Qv procesp.exs 204 152 Sy Process E.. Sy
W NOTEPAD.EXE 1535 Notepad Microsott Corporation Load Address:  0x10000000

Mapped Size:  0xE000 bytes

>l

Neme ] Descripion [ Company Name [ versi I v
Tohlpapdi TP Helper API Miciosofl Corporabon Haoprg Type: - image.

Kernel Tz, all windows NT DASL API Client,, MIcrosoft Corporation
linkinto_ail windows Velume Tracking Microsott Corporation
locale.nls

Language Pack
Microsoft MIDI Mapper
Microsoft ACM Audio Fliter
Microsoft Sound Mapper
ASN,1 Runtime APl

==

orpH
tt Corporation

MSCTE an MSCTF Server DLL
MS FIME IMF Microsoft Text Frame Work &
win: s Instalier
GDIE Client DLL
: it Windows NT CRT DLL 100 = L] I Soncel I
|CPU Usage: 15,15%  [Commit Charge: 10,95% |Processes: 27 |Refreshing Uu.s A

2. 0|3 AV D270t 29 o2 2SS D557 | s CreateProcessEx()E SSDT S2ISHC st 2
EZl0| NAE XS0 Hlmste] Z2o™ sHet m2 20| Al AHE 0xCO0000222 0xC0000022

o

[

STATUS_ACCESS_DENEEDE Z|El5t0] slig Z2M|IAS AMSHK| Z51A| Bict

[1211—49] CreateProcessEx() SSDT 2!

80424750 805d7222 nt!NtCreateMailslotFile 80424744 805a9166 nt!NtCreateJobObject
80424754 8057bf88 nt!NtCreatelutant 80424748 8063027f ntlINtCreateJobSet
80424758 80581059 nt!NtCreateNamedPipeFile 804e474c 80570761 nt!NtCreateley
804e475c 805b37b8 nt!NtCreatePagingFile 804c4750 805d7222 nt!NtCrecatcMailszlotFile
804::4?60 80598349 nl!NLCreale=Purl 80424754 8057LL88 nl!NLCrealeMulant

205 314 nt NG = 80424758 80581059 nt!NtCreateNamedPipeFile

804e47Sc 805b97b8 nt!NtCreatePagingFile
80424760 80598339 nt!NtCreatePort

8044770 8056641b nt!NtCreateSection R e e
804e4774 805767cf nt!NtCreateSemaphore .. B04ed76c  80649bSA nt|NtCreateProfile
8044778 8059f4db nt!NtCreateSymbolicLinkObject ggi 4770 S0C6641b nt | NtCroatoSection
Q03470  0057dicsintilizCoontelhicad 004c4774 0057G7cf nt!NtCreateSemaphore
80424780 8059c843 nt!NtCreateTiner AhnL 8044778 805914dlL nt !N\ CrealeSymbulicLinkObject
AN4r47R4  RNGakarf ntlNtCreateTaken MNL30 5p4c277c  8057d1c5 nt I NtCreateThread

80424788 805a0dSc nt!NtCreateWaitablePort 8U04ed 780 8USYcB4Y nt'Nt(.reatelmer Ahnlab

804e478c 8065b019 nt!NtDebugictiveProcess 80424784 80Sakacf nt!NtCreateToken
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n

(28 1-50]2 $YE F=2 Pofs

i

CHal HOF T2 20| T2 A|A O|S2 &2, H|wat] STATUS_
ACCESS_DENIEEDZ 2|El5iT},

[3231-50] AV REist 3=

u1d = 0}

mensel(vih, 0, 0x204%u);

*#{_WURD =)Guis[516] = U;

if ( GetCurrentProcessName 1050A(a6, (int)&uid, (int)huis) )
{

uhile ( 1 )

iF { »(Go1s

return OrqNLGrea g i18 al, a2, a9);

" .SLml exe -ngull ..yL .SHVJLLNI aye, @@Yac.aye, @Scan.aye , @Sve..oxe

/77 WSP _exe @@Main_exe Jgrscan.exe @edic .exe WLIray.exe J@Lsuc exe,

/7 @ ignt _exe J@suc.exe .\"qunr npe ,@8C .npe, @vnon.npc, @avsve .npe ,@Pueragent _exe
while ( *CapProcessNane_10280(CurrentProcesstane, TargelBane) )

<

Tar lane o= AX220;
if ( TargetBame >= (signed x:l)l-uldpl ll‘ﬂERNﬂL _DEVICE_CONTROL _ ID(‘)B )
return UrgNtCreateProcessktx_10ED8(a 3z, . . @5, a6, a7, . aY)3

¥
return 0xC0000022u; /7 STATUS_AGCESS_DENIED

b AhnlLab

return UrgNtEveateproceschy JNENREST 2 8203

ot Ipk dii2 UPXZ Al 2= |0 er [T 1-51]e] EXtEo|M 2= it 20| DNS Hx &

host I HZE, CHREE & K(oot)2] 7[50] ULt

[3E1-51] AV 235t A=

A 00008030 10008030 8888

A 00008034 10008034 208.67.222.222
A 000080F8  100080F2 165.87.201.244
A 0000815C  1000815C 203.166.160.36
A 000081C0O  100081C0 168.95.192.1

A 00008338 10008338
A 0000834C  1000834C
A 00008360 10008360

IntermetReadFile
IntemetCloseHandle
InternetOpenlrla,

A 00008374 10008374 InternetOpend
A 00008384 10008384 wininet.dll

A 00008330 10008330 127.0.0.1

A 0000833C  1000833C Content-Length
A 0000835E  100083AE %s Zs

A (0008388 10008388
A 000083CC  100083CC
A 000083D4 100083D4
A 00008404 10008404

\drivershetchhosts

%s %s

program files\Intemet Explorer\lEXPLORE.EXE
SOFTWARE\Microsoft\Intemet ExploreriMain

A 00008430 10008430 TabProcGrowth
A 00008440 10008440 undll32.exe

A 00008450 10008450 IpCount

A 00008460 10008460 softurl%d

A 0000846C  1000846C explorer.exe

A 0000847C  1000847C FileCount

A 00008488 10008488 Config

A 00008430 10008430 TimeKey

A 00008438 10008438
A 00008440 10008440

error
WersionKey.ini

A 000084B0 100084B0 CsExit
A 000084C8 100084C8 Range: bytes=
A 000084D8 100084D8 Set Cookie:0

A (00084E8  100084E8
A 00008500 10008500

Connection:Keep-dlive
User-Agent:Mozilla/4.0 (compatible; MSIE 5.00; Windows 98)

e e e e e e e e e e e e e e e e e e e e e R e e e e e e e e e e e e e e e e e R e e e e e e e R e e e e R e

A 0000853C  1000853C Accept*/*

A 00008548 10008548 Referer:

A 00008554 10008554 Host:

A 00008560 10008560 HTTP/1.1

A 0000857C  1000857C ftswWordBreak

A 0000858C 1000858C LpkUseGDIwidthCache
A 00008540 10008540 LpkPSMTextOut

A 00008580 10008580 LpkGetT extE stentExPaint
A 000085C8 100085C8 LpkEditControl

A 00008508 100085D8 LpkGetCharacterPlacement
A 000085F4 100085F4 LpkExtTextOut

A 00008604 10008604 LpkDrawTextEx

A 00008614 10008614 LpkDllinitialize

A 00008628 10008628 LpkTabbedTextOut

A 0000863C  1000863C Lpklnitialize

A 0000864C  1000864C Spk.dll

A 00008658 10008658 Global\BktDownUpdate
A 00008670 10008670 Global\BktDownVersion
A 00008688 10008688 FkDownlLoad

A 00008694 10008694 Y\ AFileEngine A h n L a b
A 00008644 10008644 Control

A 0000864C 1000864C WWAAudio

26

SHEr BEZIS TDL4 2F 20| 64bit A|ABIN|ME SAGHE 2= MBRO]| 2JsH HHAl T2 J2HHC} HEX Al
sHe|7| LhR20i| BiAO| RSt I} siE AT == FeHEo| Qs Mutz|22 A TiX[e] XME0| ERs}t
M

BRE LA I= ANTET} BO| S 4 Qoo Foprt @7 EICY,

TDL4 &1 22t 22 Vol 2011.10 (http: //download.ahnlab.com/kr/site/magazineAhn/ahn_201110.pdf)
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02. A|F2E| S
a. AIR2|E| S

03. ¢l Hot =5k
a. #l 2ot £

108 MSHECQ HH|o|E &2t
OO |3 2ATEA} MISst= 0|29 Hot &
Sh= A2 27122 H|wX 2 Ho|UC), ZIg8S 25k= x| S QAUEU
8:

o= JHeERo2 BTE &

=
o B F= Al FotY 27t sHEZIU

AZZ2 =X Hot ¢rjlo

b

HIO|E= 8210|H, & 82| WX|7t UEEIRACE 5=

10
11
12

O VM 0 N 60 61 A WON

—

[a2 2-1] 3 A 7= MS 2ot ¢

2010.10- 2011.10

. System . IE . Office . Sever

[® 2-1] 20114 108 £ MS =2t [0

s slorw
= NET Z3| U3 2 Muj2to|EQ| FFo= QIst HZAL M3H(MS11-078)
= OIEUl AAZ 2] =X HOF AUH|0|E(MS11-081)
= Ojo|32AZE Active Accessibility2] F|UHOZ Q15 1T = M3H(MS11-075)
= Windows Media Center2| £|24&o 2 QIst AT = Mol 2H|E(MS11-076)
=R Windows 7€ 2E E2}0|H2| FAURoZ QIst AT = AdH(MS11-077)
= Forefront Unified Access Gateway?| 2RO 2 Q15 {ZHTA = AMSH(MS11-079)
= Ancillary Function E2}0|H{2| F|ofxo = QI5t st AS(MS11-080)
= Host Integration A{H{ F|QFHo 2 Q15 AH|A 7{E(MS11-082)

.‘

QFEOIAO| fll HEtRX] HOF MH|A AO|E7H=(SteGuard)E Sall & AIO|E Eot S7| Xt=20]|
M=, ASSH 20113 108 AHTEE HiESk= 2 MOIEQ| XITh 7= 25,761740|Ct EESH oF
HFE R 685710|H, ANTF ST UZAE EHQI2 3977, AHTF =T UZAE URLS 2,698710|
Ct. 2011H 102olli= 20113 92EC} AMHTFE WA i AMTFC @, TSI UAE =0

91, OHMTIE T} WA URLO| FIEOR ZASIRICY,

| ofMTC B URL RIEH 244

25,761

| AYTE

685 397

[ 3-1] & Afo|= =ot Q0

@ 2011.10

20114 108! LAMF = B ¢ AIO|E URL HZ20]| 2 XIS 2= X[ 39,740701 HISH 65%

150,000

125,000

100,000 68,406

75,000
T 25,761

30000 -35.2%

25,000 .

| | |
2011.08 2011.09 2011.10

Web Security Trend
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2011 108 AYTE FA2 TEQ| 792712] 86% +~&21 685210|Ct.

20113 102 AT oL WZAE =0l

685

-13.5%

1,000 827 792
800

o O— o
600

400

200

0

| |
2011.08 2011.09

|
2011.10

TEo| 5227101 HisH 76% +=&2! 397710|Ct,

1,000

800

600 0;

522

400

200

I
2011.08

[23 3-3] &Y AMT=T} UAS =H|ol

2 otMm sy} wig

(o
.Y
~

20113 108 YMTF =T} U7

= 1ol—

= URLE ™

(=3
=

~O—

397

-23.9%

I
2011.09

9| 3,351740]| H|5H 81% =21 2,698710|C},

2 |

I
2011.10

AETE FHE HIE 0|l EZ0|F07t 88304422 FA|Q| 34.3%2 7H BUL, OH=LI07t

7,49174/29 1%2 22|}

g ra HIZ
TROJAN 8,830 34.3%
ADWARE 7,491 29.1%
DROPPER 2,356 9.1%
DOWNLOADER 699 2.7%
Win32/VIRUT 437 1.7 %
JOKE 378 1.5%
APPCARE 251 1.0 %
SPYWARE 40 0.1%
ETC 5,279 20.5%

25,761 100 %

10,000
TROJAN 8,830
ADWARE 7,491
ETC 5,279 B
5,000
DROPPER 2,356
DOWNLOADER 699
Win32/VIRUT 437
JOKE 378
APPCARE 251
SPYWARE 40 | - 0

9}.‘

[72! 3-5] HTFE FEH HiZ =

OFMACE Hi X £2= Win—Adware/ToolBar.Cashon.3082247} 2,938712 2 71&F =4O H Packed/
Upack, Dropper/Small.Gen S 4710| Top100i| MZ SXISISICH

[22] 3—4] ¢ otMT =7} BhZA=l URL

5,000 4,076
3,351
o O— 2,698
3,000 ‘O‘ -19.5%
2,000 .
1,000
R
| | |
2011.08 2011.09 2011.10

=¥ 8% oy3cy 14 HIE
1 — Win-Adware/ToolBar.Cashon.308224 2,938 28.7 %
2 A2 Win-Adware/FunWeb.210992.D 1,228 12.0 %
& AL Win-Trojan/Buzus.430080.J 1,154 11.3 %
4 A5 Win-Trojan/StartPage.40960.AH 857 8.4 %
5 v2 Dropper/Kgen.225280.M 765 7.5 %
6 NEW Packed/Upack 739 7.2%
7 NEW Dropper/Small.Gen 705 6.9 %
8 v2 Win32/Induc 698 6.8%
9 NEW Win-Trojan/Peed.44416.B 588 5.7 %
10 NEW ALS/Bursted 555 5.5 %

10,227 100.0 %
[& 3-3] &M= HYZE Top 10
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Aol ol el X2
Mol ol ot & g
M A7H Z2EE
Fol gl 0| = &
o178l ol =
20111 108 Zsl A= 35t ASEC &+#
- o2
[322) 3-6] 201151 10% M= SiteGuard A~1H
M A7H aAd S
obAotmA
opA g &
orHAoITA
UXC|XHIE
[12] 3-6]2 UNTC REES 2O i sk ALt LMIE
AOIE2] BZOICt, 20111 1020 BL, 9RECt T 47} Aol 2
AsiROLt HRI2 SRHSI, .
N = = Al 3
[Z 3-4] ZI5ll AIO|EE E6liM S E 2AMETFE Top 10
(F)orasoina
d7|= dEHA 2T
Dropper/Win32.0nlineGameHack AHIHE 6 3
Win-Trojan/Onlinegamehack55.Gen =He= 7
Win-Trojan/Onlinegamehack56.Gen (§7|E é;“Er*l 'E'F:)I-'_I"'
Win-Trojan/Onlinegamehack69.Gen _E-mglg 220)

Win-Trojan/Patchedlmmb5.Gen
Dropper/Win32.0nlineGameHack T. 031=722—-8000

Win-Trojan/Onlinegamehack.84992.CC F. 031—722—-8901
Dropper/Win32.0nlineGameHack

O 00 N o0 o B~ NN -

Win-Trojan/Patchedlmm?7.Gen
Dropper/Win32.Rootkit

-
o

[ 3-4]= 5 27+ 2 AlO|=S SahM 7 Blo| SEE otyme

Top 100|Ct, 2011 10&2e] AL Dropper/Win32.0nlineGameHack Disclosure to or reproduction

for others without the specific
0] 327H2] AfO|EOA RIESACE 1, 6, 82| B RITHH2 ZX|2t =2 P

221 AIY AR A HE2E EF[ot| flsl 27| THE AOE0H|A

FE|UCE
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