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9 s opazcy 7x
1 17 Win32/Parite 819,759
2 {1 Textimage/Autorun 437 527
3 I 4 JS/Cve—2010-0806 309,949
4 — Win32/Induc 218,878
5 New Win—Trojan/Overtls4.Gen 207 871
6 New Win—Trojan/Agent. 36864.BSD 127,643
7 New Win—Trojan/Totoran.Gen 127,185
8 New JS/Agent 125,487
&) 111 JS/Downloader 122,434
10 New JSP/Agent 120,419
11 |2 Win32/0Olala.worm.57344 115,718
12 |6 Win—Trojan/Spack3.Gen 113,877
13 (il Win32/Conficker.worm.Gen 92,156
14 |12 JS/Explait 91,101
15 New Win32/Palevod worm.Gen 83,825
16 New Win—Trojan/Dlibot. 128519 82612
17 New Win—Trojan/Agent. 129231 78,530
18 |2 Win-Trojan/Securisk 78,397
19 New Win32/Virut.F 67,946
20 11 Win32/Virut.B 67,113
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29 5% orgmco ae Hig
il 12 WIN-TROJAN/AGENT 856,817 14%
2 116 WIN32/PARITE 820,974 13.4%
3 2 WIN-TROJAN/ONLINEGAMEHACK 672,577 11%
4 > WIN-TROJAN/DOWNLOADER 537,303 8.8%
5 il TEXTIMAGE/AUTORUN 439,719 7.2%
6 19 JS/CVE-2010-0806 309,949 51%
74 12 WIN32/CONFICKER 270,856 4.4%
8 11 WIN32/AUTORUN.WORM 265,709 4.3%
9 11 WIN32/VIRUT 260,375 4.3%

10 |2 WIN32/INDUC 219,112 3.6%
1 New WIN-TROJAN/OVERTLS4 207,871 3.4%
12 ] DROPPER/MALWARE 172,202 2.8%
13 16 WIN-TROJAN/ADLOAD 159,099 2.6%
14 - WIN32/KIDO 154,336 2.5%
15 12 DROPPER/ONLINEGAMEHACK 144,379 2.4%
16 New WIN32/PALEVO 135,759 2.2%
17 New WIN-TROJAN/TOTORAN 127,185 2:1%
18 New JS/AGENT 126,036 2.1%
19 New JS/DOWNLOADER 122,543 2%
20 New JSP/AGENT 120,419 2%

6,123,220 100
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2010 10€9| ZEET Z14&E Win—Trojan/Agent’t & 856,91771
OF Top205 14%2°| HIEZ 19E XIXI5tD JU2H, Win32/PariteO|
820,974712 2 22|, Win—Trojan/Onlinegamehack0| 672,5777122 3
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T 74k otdEE SEER Zelunzis bl
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ADWARE
APPCARE
CLICKER
DOWNLOADER
DROPPER
ETC
BEXPLOT

SPYWARE

44.9%
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(DOWNLOADER), AILO|0{(SPYWARE)= X0 Hlsh ZASH 22
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= oryEcy s Hig

Win—Trojan/Agent.36864.BSD 127,643 172 %

2 JSP/Agent 120,419 16.3 %
3 Win-Trojan/Dilbot. 128519 82,612 1.2 %
4 Win-Trojan/Agent.129231 78,530 106 %
5 Win-Trojan/Downloader. 16040 56,890 77 %
6 Win—Trojan/Agent. 106496 VF 38,420 52 %
7 Win—Trojan/Downloader 36864.PM 37320 5%
8 Win-Adware/PinSearch.81920 26,937 36 %
9 Win—Adware/BHO.PinSearch.57344 24,369 S
10 Win—Trojan/Agent.106496.VN 18,089 24%
11 Win—Trojan/Downloader, 102256 17,379 239
12 Win—Trojan/Kraprootkit. 840192 16,493 299
13 Win-Trojan/Agent.676352.E 12,966 18%
14 Win—Trojan/Onlinegamehack.57344.BN 12,798 17 %
15 Win-Trojan/Onlinegamehack.57344.BL 12,278 %
16 Win—Dropper/Barcon.161374 12,231 17 %
17 Win-Trojan/Downloader. 170079 11,513 1.6.%
18 Win-Trojan/Adload.708608.B 11,444 15 %
19 Win—Adware/PinSearch.10752.B 11,122 15 %
20 Win-Trojan/Adlcad.640000.E 10,835 15%
740,288 100 %
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Microsoft Stuxnet Cleaner

, Stuxnet-Cleaner.exe
‘l Microsoft Corporation
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2oz Jimt #Al MX|E SXO =2 sh= FEf2| 519 USPS(United
States Postal Service) & HYZ XS AT =Tt &
QACh 7IE0| Y2zl Oficla A¥IE HH2 Y MZ2E  “USPS
Delivery Problem NR[2|2| £XI]" &
xxs664.jog(27,692 HIO|E)2Q| JPEG It

=
£ 7HX|1 UCh
] UTED STATES.
POSTAL SERVICE« Change of
Hello! Address?
= Don't stress,

Doitonlines

Unfortunately we failed to deliver the postal package you have sent on the 19th of September in time
because the recipient’s address is erroneous.

Please print out the shipment label attached [USPSLabel.doc] and collect the package at our office.

United States Postal Service
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ADIEEES Yoz S5t LY, 2Xt S04 LY, |IX| "HE, oY LK
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5t E2(JailBreaking), £E!(Rooting)zt Z0|

3 ciar| 2%
O}Z HZBH B9l 5Hx| ot 200] HiElsi

x| AZEQ|

2. M7z2lE| S&
AlIF2|E| SA
10% 0j0|22ATE Bt H(0|E 3E

00| ZATEAZEEH Ui

2009.10 ~2010.10

08 ug  ng 12 28 sg = sg 52 78 52 o2 108

M system WIE woffice W application userver

(O3 2-1] 32 A 7|Z & MS 2Ot HH|0|E

= BT POC

218  MS10-071 Cumulative Security Update for Internet Explorer 5

=2 MS10-072 Vulnerabilities in SateHTML Could Allow Information Disclosure =2

=2 MS10-073 Vulnerabilities in Windows Kernel-Mode Drivers Could Allow =2
Elevation of Privilege

HE MS10-074 Vulnerability in Microsoft Foundation Classes Could Allow Remote £
Code Execution

218 MS10-075 Vulnerability in Media Player Network Sharing Service Could 5
Allow Remote Code Execution

218  MS10-076 Vulnerability in the Embedded OpenType Font Engine Could 5
Allow Remote Code Execution

218  MS10-077 Vulnerability in .NET Framework Could Allow Remote Code e
Execution

=82  MS10-078 Vulnerabilities in the OpenType Font (OTF) Format Driver Could =}
Allow Elevation of Privilege

2 MS10-079 Vulnerabilities in Microsoft Word Could Allow Remote Code £
Execution

2 MS10-080 Vulnerabilities in Microsoft Excel Could Allow Remote Code 5
Execution

2 MS10-081 Vulnerability in Windows Common Control Library Could Allow 2
Remote Code Execution

=2  MS10-082 Vulnerability in Windows Media Player Could Allow Remote Code
Execution

=2 MS10-083 Vulnerability in COM Validation in Windows Shell and WordPad k]
Could Allow Remote Code Execution

&2 MS10-084 Vulnerability in Windows Local Procedure Call Could Cause 2
Elevation of Privilege

2 MS10-085 Vulnerability in SChannel Could Allow Denial of Service 2

BE  MS10-086 Vulnerability in Windows Shared Cluster Disks Could Allow 5

Tampering
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(23 2-2] 2 Fah AloIE S

[O8 2-2]= g oAMTAE ZS AIOIE &S LEHA TJajaE2 Me
ol HIH &I5H AFO|E7t Cha ZHASHCE. O[HE 0= 2 ARP Spoofing
o

|&fet, 2= Yo meE mXlshs Al

rn

s S0| &l Ato]

ES SHM REHUT T YT RES s MS10-018%10H
£ 713 B0l AZaICt

"Bot 0|} HE?" Hn BojEs RRMOIA HofLt OlK| PC
£ B QHSIT B2l AISSH| SIsAE Ji2Ho= Hot o]
E2 H|xo2 MAJskn, WAIE A ATl Yro|=et 8 57|
5ol AIAE ZADH Zostc
AlF2IE] ol

LNK F|2F&(CVE-2010-2568)

AYFET ZLRI0M 2 =
LI oFMAE T} ARRE 012 2 & LNK(CVE—-2010-2568) F|2FXof
LSt LI8S 20Xt SiCt LNK(CVE-2010-2568) F2F&S 0185104
LNK Shortcut File(HI27}7]| m)o| Ix|5t Cl2iEa
t277] THo| Xis22 Ado| Ft.

Olf¥7t =IUCH AHA

o

=2
=

|

40

om

1=

N
=

= ltern|D _.CONTROL[Z] 18
ltemIDSize 190 18
i whummy 0 120
oMamed ] 126
- olnfo& 0 128
cBufa 0106 130
whummy? 0 132
dwFlags 0 134
i oMame'W 28 138
olnfo'd % 140
cBufW 670580 142
:m [ COWWINDOWS,], 142
e tern32iioo.dll 170
[ Description L 2aedl— 178

TerminallD 44172 196

[22! 2-3] 2tM Shortcut IHQ| A&
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LNK F[2
7t7| o

FE2 H27t7] IFUQ| idicong| Z40| 022

19] Patholl LI2I= DLLIMIS Loadsho] ASHEICt

0:005> ub SHELL32|_LoadCPLModule+0x113 L1
SHELL32!_LoadCPLModule+0x10e:
77424£d3 15001a3877 adc
0:012> g

Breakpoint 0 hit
eax=00000001 ebx=00f2ee?c ecx=00007c0f =dx=00120003 esi=00000001 edi=7c80a634
eip=7c8lacd3 esp=00f2e9cl ebp=00f2ecl8 1opl=0 nv up e1 pl nz na po nc

eax, of fset SHELL32!_imp__LoadLibraryW (77381a00)

cs5=001b ss5=0023 ds=0023 es=0023 £s5=003b gs=0000 efl=00000202
kernel32|loadlibraryV¥:
7c80acd3 8bif nov edi edi
0:005> dd esp
00£2e9c0 77424£d8 00f2ee’c 000fe3%c 00f2ee?8
00£2=9d40 00000000 00000020 00000008 00f2e=vc
0:005: db 00f2eelc
00f2ee?c 43 00 3a 00 Sc 00 57 00-49 00 4e 00 44 00 4f 00 C.: ~.W.I.N.D.O
00f2eeB8c 57 00 53 00 S5c 00 73 00-79 00 73 00 74 00 65 00 V.S .“.s.yv.s. t.e
00f2ee9c 6d 00 32 00 32 00 Sc 00-66 00 6f 00 6f 00 22 00 =.3.2.%.f.0.0...
00f2emac &4 00 6c 00 6c 00 00 00-2c a2 13 00 b0 2% 13 00 d.1.1.........
(22 2-4] 2 Shortcut THU2| Aldt B
ool Path

SHELL32! imp_LoadLibraryW &2 A|XIQZ HiZ27}7|
0l DLL IS Load SH0{ AlglisHA| =Ict,

00?9051%”53%5‘051!UOS?HEI-IIWWW(5092300520055""6\1”6{%E ‘S‘TOR.\GE’R:IO
75@061nuaznnscnnssnnmnussnnunnssannlnnnnnisnozénnaz ablelediasdéld
00 36 00 39 00 35 0G0 37 00 €5 00 26 00 30 00 26 00 id 00 23 00 7b 00 35 00 33 00 895?!&0!.&! {53
6680350035003“1035”6{&0E:IDEE‘UDIE\IUSZM“M260031003100“ 5630d-bbbi-114d
00 3000 2d 00 3% 00 34 00 €6 Q0 32 00 2d 00 30 00 30 00 61 00 30 00 63 00 35 00 31 00 [0-9.4.f2-00.2 nc91
SO 0 T 0 S U0 OB e M R i 00 BEBER) hoo d

|

[28 2-5] USB OiXIE 0|88t 2 Shortcut T Q| Path

Udtxo=Z USB OHHMIE 0|25H= HIO|HAE autorun.infE 0|25 E
o, ol#Hol= LNK & StHtZ7}7| ot QFNFEE USB 2
E(Root) CI2EzZ[0] 21 ARXIZ} 2= EfAM7|2 USB

2|5 2 XSAHO| =|=F 510 USB DHHIE Salf Hutst==

[AHHE 018

=e Cj2E

SHACE

92 0-Day2 &HE LNK Shortcur File FURH2 048] AMTEZ HYEL
=1 Qlom, Sxi= Microsoftoll A THX| 7} 0|01 %I AEACE

Firefox 0—Day F|2&(CVE-2010-3765)

L HoA A ALOIEO| N FirefoxOfl £xict= YZHXIX| 22 0-Day F
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