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JS/Agent 451,078
Textimage/Autorun 427,012
Win32/Induc 290,888
Win—Trojan/Qvertls.575488 275,685
HTML/IFrame 206,102
JS/Redir 152,792
Win32/Parite 127,871
JS/Exploit 120,064
Win32/Virut B 115,329
JS/Downloader 112,502
Win32/Olala,worm.57344 107,093
JS/Zapchast 99,338
Win32/Conficker.worm.Gen 96,143
ALS/Bursted 93,304
Win—Trojan/Daonol.Gen 88,110
Textimage/Sasan 82,337
Win32/Virut 79,416
Textimage/Viking 66,013
Win32/Traxg.worm.61440 56,513
Win32/Palevo.worm.Gen 55,026
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=
145 %
138 %
9.4 %
89 %
66 %
49 %
41 %
39 %
37 %
36 %
35 %
32 %
31 %
3%
28 %
27 %
26 %
21 %
18 %
18 %
100 %

2010 59| otMAE

[ 1-1] 9MTE 221 Top 20

24 H= JS/Agent0] 1912 XHX|st

M, Textimage/AutorunZ} Win32/Induc?t 22+ 22(2} 3IZ XIX|

C}, AMFE Top200f XYt AMHF=EE= & 6710|Ct,

Ahnlab

Policy Center 40

e e v s
P —

023U £3110d GeuUY

AhnLab Policy Center 4.0

£0
|0

oh
38

Ofef Bz OHNT=0| £R SEHS TS| HAsiol, AHTE B HES
SEe oA hEFICHY Zele T Top200Ic,

= otMacy #s HIZ
1 t2 Win—Trojan/Downloader 639,702 11.3 %

2 11 Win—Trojan/Agent 638,457 11.2 %

3 [ Win—Trojan/Cnlinegamehack 476,563 84 %

4 19 JS/Agent 451,083 7.9 %

5 [ Textimage/Autorun 427,313 7.5 %

6 - Win32/Autorun.worm 331,076 58 %

7 New Win—Trojan/Overtls 327,540 58 %

8 - Win32/Virut 317,641 56 %

9 la Win32/Induc 290,968 5.1 %

10 13 Win32/Conficker 276,836 49 %
11 |2 Win—Trojan/OnlineGameHack 225,109 4 %
12 New HTML/IFrame 206,102 36 %
13 11 Win32/Kido 154,680 2.7 %
14 New Dropper/Malware 152,862 2.7 %
15 New JS/Redir 152,792 27 %
18 11 Win32/Parite 129,129 23 %
17 = Win-Adware/BHO 127,105 22 %
18 \7 Win—Trojan/Daonol 122,125 2.1 %
19 New JS/Exploit 120,064 21 %
20 -6 Win32/Palevo 117,864 21 %
5,685,011 100 %
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EXPLOT 7 Dropper/Malware.209920.E 35,049 42 %
SCRPT 8 Win—Adware/Psngr.785408 31,325 38 %
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Stolen your twitter account! +
TwitterNet (Malware) Builder

<

Twitter used to distribute
malware

<

Twitter as its command & control
- Executables
- Download
- Run
(infostealer operation)
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[22 1-6] Win—Trojan/Patcher.17945 ZE & 2I=27} BE| £|X| ¢b= 24

Bl Z7} o} %windird%systemw ZSC{0f| IHX| = IHUS ZARSISCH

Run Malware |

¥

Original -> ws2help.dll
Rename ->
%windir%tsystem32&
%windird%¥system32¥tdlicache¥tws2help.dll.????

-

Patched -> ws2help.dil Copy!
owindir%ttsystem
& %windirde¥system32¥tdlicache
Rename original file -
> %windird%¥system32¥#tws2help.dil.dat

h

Not Found!
%windir%fsystem32#ws2help.dll
Reboot & Windows Starting -> BSOD
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Q Danger! IE
Unauthorized perzson tries to steal your passwords
and private information, Click on the message to
prevent identity theft,

P

' Detects and eliminates viruses from desktops and networks
4 Constantly protects with real-time on access seanning

%" Daily, automatic updates of virus databases

4 Bolates suspicious fles in quarantine preventing infection
4 Simple to use: install and forget

4" Excellent Customer Service - 24/7
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100501&prunalnstall=0&emulinstall=0
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<mailFileName><![CDATA[favorite.exe]]></mailFileName>
<mailSendTerm>43200000</mailSendTerm>
<mailSendMax>200</mailSendMax>
<mailRepeat>2</mailRepeat>
<CmdServer>http://www.pa[AfA[ls.com/v1.0/cmd.php</CmdServer>
<CmdServer1>http://www.k[AK|Jom/v1.0/cmd.php</CmdServer1>
<CmdServer2>http://www.k[AFK[18.com/v1.0/cmd.php</CmdServer2>
<CmdUpdateTime>300000</CmdUpdateTime>
<delayWindow>100000</delayWindow>
<CntWindow>1</CntWindow>

<ifRandom>1</ifRandom>

</CONFIG>
Z HHES W2lE X2 329 C&C MH7E U HYUS tHF -5
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> DOWNLOAD*link.com/direct.exe*cutomnamefor.exe*0 [ 0 = Download,
1=>Download & Exec]

> .DDOS*IP*PORT [ UDP Attack]

> VISIT*link.com/video*0 [ 0 = Invisible, 1 = Visible ]

> SAY*Hello my infectants! [ Fun, useless command, Text To Speech ]

> .STOP [ Stops all current processes. DDOS, Visiting.]

> REMOVEALL [ Removes all bots connected. ]
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