ASEC
REPORT

OPHACITTAOA| HBlSHs H7H HOt BTN

rr
o

2221 Al E2t2| No.1 THEH
Ahnlab HackShield For Online Game 2.0 2010.Volume. 01

© By 45 7

B0 ol MHIA 73 )
. MABHEZ 02 TEAA A orsaciza




AFe2[El S8
Al2[E] S
AlF2|E| Ol+r

8 2ot S5
o 22t S

¢l =Hot 0l



=9 5= Rleel= Fay HIZ

1 = Win32/Induc 519,723 20.1 %
2 - Textimage/Autorun 360,417 13.9 %
3 1" JS/Shellcode 171,991 8.7 %
4 12 Win32/Parite 155,207 6%
5 New JS/Redirect 142,969 55%
6 New JS/ShellCode 137,801 53%
7 12 Win32/Virut.B 120,914 47 %
8 New Win=Trojan/Scar. 464896 95,738 37 %
9 11 Win32/Virut 91,962 36 %
10 New HTML/Shellcode 89,705 35%
11 14 Win32/Conficker.worm.Gen 88,009 34%
12 13 Textimage/Sasan 84,253 33%
13 13 Win32/Olala.worm.57344 83,354 32%
14 1 Textimage/Viking 75,001 29%
15 14 ALS/Bursted 74111 29%
16 New Win—Adware/PointKing. 722944 64,124 25%
17 114 Win—Trojan/Dacnol.Gen 57,502 22 %
18 - Win32/Traxg.worm.61440 57,488 22%
19 New Win—Adware/ColorSoft. 106496 56,979 22%
20 New Win—AppCare/HideWin.31232 56,952 22%
2yl 2,584,200 100 %
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1 - Win—Trojan/Agent 755,522 141 %
2 [ Win=Trojan/OnlineGameHack 751,815 14 %
3 1 Win32/Induc 519,879 97 %
4 - Win—Trojan/Downloader 451,156 8.4 %
5 = Textimage/Autorun 360,807 6.7 %
6 12 Win32/Virut 254,641 48 %
7 12 Win32/Conficker 249,850 47 %
8 12 Win-Adware/Lastlog 248,456 46 %
9 1 Win32/Autorun.worm 211,981 4%
10 12 JS/Shelicode 171,991 32%
11 = Win—Trojan/Malware 168,293 31%
12 [ Win=Trojan/Genome 160,533 39
13 17 Win32/Parite 157,890 29%
14 New JS/Redirect 142,969 27 %
15 12 Win32/Kido 139,458 26 %
16 New JS/ShellCode 137,801 26%
17 13 Win—Adware/KorAdware 130,480 24%
18 - Dropper/OnlineGameHack 126,734 24 %
19 I 4 Win-Adware/BHO 110,943 21%
20 New Win—Trojan/Scar 109,268 29
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1 Win-Trojan/Scar.464896 95,738 12.3%
2 Win—Adware/PointKing. 722944 64,124 8.2 %
3 Win—-Adware/ColorSoft. 106496 56,979 73%
4 Win—Trojan/OnlineGameHack.2732115 56,597 73%
5 Win—Trojan/OnlineGameHack.324096.C 51,602 6.6 %
6 Win—Trojan/Lineplus. 118784 49,867 6.4 %
7 Win—Trojan/Downloader 684032.C 45,451 5.8 %
8 Win—Trojan/Downloader. 268800.D 40,037 51%
9 Win—Trojan/Unovt. 718336 37,044 47 %
10 Win—Adware/Elog.666112 35,902 A6 %
11 Win—Adware/Shortcut. 290816 32,794 42 %
12 Win—Adware/WiseBar.360448.D 29,766 38%
13 Win—Trojan/QHost. 102102 28,749 37%
14 Win—Trojan/Unovt. 718336.8 28228 36%
15 Win—Trojan/QHost. 102108 27,046 35%
16 Win—Spyware/Gever. 769536 26,469 3.4%
17 Win—Downloader/IEShow. 339968 H 18883 24 %
18 Win—Adware/KwSearchGuide, 180384 18,463 24%
19 Win—-Adware/Lastlog.257536 18,393 2.4 %

20 Win—Trojan/OnlineGameHack. 18944 GL 18,128 23%
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120 html!CElement:Doc:

046aa467 8bol mov  eax chword ptr [ecx]
100 1 046aa469 8b5034 mov  edx dword ptr [eax+34h]

D46aa46¢ ffd2 aall  edx wew AFCE MG
. 046aad6e 8b400¢ mov eax, cword ptr [eax+0Ch]
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Fmshtml!CElement:Doc

2mshtml! CEventObj::GenericGetElement
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75 30 63 30 624 5C 75 30 63 30 64 5C 75 30 63 30 u0c0d\ulcOd\ulcO
64 5C 75 30 63 30 64 3C 75 30 63 30 64 5C 75 30 diudecfdiudcOdiud
63 30 64 5C 75 30 63 30 64 SC 75 30 63 30 64 5C c0d\ulcOd\ulcOd\
75 30 63 30 64 5C 75 30 63 30 64 5C 75 30 63 30 wulcOd\ulcOd\ulcO
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70 61 6E 20 €9 64 3D 22 73 70 31 22 3E 3C 49 4D ‘"><TM
47 20 53 52 43 3D 22 47 53 6C 2E 67 695 66 22 20 z
6F 6E 6C 6F €1 64 3D 22 65 76 31 28 65 76 65 6E onload="evl(even

3E 3C 2F 73 70 61 &F 3F 3C 2F &2 6F 64 t)"></span></bod
79 3E 3C 2F 68 74 €D 6C 3E OD OA OD 0A OD OA 3C wy»</html>... .4 %
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El Imternet Protocal, SPC! waw ™ ciee mmieewes. 1, BSTD oL, 7T 7T
version: 4

Header length: 20 bytes
pifferentiated services Field:
Taral Length: 1300
1dentification: 0x0lla (282)
Flags: 0x02 (More Fragments)
Fragment offset: 56240

Time to Tive: 128

Protocol: LOMP (0x0L)

Header checksum: Ox%%aj [correct]

Source: 111.2.0.35 (111.2.0.35)
pestimavion: 1%2.168.50.30 (192.168.50.30)
Rezssembled 1P in frame: 24299
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