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Get Your Free 30-Day Triall

Do you want to test your partner or just to read somebody’s SMS? This program is
exactly what you need then| it's so easy! You don't need to install it at the mobile phone
of your partner. Just download the program and you will able to read all SMS when you
are online. Be aware of evenythingl This is an extremely new servicel

Download Free Trial
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functian BigPopupltarget)
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3. A1F# ¥ - PPT 0 day F <" (CVE-2009-0556)
MS Officer o|H Holx= & Hol W27} UL vk FH & o|4r7)F ¥l
obH AT 27} ASEC Bel ARFELS Ea) olu] AL A Fol= %}&iz»}, o2 1ot
A7F oA @gtom oy m=o] o] &5 PowerPoint 0 day 3 eFdel] s AAs <o}

LERA

(1) CVE-2009-0556 PPT O day 3 3

Eal

(m

PowerPoint PPT 3g< t} HEZ FA4 5 Sl

o

Current User - SjEt Z2|MEO|ME OX|Eto 2 A AI2X}O| O|£0| X ZEH=IC}.
PowerPoint Document - PowerPoint Z2|HE|O|M0| CHet RE HETF MAECL
Pictures(M B Ar) - 8 2t HO|H7F MY E Ch(HEtLHY, PNG, JPG 5)

AN NN

Summary Information 3 DocumentSummarylnformation(A1EfALRN) - 2 A{0f 25t
sAZt MEE L

PowerPoint Document Z~E#o|E Zg|Alg o]l AR7F EdtE o] 9om tpey e ¥

5 7xE M Qde da=w pHE. 12
offsat Size Field

0X00 WIRD Record Versicn (4 bilts MSEs), Record Instance (12 bit LSEs)
0x02 WCORD Record type

ox04 DWCORD Record length, n

oxoe BYTE [n1] Lata

[18 1-15] B2 & #=
atom¥} containergte= + T/ #HZ=7F EA S
atome AA AHE AAsh= 3y 23 containeri U U ED el oS ks

Heses} gt

rr

ox00 WoRA Record Versicn (4 bits MSEs), Record Instance (12 kit LSEs)
0X02 WORD Record type, 29938 (0xfaf) for TextCHeaderatom

ox04 DWCORD Record length, 4

oxoe LWCORD Text Type (enum}

[18 1-16] B2 F3&8 #=
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OutlineTextRefAtom(3998) - &&tel= oA ald Al oln] x3H "g2EE YelU&
o AF-8-F T}

offset Size Field

ox00 WIRD Record Versicn (4 bits MSEs), Record Instance (12 kit LSEs)
0X02 WORD Record type, 2998 (0xfoe) for outlineTsxtRefACom

ox04 DWCORD Record length, 4

oxoe LWCORD Text Type

(28 1-17] l2E 2E F=x

PowerPointi= container WellAl TextHeaderAtomS Whd 3| BlAEZS Q)3 Al 74|
& g3

S atomES gdutr o g o] HAE JfA ¢ ZU=E FAsE=H ALgHETH
PowerPoint= OutlineTextRefAtomE THHH, FxE &= 92E JJA7F oju] U|F do]H

T2 Ul ofd7tel EAgtha 7Hgstal A B E JiAd diE] e wEEE §)A g
k] o] F olHlE7F A container WA A EH, PowerPointE U container W9
UM A atomES AT o on] sjAE LA OXE JNAE AMSStE A A|XESHA Ha, A

= WEe] &) EAsHA

obg] dAlE ¢ HoFe WwHow APE = PowerPointd] 3 WS BAE jgolt),

£2C00h: 02 3C 03 OF 00 OD FO [40 00 00 00 00 00 (2F OF| 04

£C10h: 00 00 OO0 04 OO0 00 00 00 00 A0 OF 02 00 OO0 00 24
£ZCZ0h: 00 00 OO0 |9E OFf 16 00 OO0 00 02 00 00 00 dd oo oo
£2C30h: 08 00 00 0OZ OO0 0OZ OO0 OO0 00 00 00 02 00 OE o0 oo

= struct PPT_COMNTAIMER ClientTexthox[4]
- = struct PPT_RECORD_HEADER hdr
: ~USHORT recVer: 4
- USHORT recinstance @ 12
~USHORT recType
- LONG recLen
= struct PPT_RECORD [TextHeaderAtom[6]
= struct PPT_RECCORD_HEADER hdr
o L IUSHORT recWer: 4
USHORT reclnstance @ 12
USHORT recType
LOMNG recLen
. @-BYTE data[4]
# struct PPT_RECORD Atorn[71]
= struct PPT_RECORD [Outline TexthefAtom]
= struct PPT_RECORD_HEADER hdr
: - USHORT recVer: 4
USHORT recinstance 12
USHORT recType
LOMNG recLen
+-BYTE data[22]

[28 1-18] Power Point Tl =oH

MSOClientTextbox container?] ZdoJ&= (40 00 00 00)°o.& 6G4Hfo]Eojar, 1 <l
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TextHeaderAtom (9F OF) 39999} OutlineTextRefAtom (9E OF) 39980] ¥ 3tu o] glof

oFgt H-2& 717 PowerPoint dtdolgtal & 4 <)

b

ofefje} ol FH ekt FEs T& thE vy A A mE7F AgEe AS #ld

o]
2R

0:000> t

eax=0089bac4 ebx=00000000 ecx=0089e640 edx=0089ebd4 esi=001336¢cc

edi=00000000

eip=300501cd esp=001335ec ebp=00133680 iopl=0 nv up ei pl nz na po nc

cs=001b ss=0023 ds=0023 es=0023 {s=003b gs=0000 ef1=00200202

PowerPoint+ 0x501cd:

300501cd ff501c call dword ptr [eax+ 1Ch] ds:0023:0089bae0=0089bb54
> ooxel ¥ AE FI| BE

0:000> t

eax=0089bac4 ebx=00000000 ecx=0089e640 edx=0089ebd4 esi=001336¢c

edi=00000000

eip=0089bb54 esp=001335e8 ebp=00133680 iopl=0 nv up ei pl nz na po nc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00200202

<Unloaded_ed20.dl1>+ 0x89bb53: 14

0089bb54 0d0O0O00000 or eax,0

0089bb54 0d0O0O00000 or eax,0

0089bb59 0000 add byte ptr [eax],al

0089bb5b 0000 add byte ptr [eax],al

0089bb5d 0000 add byte ptr [eax],al

0089bb5f 0000 add byte ptr [eax],al

0089bb61 0000 add byte ptr [eax],al

0089bb63 0000 add byte ptr [eax],al

0089bb65 0018 add byte ptr [eax],bl

0089bb67 00cO add al,al

0089bb69 0000 add byte ptr [eax],al

0089bb6b 00cO add al,al

0089bb6d 90 nop

0089bb6e 90 nop

0089bb6f 90 nop

0089bb70 eb2b jmp <Unloaded_ed20.dl1>+ 0x89bb9c (0089bb9d)
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0089bb72 33cO XOor eax,eax

0089bb74 50 push eax

0089bb75 648920 mov dword ptr fs:[eax],esp
0089bb78 33ff xor edi,edi

0089bb7a 81c700100000 add edi,offset <Unloaded_ed20.dl1>+ Oxfff (00001000)
0089bb80 b8d0cf11e0 mov eax,0EO011CFDOh

0089bb&5 3b07 cmp eax,dword ptr [edi]

0089bb87 75f1 jne <Unloaded_ed20.dlI>+ 0x89bb79 (0089bb7a)
0089bb89 40 inc eax

0089bb8a 3b&87000a0000 cmp eax,dword ptr <Unloaded_ed20.dll>+ Ox9ff
(00000a00) [edi]

0089bb90 75e8 jne <Unloaded_ed20.dlI>+ 0x89bb79 (0089bb7a)

0089bb92 81c7000a0000 add edi,offset <Unloaded_ed20.dl1>+ 0x9ff (00000a00)
0089bb98 83c704 add edi,4

0089bb9b ffe7 jmp edi

0089bb9d e8dOffffff call <Unloaded_ed20.dl1>+ 0x89bb71 (0089bb72)

A ZEE T8, HASFAHS ol&dh= A A= FES PowerPoint ddol A= gQ1E = it

:DAOKh: 00 O&A OO0 OO0 53 C7 04 FF EY ES DO FF FF FF 5E 54
:D8EQh: 24 0OC 33 <0 B4 10 33 DB B3 9C 01 04 13 33 CO <3
:D§C0h: CD 01 05 30 52 FF 492 FF 56 FF 41 FF 54 FF 45 FF
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=% o4daicE dx HlE
1 | new | Dropper/Agent.170797 9| 11.7%
1 | new | Dropper/OnlineGameHack.173857 9| 11.7%
1 | new | Win-Trojan/Agent.1470464.B 9| 11.7%
1 | new | Win-Trojan/Autorun.86016.E 9| 11.7%
2 | new | Win-AppCare/HackTool.13531 8| 10.4%
3 | new | Win32/IRCBot.worm.126976.Al 71 9.1%
3 | new | Win-Adware/Elog.365568 71 9.1%
3 | new | Win-AppCare/Agent.8704.B 71 9.1%
4 | new | Dropper/OnlineGameHack.174326 6| 7.8%
4 | new | Win-Downloader/Rogue.XPPoliceAntivirus.52230 6| 7.8% 2%

A 77 | 100.0%
[E 3-1] 2009 38 otd == 5 Top 10

=% otd3acdy rabs H| &
1 | new | Win-AppCare/Keylogger.205824 11| 13.6%
2 | new | Win-Trojan/Agent.9728.01 10| 12.3%
2 | new | Win-Trojan/Downloader.23552.0D 10| 12.3%
3 | new | Dropper/Agent.172913 8 9.9%
4 12 | Win-AppCare/HackTool.13531 7 8.6%
4 | new | Win-Trojan/Downloader.97416 7 8.6%
4 | new | Dropper/OnlineGameHack.173553 7 8.6%
4 | new | Dropper/OnlineGameHack.172748 7 8.6%
4 | new | Win-Trojan/Agent.11264.KL 71 8.6%
4 | new | Dropper/OnlineGameHack.171819 7| 8.6%

A 81 | 100.0%

[# 3-2] 20094 4€ A& FE 5l Top 10

Copyright ‘¢ Ahnlab, Inc. All rights reserved.
A\] Ahnl_ab Disclosure to or reproduction for others without the specific written

authotization of Ahnlab is prohibited



ASEC REPORT

[ 3-112 20094 3¢ otds= I3 Top 10°1H, [E 3-2]% 2009 4€9 o=
Qg T3 Top 10& YERH Flolth

4499 olff7F H oM IE=R = ‘Win-Trojan/Downloader.97416°S & <+ At} &3 oA

FE7F AsPEHA] AL = gUo] Autorun ¥, OnlineGameHack, AVKillers t}hksl ¢

o ettt Autorun ¢ 7S o2 QAstY] USBAGHIAE Eo| ALES= I

M g kel glom, AVKiller 71502 & dWGHolE} ojFHRtta st

] IS

B FPOR Q3 BWE Fass wde Bt ti grudvh £
O~

—

f
2 o

g
4

2 ! EQHO|E shalo] Eysle] duolERA QYK A op ol
dgE Azde A4S AW ) AES A A} S WAZES AL F o
felth. ol pgmEE . QrElutolel o] AwE B AW @A <

27 =% otdacdl d= HlE
1 11 | Win—-Trojan/Agent 445 19.0%
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4 new | Win-Trojan/Kryptik 285 12.2%
5 13 | Win—-Trojan/Fakeav 282 12.0%
6 15 | Win—-Trojan/Downloader 212 9.0%
7 12 | Dropper/OnlineGameHack 152 6.5%
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