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% REUTERS
Powerful explosion burstin = A | this morning.

At least 12 people have been killed and more than 40 wounded
in 2 bomb blast near marketin = A| & Authorities
suggested that explosion was caused by "dirty" bomb. Police
said the bomb was detonated from close by using electric
cables. "It was awful" said the eyewitness about blast that he
heard from his shop. "It made the floor shake. So many people
were running”

Until now there has been no claim of responsibility.

You need the latest Flash player to view video content. Chick

here to download.
Related Links:
-//en.wikipedia.org/wikiDirty_bomb
/IWWW, .com/search?q= [- A| O #terrortattack
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W3Z2/butorun! ITW#492 . . . .. [e v e e inennnnnnn 11/08 S5tTl1
W3Z2/hutorun! ITW#494 . . . .. (e v et nennnnnnn 11/08 IdSnSo5t
W32/ Autorun! ITWH495. . .. oo ce e i et nn e 11/08 5aTl
W3Z2/butorun ! ITW#498 . . . .. (e v e et nennnnnnn 11/08 FaTl
W3Z2/butorun! ITW#499 . . . .. (e v e et e nnnnnns 11/08 FaTl
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W3Z2/butorun ! TTW#511. .. .. [ v e rncennnnnn 12/08 LoRsT1lWw
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[O23 2-3] 20094 28 ofUc=z|AE

18

ddI=oAE A Uolgts EFS dAI WHol Jda AU JdAHE AFHe= o Bol
Ard 9 olArT Yy HAE IAHIASE Zo 5L/

(2) 3= X35 ¥
2004958 AR Aoz A GdI=e 4] o] A FEE Hed ol e 2
2 Aol EA g
A, dAHI= AF B2 A3}
2003 o] I IE=E A HH2 AE Ay 57| o] ofd FHA o508 HH o] HF
el Jrh, 27] I EE o] &3 = W)= AW vy Wiy DDoS ¥4 £33 ¥ub
F FE gHr}. o]F =g oj(Adware)E £33 FuE =S W £ 9led S mAw
Fae dAdHoZ ARE dojep Aol ) &, b A Hof| Fastew geoj®E Favt
EEH o A Joju Faro], diojz w=FFojulol iyt gl ol X g% Sl mE

Copyright ¢

Disclosure to or reproduction for others without the specific written
authotization of Ahnlab is prohibited.

AhnlLab, Inc. All rights reserved.



ASEC REPORT

FA7 o5 Wl waAlsly] AEth A= AZAEL 289 AYe] F4stdE =t
o &= AlelW HY(Cyber Money)tt AlY ofo]glo] g8 oz Ay
=2 2gel Aol Q7S T dE ool X g 2kl A
oA "ot AhH oz g v vls] AdgY ¥AS T
ot AiHo® QIEY W7 Hro] =3t HrldA e AA A o]
ARE7h A WS BRE AZEn ol gA I ESe] H7F FE Aol g wE

Hor A1 Yk,

O

2000 oMt % A FIE=S] AT o IS FAA 7= vele 2y fol]lTt. s
A dA G F= F AA A 7)Fo] §lE ERo)|EulFTl 70%E AA st o 7] &
He od=golE EZIstH HA otdIm=e] oF 70-80%7F AHA AI 75
= a

Atk AHAl A 7)ol fle ERolEuls i WX o] %

19 A pgme Ast pye oY, EGD} grReladn AW, A byms W
Me 9 AlEE AW @ F AGHS FARE =EE AU F AL A Y ApolE
g 3E @ W ohymes AxsE wWEel Bol AHT Utk U AIEE % ¥4 I
A BAHoR Qlofe] FHHLh AGAE] AMo] ALgHE doE Y W=
28 7b54ol .

FAL 98] A2ES 7+ Az AL BART A Aol YEYT o] Foldx @
Aol @ o) Z& Axo] & wigutogx AqfR fAlolE FZHo] sl o] ©
< A2"S A dert o

A4 ouzE P LR, P LRE NN £ ‘m’, ‘QEoR REh 3o ¥
2ageld e F4e mggeldn A¥ss AoR A AANAE 3Y oMUL
sgior AR AMste A, WA TR 3Y T2aRe yms 2y s
= Aot}

Copyright ‘¢ Ahnlab, Inc. All rights reserved.

Ah AhnLab Disclosure to or reproduction for others without the specific written

authotization of Ahnlab is prohibited,



ASEC REPORT

(3 A B

wWolyjo A 2008 29 Wx 3 McAfee Sage(Security Vision from McAfee Avert Labs
Vol 2 — Issue Dell B QIHUoR o] gloje w7 He 234 ve A= Fds
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DISTRIBUTION OF 1M
¥ahoo Messenger2.1% PEMETRATION IN CHINA

Skype 7.5%
Taohao Wang Wang 29.1%
MSN 31.7%

00 96.1%

Figure 1: Tencent 00 dominated the Chinese Intemet messaging
market in 2007.¢
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1. == B4

(h 34 dd=z= I3 A

=4 otdacy d H|E

1 new | Win-Trojan/Backdoor.33365 9| 19.6%
2 new | Win32/Autorun.worm.175277 5| 10.9%
2 new | Win32/Spammerworm.395264 51 10.9%
4 new | Win-Trojan/Downloader.88576.H 5| 10.9%
5 new | Win32/Autorun.worm.174030 4| 87%
6 new | Win-Trojan/Agent.26112.1G 4| 87%
7 new | Win-Trojan/Bagle.806912.D 4| 87%
7 new | Win-Trojan/Webdor.425984 4| 87%
9 new | Dropper/Agent.1176615 3| 65%
10 new | Dropper/Agent.66048.J 3| 65%

g Al 46 | 100.0% 22
[Z 3-1] 20094 2¢ == w5 Top 10

29 o= Ay Hg
1 | new | Dropper/Agent.170797 91 11.7%
1 | new | Dropper/OnlineGameHack.173857 91 11.7%
1 | new | Win-Trojan/Agent.1470464.B 9| 11.7%
1 | new | Win-Trojan/Autorun.86016.E 91 11.7%
2 | new | Win-AppCare/HackTool.13531 8| 10.4%
3 | new | Win32/IRCBot.worm.126976.AI 71 91%
3 | new | Win-Adware/Elog.365568 71 91%
3 | new | Win-AppCare/Agent.8704.B 71 91%
4 | new | Dropper/OnlineGameHack.174326 6| 7.8%
4 | new | Win-Downloader/Rogue XPPoliceAntivirus.52230 6| 7.8%
g A 77 | 100.0%
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¥, Arp Spoofings Fdd & U= AA BHS 7HAL AT

[Z1 3-1] Win—AppCare/HackTool. 1353101 LiZEl 2d240{ of A

T Z2A 20 P FE JES AER
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At AER 52N AP Z2ALE SRk UG AE7} 7}
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File Options View Procese Find Handle Users Help

W =2rEN e A :

Process PID CPU Description .~ Company Name
iéﬁﬁoll.em 1824 GoBack Polling Service  Roxio, Inc.
[TALGEXE 744 ion Layer Gate,, Mi i
ESVCHOST.E... 1048 Generic Host Process f.. Microsoft Corporation
@Ahnsbsv‘exe 2904 AhnSD Service AhnLab, Inc,

2 -~ -

34| Handle or DLL substing: ~ [ise32

| [[search ] [ cancel
+ | Type Handle or DLL

[
1312 ]Handle I [C#REC YCLERWS—1-5-21-14824 76501-1644491937-682003330-101 3Wise3z.exe |

al
3
it
|
o
o

-]
File EWEGYCLE%1 -5-21-1482476501-1644491937- ]
CPU Usage: 38,32% Commit Charge: 20,85% Processes: 33| Paussd %
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o]3l oA zm==" Win-Downloader/Rogue.XPPoliceAntivirus.52230% ToplOo] 2el &
g o mEE A 2 el Hola ¢teule] g 2~ (FakeAV)H Folth. &

oF et Win32/IRCBot.worm® Top 10 &% Fo @t), ragsfi ¢t= A&
HAZ3 A#se 3lo] ofyrh 574 IRC Ao o] HF&ste] oH

(7 degs wWEel  we vk oFoHd TEe] F¥E £ deEw

Win32/IRCBot.worm H3+ T}l JR{-Z3 AAAHE 712 4 Q).

B Win-Trojan/Downloader

B Win-Trojan/Agent

¥ Win-Trojan/OnlineGameHack

B Win-Downloader/Rogue.XPPoliceAntivirus
¥ Dropper/OnlineGameHack

¥ Dropper/Agent

¥ Win-Trojan/Zbot

¥ Win-Trojan/Fakeav

Win-Downloader/Rogue.FakeAV

®'Win32/IRCBot.worm

K

[23 3-2] 2009 38 M =E ohE ZEH Top 10

Copyright ‘¢ Ahnlab, Inc. All rights reserved.

Ah AhnLab Disclosure to or reproduction for others without the specific written

authotization of Ahnlab is prohibited,

24



25

ASEC REPORT

&9 ‘ obdacH d+= HIE ‘
1 T4 | Win-Trojan/Downloader 803 | 32.3%
2 11 | Win-Trojan/Agent 469 | 18.9%
3 12 | Win-Trojan/OnlineGameHack 342 | 13.8%
4 new | Win-Downloader/Rogue.XPPoliceAntivirus 264 | 10.6%
5 L4 | Dropper/OnlineGameHack 174 | 7.0%
6 15 | Dropper/Agent 114 | 4.6%
7 - | Win-Trojan/Zbot 95 | 3.8%
8 19 | Win-Trojan/Fakeav 88| 3.5%
9 new | Win-Downloader/Rogue.FakeAV 73| 2.9%
10 | new | Win32/IRCBot.worm 63| 2.5%
A 2,485 | 100.0%
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2. &3oldo] TA

(D 39 3ol d3 FA

=2 2ajolgllof B A= H &
1 New Win-Downloader/Rogue.FakeAV.94143 75 16%
2 New Win-Downloader/Rogue.FakeAV.94768 19 15%
3 | New | Win-Downloader/Loa.491520 8 11%
4 New Win-Adware/Elog.365568 7 11%
5 | New | Win-Downloader/FakeAV.126976 6 9%
6 | New | Win-Dropper/IETimber.170576 6 9%
7 | New Win-Downloader/Zlob.172032.B 5 9%
8 | New | Win-Adware/I[EShow.503808 5 8%
9 | New | Win-Adware/I[EShow.106496.B 5 7%
10 | New Win-Adware/Rogue.AntiVirus2009.163840 4 5%
Al 142 | 100%

[¥ 3-5] 20094 3& Amo|gfof msl Top 10
7% 5% B Win-Downloader/Rogue.FakeAV.94143

B Win-Downloader/Rogue.FakeAV.94768

¥ Win-Downloader/Loa.491520

B Win-Adware/Elog.365568

\
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K[ \4

[O& 3-9] 20094 38 Admbo|of =5l Top 10

B \Win-Downloader/FakeAV.126976

H Win-Dropper/IETimber.170576

¥ Win-Downloader/Zlob.172032.B

¥ Win-Adware/IEShow.503808
Win-Adware/IEShow.106496.B

M Win-Adware/Rogue.AntiVirus2009.163840

2009 3¢ z3tolgo] & Top 10914+ A 2¢€el nj&] =4l ~3fo]goie] w7} 7+
2% Aoz yeid wbd HeMals AAseE Ry #Hela orEjnbo] H 22 (Win-
Downloader/Rogue.FakeAV)2] 33j217} Z7kalct, o2y #lo]=2 QrEjvlole] A& 3
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¥ ARelES AAEoly vE vw=Edd o3 #AAdd. 53 AHE(Win-
Spyware/Crypter)ol] ]3] A X7} ALY €d(Win-Spyware/weldac)o] Ax =& & o
Ugme ozt ey ol StEulo]e] 28] A4 FU3 re HrolA A&
A AEES S wEel FES WEo] Ay vk 1YFE A& 2Tholflo] T
3] Top 109 S =X+ olo]-f-(Win-Adware/IEShow)e] A% dald & o1} 3¢9
T s HIE Yl Aoz AN ofola-e] A9 gz afd o) AX
Hol bE 229 AAAR 23S Wallste 7ol FHE AT

=9 e ZITHE d H| &

1 | Win-Downloader/Rogue.FakeAV 95 23%
2 | Win-Spyware/Crypter 94 23%
3 | Win-Adware/IEShow 86 21%
4 | Win-Spyware/PWS.OnlineGame 42 10%
5 Win-Dropper/PWS.OnlineGame 23 6%
6 Win-Adware/Elog 19 5%
7 | Win-Spyware/TDSS 15 4%
8 | Win-Downloader/Zlob 13 3%
9 | Win-Spyware/Agent 13 3%
10 | Win-Spyware/Xema 11 3%

A 638 100%

[E 3-6] 38 ¥ ZIctHol| 25k Amtolflol mas) Topl0

AppCare Joke SHA|

=
14 370 286 162 384 1 29 0 1 0 1233
24 421 521 151 355 2 48 0 0 0 1500
34 243 248 105 185 2 8 4 0 0 795

[E 3-7] 2009 3 #&E Amolgof msi A=
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(3 ¥ dHI= HE -

CE Ay H &
Downloader 31,283 44.5%
Adware 17,358 24.7%
Trojan 7,188 10.2%
AppCare 6,414 9.1%
Dropper 2,107 3.0%
Joke 826 1.2%
Win32/Virut 752 1.1%
Spyware 705 1.0%
Win-Clicker 206 0.3%
7| E} 3473 4.9%
eHA| 70,312 100%

Win-Clicker, 0.3%. 7|Eha9%

35,000 1’ Spyware, 10%
51288 Joke, 1.2%

30,000 ° Win32/Virut, 1.1%

25000 + Dropper,3.0%

20000 117,358 AppCare,9.1%
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5,000 2,107
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T A HE(%)E BoAFaL

e

39 g Fob F 70,312709 A FIE=7F wAEdom o]F Downloader 7t 31,28371 &
F59 1999 Adware(17,3587HE =Hojllar 191E AA&TE 391+ TrojaniF 7t
7188712 3915 AA|EISITh AlelEVIESl A ot IE= Al ot
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(3 dAHIE HE £

29l OREEL e HIg

1 - Win-Downloader/NavigateAssister.282624 29,712 56%
2 11  Win-Adware/Onclub.446464 8,349 16%
3 11  Win-Trojan/Xema.variant 2,878 5%
4 new  Win-Adware/Shortcut.InlivePlayerActiveX.234 2,620 5%
5 11 Win-AppCare/WinKeyfinder.542720 2,460 5%
6 11 Win-AppCare/WinKeygen.94208 2,334 4%
7 13  Packed/Upack 1,198 2%
8 - Dropper/Agent.87552.G 1,107 2%
9 17 Win-Adware/Shortcut.IconJoy.642048 1,018 2%
10 new  Win-Adware/Shortcut.FreeBacon.57 982 2%

Al 52,658 100%

[E 3-12] 7edd AMIE viE Top 10

[3 3-12]% 39 &2 B¢ § Ao]EoA Ao]EVI=E Faf geld o= wiE Top

a1 Itk Top 109 x3d A I=Ee] F wiXH4= 52,6587102 39 a9
T MEzEAS 70,3127 °F 75%° sFEH, AFEe 67%ET FrteATh 40 w4
g ofHdIE FAdE EFstar AdgEd oo 19E AXg Win-

Downloader/NavigateAssister.282624+ Xdd ) & W3 7F 9197 wjiEo|t}.

Solgh A& 249elli= Top 109 Alt2 Adeh epdmer 52490 whdel 39z 231 Hfol
HA s AR 2 ) glodvs Aotk ol A e sEe AT HAsvr F0 5
i 7]E Top 100 AP fdmr=so] gk &5 dhal gl Ao] 78 ddow ngl
o}

SAd, Avda} ge] I Sl whdste] FA4% Has Bl 3¥ollrh o= Al
T oMFEE WAFTE Ahshal, Ao gt Bk mrasle] Y dste s oA
S5 a7 ol Aew wolu, 399 FHavh 2009W3 A HHA o= 4] A}
& Hopop oj AL wnto] Jhed oR Bl
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IV. 7] Bl o4
1 otz 127] o]

(D 127 == 5F

=] otMzcH d5 HIE
1 Win-Trojan/Agent.67678 13 10.4%
2 Win-Trojan/SpamMailer.349696 10 8.0%
3 Dropper/Agent.170797 9 7.2%
3 Dropper/OnlineGameHack.173857 9 7.2%
3 Win-Trojan/Agent.1470464.B 9 7.2%
3 Win-Trojan/Autorun.86016.E 9 7.2%
3 Win-Trojan/Backdoor.33365 9 7.2%
4 Win-AppCare/HackTool.13531 8 6.4%
4 Win-Trojan/Buzus.224256 8 6.4%
4 Win-Trojan/Fakealert.85504.B 8 6.4%
5 Win32/IRCBot.worm.126976.Al 7 5.6% 42
5 Win-Adware/Elog.365568 7 5.6%
5 Win-AppCare/Agent.8704.B 7 5.6%
6 Dropper/Autorun.171298 6 4.8%
6 Dropper/OnlineGameHack.171283 6 4.8%
A 125  100.0%

[E 4-1] 2000 127] %M== H5) Top 15
= 98 Top 15 9] tHE2 ERolHvlr 2elE AkAstEA =4Sl v&S

gl Ho]3a otelnlo]# ~(Win-Trojan/Fakealert.85504.B) = =¢]ol Holn, 3 o
1 A 1727 A2 BACOA LEAHA =FHe &7 15 folA 2 28 =

-1 [e] =
gom W ohdmE YPF/ Fobdd o2 mAsl g8l A
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B Win-Trojan/Agent

B Win-Trojan/Downloader

® Win-Trojan/OnlineGameHack

B Dropper/OnlineGameHack

B Dropper/Agent

= Win-Trojan/Zlob

B win-

- Rﬁ[\{gﬂ})@gﬁﬁ/clf(%wv%%ﬁPoliceAntivirus
M 'Win32/Autorun.worm

® Win-Trojan/Fakeav

® Win-Trojan/Xema.variant

© Win-Downloader/Rogue.FakeAV

' Win32/IRCBot.worm

[O8 4-1] 2009 127 46 FE tfE FchH Top 10

e g3ty
1 Win-Trojan/Agent 1553 253%
2 Win-Trojan/Downloader 1229 20.1%
3 Win-Trojan/OnlineGameHack 1188 19.4%
4 Dropper/OnlineGameHack 449  7.3%
5 Dropper/Agent 299  4.9%
6 Win-Trojan/Zlob 275  45%
7 Win-Downloader/Rogue.XPPoliceAntivirus 264  43%
8 Win32/Conficker.worm 202 33%
9 Win32/Autorun.worm 165 2.7%
10 Win-Trojan/Fakeav 135 2.2%
11 Win-Trojan/Xema.variant 125 2.0%
12 Win-Downloader/Rogue.FakeAV 73 12%
13 Win32/IRCBot.worm 63 1.0%
13 Win-Trojan/Waledac 63 1.0%
14 Win-Trojan/Fraudload 44  0.7%
25| 6127 100.0%

A AhnlLab

i
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=
File Edit Ewent Filter Tools Options Help

EH | ABRE | vAG | #A5 | [ ZELoW

Time | Process Name \ F'\D| Operation | Path | Result
281, “|RewardPotexe 1180 CloseFile G SUCCESS
zH RewardPotexe 80 CreateFile CProgram FilesWRewardP o @ SUCCESS
2H Wo CreateFile C#Program Filest?RewardPot SUCCESS
1, ewardPotexe 1180 ClozeFile CWProgram FHesWFlawardPDt SUCCESS
1 & W ist, S
281, Z|RewardPotexe 1130 CloseFile CWProgram FHesWFlawardPDthlst ini SUCCESS
21, T|RewardPotexe 1180 CloseFile CH#Documents and Settings%kurabembers®Local Settings®Temporary Internet Files,,, SUCCESS
2% 1, T|RewardPotexe 1180 CreateFile cihocuments and SettingsWhkurabembers¥local Settings®Temporary Internet Files,,, SUCCESS
21, CJregsvrizexe 3816 CreateFile CHEWINDOW SHHWInSxS¥«BE_Microsoft Windows, Common-Controls_E595bE41 44ccf1df_6,, SUCCESS
21, Tregsvrazexe 3516 RegCreatekey  HECUSSOFTWAREWHMicrozoftWWindowsWCurrentversionwinternet Settings SUCCESS
211 1., J regsvrSZ EXE 3818 He[.lDaletaKeyI HKLMWSOFTWAHEWMlcrosoftWW\ndowsWCurrant\f’ersmnWExplorerWBrowser He\par SUCCESS

Showmg T 555 of 213.1 DET events (3.5%) - \ Backed by page f\le

[28 4-9] 2l =EZ2a%0| MX|5l= 5&Jts Z2a¥ 2|lAExntY

file0=2In5QeF5WIIYUFpaYThQWIIYUFpacgjQWIIYUFpaYeJaWVhQWIpkaFpZWFBaWmw=
>> iTHINKakfrdma.dll

file3=KWDIKOiYKkAEoIFpZWFBaWmXZcKhoeBJA8Eg=

>> WindowsLiveLogin.dll

file9=CVpZWFBaWmWwmlhgiRjA4gjYaA==

>> SearchPot.dll

file14=KWAglIEomBJA8Eg=

>> WiseBar.dll

file12=qVDAMPAIqRgY8DiwmOJaWVhQWIpkaFpZWFBaWmw=

>> GoogleToolbar.dll

(28 4-10] 2lAETU0 a0l XYE 387 Z2ay S5

olel X2 IMEL 2008 7 QFALolES] AU} A A7) Hloerw, 200999 += 9
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- Adobe Acrobat Reader util.printf() JavaScript Function Stack Overflow Exploit(CVE-
2008-2992)
- Adobe Multiple Products JavaScript collectEmaillnfo Method Buffer Overflow(CVE-
2007-5659)
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