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Subject: Israel War on Hamas: A Dozen Thoughts

Israel offers short respite from strikes.

Israel will halt its bombardment of Gaza for three hours every
day to allow residents of the Hamas-ruled Palestinian territory
to obtain much—needed supplies, a military spokesman says.

The images broadcast here were graphic and striking.

The Al Jazeera English report below captures the extent of the

devastation caused by the initial strikes.
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Content Blocked

The content of this media file is blocked.
It seems like you are not using the right media player to play
this file!

You should visit http://torrentmovie ., .com
to download the recommended Media Player!
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Rootkit.Vanti.dmc 24617 Win-Trojan/Rootkit
Rootkit.Agent.da 23530 Win-Trojan/Rootkit
Backdoor/Popwin.ch 18339 Win-Trojan/Popwin

[ 1-2] AP JiangMin, (LK) 2008 21% ok 5= TOP 10

=l 2
WA 199 2918 AHuY wE 4elHQ) BAe
[

B
=
2 e df=golSo] ax|eta glon 1 HE o]oli Adobe Flashe] FHoFd<

ra
-1 O

17 &= SWF9l Exploit.CVE-2007-00710] 392 A &}1 Qi AL 22 YoHm A
Adobe Flash®] #okgo] ot zme §xo @o] gEdrls AL HolFy Q= Aldax

g &

(2) CNCERT/CC#¢] 20084 ZRt7] Bet A1 5% 2%

Zao] fgiFulel Bol AlES £33t CNCERT/CCOlAl 20084Y AHlr] Hol 918 H3F
HIuAE 2008 11€e] el dh. Al714 Q1 WolA o 18] H-dskx oy 2008
A

9 A S S ol AR Bel A el Wid ol ARE 4s 5 Atk

2008 1 2EAF JE ML 7 AR5 AT

&, R R TR B AD
06.75% 21.36%

PR 7.57%

FIREE37.01%

FArE 27.04%

B4R &
0.27%
mRARERE el mBHIRE

= E R =R HEE. FERAT

[Z28 1-15] CNCERT/CC2| 2008d AHHE7| QIEUl E o 23 HEl
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AA [ 1-15]19F o] CNCERT/CCelM A 20083 F=r tiF ulelM 2Aeh ®et
A8 s Lo Aol 37.01%% 7HE wol A Hlew 1 HZ §) Afe]E W
0

Z7F 27.04% & A vk 20073 AbE9F vlusE o 2WMe A2 27%0 4 10% 7+
F S7HE vk 4§ Aol E Wiz 30%°1A 3% 7bE A FAE Btk 9§ Ape]

53 ot AE FE7F 21.36%F AA sl 200738 5% Jh¥ AT Aow AAE
B2 6.75% 18al Auls AN 42 0.27%= 2007
d AA JAS vlaste] & WErl Qe Aow B8t

i & RARA L AR SR ASK
1 Virus. Win32.Virut.n 42873
2 Net-Worm. Win32.Allaple.b 30215
3 Porn-Dialer. Win32.InstantAccess.dan 24435
4 Trojan.Win32.Qhost.aei 20349
5 Backdoor.Win32.VanBot.ax 18793
6 Trojan-Downloader. VBS.Small.gg 18224
7 Backdoor.Win32.SdBot.cpl 16280
8 Net-Worm. Win32.Allaple.e 42873
9 Virus. Win32.Sality.z 30215
10 Backdoor.Win32.EggDrop.au 24435

[# 1-3] CNCERT/CC2| 20084d &tEt7| &4HFE= TOP 10
18

[3 1-3]2 CNCERT/CCollA FgAIg 2008 Zub7] oHds= TOP 10°]th. F=°] =7
wob JAQl 2ol A (Rising, Hi/)¥ AW (JiangMin, {LE)NA FJAAS Aves we Aol=
UER AL vk 9 Soldk 2 1919k 99]ell= Virut Hpo]#]29} Sality Hbel#]&7F 244
ata 9lom 1 9o = VanBot¥ SdBot 79| o1 IRCBot #7} 2 S/ <9E At
Atk Motk ey 2007 G HEE TOP 1001& 6 Folu Edso] | A3} nludh
e obd IRCBot 79 &o] wol fha & Aonk &4 & 57} slvh

(3 F7MHe % 0 =S HE 9 AlE

2007 3H-E ool E S FHs AUl
walo] o= o] & dEA JdEdH, T3 A

o
QL 2tel W (Rising, Hi/t) el SAE S8 &<l & 5 vk
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FREE | TERuS SR

SER s

5500000 —
5000000 —
4500000 -
4000000 —
3500000 -
3000000 -
2500000 —
2000000 —
1500 000 —

T T T T
08.12.22 08-12.25 08.12.28 02-12.31 09.01 .nm

© BAEA, HELRET 49621262 WEBREHAFHAR.

[28 1-16] 2ol H(Rising, H&£)0| TAHS ¥ AIOIEE S5t A8 IE ZHYH £=X

53] 149 9¢ o] FHlojxE Faf i [ 1-16]19 FAd w=w 1Y 595
7o ® 8ol 5,012,0523 4 kg JIEM dAEmYE SF A= 7 A= 2
g Aor dHA T oA @ AlEE F3 AR 1A AT A4 FEYS
& Atk ol ol A fele F=o Mgl HF @AQl Knowledge of
Security(HLEZ42)2] Hile] 2w 149 g & & defxl §] Ale|ERE “S 5749 A 7A
=7, BRI TP Yate | EA” 1 © 3
Az A, JAPYl o)aZme] FopE ol 8% A= el A AAFHA Eds=dS

11— =
o % glv.

off
1o,
of
©
=
e
>
©
[
N
©
oX,
H
[
Ho
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II. ASEC Z¥

B Z39# ¥ Technical Report

20099 1€el W& dsjrh @R A 94 5 53 @2 dis ded

“Win32/Conficker.wom.173318"5 A #2418 S AuubHa 7)o tjs] Loprw A},

(D) 7% 24 29
WA ) BHow mee) uRste Auy, dA2EY 5% S e delnd,

f 4
- ol sd AAIE A UPXE k559 9l
- UPXE &3 v AR dYasg ofF
2) Hx} 20

D MS08-067 FHFH S o]&3 JA=m= A3y

« Aoke B (AR
000 11111 1234 2222 aaaaa abcl23 academia admin codeword coffee forever
freedom lotus nopassword password qgqq shadow share unknown web zzz .....
- 4% Aol %System% Eriok] AW Ao HAR 44
- ARG A2Y AR 55
(rundll32.exe & o] &3te] ZYIE= AT*job FLAA)
- UEYA SAIHE ATS Fol7] fal otdel 7les 3
* win2k o] &}
A =EL RS Ao 44
HKEY_LOCAL_MACHINEWSYSTEMWCurrentControlSetWServicesWTcpip
WParametersW"TcpNumConnections" = "O0OFFFFFE"
* XPold
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: TCP/IP X2 EZ9] half-open connections 7]% 5§43}
tepip.sys YA R} =etoln] S HA(0L.tmp) R =W ate] v x| 3%
( half-open connections A= 0x10000000C.2 H7 )
AAAe cejoly] gL 2y I 94 & #AAEFT AHA
* Vista
- Disable Auto tuning
Command 23 - "netsh interface tcp set global autotuning=disabled"
HdEA R - http://www.vistax64.com/tutorials/72308-auto—tuning—tcp—ip—

receive—level.html )

@ olstxaE T At

- RECYCLERWS-x-x-x-xxx~-xxx~-xxx~xW/[Random file name] 3} AJ4
(x&= dWHg M3F)

FE Zt]o| Autorun.inf 3 A4

- A At B U5

3) dA A A4
D Aul s S
HKEY_LOCAL_MACHINEWSYSTEMWC CurrentControlSetWServicesWhukic(#E ™)
HKEY_LOCAL_MACHINEWSYSTEMWC CurrentControlSetWServicesWhukicW

21

"DisplayName"=[%DisplayName% |
"Description"=[%Description% ]

"TmagePath"="%SystemRoot%Wsystem32Wsvchost.exe -k netsvcs"

HKEY_LOCAL_MACHINEWSYSTEMW CurrentControlSetWServicesWhukic

WParametersW'"ServiceDIl"=[Path to worm]

* %DisplayName%-> o} EAtE & 27/1& Y= Agste] &=
Boot Center Config Driver Helper Image Installer Manager Microsoft Monitor
Network Security Server Shell Support System Task Time Universal Update

Windows

x pDescription®S AH| A2 52 ¥o]zl Description =29 & dQ & A =

AR 55
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HKEY_CURRENT_USERWSoftwareWMicrosoftWWindowsWCurrentVersion
WRunW
"[Random Name]" = "rundll32.exe" "[Random File Name].dll", [Random Value]"

® gAY > BOGA > A% 2 EE $4 W 73
SOFTWAREWMicrosoftWWindowsWCurrentVersionWexplorerWAdvanced
WFolderWHiddenWSHOWALLW
"CheckedValue"=[DWORD]O

@ Applets 71%k& A=Azt B4
HKEY_CURRENT_USERWSoftwareWMicrosoftWWindowsWCurrentVersion
WAppletsW"dl" = [REG_BINARY ]O
HKEY_CURRENT_USERWSoftwareWMicrosoftWWindowsWCurrentVersion
WAppletsW"ds" = [REG_BINARY ]O
HKEY_LOCAL_MACHINEWSOFTWAREWMicrosoftWWindowsWCurrentVersion
WAppletsW"dl" = [REG_BINARY ]O
HKEY_LOCAL_MACHINEWSOFTWAREWMicrosoftWWindowsWCurrentVersion
WAppletsW'ds" = [REG_BINARY ]O 99
4) T B Aol wek t2A YA
- %Program Files%Wlnternet ExplorerW [RANDOM FILE NAME].dll
- %Program Files%»WMovie MakerW[RANDOM FILE NAME].dII
- %System%W[RANDOM FILE NAME].dII
- %Temp%W[RANDOM FILE NAME].dll
- C:WDocuments and SettingsWAIl UsersWApplication Data W
[RANDOM FILE NAME].dll

* AAEE BAL kernel32.dll A3 SAsA WA H

5) A e 9 HAAE Bk £4 WANTES)
- InitializeAcl, AddAccessAllowedAce, SetSecurityDescriptorDacl, SetFileSecurityA
52 API AH&
- Read F3< 2Aske] Bl/alA~ED 7] BT T8
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B dpijtdk.diI2] ALE A5t

|

18 £= 4SBT 0IBG):

ZIKD)... HAR

Everyone2| Al AENP) [7E] 2=

Full Control ~

Modify

Execute

Read

Write

|3 Iy ; v
aﬁgﬂ % 03 S8 2T (D31H BN

C=ma J[ @2 ] =sw

6) A2 BoRE B BE A

- SrClient.ResetSR API A}-&

7) A28l AuE)2 F83 2D A4 A (StartType = SERVICE_DISABLED )

- wuauserv : Windows Automatic Update Service

93 - BITS : Background Intelligent Transfer Service

8) DIl I AA(P=S Wl e} o5)

- svchost.exe —k NetworkService

: ZwQuerylnformationProcess API®} PEB AW E Alg3lo] 2 A~ viebvel -3t

— explorer.exe

- services.exe
9) DEP(Data Execution Prevention) Mode off£ A%

- ¥ A B http://support.microsoft.com/kb/875352
- ZwSetInformationProcess(with flag 0x22) API A}-&
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EEEEE o

NZtEDH| D2 OIOIE &8 SHRDER) |

revenimﬂ) HHI| 24
gHisl SLICH

(O3 2-2] DEP &AM 27|
10) API Hooking
- ntdll.ZwQuerylnformationProcess
: DEP Query dX W7H
- netapi32.NetpwPathCanonicalize
: MS08-067 F Fd oAl Exploit Code’} A3 <% A Name LengthE A|F35F+=
IR WAEe dag
Exploit Codedl| 4] HAIES T2 3517 Wi T5 719 WA

=

24

h=4
- dnsapi.DnsQuery_A, DnsQuery_UTES8, DnsQuery_W, Query_Main
 EX URL #& 71

]
* g

A

b whE B ()
virus rootkit defender microsoft symantec norton mcafee trendmicro sophos panda

etrust f-secure kaspersky f-prot nod32 eset drweb ahnlab esafe avast avira hauri

ikarus k7computing avp avg ...

11) HTTP AW % (Port : Random)
- MS08-067 FHeoFd &FAo] A-&3 t}2 AFE A Exploit Shell Code”} 2 &=
o714 5% HTTP AHE F&sto] HARRS thedtol A8y

- External [P 45 47| 913 olge] Alo]Ee] FH<&
http://checkip.dyndns.org
http://getmyip.co.uk
http://www.getmyip.org
http://www.whatsmyipaddress.com

- A% T HTW e AFEAA tawe G394

e}

rr

e 2
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Jbmp .gif .jpeg .png

12) 54 URLAIA o2 oM I=E 2=
- ofgle] AfolE F Shte] &gt & A 2E GRE Queryste] W/9/H/8 Y A
o]-€3] Domain Name A (Z2 o= 22 domaine] 9= H)

(myspace.com, msn.com, ebay.com, cnn.com, aol.com, ask.com, yahoo.com,

il

google.com, baidu.com)
- AA = Domain Name@] 4
“vhqlkddd.org"
“nxipfrpw.net"
“pzaumio.cc"
“vvnjxapnfz.org"
“fhddug.info"
“lilekfx.biz"
“shujuaji.com"

“qfjvcoz.org"

- 10718 =¥ EE HEHoR ThEo] R E AL
( http://DomainName(Gernerated)/search?q=%d )
- ool x| = mla el [Random File Namel.tmp

25

A FEs=A oA (X AR s 2 7]

0%

X
R
[

S

bt

o

. om
ol

=

e

N

olf

ftlo

2

o,

PUSH 4

MOU DUORD PTR S55:[EBP-41. EAX

LEA EA¥. DWORD PTR 5%:[EBP-41

PUSH EAX

PUSH 22

PUSH -1

CALL DWORD PTR SS:[EBP-81 ntdll.ZwQueryInformationProcess

[a8l 2-3] ZwSetinformationProcess(with flag 0x22) &=
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2) API Hooking( ntdll.ZwQuerylnformationProcess )
- ZwQuerylnformationProcess 49 JMP Code HH}o|EE #j| %] 5}o] #p4le] m=g A

B887B3B8
a8 7B3BA

PUSH 5

LEA EnX. DWORD PTR S5:[EBP-481
Ba87B3BD || PUSH Enx

AA87B3BE || PUSH DUORD PTR SS5:[EBFP+81
AAS7B3C1 QEECIAN BAAgEB22C

JMP to msvcrt.memcpy

BOB6F3D8
BOB6F3DC

BEBLFIEC
HEBBEERS

BBB6F3EC

=
[
Ll |

[28 2-4] ZwQueryInformationProcess £ 5H}0|E mj |

FC?3IEVLE ZwQuerylnformationProcess |[{JMP Ba87ADCD

FCY3IEAZA HOU ED¥,. 7FFEB3@0
PCPIEAZS CALL DWORD FIR DS:L[EDX1]
FCYIEAZTY RETH 14

[O28 2-5] 5Hl0|EV} wf x| =l ZwQueryInformationProcess &2

3) DIl 1A A
- svchost.exe -k netsvcs ZZEA|~E ZFolA] LoadLibray, WriteProcessMemory API A}
fo= A dil AA

Ba87CCF4 || PUSH 874424
BE87CCF? || PUSH 874304
BA8?CCFE || CALL EDI
aag7copaa || Moy EBX, DUORD PTR DS:[8711301] kernell2 . GetProcAddress 26
Bag7CDA6 || PUSH EAX

aag7CcDpA? || CALL EBX

aag?copay | Moy DHORD PTR SS:[EBP-C1. EAX

ASGII “LoadLibrarvA"
ASCII "kernel32.dll"

kernel32.GetProcAddress

@@87¢DAC || LEA EAX. DWORD PIR S§:[EBP-1C1

BE87CDAF || PUSH EAY

PE87CD18 || INC ESI

B@87CD11 || PUSH ESI

PE87CD12 || PUSH DUORD PTR S§:[EBP+C1

P@S7CD15 || PUSH DMORD PTR S§:[EBP-81

PAS7CD18 || PUSH DWORD PTR SS: [EBP-141

CALL DWORD PTR DS:[8711F@1 kernel32.WriteProcessHenory

aa8?cp21 || TEST
aag?cn23 || JE
Bag?CcD29 || LEA

EA¥,. EAX
aa8?CEL?

EAX,. DUORD FIR S8:[EBP-281

@a8?CcD2C || PUSH EAY

aag?cD2D || XOR ESI,. ESI

Bag?CcD2F || PUSH ESI

@@8?CcD3a || PUSH DUORD PTR S5:[EEP-81

aa8?CcD33 || PUSH DUORD PTR S8:[EBP-C1

Aa8?CD36 || PUSH ESI

@ag?CcD37 || PUSH ESI

Aag?7CcD38 || PUSH DUORD PTR S8S8:[EBP-141

@888 ?CD3E || CALL DWORD PTR D5:[8711EC] kernel32.CreateRemoteThread

BE87CD41 || CMP

EAR. ESI

- | PAB6F3E4
BABGFIES
BAB6F3IEC
BAB6F3IFa
BAB6F3IF4

hProcess = AABABAT?E
Address = 228000

Buffer = PBABBAELS
ButesToWrite = 22 (34.>
pButesWritten = BAB6F424

PABBAEGSE 45 3A 5C 56 |33 57 6F Y2 |6B 5 E:¥W3WorkiCo
PABBAE?E (65 7?2 SF 77 |6F 72 6D 5C|63 bjer_wormttconf
PASBAESE DO B0 PO B0 PO B0 AP BB (AP B ............
PASBAETE |00 B9 PO U0 (VY B0 BV BB B8 B ... .........

(22 2-6] DIl ZHd| 21® M
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4) TCP/IP X &2 XE39] half-open connections 7|5 %3}

Ba8??EL?
Bas??E6F
Bas7?EYB
Bag77E?S
Bas7?EYE
BasY?EYC
Bag Y 7EB2
Bas77ERG
Bag7?ERC
Bas77ERD
BasY?E?A
BasY7E?1L

Bas7B8a7H
PBEs7BAB1
BBB78ACC
PBR788D1

Aag 78 AER
aag78AEC
aag78aAF2

5) EA Alo]Eo] AIZFS Querydte] £AE 7|Wto g the2X WS Domain Name A4

BB87EB25
BB87EB26
BA87EB29
|0B87EB20 |
BBA87EB38
BBA87EB32
BB87EB34
BA87EB36
BA87?EB37?

CALL
PUSH
PUSH
LEA
PUSH
CALL
MO
LEA
PUSH
LEA
PUSH
CALL

|‘CHLL

TEST

PUSH
CALL

PUSH
CALL
TEST

PUSH
PUSH
PUSH
CALL
MOU
CHP
JE
PUSH
MOU

DWORD PTR DS:[871BE81]

ESI

8725E4

EAX. DWORD PTR S5:[EERP-1281
EAx

DWORD PTR DS:[8712C41

BYTE PIR SS:[EBP-251, B
EAX,. DWORD PTR SS:[EEP-1281
En¥

EAX. DWORD PTR §5:[EBP-281
Enx

BagC7e?

DWORD PTR DS:[871124]
EAR. EAX

872608

ESI

ESI
DUORD PTR DE:[8711281
EAX. EAX

kernel3d2 . GetSystemDirectoryd

ASCII "#WdriversWtcpip.sys"

msvcrt.strncat

Find data in tcpip.sys
|kernel32.writeFile

|HSCII "W Wcplp Perf"

kernel32.DeviceloControl

[O8 2-7] tcpip.sys HEE 0|&5t0{ =20l I MM U 2

EB®

DWORD PIR SS:[EEP+81
ERx

DWORD PTR DS:[8713A4]
EDI. EAX

EDI. EBH

SHORT B@87EB?1

ESI

ESI. DMORD PTR DS:[8713AB]

WININEL . InternetOpenlUrlA

WININET _HttpQueryInfof

BEBGESEBl BEBGEDDClHSCII "http:/ v .baidu.com"

AAAGE?AS
AAAGETES

Ba87EF?A
aag ?EF?D
aag8 7EF8A
Ba8 7EF83
BE8 7EFES
aas 7EFg8?
BA8 7EFRE
a8 7EF?1
BEB7EF?8

a8 7EF?F

AAA6GEE28
BAB6EE2C
8086 EE38
B8A6 EE34
AAA6GEE38
BAB6GEE3C
88086 EE48
B8A6 EE44
AAA6 EE48
a886 EE4C
88086 EESA
AAA6 EES4
AAA6GEESE
BAa6 EESC
88086 EECA
AAA6EEG4

28 38 38 3A

MOU
MOy
INC
JMP
MOU
CALL
AND
PUSH
PUSH
CALL

34 3B 3R 34|39 20 47 4D

54 68 75 2c‘2a 38 15 23‘45 65 62 28

54 88 86 B9

32 38 38 39‘Thu,

@5 Feh 268872
PA:48:49 GMT.—.

[28 2-8] S& ALO|EolAM AAE 2 Query

EAX. DWORD PTR S$5:[EBP-281
BYTE PIR DS:[EAX+EBX1,. DL
DWORD PTR £5:[EBP-281

SHORT BA87EF6A

BYTE PTR DS:[EBX+ESI1,. B

aa8 7ED5 4

EAX. 7

DUWORD PTR DS:[EAX=4+88AD7A1
DWORD PTR S35:[EEP+EDI=4-4881
AA8RR238

BAACS BFQ
BaACA348
B8868Cc4D48
BAACBFBB
BAACBFCA
BAACRFF8
BBEC4ED8
BAAC4AF1Q
BAAC4F48
BAAC4FEA
BBEC4FB8
BAACAFFR
AaACI D28
aaace D6a
a8ace s
Aaace DDA

ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII

A AhnLab

"idgfmfesgab.com"
"cerusrh.biz"
"ibzoerucg.cn"
“"iiipogk.cc"

"y 1kuacxhcwu us"'
“"eibzfk.org"
"myegdad.org”
"dheyrizjy.cc"
"z lgawun .we'"
“"hgmig.ws"'
“zjchlyi.org"
"gautntgf .cn"
"hnmguui.cc"
"ctpakvlnsm.com"
"hisyrxosw.net"
"tlwosy.info"

Save string

JMP to msucrt.strcat
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B@a8 7EE3A || PUSH 874768 ASCII
BA8 7EE3F || PUSH 88

BA87EE44 || PUSH EAX

BA87EE4S || CALL DUWORD PTR DS:[8712DA]

“"http://“s/search?g=xd"

msvcrt._snprintf

Ba87CEDE || PUSH ERX
Ba8?CEDC || PUSH DUWORD PTR S8: [EBP-1@1

BA87CBDF || CALL DWORD FTR DS:[8713A81 WININET . InternetReadFile

[28 2-9] MM St Domain Name 24 2 Domain Nameoll ™ &5lo] ot CIRRE AT

=

28
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III. o] 29 &4
1. 948 3FE - OnlineGameHack?] &% 53

D 1¥€ Az = B4

29| ofdacdy = H| &

1 - Win-Trojan/Agent.67678 13 16.5%
2 new | Win-Trojan/Xema.variant 11 13.9%
3 new | Win-Trojan/SpamMailer.349696 10 12.7%
4 new | Win—Trojan/Buzus.224256 8 10.1%
4 new | Win-Trojan/Fakealert.85504.B 8 10.1%
5 new | Dropper/Autorun.171298 6 7.6%
5 new | Dropper/OnlineGameHack.171283 6 7.6%
5 new | Win-Trojan/Agent.175644 6 7.6%
5 new | Win-Trojan/Downloader.10240.LD 6 7.6%
10 new | Dropper/OnlineGameHack.33280.D 5 6.3%

A 79 | 100%

[E 3-1] 2009 1€ &A= HaH Top 10

[3 3-1]12 2009d 1€¥ oPz== 1% 13 413l Top 100tk 10917hA1¢] et ==

FE AyHEW 25 Trojan o™, Win-Trojan/Agent.67678+ A&} wlz7x 2 19

2 8A3sta Qu) o] I IEE Bagle etz = 23] A E ] oA Rootkit =Efo]H &
= Win-Trojan/Agent.67678% ®H.33lo] A5 E Walsle EAS 7HA 22 9

g FAE e ol ARdtelor Bt

D Bagle dgwWao® sie Win-Trojan/Agent.67678% R 33t= <FA Rootkit =
gho] M (Y srosa.sys)S etk 2x] F A|2~EHS A B3
@ Alz=" A F8 F V3 AFoz ARmdof T g Im= #HAH vdo] BT

ZEIAIY B o mETE e VeS Fof= A WA o]d ASEC HEEE
af o] W Az vk Aok wpEA = 19l % OnlineGameHacke] Top 10€14 F+ 2t
U 2pAEkaL dek o= g ekl Al Rk oped 2kl Aldd o= A AHA
2 2 deA e T WelME A= Y #E AR ARE 58] A7 of
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9 new Win-Trojan/Shutdowner.241664 2,994 3%
10 16 Win-Appcare/Remove WGA.49664 2,893 3%

A 100,195 100%

1
105 Hoj5=31 Q). Top 109 ESHH A F=E9 F w4+ 100,195 0= 14 3
9 & wiEdSs 138505719 72%cl  algHu. R, Ady SdsiAl Win-
Adware/PointGuard.6333447F 1€ % 1915 AAaL skar flow, 19 AMEA IAF
ol 3 =3+ Packed/Upack, Win—-Trojan/Shutdowner.2416647} 1

o

A, A¥HE o2 drive by downloads SE|7} S718ta glom A&HH o7 § Alo]E F
IS o] gt I wxTF 343 FUFelal Aok wEkA, ] ARl E #E A= APl o]
#e] et YAkl Eoll gt dA s Hotx]e} Alo]E o] HQstH, AFEAE A EVIE

j s

=1
S} e § meh XEIYE AXstel YolA MERE ohgIsol ofd A Awo] Ba

B

Copyright ‘¢ Ahnlab, Inc. All rights reserved.
Ah AhnLab Disclosure to or reproduction for others without the specific written

authotization of Ahnlab is prohibited,




