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Barack Obama can lost President's Chair.

McCain has reached an agreement with the Obama lawyers that
makes Obama resignation effective November 11.

McCain Lawmakers Impeach Obama

McCain Lawyer Impeach Obama!

McCain video report 10 November
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c———— Computer virus at The Trust - latest information

Media enquiries
Press releases

Archive press releases
Previous documentaries

21 November 2008

A computer virus infected the Barts and The London computer systems on Tuesday 18 November. As soon as
the scale of the issue was apparent, the Trust activated its well-rehearsed emergency procedures to ensure that
key clinical systems continued while network access was being established.

We have maintained a safe environment for our patients and were able to keep our theatres and outpatients
clinics operational throughout the incident. A full ARE and trauma service have been maintained since late on
Tuesday.

Mo urgent operations have been cancelled and a very small number of other operations were postponed. All of
these have been rescheduled.

The Trust continues to roll out its recovery plan. & team of IT specialists will continue work today (Friday) and
over the weekend to re-establish full access for all users of the Trust’s network. This is being done progressively
and on a priority basis to ensure that each PC is free from the virus and the network is not overloaded as users
come back online.

Contrary to some reports, there is no evidence to suggest that the Trust was targeted as part of a malicious
attack and there has been no unauthorised access to patient information. An investigation has been launched
into how the computer system became infected.

Patients with appointments should attend as planned. Anyone enquiring about a hospital appointment should call
0207 601 8052 as normal, but please be aware that there may be some delays.

For dental appointments, please call 0207 601 8701. Again, patience might be needed as we handle an increased
volume of callers,

If patients have concerns about booked transport please call the main switchboard on 0207 377 7000 and ask to
be put through to the travel shop. Again, please be aware there may be some delays.

< Back

Freedom of Information | Disclaimer | Accessibility | Text Version | Sitemap | © Copyright Barts and the London NHS Trust 2008
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) polntg‘., CreateKey HKCU\ oﬂware\Mu:rosnﬂ\Wlndows\CurrentVersmn\E)d SUCCM Access X
= pointg... CreateKey HKCU\SoftwareiMicrosoftiwindows\CurrentVersion\ExtiSettings SUCC... Access: Ox
= pointg... CreateKey HKCU\SoftwareiMicrosoftiwindows\CurrentVersion\ExtiSettings\{A13E6D04-17B3-40FC-BBIA-C4791 4BA3T7E} SUCC... Access: Ox
=l pointg... SetvValue HKCU\SoftwareiMicrosoftiwindowsiCurrentVersion\ExtiSettingsi{A13E6D04-17B3-40FC-BEIA-C47914BAI77ENFlags SUCC... Ox1

) pointy... Sefvalue HKCU\SoftwareiMicrosoftiwindowsiCurrentvVersion\ExtiSettings\{A1 3E6D04-1763-40FC-B6IA-C47914BA377ENVer... SUCC... "™

| pointy... CreateKey HKCU\SoftwareiMicrosoftiwindowsiCurrentversion\ExtiSettingsi{2731 C3A4-DF93-4AF1-98A6-88A8937057E7} SUCC... Access: 0x
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File Edit Miew Go Capture Analyze Statistics  Help S—
Beses BEX2E | Ace»aTL/(EE QD #ED % B

Eilter:| |v Ewxpression,,, Clear Apply

Mo, . Time Source Destination Protocol  Info

I =

29 3.177338 192.168.123.176 TCP nmsp > http [SYW] Seq=0 win=65535 Len=0 MsSsS=
30 3.211521 152.168,123.176 TCP http » hello [ACK] Seq=201 Ack=116 Win=5840 |
31 3.213699 192.168.123.176 TCP http » nmsp [S¥H, ACK] Seg=0 aAck=1 win=5340

GET /bin/AGTMKCLSF. php HTTR/L1.1
User-agent : microsoft

HosT: =
Cache-Control: no-cache

HTTR/1.1 200 0K
Date: wed, 03 Dec 2008 06:56:36 GMT

server: apacheys2.2.3 (Fedaora)
®-Powered-EBy: PHR/5.1.6
Framl  |[Content-Length: 2625
cthef | [SOnnection: close
Content-Type: Text html; charset=EUC-KR| L
Inte
= - I ESL7FEFG792666E3F0274AD3 519D C2F2CL2E54 004 DEBOA4CEESS 204 SDASF4BF2F6IGE44 61 E3CYEDEFBAZICES S3FCADS03ES k
S0 | E
rn
[Save ﬁs]‘ Entire conversation (2328 bytes) v |® ASCI O EBCDIC ) Hex Dump O C Arrays O Raw
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gg%g H [ Close l ’ Filter Qut This Stream ]
. E C 13 :.: 2 HP'T I_I II-}'\ t--l t--ll ;TFH-ILF.:': vy
Frarme (1rame) 183 hytes Packets 1014 Displayed: lDlri Marked: 0 Dropped: 0 Profile: Default
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(3) CHA| Z=35Hoks= MS08-067 F & x|

119 22¢, ASECH o2 AgtE uAe] Ayt H4% A}

T 99d GAnersAq Adole] FIAolE nAEAtE A te A

A
. 9-g= Awg] 19 PColA H4%¥ AhnReporte] A3Fel ZZ A2

5]
a7k A Aot
o REd REdne fsiglon ot shuk ofilad sl e b flidh sk
AAPCE MESIT QAZHE GAsHY obzieh o] TCP 4452 ES 2=70stal 9= A
&' oy

CeWDocuments and SettingsWpcl*netstat —na
Active CGConnections

Proto ocal Address i State

ICP -8.8.8:135% H LISTEMING
TCP .B.8._.8:445 : LISTENING
TGP A.8.8:6004 H LISTEMING
TCP A.B.8:247h : LISTEWIHG
TCP H A: LISTEHING
TCP sl . .24@_.216 5004 ESTABLISHED
TGP H . .38.129:5188 ESTABLISHED
ICFE : . .38.13F2:5118 ESTABLISHED
TCP : 2141 233 .8@_.25:8A CLOSE_UWAIT
TGP H 76.54.1A4.58: 445 SYN_SENT
TCP : 133.35.235.123:-445 SYH_SENT
TGP H 68.68.63.127:445 SYH_SENT
TCP : 18% .23 185 _53:-44K SYH_EENT
TCP H 105 _76.152 _42:445% SYH_SENT
ICF : £3.1685.186.31:-44% SYN_SENT
TCP : 215.34 .46 .23:445 SYH_SENT
TGP : 52.126.243.36:44% SYH_SEMT
TCFP : 84.3.31 .58:445 SYH_SENT
TGP H ?5.91.112.8:445 SYH_SENT
TCP . 1:-1@ A.A.a.6:0 LISTENING
uDp . H oM

upp . 580 BT M

(29 2-14] &G A|2=E9 netstat 232z

Jazd e oW EeAxzt A4si QA A AsA wAe] mule

AhnReporte] HEHT AZAHHE A H L},
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TCP 1338 T2 246103 72 A0 Establizshed C:WProgram FilesWinternet Explorerfiexplore, exe
TCP 1339 199771190 80 Established CProgram FilesWinternet Explorertiexplore. axe
TCP 1356 211,233,680 86 A0 Established C:WProgram FilesWinternet Explorerfiexplore, exe
TCP 1360 118, 22 [ #5 S¥N Sent CHWINDOWSWSystern3Z2Wsvchost exe |
TCP 127,001 1081 0000 T Listening CEWINOOWaT Sy sterm 32w alg, exe
UDP 0,000 445 = = [4]
DR 0,000 500« * CotwINDOWSY Sy sterm 32 sass exe
JDP 0000 1025 = * CotwMD OWS WSy stern 32 s vchost exe
|IDP 0,000 1034 = * CotWIND O Sy sterm 32 swchost exe
JDP 0,000 4500 = * CotwIMND OWS ¥ Systern 32 sass exe
HEE ]gg * * (r:‘::v'\"WINDOWSWSystemSZWSvchost.exe
[1¥ 2-15] A7) PC2] AhnReport HEY I AAHE
[29 2-15]¢F #o] AhnReportell #7d¥ 7o YENA AZAHEE Flstd 1 W&ol

[19 2-14]9F & o]F+= netstat® 43 A]d 3 AhnReport7} A Aol tp&E A
o2 FoE e}, X9 g AHAE TCP 445FEEE A3} 9 svchost.exe ZEA|
25 2% 4 93l svchost.exe TEAMAE AFE3e] 71 Bela g AMuU|AE ZFlo}

AL
By (77 2-16]3 go] AW Anagor S5 FEe wAP

DHCP Client Win32(sh,,, Started Automatic  CHEWINDOWSYWsystern32Wsychost exe -k netsves
DMS Client Win32ish,,, Started  Automatic CHEWINDOWSWsystern32wsychost exe -k Metwar, .
Distributed Link ...  Win32(sh... Started Autormatic  CWWINDOWSYsystern 3P svchost exe -k netsves
Help and Support Win32(sh,., Started  Automatic CWINDOWSWSustern3?Msvchost exe -k netsvos

[rD& Protocal device dri... Started Automatic  system32®WDRIVERSWirda. svs
Logical Disk Ma,,, Win32(sh,., Stared Automatic CUWINDOWSWSustern 32 swchost exe -k netsvos
[ggvwetzeu Win3Z(sh.., Sutormatic CHRWINDOWSWsystern e wsvchost ere |-k netsves

Femote Frocedu,,, Win3Z(sh,, Started Adtomatic  CWWINDOWSWsystem3ZWevchost rpcse

npRato 2 MqH| A gHgo] FEE qgywetzeu e 7IRtoE X AEd S5
el 5= glqdoh kA vE 71gdyoe] A|#ZE = Heke] T & B

TRt Ve A
70 O & FLE]

}
B A7 MS08-067 #HoFdS o] &3)9] xﬂ&ﬂ HoZ YES
7} 7bsske, o] & <l UEY A EFo] F7ke 4= glon, SEYl AMREET A4 =
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Windows Firewall/Inte, . Win32(share) Stared Autornatic  CH#WINDOWSWsystern3dZ®swohost exe -k netsves
Windows Manageren,,, Win32(share) Started Autornatic CWWINDOWSWsystern32Wsychost exe -k netsves
Wireless Zero Configu,,, Win32(share)  Started Autornatic COWWINDOWSWSystern32Wsvchost exe -k netsves
Windows Audio Win32 hare}l started  Autornatic

EE]I Uaoms Al ) - AUTOmaEtc EnE —k
windows lime Win IS tarted Automatic ; ys t SYC cust axe | netsvcs
Workstation WlnSE(share}l Started  Automatic C WWINDOWSWsystemSZstChnst exe -k netsvcs
Pardm device driver  Started  Automnatic

ViRobot Deskiop Moni,,,  Win32 {inter, . Sutornatic CProgram FilesWHAURIWC ommonWBaseWwmao,.,,
O3 ECHOIH device driver  Started Boot oy sternBRootsy stem 32 DRIVERSWisk, sys
=B Z2AF ECHH device driver  Started Boot WSy sternBRoottsy stern 32 DRIVERSWHdisk, sys

T = ILC O =1 i Amdmm Aol T b m A | m IS B v m Ry ¥ N IR et L T W Y o)} L ol P ¥ B AR B

(29 2-17] = o} = 178 PCY S X E AH| A AR
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A AEH o7 ARgEal Qe LSASS  FHeFH(MS04-011), DCOM  F 2FH(MS03-026,
MS03-029) 3 2 HFo| x3hd ALz JAHF=qA 857} v =)

olf gk Ak A= o9 HeMfolE FolM glE POCE 7IWro & oA s Ao 2
SHWA H5 o {4 dREE AR e 3] vk gtk E7
HepH S o83 fa o] UESAS 3 AHAA #Agel oiidete H Fxol
A A= MS08-067H b & ol &3k dsE A
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11, ASEC 7t SH|

(1) M IE B - EZ0|S0l7 S

Top 10 ¥3] FA

118z AR AF| %
1 | new | Win-Trojan/OnlineGameHack.863748 50| 18.5%
2 | new | Win-Trojan/Agent.76800.BP 46 | 17.0%
2 | new | Win32/Mydoom.worm.371712 25| 9.3%
4 | new | Win-Trojan/Agent.61440.ML 23| 8.5%
5 | new | Win-Trojan/Agent.75264.BA 22| 8.1%
6 | new | Win-Trojan/OnlineGameHack.27136.BT 22| 8.1%
7 | new | Win-Trojan/DIlLooee.61440 21| 7.8%
7 | new | Dropper/OnlineGameHack.20992 21| 7.8%
9 | new | Win-Trojan/Downloader.98304.AR 21| 7.8%
10 | new | Win-Trojan/Fakealert.21504.E 19| 7.0%
A 270 | 100.0%

[3 3-1] 2008 11€¥ A== v Top 10

-
It

3-112 20089 11¥ A== I3 dsf Top 109 B ®© MIA=S 2 o5 oA
2 A% F AT 2707002 3 F AgE F I (3,6587)] 7.4%°l 3
o}

EA=
Fabm, A 109 227A4(7.6%) Rt 28 2o e

—

1099 Top 10& RF E=Ro|Enidor}t 11¥d+= Win32/Mydoom.worm.371712%}
Dropper/OnlineGameHack.209920] —’F%’%;‘Joﬂ SEQY, AddFe A== 3707F Top 10
B Az AlEE F R

7 )
L ST AE GRS, G AIEA LA BEAS B AelE WA

=h

=

- =
=T e
w3k 392 2#3 Win32/Mydoom.worm.371712% 119 109740 mA o2 RE o|nd =
satEy Qs Aug AS4H oI WA Faeh A= ool ).
WY F4: postcards@hallmark.com

A2
W AE: You've received A Hallmark E-Card!
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A w Lo HEd PDFoA = 7dsk A ad(EXE)?] POSTCARD.PDFE E93HA =W
dme A WA SMTPAZE o838t ~fivde wEshs pda=oln.

IRR-E= HE A ik %
1 Win—-Trojan/Agent 768 | 33.4%
2 Win-Trojan/OnlineGameHack 610 | 26.5%
2 Win-Trojan/Downloader 327 | 14.2%
4 Dropper/OnlineGameHack 189 | 8.2%
5 Dropper/Agent 106 | 4.6%
6 Win32/Autorun.worm 81| 3.5%
7 Win—-Trojan/Zlob 64| 2.8%
7 Win—-Trojan/Krap 57| 2.5%
9 Win—Trojan/Autorun 50| 2.2%
10 Win—-Trojan/Bagle 471 2.0%
28| 2,299 | 100.0%

d == L}E}LH itk fr@ Top 1001 ¥3te o} 5
1149 3 & Had & Ha219(3,658)9] 62.8%5 x}ﬂé} ATt

11¢ dixxdn o] 4= 109 1,265719] Hlal 181.7%7F S7Fski o 1, 2, 3, 491
e vgo] At 104 ¥ vjalste] ofefl [17 3-1]19 o] o5 FAFsIth

Dropper/OnlineGameHack Ei1g Eio¥

Win-Trojan/Downloader

0,
Win-Trojan/OnlineGameHack 26.5%

33.4%

Win-Trojan/Agent
in-Trojan/Agen 20.3%

[23 3-1]1 2008 10€¢, 11¥ F2 tixxdd v&
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STl A WARE gl mEEe edAANd BuE SEve dezgoln,
J 7= =

19 <} 29 <] A Win—-Trojan/OnlineGameHack.863748 2} Win-
Trojan/Agent.76800.BPE A &]3 tji-i-9] G m=50] 9%, 8%, TR H|T EES B
75 ek 118e 574 oMsise] AFA Aale WAk 9 goil, Lzt vl
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