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1 | new | Win—Trojan/Antiav.106496 119 | 30.6%
2 | new | Win—Trojan/Agent.75264.AT 64| 16.5%
2 | new | Win—Trojan/Downloader.17408.FQ 44| 11.3%
4 | new | Win32/IRCBot.worm.variant 411 10.5%
Win—
5 | new | Trojan/OnlineGameHack.29184.BX 20 6.4%
6 | new | Win—Trojan/Monder.39936.D 25| 6.4%
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7 | new | Win—-Trojan/Agent.21504.HH 171 4.4%
9 | new | Win—AppCare/HackTool.13531 16| 4.1%
10 | new | Win—-Trojan/Agent.53572 15| 3.9%
A 389 | 100.0%
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1 Win-Trojan/OnlineGameHack 428 | 24.2%
2 Win-Trojan/Agent 392 | 22.1%
3 Win—-Trojan/Downloader 295 | 16.7%
4 Win—Trojan/Autorun 126 | 7.1%
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7 Win32/Autorun.worm 93| 5.3%
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1 New | Win-Clicker/FakeAlert.21504.C 12 14%
2 New | Win-Dropper/FakeAlert.394240 11 13%
3 New | Win-Spyware/Zlob.27648.S 10 13%
4 New | Win-Clicker/FakeAlert.21504.B 10 12%
5 New | Win-Clicker/FakeAlert.6144.C 9 11%
6 New | Win-Clicker/FakeAlert.118272 8 9%
7 New | Win-Spyware/Crypter.94208.C 6 7%
8 New | Win-Adware/NeSearch.1344000 6 7%
9 New | Win-Spyware/PWS.KorGame.132449 6 7%
10 New | Win-Spyware/Zlob.28672.G 6 7%
A 85 100%
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=9 EEs A H| &
1 Win-Spyware/Crypter 148 25%
2 Win-Downloader/Zlob 125 21%
3 Win-Spyware/Zlob 116 19%
4 Win-Clicker/FakeAlert 72 12%
5 Win-Dropper/Zlob 51 9%
6 Win-Downloader/Casino 21 4%
7 Win-Adware/Rogue.AntiVirusXP2008 17 3%
8 Win-Downloader/Rogue.AntivirusXP2008 16 3%
9 Win-Dropper/FakeAlert 16 3%
10 | Win-Adware/Shortcut.Casino 15 3%
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3wPlayer

From Wikipedia, the free encyclopedia

JwPlayer is a rogue media player software application bundled with trojans that can infect computers
running Microsoft Windows. It is designed to exploit users who download video files, instructing them to
download and install the program in order to view the video. The 3wPlayer employs a form of social
engineering to infect computers. Seemingly desirable video files, such as recent movies, are released via
BitTorrent or other distribution channels. These files resemble conventional AV files, but are engineered
to display a message when played on most media player programs, instructing the user to visit the
JwPlayer website and download the software to view the video. The program is bundled with malware
that has various undesirable effects.
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# Transmission Control Protocol, Src Port: dewice2 (2030), Dst Port: http (B0), Seg: 1, Ack: 1, Len: 720
y-ertext Transfer Protoco1

Reguest URI: 4
Request versibBmt
Host: www.ribbontie. co. kr\r\n

ﬂ-’&*l
;

Reguest URI
REQUEST VErS :
HosST : www. ribbontie. co. kr\r\n
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