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Wate] Y AzTel e ERolButs Aot
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csrss.00403382 ; 360tray.exe =8 9 2hA|

csrss.00403219 ; WINDIR%W TasksWesrss.exe = EA}, mfxixue.bat® A7) 2HA|
T HAME A3

csrss.004034B6 ; AVA|/Sysinternals £ 4% FAaWAA & £8
csrss.004062F0 ; IceSword &5 2 214

csrss.0040448F ; ©]-52 disk > Autorun.inf 23 & I HA}

csrss.004061C0 ; #WINDIR%W TasksWhackshen.vbs & reg 7}, 39 A4
csrss.00403E13 ; #32770 S} A~E 2=t}

csrss.00404208 ; html 7+, ghost 3 2HA]

csrss.004047F0 ; wincap.exe, arp.exe U2 = & A8§FL

csrss.004049C1 ; F9F password o|-§ HEY I #AdE FFZgo Y EAMA®=
csrss.0040573C ; %WINDIR% TasksWZ " bat = A}

csrss.0040530A ; chajian.exe, 1~10.exe Th$E2E to %TEMP%WAE 3L pif &
Ay

csrss.00405CAE; mm.exe 2= & 23 updatexixue.txt 2
csrss.00405CF2 ; %PF%WZEHPCHIE% 3 Wsvchost.exe T A4, hosts 74
csrss.00405690 ; http://(A A E)/img/btn/tj/ct.asp?mac=WHXXXX&ver=2.2 OPEN.
csrss.0040638E ; rsrc 21914 wsock32.dll 3 A - WINDIR% & EE3&T

¥ 43 tE ARP # ofd I L
o] AAlE AdetA RstEH st TAE 3 Wz WAl EY9E gy, 223 html I
AUl A9 iframe Bl A T Wl oFEd SoR fadel= H EFow W I3
= dsla gl

9= WMo GpCode ¢ AT
2hd 7o) ARgARe] Ak ZRas Asch g HolHE HEHEZ =5 agsks 9
ole] 9x24<l Win-Trojan/GpCode WMol Al &4 Atk th&3 22 F79 A
o] s d=st It

sterServiceProce
txt
pps ppt

docx xlsx pptx »

tf mdb usd ust ¢
gy mpl zip rar

[1¥] 2-4] RSA-1024bit2 4538} st oY T/
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C =gtol B E i GHAE Zo} dastd FdS «txx & SRR w50 Fi Y&
2 AAE YT 2 i A stxx GRS A gdEoE Hulgd gk ol gl
s #jkete] JHI7I7E flol= EUi7] A9l RSA 3 E B3t & 4 gler® AbA
H ol E Hdsts WAoR o3ty A 98 3ds e 5 Utk

a2 4337t #9% F notepad.exe & ol&3ste] EHste WAA] Hiolth 54 WY
Ao Mds HUal =5 et ot & F e Z=2a38S Foe W&ol A
Ao Z A|xwlo] Hol FAHE AHd= T A IS 5 2t v

Thank you for using our service.

We've recently inspected your system and found out many critical sec
It’s not a joke, and it bring out clearly that we were able to crypt
es .

documents. archives and data files.

For your security we did it bhefore than someone else: hacker. virus

In world, hijackers
hing valuable.

NMow. even if they’1l hack your computer they steal nothing. because

important files are now crypted and secured. There iz no technology

to crack this kind of encrypting in near future

Unfortunatelly as like other joh, our services cost money. Just only
iz worth much lesz than if you loose all your files.

lle accept only Western Union. and we garantee that your’ll receive d

are hunting for your bank account, credit card

h
detailed manuwal in less than hour after we'd received your payment .
If you need your information back, just send an email to:

Bgmail.com
v Symadil.com
. Lgmall com

and we’ll send you further instructions in 5 minutes.

not worry. vou'll get all back in hour after we get Western Union

IN OME HOUR®**?*

are sorry for your inconvenience, but better we and less, than so
I didn’t order your service and dont want to pay? I°11 go to poli
It’s up to you. If pou bhelive they do it hetter,. then do it.

I am poor student“bhankrupt-housewife.
It'a sad to hear.

I dont have money.

I've sent an email to you for a discount.
Sorry, but we can’'t answer to all our correspondents due to high

I need my information ASAPY
Dont worry! You will get it in one hour after we receive your MIS
01 number?

- How i can trust you? Mavhe you’ll »ip me?
. We understand if vou send money for our work—your info important
want make your life worse.Y¥You’ll certanly get the Decription Program

Thank you .

Network Securityv Audit Plus.

[1¥ 2-5] Win-Trojan/GpCode
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2
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— 2008 Olympic Games are under the threat

— A new deadly catastrophe in China

— A new powerful disaster in China

— China is paralyzed by new earthquake

— Countless victims of earthquake in China

— Death toll in China exceeds 1000000

— Death toll in China is growing

— Recent china earthquake kills million

— Recent earthquake in china took a heavy toll

— The most powerful quake hits China

MY BEu GaE webhd beijingexe @ FAS BERE @ 4 9 ek AzE A
ARG F2 A o)t 1Y ol #alo] i Ao sbgstel 2@y WY )
of ZHE ANS GeREAED frat WAAE F2 Bach gebd ke 47Ae

3, ol d WAL A3 PAF FYste] AL elwel AP O HE WA B
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(2) ATIOIRIN - WHE =2 HES MASHs ALOIKN

wAom sstoldels FE% T X FE AEAE £ A AxPe] 44
L BY AAE T2l £AR P 32 HSAL BE Z2aRe Wl W wEol
A RS o) dobd ALgAE Y Zvteldels] AAE Qs Ak,

' | g 497t Ba, o A% AEAES 92

of AP vtelslol Aamel WA Ad FE EH B

A= A8

Aol Ay xzpolgfole] AHF7E ZTaaW ZFAAA)->NGA Y AL EA - >4
AAFEAY Wale] oz Aed 4= . HT ANbEQ AW FI|E Hod Avlo] o
Eo] Yehvar glom ogd Axnfolglofi= V&Y AU A 7nke] g@x7|HonE Hd/A|
27F gt

2 3to)glo] ZF(Win-Spyware/Zlob)> #$ Fi1E wZEstAL Adto]gofo] A==

&9 A wAAE o]&3te] 39 QtE|-2Foldglo] HXE FEshe ZEA #Heladd

(Win-Clicker/FakeAlert)& AX|gth, o] L2 F#2 Spam DomaindllA s34 3

gow fFste] AAE fFxetal A EF= HiEshE AIEES 47 vE 40707 9
3

S L EOERE S

%

=2 Dropper.Zlob Downloader.Zlob Spyware.Zlob 2]
2008-06-02 38 0 149 187
2008-06-03 13 0 44 57
2008-06-04 11 0 30 41
2008-06-05 10 0 29 39
2008-06-09 31 0 92 123
2008-06-10 11 0 28 39
2008-06—-11 10 0 33 43
2008-06-12 7 0 17 24
2008-06-13 5 0 13 18
2008-06-16 31 0 79 110
2008-06—-17 4 0 13 17
2008-06-18 0 0 0 0
2008-06-20 20 0 85 105
2008-06-23 10 0 47 57
2008-06-24 11 0 42 53
2008-06-25 9 4 30 43
2008-06—-26 9 2 31 42
2008-06-27 9 2 34 45
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HE A gEol AdS oA sk A Foll stue As ol Eolt. A 23told)
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&2 tA 3ol (Win-Downloader/BHO.Dzpia)9] 7% BHOZ EZsln Tz =S <o)
o]E &t} BHOE 19974 [E vdold T3t 7502 [E 3375S AFstr] s AHes
= DLLEEO|t. BHOR T&5%F Xz a3e nf gAY = [E A3 A AastA FHe=d ~
golgol= o]l Ve s o] &l MEE 2utoldolE HA G

of=¢o] 3 o)) A~ A (Win-Adware/FakeTask.143360)= o2k ztgdo] As}ol¢o]e] ¢ d)
OJHE TE3] UdA AT tAow Adtolgo] 1

S Al=ge o] BHOW o oF
AdE Sl dulolHE FHAIIE AF dUlelE HAS 23toldo] AXATE viedE
ARG = 7] wEel EFoly & e ol skl 423 ddolEVE "Avkd Ay A
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gz ela) WAE wEshdoll SR E S WAk el YLHT B AL
Brhssith o A& ALgA vtk @70l thEn] wPEHo} GAREI R $EHE 3
o] SAETL obd HAHl she]7] wpEe] WAGA AAsA @h7] wFelrh, A A
9 eladele 49 v A9 An WAAT wmEehs o] ol nigEwl sHun
708 wAS QES Ay 483 gy dAsEE Fgskel AHEATE v sl
g Hunssls W4e & glEs do

Win-Downloader/FakeAlert. AntivirusXP20082] 2% [Z®™ 2-7]13 o] nigsld AqAs
g oZ wtra 59 A wAX 7} BAIE o|uX| & wlgstHo g HAsit) of 7)o 3}
WRS7E a7t 719 gy Ao}, [19 2-8]3 o] ¢ H

Warning!
Spy&re detected on your computer!

Install an antivirus or spyware remover to
clean your compulter.

[18 2-7] FakeAlertoll 93] A2 ¥ slHR$7] 1
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A problem has heen detected and windows has been shut down to prevent damage

to your computer.

y

st otime i
e computer. If t

le or rem
ot ion

SB3D4CF,

[1¥ 2-8] FakeAlertol] 93l A7 ¥ slians7] 2

FETETRS 1 [EEEE ETE
B |Hﬂ‘ﬂﬂ|ﬂﬂ!ﬂﬁ| =L ERE-E I ak |§}EI:I=|EE |
Lgﬁ_jﬁﬁrgjaig n ) 08 EEE W ISsE 2 43 T OH® 2 F1E: 545 EOHE A
ﬂﬁsnafu 5 B4 = ?%ii?ﬁﬁ& AR amEiE|usﬁnEm:¢4%=#iaa=uu u e
HONIN HOH T
[Wirdirws D0 =] OEnE=s 82E,, | | [Findeees 05 =] [IEDE2E REE.. | |
57 w7

o | He | | | s
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E 2= | HIOIE
@b (2122 REG_SZ (2 2% DHEh
NDDiSpEackgrnundF‘age REG_DWORD (000000071 €13
NDDispSchavPage REG_DiwORD (00000007 €13
1| | i

FEWHEEY_CURRENT_ISERWE oftwareWticrosoftWindowsWCurrentYersionWPoliciesWsystern 2

(19 2-10] Hl=Zdo] #d HA=EF - BA A

AZZ AN Zstol 9ol A FolE HPEY, HEnss] Fol AN nolq @
A7t FHc,

B dA=EY T5E gs AAletd FAHeR fade] o5
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(3) AIFCIEl - SWF HAHE 0I88 AHIE |FE

g ZRE FAE o] &3 dHFIE FE olsr= wl¥ ASEC Reportdl] tfFojd wh 337}

ZolEX &1 ZAfol AEH drh w3 0-day 24 77 MEES FA7HE] F

3] F7FE L o] EAL f) A o)Al Aol oldr} gt AHE & I wETh
SWF 3 <Fd

T Eek obulsh o] theFd Eole] vtle] st WEY FHeFol EAFUH
- MS04-028 JPEG exploit
- MS05-001 WMF exploit
- MS05-002, MS07-017 ANI exploit
SWF exploit

oelg HepEe F2 92 Bal LA PC URel AR U FATES ATA o
7 "y

T =

4 3= (Downloader) A&7 24
KN
=

A oM me fxo gy e EF e SWE FHepd'e 2714 ot}
- DefineSceneAndFramelLabelData | 2™

- ActionDefineFunction #|2F&

of ote]A<Ql URL AXRE @il & SWFHHo] & AMEHA = ek whef 18
gAEel FA vt Ao 7] wiEel ¢F wholH el
g8

= h=]
(ZIib)E o] &3t hastd SWF 3 ¥ulS HoEFMO EXE -3t 7|Ho=

& SWE Bt 9o dRE yed glolth (FEste SWFRL 9 AlauA ghe
‘CWS’olt})

struct swf header {

unsigned char f magic[3]; '"FWS' or 'CWs'
unsigned char f wersion;
unsigned long f file length;

' http://cve.mitre.org/cgi-bin/cvename.cgi?name=2007-071
2 hitp://www.adobe.com/devnet/swf/pdf/swf_file_format_spec_v9.pdf
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SWF File Header

Field Type Comment
Signature us Signature byte:
“F"indicates uncompressed
“C” indicates compressed (SWF 6 and later only)
Signature uis Signature byte always “W™"
Signature us Signature byte always “S”
Version uis Single byte file version (for example, 0x06 for SWF 6)
FileLength ul3z2 Length of entire file in bytes
FrameSize RECT Frame size in twips
FrameRate  UNG Frame delay in 8.8 fixed number of frames persecond
FrameCount UNG Total number of frames in filg|
[2h3], swf_file_format_spec_v9]
npooooo (43 57 53 07 Ga 03 00 00 78 9z ad 91 3f 4 13 51 CWS.Z. . 2. -"7L.0Q |
0oo0l10 1 <7 df 9f &b dAf b 1o 54 02 14 14|86 Oe 45 83 . CR.LEp.T.. ... Ec
nooozo (g2 8e 42 1d 0Oc 90 88 29 8= 04 21 10 8a 46 12 41 bB.B....). .. . F. &7
000030 as ed 2b 3d 73 bd de b bt 94 45 07 |ce 8b 72 0Ob ®i+==sklOep E X . r.
nnnndn N3 89 N3 9k 8 R4 =R =N =4 4N A3 ANRT AR ~9 KN e S R

4 _/sufdump._exe -atpdu malware.suf
File version: 7
File is z1lib compressed. Ratio: 96%
File size: 8
Frame rate: 12.000888
Frame count:
Movie width:
Movie height: 2.48
4 FILEATTRIBUTES
68 B0 00 90
336 DEFIMNEBITS defines i
aa 82 34
ad b c3
58 33 c9
88 eb ub
83 f5 33
74 68 c1
S5e 24 83
83 c5 c3
da a? 17
ff dB 95
24 fc Bd
65 6d 78
be ad eB
bf 82 F2
83 c4 B8

[HEADER]
[HEADER]
[HEADER]
[HEADER]
[HEADER]
[HEADER]
[HEADER]
[B45]

[806]

-=>

-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>
-=>

-=% 99 b4 Be af 88 28 |
(28 2-11] & Z=7F A E oFol Xl SWEILA o] AbA| 2

b
i

T

-

4h 8b 75
33 c9 49
c1 cb Bc
83 dd 66
48 SCEHEDESCRIPTION

58

¥il
2.48

d1 5 da 98
cc 66 a5 98
64 83 71 ad
8b 75 5 8b
c9 49 5y ae
ch 8c df e7
dd 66 83 8h
75 72 6C a8
47 eB 8y 2c
58 bf ff £f
52 Be 3b 3a
31 2e de bf
6c ff 2c 1b
26 8F 68 dé
ff 64 ff 74

e 02 aa 48
3c Bb 8h 28
33 db a8 2
83 da e7 8b
8b Bc 8h 8b

1] 28 28 28 28 28 28
o
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Win-Dropper/RootKit.57344 5%}

Win-Dropper/RootKit.57344% Win-Spyware/RootKit.7168.CE =#sla 94%=$ A4 A
H]~¢] Beep AMH]~ Zglo]l®] 39S Win-Dropper/RootKit.57344¢} 1A sle] Beep AH]
2 olFo g FEJ EFlolHE FEAl7E WS AFE-3Y. Win-Dropper/RootKit.57344
7b Ags] oug dAaE AA G Au=e] o]Fo R FASH HeEA ZEE FdE g9l

3 x4},

80481857 push offset aBeep ; lpszServiceMame = “beep"
B048185C push 1 s SC_MANAGER_CONHECT
8048185E push i}

86481868 push i}

80481862 call dword_48D1D8 ; DpenSCHanagerf

90461862 ;oAHl 2 OjUA 22
80481868 push eax

A0481869 call dword_ 4OD1CE ; DpenServicen

BE4B1869 ; Beep AH| 2E

ABLA1869 ; return HAWDLE - eax
8048186F lea edx, [ebp+lpServiceStatus]

80481875 push edx

A04A1876 mou edi, eax

88481878 push 1 ; SERVICE_STOP

8040187A push edi
004B8187B call dword_48D01D04 ; ControlSerwvice
0O4B187R 3 MHHl &~ SHE

[Z28 3-1] A& M= 54

Beep AH]29 A3PS =X, Beep A8 AE PCoA] w4 8]E W PC Speakerd]
Z2) =gko] W o] t}. Win-Dropper/RootKit.57344° A4 A= & AH|A =0 o] Beep
Auj =2 Aee A BE Windows XPol| 7|02 ¥3hwo] gl Aujxolal, Ao R
A5 oA Rt Alxdle] Z FFE FA 7] wZolth o]y o f Wil Hg
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2}o]¥ 7} Beep AH|AE o] &3l

80481923 push a
004081925 push offset aBeep_sys ; "WHHI7WWglobalrootiW¥systemrootiisysten32itbeep™. ..
0048192A push offset aDrivers$Beep ; "WHHITWIglobalrootiisystenrootiftsysten32itdriv® . . .

8048192F call dword_4BD1EC ; CopyFilen
8046192F 3 %SYSDIR%MDriversWBeep.sys -> %SYSDIRZWBeep.sys
B0K0192F P BN WS OF 802 YAl SA

(713 3-2] A4 5w

A2 Beep.sys¥H S %SystemRoot%WSystem32WBeep.sys Z0EE EA}3IT}, o] FE
7l Eetol¥] F5 Fof| ofd FEZ telolH HdS A A4 =etold dd R wA o
Zp1e) w2 o FE F7]7] f5he|t

808481935 push (]
60461937 push 88h
8848193C push 2
6848193E push ]
804061948 push 1

88481942 push LBBABBAGBH

80481947 push offset aDrivers$clbdriver_sys ; “WHHi7Wiglobalrootiisystenrootifsystend2itdriv:. ..
80401946 call duword_4eD1D8 ; CreateFilen

80401940 5 %SYSDIRWDriversHclbdirver.sys

aeLo194c : RootKit Driver, clhdll.dll Loader

88481952 push a

88481954 lea edx, [ebp+ReturnLength]

80481957 push edx

80401958 mou esi, eax

8040195 push 1C86h

8040195F push offset byte 4830408 ; File #1 - %SYSDIR%MdriversWclbdriver.sys
80401964 push esi

88481965 call dword_48D1E8 ; kernel32 WriteFile

80401968 push esi

8e48196C call dword_4BD1EY ; ntdll_HtClose

(29 3-3] FEZ =eteold 3d A4

Beep.sys¢} wA g FEZ =glolH 3}dQl clbdriver.sysE A4 g},

00401972 push 5]
88481974 push offset aDrivers$Beep ; WitiTWiglobalrootWisystenrootifisysten32iidriv® . ..

004081979 push offset aDrivers$clbdriver sys ; "W 7WiHglobalrootiisystenrootisystend2itdrio. . . .

BB4E197E call dword_4BD1EC ; CopyFilen
B4 B197E ; ©4b Beep.sysE clbdriver.sysZ LIA|

[ 3-4] A =etold] 9dS FEI =dold shdz A
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B84 B1BCE push a

88481BDA push a8

88481BD2 push edi

a84p1BD3 call dword_48D2 80 ; StartServicen
BB4A1BD3 Beep A{H|=~ A|T
8481802 push BFABh

BB4B1BDE call dword_48D1CAH ; Sleep(uBon)
A84B1BDE =

[Z29 3-5] wAE =dfoln] sd2 Aqujxs d3Y

b wAF FEZ ool B AuaE Ag@ oA FEZ Eeholu Beep A

Hj2o) o]g o BaetAl Ak

B8481BEL4 push 2

Ba4B81BES6 push offset aDriuers$Beep ; "= BEIMDZ t 8- BG6 )32« D3 a1 30k Bl 1 141 7R 1D x 1 LD At 1 D6
B84 B81BEE push offset aBeep sys ; "WritxBE1WD2 DB -B6 ) 32 B3R 13W 1 Bl 1 11 7 D10 DW= 1 Lt a2 1D OW =18
B8481BFA call dword_4BD284 ; HoveFileExA

00401BF O ; 24 peep.sys= [CtA| B4 Beep.sysZE TA|

(79 3-6] FER Seholw] %A FY A= WA

Win-Dropper/RootKit.57344+= & o A"E3tA Axlel EA15 #7]17] 93] Beep.sys(FE
7 Zgolw)E uA] AN =ehold] gd=Z wA|gieh, Egrgo] «SYS el kol 3 9]
A9 “EXE” gHo v T2MAz F2els Adady g Au|av) FE Sl AdE

M A BRle] gRE sbseit)
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W9 225 FH & oknt st

Win-Dropper/RootKit.57344+= FEZ =g}o]HQl clbdriver.sys 7 o}lyg} clbdil.dll%

AAES] clbdlLdlE dto]F FEZ Zglo|BlE Beep MU A7} old AR HuAz 9%
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BB4B18E6 push a
BB4B18E8 push 88h

804818ED push 2

B04818EF push (]

A04018F1 push 1

BO4018F3 push LBABBAB6H

B04B18F8 push offset g_aClbdll dll ; “WWiAI?Wiglobalrootiisystenrootitsysten3d2ifclbd™. ..
aa4a18FD call dword_48p1Da ; CreateFilen

004 018FD : %SYSDIRYMclbdll.dll - Hain Hodule
00401903 push ]
00401905 lea ecx, [ebp+ReturnLength]

80401988 push ecx

804081989 push 8227h

A840190E mou esi, eax

88461918 push offset byte LB4CHB ; File #2 - 2SYSDIR%Mclbdll.d1l
88401915 push esi

80481916 call dword_4BD1B8 ; kernel32 WriteFile

80408191C push esi

80481910 call dword_u4oD1EL ; ntdll_HEtClose

[ 3-7] FEZ SefolnE 55 o dynd 44

Clbdll.dllel] 9] M2 Au22 S5E FEF “golis o= gdEg FEZ =goly
o} /A2 SSDTE T ste] #ale] w23 #dw gAAEge 4dS w7 554

e g,

Win-Dropper/RootKit.57344 2] &2-& .okt ofzje} ).

® Win-Dropper/RootKit.57344 ==t
1. Beep Service Stop
2. oA DLL ot M4
(%SYSDIR%Wclbdll.dll, Win-Spyware/Clb.33319)
3. X4 Beep.sysE CHE EC(%SYSDIR%)O Al SAt
4. REZ| =2fo|y] mtd My
(%SYSDIR%WDrivers¥clbdriver.sys, Win—Spyware/RootKit.7168.C)
5. MMt REZI =2lo|t mtdE H4 Beep.sysE WA
6. Beep Service Start

7. WA= Beep.sysE CHA| HAF Beep.sysZ WA

® Win-Spyware/RootKit.7168.C =%}
1. STDE FZs5t0{ el 2 gXAEz| &2

2. Win—-Spyware/CIb.33319& ZE 4! Al

® \Win—-Spyware/Clb.33319
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