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A &al Explorer.exe T2 A|2xof 2FAlS- o1l 3t} o] DLL
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{3 Complaint Update for % ###, ### Bank of ##% #s# ¥ (Case id: #BD45D1) - Thunderbird ==X

fle Edt Yiew Go Mesmge ool belp

& i ¥ e & S R -

Cek Mad Write Address Book Ruply  Raeply Al Foreard Frint

= Subject: Complaint Update for e s, s Rank of S s s Case i #BI4SH1)

From: S Department of Justice <complemtscerteriusded goe

Rephy-To: complainisusdel goy
Date: 15/10/3007 16:57

e e com

Dear Mr. o -

A complaint bas been filled against the compasy you are affliated to { 9 Bask of 59 50 5 jin regards to the domain of basiness activity

The complaiat was filled by Mr, Harry Jobasos on 17142007 and has been forwarded 1o us aod the

IRS.

Complaist Caie Namber: SBD45D1 Date: 11142007

A copy of the original complaine and the comtact information of Mr. Harry Jehnzon bas been attached to this o-mail.Please print and keep this copy for vour
persaaal records,

Dizpuies invelving consumer products and'er tervices may be arbitrated. Usless they directly relate fo the contract that is the basis of thiz dizpute, the
fedlowiag claims will

be conzidered For arbitration oaly if 2ll parties agres in writing that the arbitrator may consider them:

Claims based en prodoct Eahiling

Claims for persomal injeries;

Claims that have been resshved by & previons court acties, arbitration, or writies agreessent between the parties.

The decizion as to whether vour dispwte or any part of it cas be arbitrated rests soleby with the US

Department of Jastice.

The Department of Justice offers 3 binding arbilraticn ervice for

dizputes involving marketplace fransactions. Arbitration is 3 cowvenient, civilized way fo settle disputes guickly and fairky, without the costs asseciated with
other legal oplinas.

€ 1T US Department of Justice Al Rights Reserved,

complaant. 2
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= ae) ARk Sl AEHE BT oA B AR e ae.
bup - Ui S s lpndl Buolig =15
Welcome to the wig <31 slgall aoli 5
Setup Wizard
Thiz will install E-Jihad 3.0 on your computer.
It iz recommended that you close all other applications before
continuing.
Click Mest to continue, or Cancel to exit Setup.
TN o asahll gl ol = B
! LN Cagll g wif Sagl
| dgdd)l ob ge
; - s €
T 3 .
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[29 2-5] AtolH Aol AFEH =7 (54 - McAfee)
o] == 54 FT2E didte] A4 Mula AR FAS 5 RS Ho th dF B
F ARIES o] EFIF obF /1RH Fejolm FA #4 A & dvkw dh A4 9
ZE2IOMS e EAE HokEd st=xY URL o IR =3 HJqom mE A4S
A AANAL FAFA AG MG ww so] A @ik Wb Ay Bel ARIbE
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o
E2iE teEE A WA 28vs Augd 54 Bot duelEE W AL Aus
= o2g e Wae wit aea MY s 549 rEE 9d Hi

FaAEARTE TES FEsth 0ed g

Datei Bearbeiten  Ansicht  Faworiten  Extras 7

JZUluck ¥ '\_g) u |_'ih| IJ ‘}_j Suchen WFavorlten {}| ‘—

Adresse [&] hetp:/fpast : _ ] YIRZHRI

Microsoft i

Download Center

Download Center Search [l Dawninads = Go| adv.
Horme

Product Families Security Update for Windows XP (KB923810)
Windows

Dffice Brief Description

Servers

Business Solutions On This Page

Deve|0[]er Tools & Guick Details & Dwerview

Windows Live 4 Systern Requirements 4 Instructions

WS 4 Additional Information 4 Related Resources

Games & )(bO}{ & hat Others Are Downloading

Windows Mobile

All Downloads f? e e

Cownload Categories . :

Games Quick Details

Directx File Name: | WindowsXP-KB923810-x86-ENL exe |

[Z1¥ 2-6] Dropper/Agent..1057651& t+2= W& Z2H ALOJE (53 — CA)
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(2) ATHOIGIOI — MZ22 SHEHS 24 & 90i(Ransomware)

H 594 ZHoloz AEAE o] AAEW UCCCPlaydl olafjA @A do]7t A A5
At AAs AL} Fo] Hxp glo] A& PCol|l AXAHo] Ax%E PCo T4 FIE5S
3}

o] Fdel FPY § 1 FYEs FEARootKi) v om AN ARgAREA A A
§l=

A o] (Ransomware) ¥ ransom¥ ware?] FAolZ ALE-xo] FAFE A dlolHE 433}
sto] dlelH o] &S FRlshy] siA HiEHEE S8kt 1 vEHEE A7) SlEA
24 54s agsks FEHe Hda=E vhevle welth 2005 5Yol ol U
MayAlert o2 41 dddolol &) §A A== A7I7F HJdvkar g

olFA AAd WMol AAE AFEH BE e L 3 Ul diEHQ PP T2

[¢]
Eg N30 FEY AWoR $77 Fod A §oAdne
7,

SECURITYFOLDER
DOWHLOADFILES

zav-nll271-zample. avi

AR AAZ WAt 2 A B AT dr) MES FYdd dAS 9
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e StOJHE - A0k = |
sy osnae 7L AU, WS SR EM(F2E ¥

“UERE £o) g B|UEE v, 117, O
2151 5o TP Ll O 0|HE FHof HE Y SECURITY FOLDER

FIFE SOEEMM - SKT ¢ KTFE £ LGT

w_ Fm B E - W". = _

| @ ow - FFUREOI F o] &
=)

T lhduzes
iRrgm

: ::._ 3 + hplE 8= DM HEHIEaE-8525)8 Ol 2 =4 2.
GERE

o= 0= wDigYuBE
HigH 2 520 lEalEci v
ORI E E S YaLo H o1& = = A
et OJ#IE 220]2] Rix OfsiE ! -
201 0o Al 91 o] B Al == A 3
B0 o2t SET A HO 2 BE0| HFELICk =
EHAEN 0|BR 5L HHE & UELITE Meel 02420 =2 #LIC

[19 2-8] #2le] 5982 B 98 2A4E 278k 3

Win-Spyware/MyComGo.6209 2.2 ZumE FEF] =glo]B|E KeServiceDescriptor
Table o] &A3t= ZwQueryDirectoryFile ¢ ZwQuerySystemlnformation 3+Z o}

g &2 (Reverse Engineering)¥ =9} 7o) 7] (Hooking) 3tal 9t}

mov  edx, ds:ZwQueryDirectoryFile ; 22 f|IXIE =L
mov  eax, [edx+1] ; 82Xl CIS 1HI0IES gt & M
HlA HSZ KeSewlceDescrlptorTabeIe g YUHYABSS

Jl &tk

mov  ecx, ds:KeServiceDescriptorTable

mov  edx, [ecx]

mov  dword ptr [edx+eax*4], offset MyZwDir ; 4BI0IEQl St==4 SE0A AA0A
Tet ol A Or30| <IXIst ZwQueryDirectoryFile &+

= HAS

MyZwDir &=
mov  eax, ds:ZwQuerySystemInformation
mov  ecx, [eax+1]
mov  edx, ds:KeServiceDescriptorTable
mov  eax, [edx]
mov  dword ptr [eax+ecx*4], offset MyZwSysInfo

Qo] m==E 93] ZwQueryDirectoryFile <9 ZwQuerySystemInformation <= Z+2zt
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Win-Spyware/MyComGo.6209 7} A3 MyZwDir &2 MyZwSyslnfo = 9x 9

Nz g5o) VS wRen. A4 F5dA e AR RdAzdel UAE F9 9 2
o] “_systemcom.go”® AlASH=A WA ¥ AAD A AR A LF A NHgehA]

BeowA SHsaE T

push ODh ; pszObjName 2| =Xt 20|

push offset g_szObjName ; _systemcom.go”

lea ecx, [ebp+pszObjName] ANAEIOl EHE Hlug 2A4E

push ecx ; char *

call strncmp

add esp, 0Ch ; strncmp & ==2| ItetOlE JH== * 4801 E

test eax, eax ; strncmp Z kgt A At

jnz short loc_101520 ;“ systemcom.go”et 2 X 2= &S Skip

Adlotel e A HdES D7) fdiME 2FolAlmE Addste] ofg ¥l ol

Win-Spyware/MyComGo = Xd¥H+= &5 AR o Aads AN st
H %SystemDrive®%W_systemcom.go U7} Hol= AL &elg 4 Ut}

€% AhnLab SpyZero 2.0

Rol2ls =20 HA Al =
AFEANY E2 Bi0| g5 Fol7ls E2 IS 0L HHELICE L
ZAEFERE 2 1683365
WAZ HAH = 3
AL RS
FICHS [
- [v] @@E= Process Memory 3 g
= . Yin-Spyware/MyComGo, 183808.B 1 e
— [¢] CWin-Spyware/MyComGo,_ (45632 29 ET=]
—| [¥] CTWin-Spyware/MyComGo. 160768 1 ag
— [ T Win-Spyware/MyComGo. 1339480 1 2e
—| [¥] T Win-Spyware/MyComGo. 6209 1 =)
+ [¥] ¥Win-Spyware/MyComGo. 183808.B 1 e
H¥: @ 0k= 3E A O BHsS @UFHS
ENEEEEN
[2%] 2-9] WA dlo] AA § ~FtolAR /A5 A3 34
‘N2 Alxtst= ot 20 st FEI
FEZS AbEsto] ~Tbolgo] & A&l o] H Edl=oth 20054
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4 21 7] aAe AlFew wigsbdel vz JH7F A3HA o v ot A
=7l A&k A A3 9sl Rl 49 Win-Spyware/RootKit.Ntspl.4068 0.2 I thE =
FEZ oA N*eZ AlZshs stdEe] 2HE0] A 2O FoME “Nez A
et dEo] AdA R FRHA FdT Aol

Win-Spyware/RootKit.Ntspl.4068 S 2 A ttm= A]~E] =gloul:= QoA AyE A
o]o] FEA I HAst HH o2 NtQueryDirectoryFile ¥+ NtQuerySystemlnformation F
TE IS WS /\]-33}3’_ 9Tl Win-Spyware/RootKit.Ntspl.4068<  Win-
Spyware/Ntspl.7045122. 2 ZXttE = ntsplexe WYS L¥3lgsE Exo=z AZEY
ntsplexe = Y= AHAZ FHH AGH § FA A derE 555 T2 F 9
of 7|15E teEE AR JAdES EE st T4 gt

CI220 Z=20 “d o|§" =& J71YE AI8sts 2mo|¥ol 7t

119 =%¥ EA ZdA(http://5566#*%x9900.com) ol “¥ o]F7& A& URLS o|&
st 2gtoldlo] ME a7t S7FEAT g v A7]d SUE Bl Adtoldo] F
http://aabb#sxxeeff.com =MW AS Al&st= 2utolgo]Eo] F7181A

© T7h8& AH&RE URLE x¢ato] AREHAaL, 53] o F 719 E‘Jﬂ‘l TEARE A

Ayt FAE Abgel o S5 A= gAY

ﬂJ

58 gl FFY ABEL FUF AALE B ALgatel 2ARE HojAQed, 1 4
=
=

=
2 AP R

2ol A A= “H o5& AbESh AFpolglo]o] T <l olFrE, TUtolES
ARgehE 2Tpolfojol = FUlolE& FoFete] T o m ARl 47 o & 5o 94
(Venus) ©°|&<& AlgstE= 2AutolgojoAl= Win-Downloader/Venus.241664, Z7}g] o}
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(3) AIREIEl ——Mac OS X =¢ot 918 SOt

o] AR ATE  AloA o] 2007y 119€o] WEI HSE dUolEE F 2ME U

(Critical) @} Z 2.0l g3tz JuolEQT. g dxss Bt wx9 7149 nlastd o]
W v A2 Hel gHo]EVL o]F A 53] oW FHEL #H FAIE Iy
7F sAE glol v Forh 8 EE W vholARAZENA Algets HergdolE
71%5S Bote] Hle ®Hel HXE AT RS Wagtt

AL ol HobmR] wjEdR] o)yl @ 53t HobA ol Wol MASHA ¢hgtd g2
B7re 4 dow, g5 ofeAQl TAd o]8&dE F e 94 F= A9 F R AvE
ek 9 FH kB g Hxoltt

Ag e = # ok PoC
Edh=y A% URI d=" 94 3= A8 FHFd (MS07-061) +r

=9 ulo] A2 A~X E DNS Spoofing (MS07-062) i

8 Apple QuickTime 7.2/7.3 RTSP == 23 F ok L

E2| URI Handling # 282 PDF M 2Ho] 3H2E

< das MS07-061 ¢ URI Handling AeFH & v& T/ Hds Aded o & <
|rrIHs TP F Ue Vs S Agske FiolA FHekdol wAsGlt dxg A
FGAA el 54 9dS oW S&Z R0l AYstA BAE AAsk=t, oA &
g7b olu ] gdS SHIYUS ol - FEEZEIOH] FYH B A Az B
A gA olafs) E 4 Aok URI A58+ “mailto”, “news”, “nntp”, “snews”, “telnet” & ©|
Ao ARRAE7E 919t e URIE 29 44 A4d3 =)ol 39 v vtz o]
URI oA AREAF 98& Ald2 ATekA ekol F kel EAlste] 9% ShellExecute &

Sefol &2d URL & 92 470 vk URL @E5e Aol «%” Aert EAshs 45
ShellExecute()&= A]|2Hlo] 525 Sgxa 73S $28381% % CreateProcess) & 3%
gte] XA FE XS FPAZL 9 =

oM destu oo Wyt daq7bs Al wh

1) mailto:test%../../../../windows/system32/calc.exe".cmd
o|2) nntp:../../ ../ .. ../ Windows/system32/telnet.exe" "test.com 80%.bat

o] AP A ol 22ty ) HolAol WAL, E ofolH JuF W gl PDF
e 0 EHGE A4S S0l sl ek ol Ak BRlstol TE FolA ol
AL Aol vhE PDF Zero day” olth Aol 9FHm gl o] HAskHel A
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