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- Action for pleasure

- Double energy

- life is beautiful!

- Life is good!

- Paradice in your bed

- Paradice in your bed

- Return sunrise to your life!
- View this price

- You can be young again
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"Look how wasted Paris Hilton is,. after she got jailed =("

"You and Me 1ttt ... look :p"

"Look at my photos hihi :p"

"Hey please accept my photos o 11"

"A photo with me and my best friend =5 #t"

"This is me totaly naked :-o please dont send to anvone else"

"Look what i found on the NET :o Jessica Albha NUDE *t*
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"album'

"photo"

"picturesA"

"picture’

"hak sana Paris Hilton ne hale gelmis hapiste ("

"%en ve Ben 1ttt _._. BAK :-p"

"Baksana benim fotograflara hihi :p"

"Hey benim fotolarimi kabhul et :o

"Iyi arkadasimla fotorafdayim =5 v

"henim bu ciplak fotoda o ama baskasina yollama'

"hak ne buldum o Jessica alba ciplak tt"

"Regarde comment Paris Hilton parait efondr?apr? gu’elle ai ¥7jeter en prison =("
2 = oo 3 = 4 4 - L1}

(2% 2-4] HAAZ AFHE WA SHE

m
(%
o
12
o
K
[
lr

o

o4 IRCBot 7]%5% 8t%% DLL 3d& A4 s}e]

Jm

4 IRC AH = A

b
o
v}

Win32/Zhelatin.worm Y &8

o] do Fox ¢ XM Win32/Zhelatin.worm & Tl
A3t = A

3} 2

oo
rlo
=
e
N
d
tlo
N
)
>
K

You've received a greeting card from a Class—mate!
You've received a greeting card from a Colleague!
You've received a greeting card from a Neighbour!

You've received a postcard from a Mate!
B You've received a postcard from a School friend!
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You've received a postcard from a School mate!
You've received an ecard from a Class mate!
You've received an ecard from a Friend!

You've received an ecard from a School mate!

You've received an card from a School mate!

ool B9 BEF sl obd ®ed wirdt 54 5rERH BYS GEEE §E
= 2]

If your email software creates links te Web pages, click on your card's direct www address
vhile you are connected to the Internet:

http: /ST 50T —9 . '-—"._.E_—.:.::_.{l":T,z__J?Qn"c:,-.:ﬁqn__’

Or copy and paste 1t into vour brovser's "Location™ box (vhers Internet addresses go).
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2 A5 dEzgol o] AFel oate] Xk FrhE o] xujoldo] AFATL Hte FEL
2 2goldlo] Fx7F FaE = F97F AgdA ot o] wEkA ActiveX HNEE JuiE A
¥ = Aol 9ot ZHAaE A 2 (Win-Downloader) W &4 T 2a3e] HER AX
H= FH7F Stk A o® detHal glo], 2utolgo] 3 WHo]l WstH I e Aow
FAEtt
AR HE L83 o8 word Aol ActiveX AEZ *W Al Aal Abgle] ek R 9
Zbol=E AlFstgar, ole]d Pgor Auk AFEAES ActiveX HEE Ax] A B
ol vehg wwith Bl AFe AAZ wolEol Al HA ~gtoldo] A/ulxE JAES T
2 WHo] Fasd Aow F4sME 5 Us Aotk

[E2] ActiveX HoFFarze /‘}%7(}9] HHdg 595 we AAolgtar & F glrh ActiveX
AES AA A YElgE Bl Juge [Eo] 7|8 7|5o® [E Bl A4 utel yeh
%= T doeH ActiveX EHF oJ-’é} BEENF 2volgo] 7E, dxARRS T
~3to]9o] AbE| A (http://www.boho.or.kr/infor_data/spyware.pdf 1lpage)®] W&ol u}zt
AREAL SOl g W Bt ow B o gtk webA 2gtolgo] A A A ARGl Al F 9
& Wwithal sk ActiveX H.oF 733’_73}01] x2ase] 7% 9 o] gekFe] 7Aool Q=
oA & stolHHAE o]&ste] WAATIE WAL AMEAY] FoE W Aol &
gith B3k o]FHA HAAHE e 2Toldol= AA AN AREAL oFHIt A|E ] 7]

S, A W oW Mum WASA @a qlo] At MANE ZRaAs PR
J

I

d

A4 & ¢ Pu ZEa AN ALE T FE goe B 9

ofgf [28 2-7]& oA MFH(Win-Adware/Rogue.EZCatch)E XS w oz ZTAEJ
H&ehs UES A dol"HE A stdo|t

Filter: jhttp.request =1 * Expression.. Clear Apply

No. . Tlme iOUrce Destlnatlon otoct Info

'SetupFile/EZCatchHSetup. exe
HTTP GET /count.php?pid=20000135&mac=00:02:1c:f4:47:79
HTTP GET /download/activex/ADKC.CAB HTTP/1.1

HTTP GET Jcomm/selfversion HTTP/1.1

HTTP GET /comm/version HTTP/1.1

HTTP GET /backman/ezbackman.php HTTP/1.1

222, 239 255. 19
231.239.171.231
222.7235.255.319
2220239025519

1390 37. 5 192.:
1400 37.9 1927
3543 40.5 192.]
3553 40.6 192.]
3561 40.6 192.]

(29 2-7] 23tolgo] AR Al HELA volE A3 st

o1& Skel Zspolslolt MASW, FA olel A ZstoldolE MAsE WHow
sl A e AES Z47ke Aol AMelA eRsstel AXstE Ak e B
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a3 ot B3] o|AMFHA Y Ao Aalo] theREEe] MER MR e of=golE Xut
o7& gt

(2% 2-81% 591 otE]-zvjelgojo] M

g Tl ntrrh7|E dAste fHow, [

d 2-9]oA olFA BHHE nt=rE Pﬂ‘i‘ré‘}l AAE Al =5 AHES &7

& File Monitor - Sysinternals: www.sysinternals.com
File Edit Optmns Yolumes Help

HE  RBE @ <2 | @agy |

Process Req.. Path Result Other ~
‘ % asdfads. exe: 1908 SET 1. CAWINDOWSAS ystem32%wawal. ica SUUCCESS Length: 2238
di ade gua- 1900 RN W TN = st oo

SUCCESS Lenth: 2233
S REIEEE W 5 &

e N e E L AT e

[Z23 2-8] oA 7HH 7} ”ﬂd of=<ofel o] af H}Eﬂﬂﬂ ”1151“ |

entz and Settingsahnlabh Cookieshahnlab@ad-crozs. co[2] bt

ents and S ettingshahnlabh Cookies\ahnlab@ad-indicator1] .kt

ents and S ettings’ ahnlab' Cookies\ahnlabi@ad. pandoral 2] bt

ents and S ettings\ahnlab' Cookieshahnlab@ad]. dmemedia, col1]. st
ents and S ettingshahnlab%CookieshahnlabEad] targetgraph[1].tat
ents and Settings!ahnlabh Cookieshahnlab@adidas[1] bt

ents and S ettingzs ahnlBESC ooRIET »anr Ao e S0 er, parane ] 4

entz and Settingzhahnl e HIEN SPEIE| M H S DEHTIZEE

AHIE Yolictes &datE AIAR E2t0IY

A ToolA AztE Ao FAEE JdrEg AlxH ZgloWr HAE =Y, o] RES
dutx o g tgloln 2HAE 9J3te] He3d =go]ARZE (DriverUnload) $+E 5353}

2 era olART g AAGY] FEA wSol A

Alzgl =gtolW & Al A7) fElAE 54 loControlCodedt 1ZHH #ALS =dto|H &
& 3

stojof shar, o]eld ArE W AAF =dlolH= e AAT F e 7I3E A
ek o]= 574 IoControlCode®t AFES QI7F 4] 25k zm o] qlejw ApilE A
71 8 *—M]El% A& WAFRA s FHo] glrh ool g Ay =ete|H o] A
57 IoControlCode$t Z=AGERE ol AAE $18 =g AlFatA] ol A7 o

o5t

ol
o(A
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EIE]E A g4 B A8 = £ B8 B B = B BEBEEEEE eleieleieiclele

[28 2-10] DriverUnload &7} 525 % &8 A ~®H =glojy] Ax 3}H

A% 9% g Azg Seelm U AAS] AL ohl g wMR AusE

TEAACE staL, s MujarE FRE ol ddS AT 3

DeviceloControl (
hDrv,
0x839B9C28, & A zg sgo|Wrt AEEE AES
TEAE IoControICode
“pello everydaywo”, <« IoControICodeA S HAAIE 2449
OxF,
&dwOut,
sizeof(dwOut),
&dwRet,
NULL);
ControlService (hSrv, SERVICE_CONTROL_STOP, pSrvStatus);
DeleteService (hSrv);
DeleteFile ("%SystemRoot%WwSystem32WwWDriversw”_FILE_NAME_".sys");

o] A28 =etolH o]glo] FUT o]F O FE %SystemRootWSystem32 ET|ell &4 2}o]
B g (DLL)7F A s = o dde AAS 7] feid= =5 AF-ge] dastt. divst
9ol AlaE) EdbolH = dZE(Unload) sk 7]sol gl7] wiiel 9 =8 233 +
o = $e] A& =etelw 7t Ezbetal 3] wEol

A=l Egtoli o] A= V)Fo] &7E] glojAthE Aol oAy gl Holth, Fa=
Aol+= DriverUnload &7 5250 A %olx EA [oControlCodeE AEFES o A

28 =glolwE dREsE 7% A

o]

4
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(3) AIRCIEl - ElMA RISA HE2A0E HH HAE L SHAl 0K HYH

20074 79 A FFo] = ofEelAleldel WAt AU gvit g1 Hoz W
EHE vholARAnES] 47] 0eF A Y% Eu AmA] vEo}el A$2, o]
of 2 ) HeA, ZelA Zdlololo] @ WA wEH A

-

OI0I22ATE 2ot X

2007 7€l IRE mpolARATE Al T 6709 HeE dAE RS 1
B HeF AT Tl ‘BB 9l MS07-038% xﬂﬂﬂ U A 2= qlele] = Adge] 7}
S FFH ALHE AR Y AZESOE AMEEAL = AFEAE REEA] ST I
A5 AAste] vhekell 9l& HF AP S Abdel wojsjof Fht
AE8S=2 oA PoC
213 Microsoft Excel HAF o=z QI A I= A 2HA (MS07-036) 2
S Windows Active Directory?l HFHAHCZ Qlst 3 IE AE =ZHE o
(MS07-039)
213 .NET Framework FS&Eo=Z 0lst @23 DS A 2HE (MS07-040) f
=g Miicrosoft Office Publisher H L& O=Z Qlst 24 IZ= A 2HAE (MS07- o
037)
. Microsoft QIEHY! HE MHIA (I1IS)Q FHUFHo=Z Qs A=A I= A8 22X -
=7 | ®=(Mso7-041) N
2= Windows Vista &sto] FAFMo=z olst B2 RF 2ME (MS07-038) £
Q2 AFTolv JAEY o A~FRE(E) £ ZOIAE ofZAloldd JFHAH o7

o 2] o= of=elAlelde] MlFol E3 Active
ol Zlol SA et apxwk 2007
EH A T FAA =54 v

FeholAE o Aolde] A H]

EIMA DS/ HRAS OHED E AAIE L& FHAE

=7 AbolH QP AIE (NCSO)E 20079 7€ 16¥9 Eux 2T E mEojel A=
(JEUS)HA tEEe] 5o B2 9@ JSp A2~727t =25 Hob HyS wxsqint. A
22 mEdol= Ul W Fo AR FE 7] AREstal 9l

S Al 29 AR wFo] Jhesithe AolA did Ak dge wig Ak & 4 gl
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)

g FHoFd & AF&A7) test.jsp%00%t o] JSP 3 o]E9] %003 #L URL dzHH
A Y § BHEeAR QAT Ae AxFEE Y EESHA HE o=

NULL-E44 A%kt Feish del7t o s ul5shu,

M
mlm

NULL-EA449 #HFHLe M2 b Z2ad9 dojz 7dd golngert BA9e v
WHoR thfe A BAS dE 5o C/C++ 3 22 dojolA %002 A4

29 9uslA gt ASP, PHPS} e 23 EE dojois Exde Zo] zAFoz A w7
izl %00=A7F wAE o E& onlshA F=th [19 1] AFA d-24d FH ok
9] dgojth, HAYeE WAsSE I Z=2 WeF $username W49 Fkol “root”7} ofd A
v ok ’\}—&XV} $username W2 FhE “root/0”C
2 Jgs A 32 0vAE TAEY o7 AHasHH %}7] o] AAoT
ALE F338Y] root 11/] il T R = 2

l

mO“

0]
2R

&
o
w
(@]
=
]
aQ
)
@
e
¥
=
b

if($username ne "root")

{
#Il A~ = M passwd HH

)

else

{

die("rootA}-&Ae] MM F = WAS 4= ¢l&U ")
)
(24 2-11] Ag4el B-8x4d Hokael o

A oo § olEE el B o] golHygR wEolxl RER FAH o
v 2E Afolo] dole wde] FF Yotk WeF WE Abolo] EAAL HsHs Wol
vagd (28 2-1119 o9} o] Aztet FA7 wAde & glrh, L3 AggE olo]9}
T3olo] Afole] olE|s|o] AEuk ofula)l, 7o dlojE Alesld] wEold TE Alo|dn &
A9 S A sts o] g2 2o BA7 wAE 4 9ttt
E] ) 2 9] Jojol 7o~ oA WO @olHalElZ o] L3 mEZ TAuo] 9ow o
of HAE HoFA A MR U2 RESo] EAdS o2 wHos Hasls Aoa] wr
A Aoz FRAL wef A8A} ISP 3 olFe] 54 URL A=wE #AE Sl
248 45 URLY #Fstes ds e BES 39U o] Eo 293 dagd #45
FAeke] Sl JSP 3 -S AT JIIFYHE wAE FAISHA Z & JSP s EECA = v
olo] &2 JSP7} ofu7] W] W HUS Aul HMAE golw Hdsle] AiFLE
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—
1. testjspbxx 2H
3 testjsp DI S ) ———— <+
g —
l ;
H S [y ==
d, testjsp%uy G5 e if
(ZFEFEL jspt —_—»
OHbEZ ga ST 2 5H)

(18 2-12] A2 2275 =3 AU e

weba g o Zejslel oA ojsh e ﬂ%ol WS e B AsiAe, AA ofF
dollol e mE wEe] 24D A 1, E4 URL 929 ¥ B4 gz
A B s, AR "3} ge -~ 83 3% FA9 Qeo] A2 Weol

ALEE = SIES H9 taint =9 &

m_ﬂi
E
EE

FireFox firefoxrul & <+&

20074 79 109 ol gl nS A Qolel mEAL AaAE F A Aot @
EHAT. T B AEY aERe (D)9 sl Jidow sttt el sholojE
g cdne RS g Btk (23 3]e

§ rnEas it R erh et
%ﬁ%ﬁznﬁmﬁéam}%m B

(713 2-13] StolojE 2 HFHS o] §F AUE U U == o

glolojE 5 MHASHA firefoxurl MEH 7} SHHLE o] AEH 542 IEXH HTML 3
A g fAete Az EojA TolojE g Hdstr] 913 Flojt A& 5o AMEA
7} IEAA firefoxurl MEZHE HA|SH URLS Q733 271 AdHEn, o] o
firefoxurl &5+ URLS v g2 At o] A A2 = AL-gste] Fho]of &
25 Adgst=d FHekdol EAshE WMo A5 getv el g AF5S A ¥

o 2
u B
o

o 2

ol
E

webd oleld AL ohgs FAAE Qolo] BHY AT sfoloErg AR
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0

749~ chrome<" o] A

E3) ¥AA7F —chrome U E S o] &alo] molo] A 2
& Ao m= HAPgo =

Ry
olo] AufATUES} Aoz §x Tauel A 2 XSS 27

°olsl A]~®l A3l FEo] L5k},

p 84 — 1l T = 1

’

g AFHE o8 TAS Wolshy] M= Y Hopxdel tig HAE =] A
of &t A He A4 firefoxurl @52 E A firefox WAELE ©]&F Fojo] =

2 AW Apgalor stn, stolol o] ¢fulo|=s} B asit,
EdiAl 20l HAH

2007 78 109 FelA Felolol7k A Qi HAokuo] WERAT o AHe Fof
A Eelolol7h AH8eke FLV dole $dg 1 5
AN ALE 5 FeA Fdelole &

@ 5 o7 MR 1 gFe W avkn @ 5 ek

dubdo g FLV #de sdarel nitie, ore, ~aHE dHolEg yeds dud
FLV ®lZ1% vk v 2709 = Zb2t FLV sdsoiser g d) 1E1€ Uebd Ao

7}
th. 2 A5 (integer) HlolHES B At ABig-Endian) FA o= g 5o <

Offset Size Description

0x0000 3 Magic Code, ‘FLV’

0x0003 1 Version, &7 1

0x0004 1 Flags

0x0005 4 DataOffset/Header Size, dWr& o2 9

Offset Size Description

0x0000 3 Bl 3248 2e 9: HYQ, Ox12: 2 HE

0x0001 1 Data Size (n)

0x0004 1 Timestamp

0x0008 4 2Egotelt, &4 0

0x000b N Data
olF 2AYE H1e ZUPA AH 2AHEE Hoste U™ SCRIPTDATAOBIJECT ¢
FEE FAE I, SCRIPTDATAOBIJECT #l#Z =+ tA] ObjectName =2} ObjectData Z
=2 AoHr} ObjectName B=9 72+ th3 19 2t
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Offset Size Description

0x0000 1 ObjectName type (&4 2)
0x0001 2 ObjectNameSize (n)
0x0003 N ObjectNameData

dlole #2& Yel ObjectData ZE=7}

rlo

ObjectData =9 3| Hlfo|Ex ~Exg 3 b
et deoly d42 t&3 #Z
O:Number, 1:Boolean, 2:String, 3:Object, 4:MovieClip
5:Null, 6:Undefined 7:Reference, 8:ECMA wW <&,
10:Strict ¥§¥, 11:Data, 12: Long String

< Long String H°|El= &AL 9] dolE Urtdl= Z=o o= Ao =2
191+ Long String EAFS (Long String H|o]E] 7] + 1WHEQ] Alo]Z=E W RE g
g gt olw vlolg A7|E OxSfffffffZ Fostd ZeiA Zdololx o] £AE 23

Jr(-DE AZete] A717F 0(-1+1=0)%1 "wl=gE dIdsiA et o] & A4 &
ARZE BRI o2 o] FAAL A e ERSI BT e Ode eHERSIL B
& ZZg FLV gde] dFF o7 dolE o] Oxcel Long Stringe] = 7|7} Oxffffffff
2 HoJgl7] wZel o] LA oyt v o7 HALE T

e}
=
o

oL

ApoeOes: 4ihc 5601 A500 A000 4000 6000 A012 6868 FLU.............
Agaes16: YcAd aaaa [‘Iﬂﬂﬂ [‘Iﬂﬂﬂ [‘IEHH [1366 6F6F |[BcFH ... a... foo. .

0000020: [FTFT _TTReaF

7FsAdol BHo® Fork dastH, YA Edolol FH kAol Wi mel dHIE=
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Il. ASEC E &

(1) 108& AHI2E HAXS

Agomre 104 A9 19974 olF ohyz= ARAES TS sa AL AFL
ERolBubr} opymse RS A st QAAT, FA] Bhre melel s AARE
e Aol wol AEHH w2 upole]ash AR vlolel ~E ARSn Uy, 27 A

]
A= AFAES B iR e vloj# s Azl &k AU

¥2,

< 1996KF-E 200067HA4] A E A oIzt e vpolg o] gl oiefA

Al 7HsEel .

ui
o

K A= opgmE | AES wpolgx
19964 14 1 1
1997 124 1 1
19989 1€ 1 1
19984 24 12 12
19984 3¢ 12 12
19984 64 6 6
19984 124¢ 17 6
19999 14 45 8
19994 64 36 11
19994 124 127 20
20004 1€ 77 14
20004 64€ 104 17
20004 12¢ 168 41

[3 3-111997¢ - 200097bA] 2 E Q&= o=

[3E 3-1]eA ¢} Zo] A& 95 nlolelA~7k 19961 Zof g o]F Aol Ao]k A
T9 ol vt SAEA gt B2 1996 T 99 959 7P =ElolHE o]
A&} 4o AF8F= Win95/Punch BFo] 2~ ¢ Win95/MrKlunky ®lol# ~7}F @ AE
Zotsh fralel vholel s A% el AWM ARAAAT o) F vholexi AT

717F 33 Ad Fof] FlE AT Be v ATt

19974 LR AR whole2sk A8 WANA Grih 19989 2HE AR vhol el 2}
238 3 AL ¢ & dud ok welus AgAGe] o A AZE WS A%
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AFsn Qgon mole s AL ARUENAE 19974 o152 =y B7AS Aol

NEE 959 95 A% NT Hlol#]2 AZ7HS AGets Ao 2y
5o L dlolgagt ARS wolYAE HEAZY Ex A 3
o, A= EAE A= oA A]] Anarchy.6093 whelef2=7)
oA ALg3tE= NewExeE ZHAA7IR= A3 ol A% 95 o] 9] u}o]a/\g} 7
27}

e
rL YE
—{o
Z,
to
i1k
o
&

N

)
)
>£
E
rL

ﬂ

o
w
—

HFo A AAS Jacky Qwerty® HF 2+ 107} =9 958 ozt Y% NT oAM=
2 FA4 glo] #aEE vlolglAE AlFsta 1998 29 wlolgl s AlF HAE Fa /W
| &t o2 T|sAow FHEI oE o|&ar v &3 W wpolglxEo] FAe}
3L 19989 EAAS Akg ¥ 5d 7S wpolglaEo] HAWEA AREAES 59

7] Azl

O

1997 11¢ 2319 nlo] 2~ A &A= B2 A% wiZIEA A8 3ds A&
o ~¥| & E nlo]z] ~(Esperanto virus)S A 23R W A 2 Ape] FH3= trEA Wi EA] A
g utel Zhodof = Ayl

AE S 95/98 A+ nlolg] A% ¢rAA o7 WEE o] 10¥5E Wind5/Anxiety_Poppy Bb
olel~7F £, A , Hl=, Sk Soll #X) 7] Al EFsh

19974 AR o5 A AA ol A AlzkAbEe] Bk Qb4

o) wsta Alch Akl g grAw Y wEe
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(2) DLL EEH S TS HIOI24A Win32/Durchina

At

Ol

Qo

na

il
tlo

k%)
e
it

3 vlol# A~ “thunbs.db”(71,168bytes)E= ©] zt= EXE UPXZ A gty
o] gJor, “%windows%Downloaded Program FilesW” &0 % o] cglo]Ho =H21<]
HARE 2 g 5o] DLLE & (muniu.dll, 58,880bytes)S A gt} o =efojHel= Ak
A3e  9Jg  Autorun.inf IS AAIH, DLLEES] A Virus’ls H

Trojan(Downloader, GameHack)”]|5<& X33ttt ZAdde= S9del d%$ nvlo]g{ o]

7.

off

OHI
>

SO0IAE

EXEstd A3 UPXZ AdgH5 o] ¢l DLLIY(muniudlDe APF wE I

o1 2 A (Injection) ¥ ] 5 23lH, Kernel32.dl19] 574 APIgH=2] 3 5ulo]ES ww ] Ao A
FAste], T API AR Al A4l 2= F dFE 27|0MP)stESE gt whek, ek
A Al T APIE A2 A9, vlolg e Y EE SAo YERAY. Win32/Durchina®t
ol#]zol A A3 = APl BlAEx tho3 P

FindFirstFileW, FindFirstFileA, FindFirstFileExA, FindFirstFileExW, FindNextFileA, FindNextFileW,
CreateFileA, CreateFileW

o]F oA uwloly A 7FAFEoR H7|sE APIE+E CreateFileA, CreateFileWo|w, thw

A APISt+ GameHack® Downloader”] & 33t =2 E7|dd. &7 & &8}
T ZTo= FEHoRE Aol A QB API A2} SHIO|EE B{E= 7|5 E ZtET)h

X 20l+

Win32/Durchina vpolg] 2o 7+ Al Aol BE T2~ <A M (Injection)E 2=
g Al HEgAo A Winlogon.exe® Explorer.exed] A% “muniu.dll”g Unload &foF 3
o}, ®3, %windows%Downloaded Program FilesW Z0o] AAEE  “thunbs.db”,
“muniu.dll”Zd o] 7§ Thread FHl 93] AR 24 D AAAFS 9 Fasto
2 AARE A AHoR A mHA s 7HeAol

N

o,

vlolg] A~ == AFQ] Al wpx|wk AlAH 9] Size Of Raw Datazto]l oFd Virtual Size S £33
Zlel ZEE At S, A E = vlold s ZETE 9d ] ol ofd , 45
OJEI7} wlely 2~ IR Yol oA = Qi) o] A, V3oAE Yo &0475_1 =y
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NULLE A$= Ao=w a8 3},

HEE

I

Al

Win32/Durchinai= %windows%, %winnt% Z=4HS AQ3t RE &y 2 =glo]H o] = EXE,
* SCR A5 zt= PERYS Aoz 3, “mir.exe”, “minue.exe” Y- 719 o] A]
Ay, w5 MZ, PE £A9& S8 PERY Q1A o475 AAstH, 3d=A7]7F 0x2800
Bt =3 0xA00000K.v 2HE #dvhs At o s gt

Win32/Durchinatx= ©@<¢ 23 Al ZAS5A ol YEuA] Zow, zH4sle] =43 Kernel32.dll
o] EA APISF(CreateFileA, CreateFileW)E Al&3slE T2 WS A3 Al ZAEFEIOR
E715le] 7ZHgo] o] Fojd}. o [2¥ 3-1] 5 APISHFE AASHe] s 2] A

FE Srpo]E F4ete Rl

B

PUSH EAX

CALL muniu.00896914 ; kernel32.VirtualQuery
PUSH muniu.008C4264

PUSH 80

PUSH 4

MOV EAX, DWORD PTR DS: [EDI]

PUSH EAX

CALL muniu.0089690C ; kernel32.VirtualProtect
PUSH muniu.008C424C

PUSH 5

PUSH muniu.008C41BC

MOV EAX, DWORD PTR DS: [EDI]

PUSH EAX
CALL muniu.008967EC ; kernel32.GetCurrentProcess
PUSH EAX
CALL muniu.00896934 ; kernel32.WriteProcessMemory
[28 3-1] 54 API9] AlZza= A5 B2
Zuy ste gow, B Aol Y vhde w2 £4HRE Wdd T
7+ 7

A
& HBAg= V)5S zten olge (19 3-2]% Win32/Durchinadl 79 &

£ yebdt}, blolgl 2~ E A (thunbs.db) &kl —%7}% 152bytesHlolHE= 9 A
Pk 4ulo]ECt Virusell A AH&sh= APIES UEhbiH. ®=3 [27 3-2]<4 3
2 o] EP7}F 43 524ufo]E9] A== “thunbs.db”(Wlel8] 2 ¥)& A4 3 a3
FE2A 1528fo]|Eo] EA3l+= APIE(GetProcAddress, ShellExecuteAS)S o] &3+

e
-
BN

—

e
ﬂ
3
1o, lTJ

rlr

N g &
k)
e
o,
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